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PSI-PROD-0197919, 930-931, 940, 968-969, 976, 980] 890 

69. Excerpt from March 29, 2012 Presentation, prepared by Sullivan & Crom- 

well LLP and Cahill Gordon & Reindel LLP on OFAC compliance by 
HSBC Bank USA. [HSBC OCC 8966113, 118, 143] 898 

70. HSBC Group Circular Letters (GCL): 

a. GCL 050047 — Compliance with sanctions (28 Uul ! 2005) [HSBC OCC 

3407560-561]; 901 

b. GCL 060011— US Dollar Payments (06 ! Apr ! 2006) [HSBC OCC 

3407587]; 905 

c. GCL 060041 — US OFAC Sanctions against Iran — U-Turn Exemption 

(25 ! Oct ! 2006) [HSBC OCC 3407606]; 907 

d. GCL 070049— Sanctions Against Iran (24 ! Sep ! 2007). [OCC-PSI- 

00141530-531] 909 

Documents related to other countries: 

71. a. HSBC internal email, dated September 2005, re: OFAC sanctions (In 

particular regard to the Sudanese payments, but also to a lesser extent, 

Cuban and Burmese, there are a considerable number of USD denomi- 
nated transactions.). [HSBC OCC 8877213-214] 912 

b. HSBC document prepared May 2007. INFORMATION REQUESTED 
IN CONNECTION WITH: NORTH KOREA, CUBA, AND MYANMAR 
(We were notified that there are relationships with Cuban and North 
Korean customers.). [HSBC OCC 8876093-095] 914 


c. HSBC internal email, dated October 2005, re: GCL 050047 — Compli- 
ance with Sanctions (I note HBMX continues to process USD payments 
involving Cuba. It is very important this is stopped immediately as 
the regulators are getting very tough and the cost to the Group could 


be considerable if a breach occurs, both in terms of the fine and in 
the rectification work which is likely to be a pre-requisite to any settle- 
ment. If this identifies further breaches, the cost could spiral.). [HSBC 

OCC 8874357-362] 917 

d. Excerpt from Deloitte, Transaction Review Progress and Results Re- 
porting, 18th & 19th October 2011 (Correspondent and other accounts 
. . .). [HSBC-PSI-PROD-0096628, 649] 923 


Documents Related to A1 Rajhi Bank — Disregarding Links to Ter- 
rorist Financing: 

72. HSBC internal email, dated January 2005, re: Al Rafjhji TradinglAl 

Rafjhji Banking (. . . Group Compliance has recommended that the US 
businesses sever ties with these clients based on the current regulatory 
environment and the interest of US law enforcement.). [HSBC OCC 
1884218] 925 

73. HSBC internal email, dated March 2005, re: Al Rafjhji Guidance Clari- 

fied (Looks like you’re fine to continue dealing with Al Rajhi. You’d 
better be making lots of money!). [HSBC OCC 3114022] 926 

74. HSBC internal email, dated May 2005, re: Al Rajhi (After the OCC 

close out and that chapter hopefully finished, could we re-visit Al Rajhi 
again. London compliance has taken a more lenient view . . .). [OCC- 
PSI-00144350] 927 

75. HSBC internal email, dated August 2005, re: Ad Rajhi (We’ve gotten 

push back from OCC on Al Ra[jh]i Trading, which is less controversial 
than the bank.). [OCC-PSI-00343527] 929 

76. Excerpt from HBUS Global Banknotes — Purchases & Sales USD — 2008 

vs 2009. [HSBC OCC 5364770, 784, 793, 794] 932 
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77. HSBC internal email, dated November 2006, re: Al Rajhi Banking (. . . 

the PCM Regional Sales Manager at HBME in Bahrain . . . has called 
to say that Al Rajhi has now run out of patience waiting for us to 
re-start our banknote trading relationship . . [HSBC OCC 3280505] 936 

78. HSBC internal email, dated November 2006, re: Al Rajhi Banking (At 

the end of the day, its Compliance who’s the key.). [OCC-PSI-00 150795] ... 937 

79. HSBC internal email, dated November 2006, re: Alrajhi [sic] (To cancel 

the Amanah business is much bigger than not dealing with banknotes.). 
[OCC-PSI-00150798] 939 

80. HSBC internal email, dated December 2006, re: Al Rajhi Bank (. . . 

the notion of ‘no smoke without fire’ is one we must bear in mind and 
any business unit dealing with this entity must acknowledge the associ- 
ated risks.). [OCC-PSI-00150892] 942 

81. HSBC internal email, dated July 2007, re: Al Rajhi Bank in Saudi 

Arabia (This article on Al Rajhi Bank & TF was in the Wall Street 
Journal today.). [HSBC OCC 2830874-879] 943 

82. HSBC internal email, dated November 2007, re: ISLAMI BANK BAN- 
GLADESH LIMITED (. . . the money is there and we should go for 

this account.). [HSBC OCC 0739987-991] 949 

83. HSBC internal email, dated November 2007, re: ISLAMI BANK BAN- 

GLADESH LIMITED — Bangladesh (. . . the Al-Rajhi family has been 
associated with Islami Bank, Bangladesh Limited, since its ineeption.). 
[OCC-PSI-00154139] 954 

84. a. HSBC internal email, dated August 2009, re: EDD Report of Findings 

[redacted] Bank Ltd in Bangladesh (BN-SP & PCM) (I support Hersd’s 
stance that this is such a large bank hence malfeasance is expected.). 

[HSBC OCC 7688017-024] 958 

b. HSBC internal email, dated September 2005, re: Report of Findings — 
[redacted] Bank — FIG (Yes, corruption can be rampant in this bank. 

. . .). [HSBC OCC 7690024-032] 964 

85. HSBC Know Your Customer Profile for Al Rajhi Banking & Investment 

Corp, October 2010. [HSBC-PSI-PROD-01023 10-324] 967 

86. HSBC Know Your Customer Profile for Islami Bank Bangladesh Limited, 

June 2011. [HSBC-PSI-PROD-0117222-237] 982 

87. a. Islami Bank Bangladesh Ltd. responses to questions from the U.S. 

Senate Permanent Subcommittee on Investigations, July 4, 2012. 

[PSI-IBBL-01-0001-003] 998 

b. Social Islami Bank Ltd. responses to questions from the U.S. Senate 
Permanent Subcommittee on Investigations, July 10, 2012. [PSI- 
SIBL-01-0001-004] 1001 


Documents Related to Hokuriku Bank — Cashing Bulk Travelers 
Checks: 

88. HSBC internal email, September 2008, re: Hokuriku Bank Ltd — Compli- 
ance query (Information from Hokuriku Bank regarding some of the car 
dealerships they do business with that we questioned. Its very limited 
information that took us over a month to get.). [OCC-PSI-00409214- 

216] 1005 

89. HSBC internal email, dated November 2008, re: Hokuriku Bank (This 

use of cash letter is inappropriate and the Committee has concluded 
that PCM should no longer allow Hokuriku to send traveler’s checks 
through cash letter.). [OCC-PSI-00808695] 1017 

90. HSBC internal email, dated December 2008, re: Hokuriku Bank — infor- 
mation needled (They have been good enough to provide information so 
far but as you may understand from bank secrecy view point, they should 

not or cannot disclose eustomer information.). [OCC-PSI-008 11358] 1024 

91. HSBC internal email, dated December 2008, re: SK Trading (... we 

uncovered huge amounts of [redacted] travelers’ checks (daily averages 
of $500M to $700M per day) being processed by HSBC for their eor- 
respondent Hokuriku Bank in Japan.). [OCC-PSI-00888526] 1037 

92. Hokuriku Bank, Ltd. responses to questions from the U.S. Senate Perma- 

nent Subcommittee on Investigations, June 26 and 29, 2012. [PSI- 
HokurikuBank-01-0001-005 and PSI-HokurikuBank-02-0001] 1038 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00012 Fmt 5904 Sfmt 0487 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



XI 


Page 


Documents Related to HBUS Private Bank Americas: — Offering Bear- 
er Share Aceounts: 

93. HSBC internal email, dated August 2007, re: Bearer Share Companies 
(The following is our current policy for Bearer Share Corporations in 

NY .. .). [OCC-PSI-00318438] 1044 

94. HSBC internal email, dated December 2007, re: Bearer Share Corporation 

Policy (IPB Miami maintains existing accounts for 1,679 Bearer Share 
Corporations of which 126 are considered High Risk.). [OCC-PSI- 
00226652] 1059 

95. Transcript of 4/25/2007 telephone conversation between HBUS Claude 

Mandel and Mauricio Cohen (Mr. Cohen: But I can’t put that, otherwise 
I have to declare them in the United States? I can’t do that, I don’t 
want to declare . . . otherwise, I have to close the accounts with you 
oudgo to Geueyo.;. [HSBC-PSI-PROD-0024791-795] 1062 

96. a. HSBC internal email, dated June 2007, re: Waiver Request (The two 

accounts are bearer shares. The client does not want neither to register 
nor custodize the shares, and they do not want to sign the BOL.). 

[OCC-PSI-00214516] 1067 

b. HSBC internal email, dated June 2007, re: Waiver Request (I would 
do it without going to Geneva but audit wrote up DPB on a similar 
situation.). [OCC-PSI-00214534] 1071 

97. Documents related to Peruvian Family: 

a. HSBC internal email, dated June 2007, re: [redacted] Family (I spoke 

to Susan Wright, Group Head of AML. She is reluctant to grant the 
exception but will consider it.). [OCC-PSI-002 14880] 1073 

b. HSBC internal email, dated June and July, 2007, re: [redacted] Fam- 
ily (This is too important a family in Peru for us not to want to 

do business with, . . .). [OCC-PSl-00215211] 1075 

Documents Related to OCC — Exercising Ineffective AML Oversight: 

98. HSBC internal email, dated February 2010, re: OCC Meeting (In light 
of the extent of our alert backlogs, Sally indicated that they will shortly 

be issuing a Supervisory Letter . . .). [HSBC OCC 3405315-316] 1081 

99. HSBC internal email, dated June 2009, re: GMO business reviews — 

LATAM (The inherent AML risk in Mexico is still very high . . .). [HSBC 
OCC 8874895] 1083 

Additional Documents: 

100. Correspondence from the Comptroller of the Currency (OCC) to the 

Permanent Subcommittee on Investigation, September 20, 2012, on ac- 
tions taken by the OCC since the Suhcommittee’s July 2012 hearing. 
[PSI-OCC-45-0000010-016] 1084 

101. Responses to supplemental questions for the record from HSBC, Sep- 

tember 11 and 25, 2012. [PSI-HSBC-80-00000 1-006, PSI-HSBC-81- 
000001-003] 1100 


VOLUME 2 

102. Documents cited in footnotes to U.S. Vulnerabilities to Money Laun- 
dering, Drugs, and Terrorist Financing: HSBC Case History, the Report 
released in conjunction with the Subcommittee hearing on July 17, 

2012. A Document Locator List provides Bates numbers and document 
descriptions of the documents cited in the Report. Not included are 
documents related to Subcommittee interviews, which are not available 
to the public, and widely available public documents 1109 
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Hearing On 

U.S. Vulnerabilities to Money Laundering, Drugs, 
and Terrorist Financing: HSBC Case History 
July 17, 2012 


EXHIBIT #102: 

Documents cited in footnotes to U.S. Vulnerabilities to Money 
Laundering, Drugs, and Terrorist Financing: HSBC Case History, the 
Report released in conjunction with the Subcommittee hearing on July 
17,2012. A Document Locator List (next page) provides Bates numbers 
and document descriptions of the documents cited in the Report. Not 
included are documents related to Subcommittee interviews, which are 
not available to the public, and widely available public documents. 


Permanent Subcommittee on Investigations 
EXHIBIT #102 


(1109) 
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DOCUMENT LOCATOR LIST 


Bates Number or Document Description 

Page Number 

Articles related to “Taliban” bank, Afghan National 
Credit and Finance Ltd. 

1122 

“Bank Secrecy Act Pillar Violations 2007-2011,” chart 
prepared by the Permanent Subcommittee on 
Investigations, July 2012. 

1127 

BOG-A-205484-511 

Sealed Exhibit* 

BOG-A-207130 

Sealed Exhibit* 

BOG-A-300035-068 

Sealed Exhibit* 

BOG-SR-000442-443 

Sealed Exhibit* 

BOG-SR-001368-374 

Sealed Exhibit* 

BOG-SR-00 1402-409 

Sealed Exhibit* 

HSBC OCC 0616010-026 

1128 

HSBC OCC 0616168-178 

1145 

HSBC OCC 0616217-218, 220-22 1 , 24 1 -242 

1156 

HSBC OCC 0616259-260 

1162 

HSBC OCC 0616262 

1164 

HSBC OCC 0616264-268 

1165 

HSBC OCC 0616314-316 

1170 

HSBC OCC 0616318 

1173 

HSBC OCC 0616340-343 

1174 

HSBC OCC 0616349-350 (Printed as Exhibit 65) 

882 

HSBC OCC 0616352-356 (Printed as Exhibit 3) 

587 

HSBC OCC 0616384-385 

1178 

HSBC OCC 0630892-893 

1180 

HSBC OCC 0659988-997 

1182 

HSBC OCC 0695039-041 

1192 

HSBC OCC 0739987-991 (Printed as Exhibit 82) 

949 

HSBC OCC 0741466-473 

1195 

HSBC OCC 0752005-017 

1203 

HSBC OCC 0760928-930 

1216 

HSBC OCC 0761014-017 

1219 

HSBC OCC 0948192-195 

1223 

HSBC OCC 0953080-084 

1227 

HSBC OCC 1105891-893 

1232 

HSBC OCC 1413725-727 

1235 

HSBC OCC 1638463-464 

1238 

HSBC OCC 1638575-576 

1240 

HSBC OCC 1 8842 1 8 (Printed as Exhibit 72) 

925 

HSBC OCC 1933599-601 

1242 

HSBC OCC 2405588-589 

1245 

HSBC OCC 2495056-123 

1247 

HSBC OCC 2691117-124 

1315 
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DOCUMENT LOCATOR LIST 


Bates Number or Document Description 

Page Number 

HSBC OCC 2725167-169 

1323 

HSBC OCC 2830874-879 (Printed as Exhibit 81) 

943 

HSBC OCC 31 11888-890 

1326 

HSBC OCC 31 13976-977 

1329 

HSBC OCC3114022 (Printed as Exhibit 73) 

926 

HSBC OCC 3180772-797 

1331 

HSBC OCC 3185023-025 

1346 

HSBC OCC 3224893 

1349 

HSBC OCC 3225386 

1350 

HSBC OCC 3241692-701 

1351 

HSBC OCC 3243782-787 (Printed as Exhibit 61) 

855 

HSBC OCC 3243965-967 

1361 

HSBC OCC 3250655 

1364 

HSBC OCC 3250665-667 

1365 

HSBC OCC 3250730-732 

1368 

HSBC OCC 3259936-939 

1371 

HSBC OCC 3260409-414 

1375 

HSBC OCC 3260426 

1381 

HSBC OCC 3261519-529 

1382 

HSBC OCC 3261530-532 

1393 

HSBC OCC 3279589-590 

1396 

HSBC OCC 3280496-497 

1398 

HSBC OCC 3280498-499 

1400 

HSBC OCC 3280504-505 

1402 

HSBC OCC 3280505 (Printed as Exhibit 77) 

936 

HSBC OCC 3280945-946 

1404 

HSBC OCC 3281773-774 

1406 

HSBC OCC 3287261-262 

1408 

HSBC OCC 3342182 

1410 

HSBC OCC 3352026-037 

1411 

HSBC OCC 3391185-190 

1423 

HSBC OCC 3391262-268 

1429 

HSBC OCC 3400666 

Sealed Exhibit* 

HSBC OCC 34053 1 5-3 1 6 (Printed as Exhibit 98) 

1081 

HSBC OCC 3405534-537 

1436 

HSBC OCC 3406951-953 

1440 

HSBC OCC 3406981-996 

1443 

HSBC OCC 3407449-451 

1446 

HSBC OCC 34075 1 0-5 1 5 (Printed as Exhibit 44) 

778 

HSBC OCC 3407517-522 (Printed as Exhibit 50a) 

807 

HSBC OCC 3407526-527 (Printed as Exhibit 58) 

847 

HSBC OCC 3407536-541 

1449 
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DOCUMENT LOCATOR LIST 


Bates Number or Document Description 

Page Number 

HSBC OCC 3407543-547 

1455 

HSBC OCC 3407549-555 

1460 

HSBC OCC 3407560-56 1 (Printed as Exhibit 70a) 

901 

HSBC OCC 3407565-569 

1467 

HSBC OCC 3407587 (Printed as Exhibit 70b) 

905 

HSBC OCC 3407606 (Printed as Exhibit 70c) 

907 

HSBC OCC 3407608-609 (Printed as Exhibit 26) 

689 

HSBC OCC 3516806-812 

1472 

HSBC OCC 3601 119-139 

Sealed Exhibit* 

HSBC OCC 3633806-812 

1478 

HSBC OCC 3800290-296 

1485 

HSBC OCC 4816460-462 

1492 

HSBC OCC 4827027 

1495 

HSBC OCC 4844209 

1496 

HSBC OCC 5364770, 784, 793, 794 (Printed as Exhibit 76) 

932 

HSBC OCC 7519403-406 

1497 

HSBC OCC 7519413 

1501 

HSBC OCC 7687346-348 

1502 

HSBC OCC 7687373-377 (Printed as Exhibit 43) 

773 

HSBC OCC 7687437-438 (Printed as Exhibit 60) 

853 

HSBC OCC 7688017-024 (Printed as Exhibit 84a) 

958 

HSBC OCC 7688584-589 

1505 

HSBC OCC 7688655-657 

1511 

HSBC OCC 7688668-670 (Printed as Exhibit 66) 

884 

HSBC OCC 7688676-678 

1514 

HSBC OCC 7688680-682 

1517 

HSBC OCC 7688689-690 

1520 

HSBC OCC 7688742 

1522 

HSBC OCC 7688749-751 

1523 

HSBC OCC 7688824-827 

1526 

HSBC OCC 7688871-873 

1530 

HSBC OCC 7690024-032 (Printed as Exhibit 84b) 

964 

HSBC OCC 7695260-266 

1533 

HSBC OCC 7730334-335 

1538 

HSBC OCC 8873261-266 

1540 

HSBC OCC 8873286-289 

1546 

HSBC OCC 8873338-342 (Printed as Exhibit 21) 

680 

HSBC OCC 8873393-394 

1550 

HSBC OCC 8873463-465 

1552 

HSBC OCC 8873474-478 

1555 

HSBC OCC 8873485 

1560 

HSBC OCC 8873487-489 (Printed as Exhibit 31) 

708 
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DOCUMENT LOCATOR LIST 


Bates Number or Document Description 

Page Number 

HSBC OCC 8873500-511 

1561 

HSBC OCC 8873598-599 

1573 

HSBC OCC 8873671 (Printed as Exhibit 12) 

634 

HSBC OCC 8873673 

1575 

HSBC OCC 8873750 

1576 

HSBC OCC 8873759 (Printed as Exhibit 25) 

688 

HSBC OCC 8873843-855 (Printed as Exhibit 9) 

607 

HSBC OCC 8873871-875 

1577 

HSBC OCC 8873890-893 (Printed as Exhibit 42) 

769 

HSBC OCC 8873909 

1582 

HSBC OCC 8873922-928 (Printed as Exhibit 50b) 

813 

HSBC OCC 8873941-947 (Printed as Exhibit 46) 

786 

HSBC OCC 8873949-956 (Printed as Exhibit 47) 

793 

HSBC OCC 8873958-959 

1583 

HSBC OCC 8873974-976 

1585 

HSBC OCC 8873979-982 (Printed as Exhibit 51) 

826 

HSBC OCC 8873985-986 (Printed as Exhibit 52) 

830 

HSBC OCC 8873994-997 (Printed as Exhibit 53) 

832 

HSBC OCC 8873999 (Printed as Exhibit 55) 

840 

HSBC OCC 887400 1 -004 (Printed as Exhibit 54) 

836 

HSBC OCC 8874023-034 

1588 

HSBC OCC 8874039 

1600 

HSBC OCC 8874051-057 

1601 

HSBC OCC 8874194-228 

1608 

HSBC OCC 8874307-310 

1643 

HSBC OCC 8874315-326 (Printed as Exhibit 14) 

639 

HSBC OCC 8874328-330 

1647 

HSBC OCC 8874349-355 (Printed as Exhibit 64) 

875 

HSBC OCC 8874357-362 (Printed as Exhibit 71c) 

917 

HSBC OCC 8874376-38 1 (Printed as Exhibit 1 1) 

628 

HSBC OCC 8874383-392 

1650 

HSBC OCC 8874560-566 (Printed as Exhibit 39) 

748 

HSBC OCC 8874595-600 

1660 

HSBC OCC 8874660-663 (Printed as Exhibit 49) 

803 

HSBC OCC 8874671 

1666 

HSBC OCC 8874673-675 

1667 

HSBC OCC 8874703-708 

1670 

HSBC OCC 8874710-712 (Printed as Exhibit 50c) 

820 

HSBC OCC 8874714 

1676 

HSBC OCC 8874731-732 

1677 

HSBC OCC 8874762 

1679 

HSBC OCC 8874802-810 

1680 
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DOCUMENT LOCATOR LIST 


Bates Number or Document Description 

Page Number 

HSBC OCC 887482 1 -825 (Printed as Exhibit 30) 

703 

HSBC OCC 8874829-833 (Printed as Exhibit 32) 

711 

HSBC OCC 8874846-847 

1689 

HSBC OCC 8874849-850 

1691 

HSBC OCC 8874856 

1693 

HSBC OCC 8874857 

1694 

HSBC OCC 8874895 (Printed as Exhibit 99) 

1083 

HSBC OCC 8874965 

1695 

HSBC OCC 8874967-974 

1696 

HSBC OCC 8875007-008 

1704 

HSBC OCC 8875010-014 (Printed as Exhibit 17) 

649 

HSBC OCC 8875020-02 1 (Printed as Exhibit 28) 

693 

HSBC OCC 8875040-041 

1706 

HSBC OCC 8875046 

1708 

HSBC OCC 8875063-069 

1709 

HSBC OCC 8875086-090 

1716 

HSBC OCC 8875132-135 (Printed as Exhibit 20) 

676 

HSBC OCC 8875139-141 (Printed as Exhibit 28) 

693 

HSBC OCC 8875171 

1721 

HSBC OCC 8875191-193 

1722 

HSBC OCC 8875217-218 (Printed as Exhibit 48) 

801 

HSBC OCC 8875225-232 

1725 

HSBC OCC 8875256 

1733 

HSBC OCC 8875423 (Printed as Exhibit 22) 

685 

HSBC OCC 8875462-465 

1734 

HSBC OCC 8875492-493 

1738 

HSBC OCC 8875507-509 

1740 

HSBC OCC 8875565-575 

1743 

HSBC OCC 8875605-607 (Printed as Exhibit 35) 

723 

HSBC OCC 8875736-738 (Printed as Exhibit 34) 

720 

HSBC OCC 8875786-792 

1754 

HSBC OCC 8875818-829 

1761 

HSBC OCC 8875837 (Printed as Exhibit 23) 

686 

HSBC OCC 8875925-927 (Printed as Exhibit 19) 

673 

HSBC OCC 8876013-015 

1773 

HSBC OCC 8876050-057 

1776 

HSBC OCC 8876088-095 

1784 

HSBC OCC 8876104-106 (Printed as Exhibit 67) 

887 

HSBC OCC 8876128-136 (Printed as Exhibit 41) 

760 

HSBC OCC 8876223-280 

Sealed Exhibit* 

HSBC OCC 8876347 (Printed as Exhibit 24) 

687 

HSBC OCC 8876417-424 

1792 
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DOCUMENT LOCATOR LIST 


Bates Number or Document Description 

Page Number 

HSBC OCC 8876487-488 (Printed as Exhibit 45) 

784 

HSBC OCC 8876490-493 

1800 

HSBC OCC 8876504-505 

1804 

HSBC OCC 8876580-581 

1806 

HSBC OCC 8876612-613 (Printed as Exhibit 13) 

637 

HSBC OCC 8876645-646 (Printed as Exhibit 15) 

644 

HSBC OCC 8876670-671 

1808 

HSBC OCC 8876677-680 

1810 

HSBC OCC 8876711-713 

1814 

HSBC OCC 8876715-720 

1817 

HSBC OCC 8876784-787 (Printed as Exhibit 33) 

716 

HSBC OCC 8876818-822 

1823 

HSBC OCC 8876824-825 

1828 

HSBC OCC 887686 1 -863 (Printed as Exhibit 56) 

841 

HSBC OCC 8876884-887 

1830 

HSBC OCC 8876896-899 

1834 

HSBC OCC 8876901 

1838 

HSBC OCC 887692 1 -93 1 (Printed as Exhibit 62) 

861 

HSBC OCC 8877103-106 

1839 

HSBC OCC 8877136-137 

1843 

HSBC OCC 8877148-154 

1845 

HSBC OCC 8877213-214 (Printed as Exhibit 71a) 

912 

HSBC OCC 8877231-239 

1852 

HSBC OCC 8877797-798 (Printed as Exhibit 8) 

605 

HSBC OCC 8877800-807 (Printed as Exhibit 10) 

620 

HSBC OCC 8877877-885 

1861 

HSBC OCC 8878026-029 (Printed as Exhibit 59) 

849 

HSBC OCC 8878037-038 

1870 

HSBC OCC 887821 4-2 1 6 (Printed as Exhibit 63) 

872 

HSBC OCC 8878838-840 (Printed as Exhibit 50d) 

823 

HSBC OCC 8903859-878 

1872 

HSBC OCC 8903992-000 

Sealed Exhibit* 

HSBC OCC 8966014-018 (Printed as Exhibit 29) 

698 

HSBC OCC 8966021-026 

Sealed Exhibit* 

HSBC OCC 8966027-038 

Sealed Exhibit* 

HSBC OCC 8966113, 118, 143 (Printed as Exhibit 69) 

898 

HSBC OCC 8966113-150 

Sealed Exhibit* 

HSBC-PSl-PROD-0000508-5 1 6 

1892 

HSBC-PSI-PROD-002479 1-795 (Printed as Exhibit 95) 

1062 

HSBC-PSI-PROD-0030873-877 

1895 

HSBC-PSI-PROD-003089 1 -894 

1900 

HSBC-PSI-PROD-0065332-334 (Printed as Exhibit 4) 

592 
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DOCUMENT LOCATOR LIST 


Bates Number or Document Description 

Page Number 

HSBC-PSI-PROD-0095869-870 

1904 

HSBC-PSI-PROD-0095908-9 1 0 

1906 

HSBC-PSI-PROD-0095912 

1909 

HSBC-PSI-PROD-00959 1 3 

1910 

HSBC-PSI-PROD-00959 1 4 

1911 

HSBC-PSI-PROD-00959 16-922 

1912 

HSBC-PSI-PROD-0096129-134 

1917 

HSBC-PSI-PROD-0096138-142 (Printed as Exhibit 40) 

755 

HSBC-PSI-PROD-0096 147-148 

1923 

HSBC-PSI-PROD-0096165-167 (Printed as Exhibit 57) 

844 

HSBC-PSI-PROD-0096 1 70- 1 72 

1925 

HSBC-PSI-PROD-0096 1 80-181 

Sealed Exhibit* 

HSBC-PSI-PROD-0096390-397 

Sealed Exhibit* 

HSBC-PSI-PROD-0096398 

1928 

HSBC-PSI-PROD-0096399-44 1 

Sealed Exhibit* 

HSBC-PSI-PROD-0096628 and 649 (Printed as Ex.71d) 

923 

HSBC-PSI-PROD-0096628-672 

Sealed Exhibit* 

HSBC-PSI-PROD-0 102304-306 

1930 

HSBC-PSI-PROD-0 10231 0-324 (Printed as Exhibit 85) 

967 

HSBC-PSI-PROD-0 102340-342 

1933 

HSBC-PSI-PROD-0 1 024 15-425 

1936 

HSBC-PSI-PROD-0 1 026 1 5-620 

1947 

HSBC-PSI-PROD-0 1 02626-636 

1953 

HSBC-PSI-PROD-0 102642-645 

1964 

HSBC-PSI-PROD-0 1 02646-653 

1968 

HSBC-PSI-PROD-0 102737-781 

1976 

HSBC-PSI-PROD-0 102782-797 

2021 

HSBC-PSI-PROD-0 102813-837 

2037 

HSBC-PSI-PROD-01 17222-237 (Printed as Exhibit 86) 

982 

HSBC-PSI-PROD-0 197129-133 

2062 

HSBC-PSI-PROD-0 1 97872-873 

2067 

HSBC-PSI-PROD-0197874-876 (Printed as Exhibit 36) 

726 

HSBC-PSI-PROD-0197919, 930-931, 940, 968-969, 
976, 980 (Printed as Ex. 68) 

890 

HSBC-PSI-PROD-0 197919-989 

Sealed Exhibit* 

HSBC-PSI-PROD-0198505-507 

2069 

HSBC-PSI-PROD-0198508-509 (Printed as Exhibit 27) 

691 

HSBC-PSI-PROD-0 198510-512 

2072 

HSBC-PSI-PROD-0 198513 

2075 

HSBC-PSI-PROD-0 198514-516 

2076 

HSBC-PSI-PROD-0198539-540 

2079 

HSBC-PSI-PROD-0198570 

2081 


7 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00022 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1117 
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Bates Number or Document Description 

Page Number 

HSBC-PSI-PROD-0 198571-572 

2082 

HSBC-PSI-PROD-02003 15-341 

Sealed Exhibit* 

OCC-PSl-00000075-195 

Sealed Exhibit* 

OCC-PSl-00000230-259 

Sealed Exhibit* 

OCC-PSl-00000295-301 

Sealed Exhibit* 

OCC-PSl-000003 17-322 

Sealed Exhibit* 

OCC-PSl-00000341-45 

Sealed Exhibit* 

OCC-PSl-00000391-394 

Sealed Exhibit* 

OCC-PSl-00000434-436 

Sealed Exhibit* 

OCC-PSl-00000445-447 

Sealed Exhibit* 

OCC-PSl-00000501-512 

2084 

OCC-PSI-00005890-904 (Printed as Exhibit 37b) 

730 

OCC-PSl-OO 107432-443 

Sealed Exhibit* 

OCC-PSl-00 107444-462 

Sealed Exhibit* 

OCC-PSl-00107505-510 

Sealed Exhibit* 

OCC-PSI-00107522-528 

Sealed Exhibit* 

OCC-PSI-00107529-536 

Sealed Exhibit* 

OCC-PSI-00107537-542 

Sealed Exhibit* 

OCC-PSI-00107556-560 

Sealed Exhibit* 

OCC-PSI-00107567-571 

Sealed Exhibit* 

OCC-PSI-00 107594-596 

Sealed Exhibit* 

OCC-PSI-00 107597-602 

Sealed Exhibit* 

OCC-PSI-00107603-606 

Sealed Exhibit* 

OCC-PSI-00 107607-6 11 

Sealed Exhibit* 

OCC-PSI-00107615-617 

Sealed Exhibit* 

OCC-PSI-00 1076 18-620 

Sealed Exhibit* 

OCC-PSl-00107624-625 

Sealed Exhibit* 

OCC-PSl-00107628-630 

Sealed Exhibit* 

OCC-PSl-00107631-633 

Sealed Exhibit* 

OCC-PSl-00107637-654 

Sealed Exhibit* 

OCC-PSl-OO 14 1530-531 (Printed as Exhibit 70d) 

909 

OCC-PSl-00144350 (Printed as Exhibit 74) 

927 

OCC-PSl-OO 150795 (Printed as Exhibit 78) 

937 

OCC-PSl-001 50796 

2096 

OCC-PSI-00 150798 (Printed as Exhibit 79) 

939 

OCC-PSI-00 1 50892 (Printed as Exhibit 80) 

942 

OCC-PSI-00 151 506 (Printed as Exhibit 37a) 

729 

OCC-PSI-00153253 

2097 

OCC-PSl-00154139 (Printed as Exhibit 83) 

954 

OCC-PSl-00155690 

2098 

OCC-PSl-00155719 

2099 

OCC-PSl-OO 156271 

2101 
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DOCUMENT LOCATOR LIST 


Bates Number or Document Description 

Page Number 

OCC-PSI-00 1 6266 1 (Printed as Exhibit 5) 

595 

OCC-PSI-00165898 (Printed as Exhibit 6) 

597 

OCC-PSI-00 165932 (Printed as Exhibit 7) 

599 

OCC-PSI-00 169771 

2107 

OCC-PSl-00176030 

2109 

OCC-PSl-00 179654 

2111 

OCC-PSl-00 188404 

2114 

OCC-PSl-00 196439 

2116 

OCC-PSl-002 10878 

2122 

OCC-PSl-002 11658 

2143 

OCC-PSl-00214516 (Printed as Exhibit 96a) 

1067 

OCC-PSI-00214534 (Printed as Exhibit 96b) 

1075 

OCC-PSl-00214618 

2146 

OCC-PSl-002 14806 

2151 

OCC-PSI-002 14880 (Printed as Exhibit 97a) 

1073 

OCC-PSl-002 14891 

2152 

OCC-PSl-002 15211 (Printed as Exhibit 97b) 

1071 

OCC-PSl-00217148 

2155 

OCC-PSl-00217163 

2158 

OCC-PSl-00217164 

2160 

OCC-PSl-002 17241 

2162 

OCC-PSl-002 18380 

2164 

OCC-PSl-002 19656 

2168 

OCC-PSl-00221959 

2173 

OCC-PSl-00223637 

2176 

OCC-PSl-00226525 

2208 

OCC-PSl-00226526 

2209 

OCC-PSI-00226652 (Printed as Exhibit 94) 

1059 

OCC-PSl-00226813 

2220 

OCC-PSl-00227523 

2226 

OCC-PSl-00239206 

2232 

OCC-PSl-00241046 

2235 

OCC-PSl-00246334 

2240 

OCC-PSl-00246337 

2244 

OCC-PSl-00247712 

Sealed Exhibit* 

OCC-PSl-00248215 

2248 

OCC-PSl-00248782 

2258 

OCC-PSl-00256833 

2263 

OCC-PSl-00256916 

2266 

OCC-PSl-00270034 

Sealed Exhibit* 

OCC-PSl-00285742 

2274 

OCC-PSl-00292367 

2276 
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DOCUMENT LOCATOR LIST 


Bates Number or Doeument Description 

Page Number 

OCC-PSI-00299323 

2278 

OCC-PSI-00304077 

Sealed Exhibit* 

OCC-PSI-00304783 

2281 

OCC-PSI-00307701 

2285 

OCC-PSI-00309434 

Sealed Exhibit* 

OCC-PSI-00312153 

2288 

OCC-PSI-003 16956 

2294 

OCC-PSI-003 1 8438-439 (Printed as Exhibit 93) 

1044 

OCC-PSI-00327917 

2298 

OCC-PSI-00328384 

2300 

OCC-PSI-00331923 

2305 

OCC-PSI-00343451 

2306 

OCC-PSI-00343527 (Printed as Exhibit 75) 

929 

OCC-PSI-00378989 

2308 

OCC-PSI-0038I727 

2310 

OCC-PSI-00388110 

Sealed Exhibit* 

OCC-PSI-00407498 

2314 

OCC-PSI-00409095 

2316 

OCC-PSI-004092 1 4-2 1 6 (Printed as Exhibit 88) 

1005 

OCC-PSI-00422079 

Sealed Exhibit* 

OCC-PSI-00423650 

Sealed Exhibit* 

OCC-PSI-00453499 

2319 

OCC-PSI-006 10498 

2321 

OCC-PSI-006 10597 

2323 

OCC-PSI-00617514 

2332 

OCC-PSl-00620281 

2337 

OCC-PSI-00631007 

2344 

OCC-PSl-00633713 

2346 

OCC-PSI-00652829 

2351 

OCC-PSI-00672571 

2354 

OCC-PSI-00672582 

2357 

OCC-PSI-00676731 

2361 

OCC-PSI-00698461 

2363 

OCC-PSl-00704789 

2366 

OCC-PSl-00725897 

2368 

OCC-PSI-00727922 

2371 

OCC-PSI-00783419 

2373 

OCC-PSI-00787479 

2377 

OCC-PSI-00808695 {Printed as Exhibit 89) 

1017 

OCC-PSl-00808829 

2379 

OCC-PSl-00808896 

2385 

OCC-PSI-0081 1358 (Printed as Exhibit 90) 

1024 
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DOCUMENT LOCATOR LIST 


Bates Number or Document Description 

Page Number 

OCC-PSI-00823408 

Sealed Exhibit 

OCC-PSI-00823520 

2389 

OCC-PSI-00823818 

2391 

OCC-PSI-00835851 

2412 

OCC-PSI-00835857 

2419 

OCC-PSI-00846642-647 

Sealed Exhibit* 

OCC-PSI-0085 1542-545 

Sealed Exhibit* 

OCC-PSI-00860859-860 

2426 

OCC-PSI-00863984-992 

Sealed Exhibit* 

OCC-PSI-00864335-365 

Sealed Exhibit* 

OCC-PSI-00877731-739 

Sealed Exhibit* 

OCC-PSI-00880181-185 

Sealed Exhibit* 

OCC-PSI-00885817-818 

2428 

OCC-PSI-00885822-826 

Sealed Exhibit* 

OCC-PSI-00885828-831 

Sealed Exhibit* 

OCC-PSI-00886601 

2430 

OCC-PSI-00887684-685 

2431 

OCC-PSI-00888526 (Printed as Exhibit 91) 

1037 

OCC-PSI-00894871 

2433 

OCC-PSI-00898845-857 

2434 

OCC-PSI-00899201 

Sealed Exhibit* 

OCC-PSI-00899202-210 

Sealed Exhibit* 

OCC-PSI-00899215-226 

Sealed Exhibit* 

OCC-PSI-00899227-233 

Sealed Exhibit* 

OCC-PSI-00899234-255 

Sealed Exhibit* 

OCC-PSI-00899481-485 

Sealed Exhibit* 

OCC-PSI-00899872-898 

Sealed Exhibit* 

OCC-PSI-00903648-650 

Sealed Exhibit* 

OCC-PSI-00904698-726 

2447 

OCC-PSI-00905522-523 

Sealed Exhibit* 

OCC-PSI-00907803-811 

2476 

OCC-PSI-00917881-882 

Sealed Exhibit* 

OCC-PSI-009 19631 

2485 

OCC-PSl-0092 1759-760 

2486 

OCC-PSl-00928614-626 

Sealed Exhibit* 

OCC-PSl-00928756-758 (Printed as Exhibit 38) 

745 

OCC-PSl-00928759-761 

Sealed Exhibit* 

OCC-PSI-00929779-783 

2488 

OCC-PSl-00938171-178 

Sealed Exhibit* 

OCC-PSl-01258252 

Sealed Exhibit* 

OCC-PSl-0 12632 16 

Sealed Exhibit* 

OCC-PSl-01263586 

Sealed Exhibit* 
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DOCUMENT LOCATOR LIST 


Bates Number or Document Description 

Page Number 

OCC-PSI-0 1274467 

Sealed Exhibit* 

OCC-PSI-0 1274962 

Sealed Exhibit* 

OCC-PSI-0 1298625 

Sealed Exhibit* 

OCC-PSI-0 1298647 

Sealed Exhibit* 

OCC-PSI-01358494-498 

Sealed Exhibit* 

OCC-PSI-01358514-517 (Printed as Exhibit 18a) 

654 

OCC-PSI-01 358804-809 

2493 

OCC-PSI-01416736 

Sealed Exhibit* 

OCC-PSI-014 16833 

Sealed Exhibit* 

OCC-PSI-0 1434593 

Sealed Exhibit* 

OCC-PSI-0 1434609 

Sealed Exhibit* 

OCC-PSI-01437596 

Sealed Exhibit* 

OCC-PSI-01438115 

Sealed Exhibit* 

OCC-PSI-0 1768523 

2498 

OCC-PSI-0 1768561 

Sealed Exhibit* 

OCC-PSI-01768568 

Sealed Exhibit* 

PSI-FinCEN-04-0063-296 

Sealed Exhibit* 

PSI-HokurikuBank-0 1 -000 1-016 (Printed as Exhibit 92) 

1038 

PSI-HokurikuBank-02-000 1 -002 (Printed as Exhibit 92) 

1043 

PSI-HSBC-75-000 1 (Printed as Exhibit 2b) 

583 

PSI-HSBC-76-000 1-002 (Printed as Exhibit 2a) 

581 

PSI-HSBC-80-00000 1-006 (Printed as Exhibit 101) 

1100 

PSI-HSBC-8 1-000001-003 (Printed as Exhibit 101) 

1106 

PSI-IBBL-0 1-0001-003 (Printed as Exhibit 87a) 

998 

PSI-OCC-37-0004-009 

Sealed Exhibit* 

PSI-OCC-3 8-000 1-002 

Sealed Exhibit* 

PSI-OCC-45-00000 1-016 (Printed as Exhibit 1 00) 

1084 

PSI-OFAC-0 1-000 1-0 15 

Sealed Exhibit* 

PSI-SIBL-0 1 -000 1 -004 (Printed as Exhibit 87b) 

1001 


* Sealed Exhibits retained in the files of the Subcommittee. 
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Der Spiegel 
Serious Blow 

A small financial institution in London apparently served as Taliban's main bank 
Oct 8, 2001 by Christoph Von Pauly 

On the outside, Roger Ivett, 48, leads an inconspicuous life. The Brit lives 
together with his wife, a teacher, and their little son in a house in Harlington, 30 
miles north of London. Their neighbors only know that he works in the City and 
takes the train to work every day. 

What they do not know; his employer is the Taliban regime in Afghanistan. 

Afghan National Credit and Finance Ltd, a subsidiary of Bank Milli headquartered 
in ruined Kabul, belongs to the God-fearing warriors with long beards. 

Ivett and his colleague, Afghan Mohammed al-Jailaki, are the bank's directors, 
who maintain their office on the fourth floor of a dingy brick building in the north 
of London. While the world is on the verge of war against the Taliban regime, 
each morning Ivett turns the gold combination lock to the massive steal door that 
secures the entrance. 

An employee from a neighboring office explained that about two years ago, 
several mullahs stormed into the bank and demanded money. A couple of 
security guards were alerted and eventually pushed the bearded men out. 

The doorbell missing, a knock on the door comes from a man who looks like a 
bodyguard. Inside offers a bleak picture: on the table are stacks of computer 
printouts. Most cubicles in the dismal open office have not been used for quite 
some time. 

This may be related to the fact that the Bank of England, intelligence services, and 
Scotland Yard have long been interested in the Afghan National Credit companies. 
As of April 12, 2000, the UN asked its member countries to freeze the worldwide 
assets of Bank Milli, the parent company of the London bank, and several other 
Taliban companies. 
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Neither is a connection to Bin Laden excluded any longer. From records made 
available to DerSp/ege/, it appears that the Afghan bank in London maintained 
close business relations to the Luxembourg Bank of Credit and Commerce 
International (BCCI), which in 1991 filed for bankruptcy as part of an international 
scandal. Until 1991, BCCI was the bank of Osama bin Laden, the most wanted 
terrorist in the world, so reported U.S. Senator John Kerry recently to the U.S. 
Senate Banking Committee. "When we shut it down, we dealt him a very serious 
economic blow," said Kerry, who then headed the BCCI investigations. 

Founded in 1972 by Arabs and Pakistanis, financial resources were channeled via 
BCCI for the Afghan opposition against the Russians. Among the profiteers 
included Osama bin Laden, who maintained several accounts at BCCI, according to 
testimony by the U.S. senator. 

BCCI went under but its partner bank, Milli, lived on. And the companies in 
London were not affected. Prompted by FIM Treasury, the Bank of England only 
responded on May 3, 2000. As evidenced by the annual report, assets in the 
amount of 6,288 pounds, about 20 million marks [about $11.9 million in 2000, 
$15.9 million in 2012], were frozen. On May 31, 2000, Afghan National Credit 
finally had to give back its banking license. 

But the British action against Afghan National Credit last year was half-hearted. 
Last year's assets of the Taliban bank did not amount to 20 million marks, rather 
over 50 million marks [about $29.8 million in 2000, $39.8 million in 2012]. 

Only the frozen funds could be directly associated with the Taliban regime. The 
remaining millions can still be paid out or moved if a legal owner comes forward. 

Taliban banker, Ivett, and his colleagues continue thus to work as if nothing had 
happened. Fie did not want to discuss his bank's companies with Der Spiegel, 
questions for him were discernibly annoying. "Assume that the authorities are 
well informed about us," he said. 

Whose suspicion is directed against the Trading Company of Afghanistan, which 
supposedly deals just in animal hides. "There is activity currently being explored," 
said an insider close to the London Treasury. One of the company's directors is 
bank director, Ivett. 
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„Schwetier Schlag" 

Ein kleines Geldhaus in London diente offenbar als Hausbank der Taliban. 


N ach au/ 5 en fiihrt Roger Ivett, 48, 
ein unscheinbares Leben. Der 
Brite wohnt zusammen mit sei- 
ner Frau, einer Lehrerin, und dem klei- 
ncn Sohn in cinem Haus in Hariing- 
ton, 30 Meiien nordiich von Londorj. 
Seine Nachbarn wissen nur, dass er als 
Banker in der City arbeitet und jeden 
Tag mit dem Zug zur Arbeit fahrt 
Was sie nicht wissen: Sein Arbeit- 
geber ist das Taliban-Regime in Afgha- 
nistan. Den gottesfurchtigen Kriegern 
mit den langen 
Barten gehort 
die Afghan Na- 


und drangten die Bartigen schlieSlich 
nach drauBen. 

Wer wegcn der fehlenden Klingci an 
die Stahltur klopft, wird von einem 
Mann empfangen, der wie ein Leib- 
wachtcr aussieht. Im Inneren bietet sich 
ein trostloses Bild: Anf den Tlschen lie- 
gen Stapel von Computerausdrucken. 
Die meisten Arbeitsplatze in dem tris- 
ten GroBraumburo wurden schon seit 
langerer Zeit nicht mehr benutzt. 

Das mag damit zusammenhangen, 
dass sich die Bank of England, Ge- 
heimdienste und Scotland Yard seit lan- 
gerem fiir die Geschafte der Afgha 



SI& der Afghan National Credit in London: Mullahs verlangten Geld 


tional Credit and Finance Limited, eine 
Tochtergesellschaft der Bank Milli mit 
Hauptsitz im zerstorten Kabul. 

Ivett und sein Kollege, der Afghans 
Mohammed al-Jailaki, sind die Direk- 
toren der Bank, die im vierten Stock ei* 
nes schmuddeligen Backsteinbaus im 
Norden Londons ihr Biiro unterhalt. 
Obwoh! die Welt am Rande eincs Krie- 
ges gegen das Taliban-Regime steht, 
schlieBt Ivett jeden Morgen die massi- 
ve Stahltur auf und dreht an dem gol- 
denen Zahlenschloss, das den Eingang 
sichert. 

Vor etv'a zwei Jahren, so erzahlt ein 
Angestellter aus dem Nachbarburo, 
stunnten mehrere aufgebrachte Mullahs 
in die Bank und verlangten Geld. Ein 
paar Sicherheitsleute wurden alarmiert 


National Credit interessieren. Schon 
am 12. April 2000 forderte die Uno ihre 
Mitgliedrtaaten auf, weltweit die Ver- 
mogenswerte der Bank Milli, der Mut- 
terge.se!lschaft der Londoner Bank, so- 
wie mehrerer anderer Taliban-Unter- 
nehmen einzufrieren. 

Auch eine Verbindung direkt zu Bin 
Laden ist nicht mehr auszuschlieBen. 
Aus Unleriagen, die dem SPIEGEL vor- 
liegen, geht hervor, dass die a^hani- 
sche Bank in London enge Geschafts- 
beziehungen zur Luxemburger Bank of 
Credit and Commerce Internationa! 
(BCCI) unterhielt, die 1991 im Rahraen 
eines intemationalen Skandals Konkurs 
anmeldete. Die BCCI, so berichtete der 
DS- Senator John Kerry erst kurziich 
dem Bankkomitcc des amerikanischen 


Senats, war bis 1991 die Hausbank von 
Osama Bin Laden, dem meistgesuchten 
Terroristen der Welt. „Als whr sie ge- 
schlossen ha ben, haben wir ihm einen 
sehr schweren bkonomischen Schlag 
verpasst", sagte Kerry, der damals die 
BCCI-Untersuchungen leitete. 

1972 von Arabem und einem Pakis- 
taner gegrundet, wurden iiber die 
BCCI die Finanzmittel fiir den afgha- 
nischen Widerstand gegen die Rus.sen 
geleitet. Zu den Profiteuren gehbrte 
auch Osama Bin Laden, der nach Aus- 
sage des US-Senators gieich mehrere 
Konten bei der BCCI unterhielt. 

Die BCCI ging unter, ihre Partner- 
bank Milli aber lebte wetter. Und auch 
die Geschafte in London w'aren nicht 
beeintrachtigt. Auf Veranlassung des 
britischen Finanzministeriums reagier- 
te die Bank of England erst am 3. Mai 
2000. Ausweislich des Geschaftsberichts 
wurden bei der Af^an National Credit 
Vennogensw'erte in Hohe von 6,288 
Millionen Pfund, rund 20 Millionen 
Mark, eingefroren. Am 31. Mai 2000 
musste die Afghan National Credit 
schlieBlich ihre Banklizenz zuriick- 
geben. 

Doch die Aktion der Briten gegen 
die Afghan National Credit im vergan- 
genen Jahr war halbherzig. Denn die 
Aktiva der Taliban-Bank betrugen im 
vergangenen Fruhjahr nicht 20 Millio- 
nen, sondem itber 50 Millionen Mark, 

Es wurden namlich nur die Gelder 
eingefroren, die direkt dem Taliban-Re- 
gime zugeordnet werden konnten, Die 
restlichen Millionen kbnnen weiterhin 
ausgezahit oder bewegt werden, wenn 
sich ein rechtmaSiger Besitzer meldet. 

Deshalb gehen Taliban-Banker Ivett 
und seine Kollegen weiter zur Arbeit, als 
sei nichts geschehen. Zu den Ceschaften 
seiner Bank wollte er sich gegeniiber 
dem SPIEGEL nicht auiiem, Fragen sind 
ihm erkennbar lastig. „Gehen Sie da- 
von aus, dass die BehOrden tiber uns 
bestens informiert sind“, sagte er. 

Deren Verdacht richtet sich auch ge- 
gen die Trading Company of Afghanis- 
tan, die angeblich nur mit Tierhauten 
handelt. „Da wird zurzeit aktiv ermit- 
telt“, sagt ein Insider aus dem Londo- 
ner Finanzministerium. Einer der Di- 
rektoren der Firma ist der Bankdirek- 
tOr Ivett, CH.’liSTQrH PaL’LY 
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UK Observer reports Taliban Banks Still Operating in London 

EUP200 11 007000099 London The Observer (Internet Version-WWW) in English 07 Oct 
01 [Article by Antony Barnett and Conal Walsh: "Taliban Banks Still in UK"] 

Two banks owned by the Taliban government and blacklisted by the United Nations 
still have active operations in London, The Observer can reveal. 

The disclosures will embarrass the British authorities and Chancellor Gordon Brown 
who last week pledged to clean up the City's image as a haven for outlawed regimes 
and terrorists. 

Afghan National Credit and Finance, which runs its operations from the fourth floor 
of an office block on the edge of the City, still has control of more than 10 million pounds 
sterling of assets. 

A joint investigation with German magazine Der Spiegel has revealed the company 
is run by 48-year-old British 'bank officer' Roger Ivett, who lives in Dunstable, 
Bedfordshire, and 51-year-old Muhammed Yailaqi, an Afghan who lives in Stanmore, 
Middlesex. 

According to the company's latest accounts it is a "London subsidiary of Banke 
Millie Afghan Kabul, a nationalised company of the Islamic State of Afghanistan". 

Banke Millie was among seven corporations blacklisted by the UN in April 2000 as part 
of a sanctions regime against the Taliban. British authorities should have immediately 
frozen the assets of these institutions and any related companies. 

Yet the Bank of England froze only 6.2m pounds sterling of the company's 16.3m 
pounds sterling worth of assets. The Financial Services Authority, did however, 
remove its British banking licence in May 2000. 

Last year the company made a profit of more than 58,000 pounds sterling and Ivett 
and Yailaqi were paid a salary of more than 100,000 pounds sterling each. Both 
directors also received personal loans of more than 1 5,000 pounds sterling from the 
bank. There is no suggestion that either the directors or company have acted illegally. 
The group has an associate company in New York, the Afghan American Trading Co 
Inc. 


A review of the business last year states: "The continuing unsettled situation in 
Afghanistan has adversely affected business activity. The directors are hopeful 
however that the situation in Afghanistan may improve and that the level of business will 
increase as a result." 

Despite repeated attempts to interview Ivett, he refused to explain the activities of 
the company. At one stage, an employee attempted to smash the camera of an 
Observer photographer. 
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ivett said: "The authorities know all about us and I am not prepared to speak to the 
media at all." 

Ramon Lee, who runs a firm of accountants on the same floor as the Afghan bank, 
said the company had been in their offices for 'donkeys years'. He remembers one 
incident about two years ago when a group of men in Islamic robes came into the 
building demanding money from the bank but were ejected. 

Ivett is also a director of a company called the National Trading Company of 
Afghanistan which shares the same registered office. Its accounts reveal this company 
is owned by Da Afghanistan Bank, the central bank of Afghanistan, also blacklisted by 
the UN last year. Yet 18 months later, the company - which appears to be in property - 
is still open for business. Last year the firm received over 14,000 pounds sterling in 
rental from its property portfolio, although it ended up making a loss of 20,000 pounds 
sterling 

The firm, which has a bank account at the Park Royal branch of Barclays Bank, 
describes its main business activity as "an agent for merchants of Afghanistan". 

Last month Barclays was forced to close down one account belonging to an 
associate of Bin Ladin after The Observer revealed it was being used by a group linked 
to al-Qa'ida. 

As investigators track Bin Ladin's financial network across the globe it is becoming 
clear that the City of London has played an important role. 

Gordon Brown has frozen 61m pounds sterling of suspected Taliban assets in 
Britain. A spokesman for the Treasury confirmed that the authorities were "actively 
investigating" the National Trading Company of Afghanistan. 


[Description of Source: London The Observer (Internet Version-WWW) in English -- 
Sunday edition of The Guardian, the prominent center-left daily] 
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Bank Secrecy Act Pillar Violations 2007-2011 


occ 

2007 

2008 

2009 

2010 

2011 

5-Yr 

Total 

5-yr#of 

Interr^al Controls 

2 

4 

2 

3 

1 

12 


independent Testing 

1 

0 

1 

0 

0 

2 


B5A Officer 

0 

0 


1 

0 

1 


Training 

0 

1 

0 

0 

0 

1 


Totals 

3 

5 

3 

A 

1 

16 

6,617 1 


FRB 

2007 

200S 

2009 

2010 

2011 

5-Yr 

Total 

5-Yr# of 
BSA Exams I 

■ 

internal Controls 

37 

18 

8 

8 

5 

76 

independent Testing 

27 

12 

5 

6 

4 

54 

B5A Officer 

8 

2 

2 

5 

1 


Training 

21 

2 

0 

2 

1 

26 

Totals 

93 

34 

15 

21 

11 

174 

4,834 i 


OTS 

2007 

1 

2008 

2009 

2010 

2011 

5-Yr 

Total 

5-Yr# of i 
BSA Exams 

Internal Controls 

15 

11 

11 

11 

10 

58 

2,552 

Independent Testing 

11 

15 

9 

11 

6 

■ 32; 

BSA Officer 

3 

4 

5 

2 

2 

is; 

Training 

6 

10 

8 

6 

3 

, 

Totals 

35 

40 

33 

30 

21 



i 

FDIC 

2007 

2008 

2009 

2010 

2011 

SVr 

Total 

■' 

5-Yr# of 
BSA Exams 

Internal Controls 

78 

55 

41 

34 

50 

258 

■ 

Independent Testing 

66 

49 

40 

44 

26 

.:'22S: 

BSA Officer 

18 

18 

13 

15 

18 

. 82 

Training 

44 

32 

15 

29 

29 

149 ; 

Totals 

206 

154 

109 

122 

123 

:7I4^ 

12,795 


NCUA 

2007 

2008 

2009 

2010 

2011 

S*¥r 

total 

S-Yr#of 
BSA Exams 

Internal Controls 

1,060 

636 

560 

425 

357 

3,038 

Independent Testing 

1,166 

678 

522 

438 

355 

3,159 

BSA Officer 

253 

203 


101 

98 


Training 

907 

743 



694 

622 

614 


Totals 

3,386 

2,260 

1,897 

1,586 

1,424 

10,553 

23,275 


Source; "Federal Banking Agency Bank Secrecy Act Compliance Examination: Consolidated Quarterly Report," 
(2007-2011), prepared by Financial Crimes Enforcement Network (FinCEN), PSi-FinCEN-04-0063'296. 
Prepared by U.S. Senate Permanent Subcommittee or\ Investigations, July 2012, 
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Confidential & Non-public OCC Information 


OCC-PSI-0089789 


c 


HSBC-BNI_E 0203510.txt 

From: LESLEY MIDZAIN/HBUS/HSBC 
Sent: 11/11/2008 11:27:02 AM 
To; SUSAN AWRIGHT/HGHQ/HSBCiSHSBC 
CC: DAVID WJ BAGLEY/GMO/HSBC<fflHSBC 
Subject: Re:OFAC 

It's not often that I receive instructions to ignore Mr Baglcy's emails... I am 
happy to obiige. 

Thanks Susan, 

Lesley 

Lesley Midzain 

EVP & Chief Compliance Officer 
HS8C Bank USA, N.A. 

Te!: 212 525 6410 

Ce(:i^MMHil 


Redacted by the Permanent 

Subcommittee on Investigations 


Original Message — 

( From: Susan A WRIGHT 

Sent: 11/11/200S 03:35 PM GMT 
To; Lesley Midzatn 
Cc: David WJ BAG LEY 
Subject: Fw; OFAC 
Lesley, 

Justa quick note on behalf of David. This note should not have been sent so 
please ignore. John Halliday and I are already in the middle of obtaining 
and analysing this information. 

Regards Susan 

Forwarded by Susan A WRIGHT/HGKQ/HSBCon 11/11/2008 15:33 — 

David W J BAGLEY/GMO/HSBC 
Sent by: Marion 0 ROACH/HGHQ/H5BC 
Nov 11 2008 15:10 
Phone no. 7991 8645 
44 0 20 73918645 

Mail Size: 80586 
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r 

HSBC-0Ni_EO2O351O.txt 

To 

Lesley Midzain/HBU5/HSBC@>HSBC02 
cc 

Susan A WR1GHT/HGHCVHSBC(S)HSBC 

Subject 

OFAC 


Entity 


Lesley 

Thank you for your very clear responses. 

As you know, we have Just completed and are currently collating the results of 
a Groupwide Compliance review of compliance with ourUSD/OFAC policy. 

( Whilst some of these apparent breaches of Group policy may be rather historic 
nevertheless I am determined that we should enforce our policy on a consistent 
and Groupwide basis. 

Given this, what t would like to do is at Group level track back relevant and 
apparently offending payments and establish root causes so as to satisfy 
ourselves that there can be no, or at very least, far less repetition. It is 
of course unrealistic to expect that no payments will pass through to HBUS, and 
at least our move to transparency in the form of serial payments should allow 
these to be caught nevertheless I would prefer that payments were rejected at 
point of entry. 

In order to do this, and assuming ! am not asking everyone to do something that 
is already in hand, I would be grateful if you would:- 

Provide Susan with details of the relevant payments so that we know which 
offices to track back to. 

Keep me informed as to how matters progress. 

Provide ary additional information that you think would be helpful to Susan and 
her team tracking this issue back. 

■Regards 

Page 2 
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HSBC-BN!_E 0203510.txt 

David Bagiev 


Forwarded by Marion 0 ROACH/HGHQ/H5BC on 07/11/2008 11:01 

Lesley Mid2ain/HBUS/H5BC@HSBC02 
Nov 06 200813:18 

Mail Size: 66889 


To 

davjdwjfaagiey 

cc 

Janet L Burak 
Subject 

Fw; OFAC analysis 


f Entity 


David, 

The short story Is that we have not had additional communication on the full 
collection of ‘at risk' items. There have been two specific 'closures' (one is 
reflected in the spreadsheets below; the other occurred just two days ago), but 
nothing more comprehensive, Note, though, that the OCC examination of RCM, 
which will indude a separate and distinct exam of ourOFAC-refated compliance, 
comnnenceson 12NOV08, 

In addition to the detail below, there is also a contextual point about 
relative volumes of payments which might be helpful, in order to compare the 
number of misses (total of 79, as of late-OCT, when the attached sheets were 
prepared) in the past 5 years: 

' HBUS processes approximately 600,000 wire transfers on a weekly basis. 
Approximately S% (30,000) generate possible matches which require review prior 
to releasing. 

- During the period from 9/03 through 9/08 HBUS rejected and reported 1,213 
transactions valued at $100 million. 
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HSBC-8Nl_E 02D3510.txt 

I hope you find this helpful • I'd be happy to answer any questions you might 
have. 

Lesley 

Lesley Midzain 

Executive Vice President & Chief Compliance Officer | HSBC BANK USA. N. A, 
452 5th Ave. 7th FI. 

New York, NY 10013 


Phone 212-525-6410 
Fax 212-525-5769 
Mobile VHIBHIIHMH 

Email Lesley.MidzaintSus.hsbc.com 


- Redacted by the Permanent 

Subcommittee on Investigations 


Forwarded by Lesley Midzain/HBUS/HSBC on 11/06/2008 08:08 AM 


Lesley Midzain/HBUS/HSBC 
11/03/2008 02:21 PM 


c 


(■ 


To 

Janet LBurak/HBUS/HSBC 
cc 


Subject 

Fw; OFAC analysis 


Janet, 

I am emailing this, but also printing a hard copy of both the email and the 
attachment which I will hand to you. 

You asked for certain details about the OFAC Items that we've self-reported, 
and what corrective actions we've taken over the years. 

The attached document contains spreadsheets with that detail. There are three 
categories of items: 

. 'Cautionary' items - referring to the 12 items noted in OFAC’s recent 

Page 4 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSBQ25451 99 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. 


HSBC OCC 0616013 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00037 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




1132 


Confidential & Non-public OCC Information 


OCC-PSI-0089790 




HSBC-BN1_E 0203510.txt 

ietter. 

2. 'dosed' items - referringto 6 Items about which OFAC has specifically 
advised that it has closed the matter with no further action. Note that one 
such closure occurred recently which took one of the items off the Pending list, 

3. 'Pending' items - items that have been reported over the years whidi have 
not been specifically closed by OFAC and which are not included in the 
Cautionary Letter and for which we are tha-efore 'at risk* of enforcement by 
OFAC (at the time of ftiing the Reportable Events there were 61 such items. As 
noted above, one has since been closed by OFAC). 

These spreadsheets will be used to track any disposition of existing or 
addition of new items as these occur. 


Each of these categories (Cautionary, Closed and Pending) has been analyzed to 
determine the reasons for the errors over each of the years (2003-08), and an 
additional spreadsheet provides this information In total (the "Total Items 
Analysis" seet). 

Some items to note; Far the Cautionary items, 8 of the 12 (75%) were 
attributed to human error; for the Pending items, this rate is quite a bit 
t ^ower at 22% (13 of 60), and reflects still a relatively low 29% across ail 
■ Total items. 

In Total items, reasons attributed to Systems and to 'No Sanctioned Interest’ 
are just as prevalent, with a recent increase in Systems-related causes. Recall 
that the automated filter used for OFAC scanning was replaced in JUL07 and some 
of the issues have arisen subsequent to that, as gaps are identified as the 
system is refined. 

FY), ‘No Sanctioned Interest' refers to incidents where the information 
attached to a payment did not Include details sufficient to Identify it as 
being subject to sanction and so it was not captured by the filter {eg, where 
we get 3 cover payment that does not include details). Typically, we learn 
about these from other banks that have more information and slop the payment, 
or from OFAC who has been alerted from another source. 


You had also asked about actions taken to address issues. The document 
includes a final spreadsheet with this information (Corrective Actions Working 
Draft), identifying the number of items missed within each reason each year and 
the action(5)takenovertheYear5. 

^^s previously advised, further review and assessment is also being undertaken 

Page 5 
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V 


hsbc-bnle ozoasio.txt 

in an effort to recommend additional amerioraiive and preventative actions. 
The analysis contained in these spreadsheets will assist in this undertaking. 


[attachment "OFAC anaiysis.xls” deleted bySusan A WR1GHT/HGHQ/HS8C] 
Lesley Midzain 

Executive Vice President & Chief Compliarice Officer | HSBC BANK USA, N.A. 
452 5th Ave. 7th FL 
New York, NY 10018 


Phone 212-525-6410 
Fax 212-525- 5769 
Mobile IBHHBiHB 
Email Lesley.Midzain@us.hsbc.com 

. — Forwarded by Marion O ROACH/HGHQ/HS6C on 07/11/2008 11:01 

(■ Oavid WJ8AGLEY/GM0/HSBC 
r - Nov 06 2008 14:34 
^ Phone no. 7991 8645 
44 0 20 79918645 
Mai! Size: 2703 

To 

Lesley Midzatn/HBUS/HSBC@HSBC02 
cc 

Janet L Burak/HBUS/HSBC@HSBC 
Subject 

Re: Fw: OFAC analysis 


Entity 



Lesley, 

Tha nks and I agree that the context helps. 
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Were the 61 and 12 spread across various categories v«th?n the OFAC sanctions 
ie different countries, SDNs etc or was there any pattern. 

Separately did the payments emanate from across the Group , and if not were 
particular Group offices involved, these were obviously not cover payments and 
so were any of them sent after the reiteration of the Group policy on OFAC, 

Regards 

Forwarded by Marion 0 R0ACH/H6HQ/HSBC on 07/11/2008 11:01 — 

Lesley Mid2a!n/HBU5/HSBC@HSBC02 
Nov 06 2008 23;56 
Mail Size: 8764 

To 

David WJ BAGLEY/GMO/HS3C@HSBC 
cc 

Janet L Burak/HBUS/HSBC@HS8C, MaryACaskin/HBUS/HSBC@HSBC02, anne liddy 
Subject 

Re: Fw: OFAC analysis 


Entity 


David/ 

Regarding patterns, there Is some concentration in Iran and Sudan; 

Of the 61, there were 18 for Iran and also 18 for Sudan. Otherwise scattered 
among Cuba, Syria, Zimbabwe, Iraq and SDNs. 

Of the 12, Iran had 3, Sudan 4. Remainder were 2 for Cuba and 3 total from SDN 
list. 

Regarding Group members, since Group policy was issued iULOS. we have 
nonetheless received a fairly notable number of payments that suggest HS8C 
banks have not been consistently applying the policy. We looked at the 
population that we have self-reported (the 79) and isolated those which were 
issued subsequentto the policy (approx 57), which were contrary to sanction 
requirements and for which HSBC was the originating bank (ie, not including 
those where HSBC was beneficiary bank). 
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We found 21 payments sent by an HSBC bank that resulted in a 'miss' of a 
payment that should have been stopped. Of these 21, about 5 fall into the 
category of 'no sanctioned interest' - on these, we'd need to do a deeper dive 
to determine if, eg, they were cover payments or what particular circumstances 
arose. But it does appear that about 1/3 of the missed payments originated 
from Group members. Note that these are just from the population of misses - 
we haven't examined the the population of payments that we successfully stopped 
over the years to see the percentage originating from HSBC members. 

Lesley 

Lesley Mldzain 

Executive Vice President & Chief Compliance Officer j HSBC BANK USA, N.A, 

452 5th Ave. 7th FI. 

New York, NY 10018 


Phone 212-525-6410 

Fax 212-525-5769 

Mobile ■■■HHI 

Email LQ5ley.Midzain@us.hsbc, cam 


Redacted by the 

Subcommittee on Invcstiltuions j 


David WJ BAGLEY/GMO/HS6C@H5BC 
11/05/2008 09:34 AM 

To 

Lesley Mldzain/h'BUS/HSBC@HSBC02 
cc 

Janet L Burak/HBUS/HS6C@HS6C 
Subject 

Re; Fw: OFAC analysis 


Lesley, 
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Thanks and I agree that the context helps. 

Were the 61 and 12 spread across various categories within the OFAC sanctions 
ie different countries, 5DNs etc or was there any pattern. 

Separately did the payments emanate from across the Group, and if not were 
particular Group offices Involved, these were obwously not cover payments and 
so were any of them sent after the reiteration of the Group policy on OFAC, 

Regards 


*M»******’t**999t***i^*»9*9m***:f 9* ******* ********************** 

HSBC Holdings pic 

Registered Office: 8 Canada Square, London E14 5HQ, United Kingdom 
Registered in England number 617987 

************************************************************ 


c 


( 
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HSBC-OCC_E 0093a60.txt 

From: MIKE EBBS/HBUS/H5BC 
Sent: 1/25/200S 8:53:38 PM 

To: "MARK VOiGT" <MARK.R.V01GT(S)US.H5BC.C0M>;MICHAELj HAHN/HBUS/HSBC 
CC: DAVID DEW/HBUS/HSBC@HSBC;JANET LBURAK/HBUS/HSBC@HS8Cp^NNE LIDDY/HBU5/HSBC@HSBC; 
MICHAEL B GALLAGHER/HBUS/HSBC@HSBQ''CAROlYN WIND" <CAROLYN.M.WiND@US.HSBC.COM>:‘'BOB 
SCHLIEPER" <ROBERT.SCHLlEPER(S)US.HSBC.COM> 

Subject: Re: Myanmar-related payment - Missed by filter ("Yangon”) 

Mark/Mike, 

What do we know about this? 

Status? 

Pis advise .mike 


From: Carolyn M Wind 
Sent: 01/25/2008 07:43 PM EST 
To: Mike Ebbs 

, ( Cc: David Dew; Janet Burak; Anne Liddy; Michael Gallagher 
^ Subject: Fw: Myanmar-related payment - Missed by filter ("Yangon") 

Mike, 

Concerning the below, we must get this filter fix in immediately. We are 
running too much risk that these misses will cause OFACto start questioning 
the effectiveness of our controls. OFAC requires the bank to explain the cause 
of each miss. Having an effective OFAC compliance program is a mitigating 
factor when OFAC considers fines. Thanks in advance for your assistance on this 
matter. 

Regards, 

Carolyn 


From; Anne Liddy 

Sent: 01/25/2008 05:17 PM EST 

To: Rhonda Holier 

Cc: Mike Ebbs; Janet Layton; Michael Hahn; Monica Thomas; Barbara 
^□onan/HBU5/HSBC@HSDC02; Stephen Tedcschi; Nancy Hedges; Elizabeth Protomastro; 

Page 1 
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HSBC-OCC_E 0093860.1x1 

Mary Caskin; Carolyn Wind; Thomas Igiel 
Subject; Fw; Myanmar-related payment - Missed fay filter ("Yangon") 


Rhonda, this is the second payment involving Yangon that has passed through our 
filter, in contravention of OFAC sanctions, whereby a second US financial 
institution has approrpriately stopped the payment and reported the item to 
OFAC. 

FI BUS now faces a potential penalty of $30,000 for processing this payment. I 
understand that Fundtech release issues have delayed implementation of the fix 
to resolve the GPS wrapping issue resulting in the filter not recognizing 
Yangon as a match. 

We cannot wait urxti! 2/22/2008 to get this fixed. Can we pis discuss this at 
Tuesday's GPS call. Thank you. 


From: Elizabeth Protomastro 
Sent: 01/25/2008 04:46 PM EST 
To; Anne Liddy 

Cc: Mary Caskin; Donald W McPhefson/HBUS/HSBC@HSDC02 
Subject; Fw: Myanmar-reiated payment - Missed by filter ("Yangon") 

Anne, wanted to alert you to the fact that BONY has stopped another payment for 
"Yangon" that went straight through our filter. 

We are working on getting all the Facts. It appears to be the same filter 
problem that we are waiting to get fixed. 

, — Forwarded by Elizabeth Protomaslro/HOUS/HSBC on 01/25/2008 04:39 PM — - 

Camille Muzaiewski/HBUS/H5BC@HSBC02 
01/25/2008 04:00 PM 

To 

Jose Matias/HBUS/HSBC@liSBC02 
cc 

Donald W McPherson/HBUS/HSBC@HSBC02, Elizabeth Protom3stro/HBUS/HSBC@Repub!ic, 
Mary A Caskin/HBUS/HSBC@HS3C, Monica A Thomas/HBUS/HSBC@HSBC, Nancy 
Hedges/HBUS/HSBC(2IHSBCAMER(CAS, Susan Cnj 2 /HBUS/HSBC@HSBC 
Subject 

Re; Myanmar-related payment. 
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HSBC'OCC_E 0093860.txt 


Jose 

i have requested the data from HTSU, J will advise once \ receive it. 


Thanks and regards, 

Camille Muzalewski 

Manager-General Compliance | HSBC Bank USA, National Association 
One HSBC Center, Floor 24, Buffalo, New York 14203, USA 


Phone. 716-841-2440 

Fax. 716-841-2000 

N'lobiie. VBHHHBi 

Email, camille.mu 2 alewski@us.hsbc.com 


■ I Redacted by (he Pcrmanei 

Subcommittee on invc?'’*. 



c' 

Jose Matias/HBUS/HSBC 
01/25/2008 03:53 PM 

To 

Eii 2 abeth Protomastro/HBUS/HS6C@Republic, Mary ACa5kin/HBUS/HSBC@HSBC 
cc 

Camille Muzalewski/HBUS/HSBC, Monica A Thomas/HBUS/HSBC@HSSC, Donald W 
McPherson/HBUS/HSBC, susan cruz, Nancy Hedges/HBUS/HSBC@HSBCAMER1CAS 
Subject 

Myanmar-related payment. 


Elizabeth, 

The attached payment was stopped by Bank of New York due to the mention of 

Page 3 
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Yangon in the ordering field. The payment was scanned by the filter, but not 
stopped. No operator intervention took place as can be appreciated in the 
accompanying Audit Trait. Bony has requested purpose of the payment, in 
addition they have requested full detail of the relationship between ordering 
party and beneficiary. 

Camille: Can you check the reason the payment was not stopped by the filter 
and directed to the OFAC Unit's queues. 


Jose A. Mattas 

Assistant Vice President, OFAC Unit 
Global Payments and Cash Management 
HSBC Bank USA, NA 
90 Christiana Road 
Newark, Delaware 19720 
Tei: 302-327-2383 
( 'aK; 302-327-2363 
^ - email; j 0 se.matias@us.h 5 bc.com 


r 
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usBcm 


Fcbraary 4, 2008 


c 


i 


Mr. Dennis P. Wood, Chief 
OFaC Compliance 

OfBce of Foieign Assets Control _ 

U.S. Department of the Treasury ——= Redacted by the Permanent 

1500 Pennsylvania Avenue, NAV. Subcommittee on investigations 

Washington, D.C. 20220 — 


Dear Mr. Wood; 

Rri":' Disclo.'ivreofFact3-^WirefJajT5a»Jt>jSi-Jl5.000(Bunn2) 

Please note Tne details of the following uc:>^tion processed by HSBC Bank UoA, NA. 

(H3US) in possible violatloD of government sanctions against Bnima; 

AmoDtit: 

Value data: 

Sending Bank: 

Qrlginaton 
Intermediary Bank 
B cneficiary B ank: 

Beneficiary: 

On 18-Jan'2008>1he above trtinsactlon (Bthibit l)^Ya9procea3cd as a straight-through payment, 
le., it did hot stop in our OFAC filter. On 22-Jan-2008, Bank of New York (BONY) notified 
BBUS via SWIFT (Exhibit 2) (hat it was holding die finks due to a possible Bunna interest and 
requ^d infonnnion ori^ie originator and beneficiary as well is the purpose of the p;;yr.:ei:;.' u- 

On 3 Wan'2008, HBUS rtjcdved infbtmaiian oQ the trwisaction from the Ttmitter bank, HSBC 
Singapore, and provided that infoiraatiwto BONY via authenticated SWIFT (Bxiubiti). Wc 
stress that the information indicated that die paymeait did cot involve an SDN and was to the 
benefit of non-US. penons. However, the undailyjng transaction, from a buyer located in 
Bunsa to a supplier in Singapore, was meant to pay for the purchase of computer accessories and 
is prohibited iiker sanctions agaiosi Bunna. We coofimied today with OPAC Compliance tKat, 
based upon details provided, BONY must rejeci and report the iransaction in conplluice with 
saacdoQS against Burma. 

Ouf jvse wh of this Tncideiit iTas determined that our filter idcniiiicJ a potential OFAC match, 
but a fonnattiag issue caused the filter to misread the entry, thus permitting the payment to go 
straight through. It was detennined that a cancetcaation of the word “Yangon” into the next line 
of text caused the filter to misread “Yangon” and allow the payment to be processed straight 
throngh. Corrective action required a technical fix to the payments processing system and 


USD 15,000 
18 Jan 2008 
HSBC Singapore 



United Overseas BabkLtd. 



HSBC Bank USA, NalleBal A«iMLa»an 
4J2riltfi Avenue, Ne'ryoric, Newyott JOWS 
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involved rtwriting specifications so as to prevent future enofs. TWa fix is presently telng tested 
and expected to be implemented by February g, 2008. 

Aiiin3mediele''tenipor<«y fix waa incoipoiatcdiito the payments process to detect references to 
“YoDgon” and “Buma'* unh'I •ftieperiBancntsoTtttlon is implemented. 

As always, it is our intention to be in full compliance iidth all U.S. sanctions, and we regret that 
this item was not identified at our end. 

As an inlfigrtdpart ofits OFAC cocopliaDce program, HBUSroalDtains interdiclinn software to 
scan its USD fimds transfer instructions. Thla software scaiB funds transfer payments to detect 
the presence of, or reference to, sanctioned countries and Specially Designated Nationals/ 

Entitles. HBUS alsomaintainsasoftware fiha^toscanouicustomet informatioi'ftlesinorder to { 

^determine if acsdlints maintained atKBUS;involve Sps^jalty-Designatsd Naii£H!als.'Sniitia5 or -> ! 

saDCliori^ eouqtries. Proetidures are in place io’resw.=\^mveslIgatea:drftpbTt l6:tSvAC ' i 

?‘tuatchcd’‘ trerisacllons and/or accounts. ’ 

In clo^g, we contend ftiat the Bank’s overall Compliaoce program and its focus oa automated 
processing, staff training, and open commuiiicatioQ and cor^mtion with OF AC, attest to its 
good-faith efforts to comply with the regulations. 

If you need any further information on (ho above transaction, please contact ma at (212)525- 
6692. 


c 


Very truly yours, 

Elizabeth Pretomastro, V?/Compliaace 
HSBCBaiikU.S.A.,N.A. 


CC5 Carolyn 'Wind, E.V.P. 

Sandra Peterson, S.V.P. 
Anna Liddy, S.VJ. 
Nancy Hedges, F.V.P. 
Mary Ajia Coskin, F.Vi*. 
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CLAIMa 


EXHIBIT (3) COST. 

Cofraspondancs Display C?AC1 JOH 


O^-PBB-Oa a6jl6;43 


tBtnplate name OFACPRfiBFOiW 
lid 0604-2SiTANa8 party name 


eorr type quaue 0 

HSBG 31MQMORB GEMEftAL ACCOUNT 


verify flag Y 
role DBT 


{l£ Che MT type is 99S, erase tha Test amount.} 
C34A?:TP 

DBST: BMF/IJiVTUS3N 
MT: 299^^^^^ 

OBG; ■■■■■■ 

TSTAMT: 15.000.00/USD 
TEXT: 

20;MHBS04-25JANOS 


21:3^14981-220^08 

:79:<mL-0N:50cAT'rN: MARY D2RR (PASS 2 OP 2) 
{Please type free format InformatiDn below) 

Per- conv.w/Elizabeth Protoniastro-- {continue) 

Li-aipaytng .■ll* for t>h?a= supplie^- Tho 
iis)i'ip' aacwise^^^re ousteigeirt'aniQdBBILis. 
u.« of buyer- and supplier.' ‘ A check \*>th YellowP 
ages (local business directory) showsth^ollow 
ing information on the 

^^^^^^^^m^^Catego^^CoropotSr-Data 

Recovery services, (end page 3 of 2) . 

PLEASE QUOIB OUR FIELD 2Q REPBKEKCE IW FIELD 21 
OK YOUa FUTURE CORRBSPOKDEHCE. 

KIND KEGASBS.OFAC PROCESSING UNIT HSBC GLOBAL 

paymekts and cash management 
HSBC HANX USA 

CASE REPERBKCB l-WBCO^-aSJANOS 

aecioa pi P2 . 

Please review details 


.= Redacted by the Permanent 

Subcommittee on Investigations 



cmore> 
sn 4.4 



TOTRL P.QS 
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1 509 - Objectives 

« Right-sized and joined up to serve Group’s purpose 

- Legitimate and credible competitive positioning 

- Leveraging Group advantages with focus on international requirements of customers 

- Clearly defined business propositions and strategies 

o Seek LOB asset growth opportunities and manage iiability mix 
o Maximize synergistic values with HBIO 
•j Achieve metrics targets 

- 15% ROE 

- Double digit PBT growth 

- >5% Jaws 

- 50% Cost income ratio 



* 2009 Jaws are calcuiatBd from 2005^ CAGR 

!■ 


HSBC<» 

3 

). 


CO 
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1509 - Strategic Issues and Initiatives 

0 Balance Sheet and Capital Management 

- HBUS ALCO currently undergoing revamp 

- HBUS Finance conducting balance sheet optimization study 

- Leverage ratio constraint unique to US 

- Current balance sheet has been liability driven given strong deposit gathering efforts 

• Role of Buffalo 

- Lower cost utility center 

• Joining Up with HBIO 

- Establishing governance and parameters to facilitate and control asset transfers 

- Exploring infrastructure synergies - common platforms, Support services and policies 
3 People 

- Building a culture with a sense of urgency 

- Succession planning and talent management 

• $100mm* Cost Challenge for 2007 

- People 

- Property 

- Automation. IT and Infrastructure 

• Run rale Basis HSBC 


76061.992 
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Tactical Cost Reductions - Line by Line Expense Review 

Expense Summary 

- Customer Groups 

“ PFS $151V1 below plan (good savings from Project Earth) 

’ CIBWi $30M below plan (tighter controls around headcount) 

- People Costs 

= $21IV1 below plan spread across HBUS/HMUS (including GSC recharges 
$15IVI below plan) 

o Tactical Initiatives Implemented: 

- Travel and Entertainment - DHL web-based service 

- Wireless - Corporate Card 

- Approved Suppliers 

o Tactical Initiatives Under Review: 

- Inter/Intra-company charges - FDR charges 

- Pager cancellation - External Training Policy 

o Convey recommended reductions to 2008 AOP by line item 

HSBC<2^ 

2 
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HSBC-0CC_6 0093229.txt 

Frotp: DEANNE EBERSOLE/HBUSAiSBC 
sent! 1/17/2008 4t22;49 PM 

To: DiRIS P DAVIES/HBUS/H5BC@HSBC, ’DAVID DEW/HeU5/HSBC@HSBC|GERARD 
MATriA/H8US/HSBC@HSBCj 

lANET L BURAK/HBDS/HSBC«HSBC; KEVIN NEWMAN/HBUS/HSBCBHSBCjHARLON 

Y{xjng/hbus/hsbc«hsbc; 

PAUL 3 IAWRENCE/HBUS/HSBC@HSBC 

cc: 

subject: Draft Materials for EXCO 
Dear All ; 


Attached is a draft of the non-h1r1ng freeze note to be sent to all GCBs 0, 1, 
2 and the final headcount report for 2007 i^lch we will discuss tomorrow at 
EXCO. 


Last year, through prudent management of the headcount, we were able to reduce 
the salary line by more than S28m for the HUSi entity. This year, In light of 
the unusual economic circumstances and cost challenges in the business, the 
executive team has again agreed to curtail hiring to reduce the salary run 
rate, however, wuld like more rigorous management of the hiring process. It 
is important that this not be coBBiuni cated as a freeze, but rather as prudent 
management of the ROP to reduce costs and maintain alignment with the p and l 
throughout the year, positions nay be filled as indicated below: 

CIBM: Existing approval process including London and Paul Lawrence approvals 
will continue to be followed. 

GPB: Hiring of currently budgeted and R0P approved roles to be approved by 
Marlon Young and Leona Scott before active recruitment takes place. Existing 
proposal processes will be followed before an offer is extended. 

HBUS! 

Revenue generating roles; 

PFS: Hiring of currently budgeted and ROP approved roles to be approved by 

respective Regional President and Suzanne Bnenza. C$hou1d mortgage corp be 
listed separately?) ^ ^ , 

CMBi Hiring of currently budgeted and rop approved roles to be approved by lan 
MacAlester and 3avier Evans, (should gtb be listed separately?) 

Non-revenue generating roles: replacements and additions should be placed on 
hold until 1 3une 2008. exceptions must be approved by the respective EXCD 
member and EVP hr prior to search initiation or continuation. 


Regards, 

Jeanne Ebersole 

EVP, Human Resources 1 HSBC BANK usA, N.A. 
452 Fifth Avenue, New York, NY 10018 


Phone. 212-525-7599 

Email. jeanne.ebersole@us.hsbc. con 
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Hsec-0CC_E 0093229.txt 


Attachment; HUSI Hdct vs Forecast Dec07 w-offshore.xls. zip 


THIS PAGE IS 
INTENTIONALLY 
LEFT BLANK 
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HSBC-OCC_E 0083a55.txt 

From: DAVio dew/hbus/hsbc 

sent; 9/14/2007 8; SB; 06 AM 

To: CAROLYN M WIND/HBUS/HSBCSHSBC 

cc: JANET L BURAK/KBUS/H5BO^SBC:KATHimi A HATEM/HBUS/H58C@HSBC 
subject: HEADCOUNT 


Carolyn, 

According to my records, Compliance's actual FTE was 199 at 31 Dec 06 and 198 
at 31 Aug 07. Thank you for holding headcount flat during the course of the 
year: however, I understand that there arc currently 6 open positions in 
compliance and that the current forecast held by HR indicates total fte of 204 
by year-end. 

This increase will be almost impossible to justify and therefore l must ask you 
to please cancel the open positions and ensure that your FTE as at 31 Dec 07' 
does not exceed 199. 


Thanks for your support during these challenging times. 
Regards, 


David Dew 

SEVP, chief operating Officer 
HSBC Bank USA 

452 Fifth Avenue | 10th Floor { New York, MY 10018 


Phone. Z12-S25-69S1 

Fax. 212-525-8588 

Email. davId.dewOus. hsbc.com 
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=ror?i; CAROLYN m wino/hbus/hsbc 

>ent: 2/12/2008 11:26:51 ^ 

roi • ANTHONY R GIBBS/HBUS/HSBC@HSBC02 

:c: CURT X CUNNIN6HAM/HBUS/HSBC®HSBC02;DENISE a reilly/hbus/hsbc@hsbc;karen k 
3RC»VH^S/H5BC@HSBC02 ; 

.ESLEY MIDZA1N/HSCA/HSBC(SHSBC02 
subject! Re: organizational dianges 

Anthony, 

Z have my own differing views on what should be put into shared services but I 
think the main point that has to be dealt with ASAP is how to rationalize the 
iBUS FTE involved in this discussion, as i mentioned on the call, HBU5 
compliance has been required to manage down overall PTE while at the Sc^e ^me 
?'edeployina resources to priority needs, we also are in the midst of a "hiring 
>ause" which means that approval from appropriate EXCO members is required to 
Fill any open position, i do not expect alot of support for overall hbus 
compliance headcount increasing even if a portion of the time is allocated to 
other affiliates, l look forward to you and Denise reaching a worksuile solution 
For both short term ami longer term needs. 

Carolyn 

Carolyn M wind 

EVP, Conmliance & aml Director i hsbc bank usa, n.a. 

452 Fiftn Avenue, T-7, 

NY, NY 10018 


=hone. 212-525-5503 

Pax. 212-382-5963 

Emal 1 . Carolyn .m.wi ndflus . hsbc . com 


Anthony R Gibbs/K8US/HSec@HSBC02 
D2/12/2008 10:06 A« 


Denise A Reilly/HBUS/HSBCSHSBC 

Carolyn M wind/HBUS/HSBCOHSBC, Curt X Cunnin 
GroRi/HB05/HSBC<9HSBC02, Lesley Mldzain/HBM/HSB^5BC 
subject . . , ^ 

Ret organizational changes 


ghaTB/HBU5/HSBC9H5BC02 


, Karen K 


Good morning Denise, 

1 am still confident we can find a coasian v.s. King soloraan solution 
here 

Your note is very helpful because i think it helps me understand that you euid I 
need to catch up on some of the developments from the CPO project, over the 
past couple months and through today, once we get on the same page regarding 
objectives, mandates, legacy discussions and legacy decisions, i think we vnll 
be at a much better pace to talk future. 
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I know we need to get the announcements ASAp and my day is rather booked as I 
am sure yours Is, But i will make time that works with you to chat. 

Best regards and until we talk, have a good morning. 

Anthony R. m. Gibbs 

Managing Director, chief Operating officer 
HSBC North America Legal and Compliance 
Phone (847) 564-6500 

senior Executive Assistant: 

Jennifer Czaplewski (847) 291-2059 

Integrity - our Tradition and our Future 

prlvileged/confidential information may be contained in this message. If you 
are not the addressee indicated in this message (or responsible for delivery of 
the message to such person), you may not copy or deliver this message to 
anyone, in such cases, you should delete this mess^e and kindly notify the 
sender by reply email. Please advise inwediately it you or your employer does 
not consent to internet email for messages of this kind. Opinions, conclusions 
and other information in this message that do not relate to the official 
business of HSBC shall not be understood as neither given or endorsed by it. 


Denise a Re1lly/HBUS/HSBC®HSBC 
02/11/2008 01531 PM 

TO 

Anthony R Glbbs/Haus/HSBC3HSBC02 
cc 

Carolyn M Wind/HBUS/HSec®HSac, Curt x Cunningham/HBUS/HSBceHSBC02, Lesley 
Midzain/HBCA/HSBC@HSBC02, Karen K Groin/HBUS/HSBC9HS8C02 
Subject 

Re: Organizational changes 


AS you may anticipate, I disagree with the attached. The proposed organization 
structure embeds specific H6US AML operational functions that are not shared 
services but specific functions, similar to specific functions that exist 
throughout the KNAK compliance teams. The absence of any comparable moves of 
other legal entity specific operations is noteworthy. 

Additionally, as indicated last week, now that the build-out of compliance risk 
systems is complete there is excess capacity that was intended to be 
redeployed to urgently needed areas in the aml teams (note the organization 
chart with names was not shared until last week). From an institutional view 
this certainly warrants consideration to avoid incremental cost, which is 
contrary to corporate direction. Examination results and discussions with 
regulators have made it clear that the aml programs need to be further built 
out immediately. The challenge is that this needs to be done in the context of 
flat or below plan financial targets. 

The absence of detailed, thorough discussion of shared services vs the 
functions actually performed by this team over the past several months or 
consideration of changes that nave occurred since issuance of Cpo 
recommendations (end Aug) is disappointing to say the least. All other CPO 
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recomjuendatlons have had project teams put against them to further vet the 
recomnendations before making any org^izational or process changes, whereas 
this recoRunendation has had no foUow-up discussion. To be clear, given the 
sensitivity of the proposals, i am not suggesting formation of a large team, 
but minimally some senous dialog based on a true understanding of functions 
and priorities that are competing ^r finite resources, putting all spin aside, 
•this is essentially a transfer of HBUS staff with roles and responsibilities to 
be determined. 


Denise a Reilly 
SVP Compliance 
7th Floor 

452 5th Ave, NY 10018 


Phone. 

Mobile, 

Email. 


yfius , hsbc . com 


Redacted by the Permanent 

Subcommittee on Investigations 


Anthony R Gibb5/HBU5/HSBC<BHSBC02 
02/09/2008 02:58 PM 

To 

Denise A Rei11y/H9US/HSBC9KSBC 
cc 

Carolyn M Wind/HBUS/HSBC^SBC, curt x Ciinn1nghajn/HBU5/HSBC@HSBC02, Karen K 
Grom/HBUS/HSBC0HSBC02, Lesley Midza1n/HB{:A/HSBC^SBC52 
subject 

Re: Organizational changes 


Hello colleagues. I apologize i did not get back to everyone yesterday as 
promised, but l spent the majority of Friday with Deloitte debriefing on ICRM. 

1 have now been able to complete my research and give this more thought as i 
promised l would when we met Thursday, it is my conclusion that we need to 
continue with the alignment as originally planned and keep the five individual 
in our shared services team for a couple key reasons. The tasks performed by 
the five team members are largely the functional tasks that would be in a 
shared services function, l recognize there are some specialized tasks that may 
be more appropriate in AML, but there are also tasks in AML and .other hnah 
compliance teams that will be rolled into the shared services function as this 
initiative evolves through the year and we move down the path of centralizing 
general knowledge functions to take advantage of specialization and economies 
of scale. 

1 also cannot determine the optimum people organization and task alignment 
beftre i have the opportunity to learn in greater detail what, how and why we 
do what we do. Re-alignment now would be done without thoughtful consideration 
to the shared services objective on my part and nay result in re-work and be 
disruptive to our team members. In my experience the effectiveness and morals 
of org changes seems to maximized when reporting lines are done first, followed 
by more detailed analysis and then task re-alignment as determined appropriate 
all overlaid with open and continuous communication with employees. 
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Ultimately, the current alignment is critical to our success at meeting. the 
shared services goal set to us by 3anet and the cxos which will be a material 
component of our score cards this year, i cannot see how we can achieve the 
objectives and deliverables of the shared services without the organization as 
originally envisaged. 

At the risk of sounding too corny, please know my motives are lOOK to the 
success of the department and company and by nature Z am not an empire builder 
and I always look for w^s to accommodate others before my own interests, i 
have given this a lot or thought framing it from everyone'’s different 
perspectives and tried my best to make the proposal below work, but i feel very 
strongly that this is the only way for us to succeed as a team in this 
1m tiati ve. 

Please let me know if you have any questions or comments. Best regards, Anthony. 
Anthony R. m. Gibbs 

Managing Director, chief operating officer 
HSBC North America Legal and compliance 
Phone C847) S64-6500 

senior Executive Assistant; 

Jennifer Czaplewski (847) 291-20S9 

Integrity -• our Tradition and Our Future 

privileged/confidential information may be contained in this message. If you 
are not the addressee indicated in this message (or responsible for delivery of 
the message to such person), you may not copy or deliver this message to. 
anyone. In such cases, you should delete this messue and kindly notify the 
sender by reply email. Please advise inwediately it you or your employer does 
not consent to internet email for messages of this kind, opinions, conclusions 
and_other information in this message that do not relate to the official 
business of HSBC shall not be understood as neither given or endorsed by itJ 


Denise A Reilly/HSUS/HsecdHSBC 
02/07/2008 06:07 PM 


TO 

Anthony R Oibbs/H6us/HSBC0HS8CO2 
cc 

Carolyn H wind/H8US/HSSC®HSBC, Lesley Midzain/H8CA/HSBCfflHSBc02, 
cunn1ngham/HBUS/HSBa3HSBC02, Karen K Grom/Heus/HSBC0HSBC02 
Subject 

organizational Changes 


As discussed at our meeting today the following are the current HBUS Risk and 
Support functions and their disposition. 

Armbrust - hnah 
lannicelli - hnaH 
Gibbs - HNAH 
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Buscaglia - hnah 

Dellaneve-Reuva'ln - HNAH 
Carbone - AML 

Grass© - AML Atchley system 
KQwalski - AML info Security 

Moore - PTA support - to be discussed if more appropriate to move to CIBM 
support team (sill Wong) 

Martino - has transferred out and position being re-deployed to AML 
correspondent Banking 

Additional positions 
Branlecki - HNAH 

aeckage - hnah 

Barkle - HNAH 
vasquez - HNAH 
Adams - HNAH 
Guzier - hnah 
M acgaffey - hnah 

Denise a Reilly 
svp compliance 
7th Floor 

452 5th Ave, NY 10018 



Phone. 
Mobile. 
Emai 1 . 


y®us . hsbc.con 
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From: carolyn h wind/hbus/ksbc 
sent: 2/1/2007 10:26:18 AM 
to: TERESA pesce/hbus/hsbcShsbc 
cc; 

Subject: Fw: MIP overages - URGE>rr 


Carolyn M. wine! 

EVP, General Compliance 

452 5th Avenue, T7 

New York, New York 10018 

Phone: 212-525-5503 / Fax: 212-382-5963 

E-nai 1 5 carol yn . n. wi nd6us . hsbc . cob 

Forwarded by Carolyn m Wind/HBUS/HSBC on 02/01/2007 10:21 AM • 


Carolyn M Wind/HBUS/HSBC 
01/31/2007 07:05 PM 


David W 3 BAGLEY/HGMQ/HSBC, "Alan RAMSAY" <a'lan. rafflsay^sbcib.cono 
cc 


subject 

Fw: MIP overages - URGENT 


Here's Terry's message. Sandy Derickson called us today and continued to push 
us on Bonuses, i pusned back and as of this moment, X think we will be able to 
pay out our recommendations for last year. But we are facing a major problem 
for this year. Sandy's message is that we should be paying out at the low end 
of our range Caverage 1.2 per cent pay out versus this year's 1.59 for AML and 
1.69 for me) and that our objectives for 2007 will be under close scrutiny. 

This i^ole discussion is more complicated than It should be but here's the 
bottom line, we are not at market with our current comp, particularly in NYC, 
so If we roll back bonuses to Sandy’s desired level we will be even further 
behind market and have lots of unhappy employees. Butcher is trying to get a 
comp market study done this quarter but we have been pushed so hard on our AOP 
that we have no money for salary adjustments. Terry and I spoke to Gibbons and 
Karen Grom tonight about this issue and they are supportive but it’s going to 
be a fight to try to hold comp at current levels and we really need to be 
increasing to stay competitive. Alan, all our private banking and investment 
banking compliance officers are on the bank comp plan. These officers and AML 
officers can get new jobs in a heart beat, people seen to forget how hard and 
costly it is to have to replace people and stabilize teams. Given all the 
change going on the businesses, our complieuice risk is going up. Absolutely 
critical to keep experienced .compliance teams stable and focused. I intend to 
go speak to Paul Lawrence tomorrow about this situation. I am not sure how many 
more of these fights i can go through. Want to start a resort hotel business 
with your us compliance colleagues? We try to keep some sense of humor but no 
one's having fun 
Carolyn 


From: Teresa Pasce 
sent: 01/29/2007 01:01 PM 
To: 3eanne Ebersole 

cc: Carolyn wind; Gareth powell; Karen Grexn; Kathryn Hatem; Robert Butcher; 
oavid Gibbons 

subject: Re: mip overages - URGENT 
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Jeanne - 

We have reviewed our nusibers. while soine anomalies need to be accounted for 
(including one HBIO employee who sits on our books and whose entire 
ccmpensation is charged back pursuant to sla>, and while we have made some 
minor adjustments, we do not believe that we are justified in making greater 
changes at this late date. Each emplc^ee’s target and stretch goals were 
established and approved long ago, and each spent the last year striving to 
achieve those goals. It does not surprise me that we have many achieved 
their stretch goals as we have had a challenging year. The bsVaml program was 
again under constant examination; cocq>1iance officers have spent a tremendous 
amount of time shepherding examiners throughout the institution with exams in 
CIB, Trade Finance, Retail Banking, Retail Transaction monitoring, private 
Banking, and multiple exams in Embassy Banking. Indeed, 2006 saw the lifting 
of the Written Agreement. The increased demand of our regulators has 
necessitated the review of more and more- transactions, requiring mandatory 
overtime in virtually every monitoring center. Group mandates pertaining to 
OFAC, cover payments, and Iranian u Turn payments have required the work of us 
employees to support other Group offices, our support or global resourcing 
has increased us workload up front to train, create systems, and assist in the 
actual off shoring. in addition we have met our financial challenges — we 
were tasked with coming 1n under budget and did so. And we did all of the 
above short handed as the recruiting environment has been challenging to say 
the least. In light of all the above, my managers have carefully and 
thoughtfully reviewed their people and have provided an honest assessment. 
Indeed, if we are at 1S9% of target, assuming stretch is 200X, we are somewhere 
in the middle, which is what I would expect. 

I remain a bit puzzled as to what we are, or were, expected to achieve. If 
there was an accrual , or an amount over i^ich we were not intended to go. that 
was never communicated to us. if it had been, we might have been able better 
to manage expectations by telling our people/managers that they should rarely 
expect to receive the full payout — minus the corporate factor. Those 
expectations were compounded by the fact that no such ceiling was set last 
year, and i expect that our percentages this year are comparable to last, we . 
are also challenged by the fact that our colleagues at KBIO, with whom bank 
employees regularly communicate, will receive full payout as there is no 
corporate factor, indeed, i had to bend over backward to justify taking a 
single point off the maximum of an H9IO employee who reports directly to roe — 
the expectation there seemingly you start at the top and work backwards. 

To further remove points at this time would be rather arbitrary, in an 
environment where many of our people are already below their midpoints, and 
where midpoints are below market (we have a new market data study commissioned) 
this will be very bad for morale, especially considering how hard we have 
worked as a whole, in a competitive market where we have seen several 
resignations in recent history for Higher pay, this is ill advised. This is 
particularly true when one considers the over all dollar impact. I expect 
that, were we to cut our percentages, we would actually be providing back very 
little in the way of absolute dollars. These amounts would be unlikely to put 
a’ dent in any corporate shortfalls, but are meaningful to employees -- 
especially lower level employees — on an individual basis. 

Thus, at this point, i believe our numbers are justified and should stand. 

Terry 


Teresa A. pesce 
EVP/Managing Director 
Anti-Money Laundering Compliance 
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452 Fifth Avenue 


New York, NY 10018 
ph - C21Z) 525-6099 
fax- (212) S25-S769 


HSeC-BNI_E 0592516.txt 


Jeanne Eberso! e/HBUS/Hsac 
01/26/2007 10:19 AM 


lO 

Carolyn M VHnd/HBU5/HSBC@HSBC, Teresa Pe5ce/HBUS/H5BC@HS&C 
cc 

Kathryn A Hatem/HBUS/HSacSHSBC, Gareth powell/hbus/hsbc@hsbc, Karen K 
Gron/HBUS/HSBC®HFN 
subject 

MIP overages - URGENT 


As a whole, the bank 1s over 1t's 2006 hip accrual and so we've been doing some 
research to understand how the payouts stack up. As you know, we had a big 
push at the beginning of last year to make sure that hip goals were constructed 
so that doing all elements of an individual's role, Including regular 
responsibilities would result in target payout, payouts for over target 
performance should be reserved and constructed In such a way that Individuals 
must consistently outperform In an unusual nay to get top payout. 

xn reviewing the summaries, compliance and afu. are two of the highest payout 
percentages, ahead of all line groups except one. overall, aml is at Isg 
percent of taraet and compliance at 168 percent of target. what we need at 
this point is for you to go back and review the individual goals to ensure that 
1) they were set appropriately and 2) the payouts are commensurate with what 
was produced by each Individual, you have and should take the discretion to 
reduce awards if the MIP goals were ambiguous or turned out to be very easily 
accomplished. In the end, we want to reward our people appropriately for their 
performance and contribution to the company. 

Unfortunately, we are In a time crunch and this needs your immediate 
attention. 

Thanks 

Jeanne 


Jeanne G. Ebersole, SPHR 

Executive Vice President Human Resources 

HSBC Bank, USA, N.A. 

452 Fifth Avenue, New York, NY 10018 
Tel: 1-212-525-7599 Fax: 1-212-525-7576 
jeanne . eberso! eSus . hsbc . com 

This e-mail is confidential. It may also be legally privileged. If you are 
not the addressee you may not copy, forward, disclose or use any part of it. 
If you have received this message in error, please delete it and all copies 
from your system and notify the sender immediately by return e-mail. 
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From: karen k grom/hbus/hsbc 

sent: imivm 8:42:58 PM 

To: CAROLYN WINDjDENiSE REILLY;TERESA reSCE 

CCJ DAVID D' GIBBONS/HBUS/HSBCSHFNS DAVID OEWjDAVID AVDULJ PATRICIA 
MCCAULEY-FABSm; SARAH PANCZYKOWSKI; KATHRYN HATEM 
Subject: HUSI compensation Review 

we completed the first phase of the compensation review as requested. I an 
providing a sumnary of the meetings we had, basic findings and next steps.' 

we met in person with lohn Hudson, can Hughes, Kevin Quinn, Irene stern, Gloria 
strazza, Aiexine von Keszycki, Denise Reilly, Carolyn wind, we had phone 
conversations with Anne Liddy and Terry pesce. pat McCauley and Michele coppa 
also participated in all of these conversations to provide their insight from 
an HR sui^ort perspective as well as a recruiting perspective. 

in summary, here are the main discoveries: 

Most of the leaders we met with have been contacted' personally by head-hunters 
Most of the leaders also indicated their employees are frequently contacted by 
head-hunters 

The offers from head-hunters are in some cases double base salaries and double 
bonuses 

The banks who are approaching our emplc^ees have deep pockets and are willing 
to pay to get the talent 

HSBC is well thought of in the industry so this does assist our recruiting 
efforts, however other banks offer more tdp days and better benefits 
our competitors are willing to pay substantially more in base salary, match our 
bonus and even guarantee first year maxiaums in order to get our folks 
In many cases, we are paying under the "market data point” CSOth percentile) 
in rare cases, we are paying under the 25th percentile - which is not 
consistent with our "pay for performance" philosophy 

Based on the conversations held the past two days, HR's experience and our 
experience with the current market - we do anticipate that the review will 
likely show an increase in market for these jobs 

Some of the leaders we spoke with felt the bonus payouts are/will be an issue 
for our employees. However, some of the leaders did not feel this was an issue 
at all and believed their employees were pleased with their payouts and 
understood the philosophy 

We did also hear that ''environment" was an Issue for some groups. Workspace 
has become smaller, having no storage or sharing desks in tight spaces is 
giving employees reason to question their value to the department and/or the 
organization 

David and I have determined the jobs which will be reviewed based on our 
conversations with you and your management teams, we are committed to 
providing an update and final report by end of March. 

As David reviews the jobs, he may reach out to some of you to get additional 
Information. 


Karen K. Grom 
Director, Human Resources 
HSBC Corporate/Global Support 
(847) 559-2511 (office) 

(630) 222-6140 (cell) 


Assistant: Mary D- Brown 
(847) 564-6209 
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From: HICHAEL b gallagher/hbus/hsbc 
sent; 10/31/2006 4:16:10 PM 
TO ; TONY MURPHY/HBUS/H5BC 
CC: 

subject: rm: Additional Compliance headcount needed to support PCM 

add to discussion pile 

Michael B. Gallagher 

EVP, Head GIB Corporates, NAFTA 

4SZ 5th Avenue 

New York, NY 1M18 

Tel; 212-525-5680 . 

-- — Forwarded by Michael b Gallagher/HBUS/HSBC on 10/31/2006 04:15 pm — 

Charles G DelBUStO/HBUS/HSBC 
Tel; 302-636-2030 
10/31/2006 04:07 PM 


Michael B Gallagher/HBUS/HSBCSHSBC 
CC 

”Tony Murphy" <tony.rnurphySus.hsbc.c<M> 

Subject 

Re; Fw; Additional compliance headcount needed to support pCM 


AML compliance Is being held to a flat headcount and any additional headcount 
required needs to be approved by the business and paid for directly. For -we 
ADP process, PCM is fine with tne existing >U4L compliance allocation but will 
need to plan directly for any of these ’new’ heads 


Michael 6 Gallagher/HBUS/HSBC 
10/31/06 02:22 PM 

TO 

Charles <S 0elBUSt0/HBUS/HSBC@H5GC 

"Tony Murphy" <tony.murphy®u5.hsbc.con> 

Subject 

Re: Pw: Additional compliance headcount needed to support PCM 


Compliance should be reimbursed with one model, not 2. Find out from finance 
which way to go and if all to direct we need to flag in 07 plan. 


From; diaries g oelBusto 
sent: 10/31/2006 12:31 PM 
to; Michael Gallagher 

cc: Sandra Peterson . ^ ^ 

subject: Re; Fw: Additional Compliance headcount needed to support pcm 
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We pay through an allocation today but 1 believe Alan 1s looking for pcm to 
pick up the bill directly for these new headcount as this is something that 
happened earlier in the year, is 4 the right number 7 Based on compliance's 
view that 1,000 items can be processed it is without any projected growth 


Michael B Gallagher/HBUS/HSBC 
10/31/06 09:44 AM 

TO 

Charles g oelBusto/HBUS/HSBC. sandra Peterson/HBUS/HSBCSHSBC 
cc 


Pw: Additional compliance headcount needed to support pcM 


do we fund existing resources? Do we agree 4 is the right number? 

Michael B. Gallagher 

EVP, Head GT8 Corporates, nafta 

452 5th Avenue 

New York, NY 10016 

Tel: 212-525*-5680 

Forwarded by Michael 8 Gallagher/HBUS/HSBC on 10/31/2006 09;43 AM 

Alan T Ketley/HBUS/HSBC 
Tel: 212-525-6147 
10/31/2006 09:37 AM 

TO 

Michael B Gallagher/H8US/HSBC0HSBC 
cc 

Teresa Pesce/HSUS/HsecSKSec, Denise A Reilly/NBUS/HSBC9H5BC, Charles G 
oel eusto/HBus/HSBC@Hsec 
subject 

Additional Compliance headcount needed to support PCM 


Michael 

Appropriate transaction monitoring of customer activity is essential if we are 
to manage and control the risks inherent in PCM. The foreign financial 
institution portion of the business is designated high risk by our Regulators 
whose expectations continue to rise necessitating continual enhancements to our 
program. 

Current staffing levels are insufficient to handle the growing monitoring 
reouirenents and this memo lays out the justification for requesting an 
additional 4 headcount to be funded by pcm. This note follows on the 
discussions we held earlier in the year. 

PCM Monitoring of third party payments Is split between the automated processes 

page 2 
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run through wire camp (covering high and cautionary risk clients) and manual 
monitonng soedfic to individual custoDiers/products . increasingly the process 
has also included client and product due diligence. 

wire CAMP alerts have increased fro* 11,000 alerts for April to 15,300 for 
August mainly due to tiie impact of ^ cover-to-serial conversion. This 
increase is despite an accelerating implementation of ‘rules' to exclude 
transactions previously determined to be acceptable. The top portion of the 
attached spreadsheet gives details of this. 

Future Wire CAMP alert volume is expected to trend upwards due to: 

The continuing effect of the Mver to serial conversion. 

Organic grcwth projected at 20% by the PCM Product manager. 

Better kyc analysis leading to ident1ficati<Mi of political involvement in 
existing clients requiring their reclassification as sees with attendant closer 
monitoring. 

Feeds being built to facilitate the automated monitoring of ach and demand 
draft activity as recently mandated by the Regulators. .. 

Nay, high risk clients being added to the custnner base (e.g., ■■■■■I 


.. mSriitofing into Medium Risk clients not currently covered by the 

systematic wire camp process - the desirability of this expansion was alluded 
to by our examiners and is needed to cover a more significant proportion of 
wire activity flowing over our books. 

Manual monitoring requirements have also Increased with recent examples being 
the: 

Non vrire acti vity flowing over see acawnts. 

■■■llllHIlpayable through account. 

Creai^caM^ervices provided to Banco Africano de investimentos. 
various stored value card initiatives. 

Based on dialog with the pcm teams we expect to see more of these manual 
TKonitoring requirements, we also have to satisfy new requirements under 
Section 312 or the USA PATRIOT Act that mandates comparison of expected vs. 
actual account activity. 

we also see a steady increase in new product development, applications of 
existing products in ways that change the AML risk and more comprehensive 
client aue diligence reviews. These efforts are all in support of pcm but draw 
compliance resources away from monitoring. 

in the past 12 months we have implemented an automated workflow system to 
improve monitoring efficiency and are deploying a growing number of pules to 
exclude transactions previously deemed acceptable - alert volumes have 
continued to grow, we consider our processes to be very efficient compared to 
the rest of the market and research indicates that an experienced researcher 
can handle 1,000 alerts a month - our team is currently handling an average of 
3,800 per person and is becoming overwhelmed thus potentially placing the 
business and the bank at risk. 

A Global Resourcing project is underway to add 6 new staff in India but an 
additional 4 is needed to handle the wire camp and manual monitoring 
requirements outlined above. The attachnmt below provides additional 
information and metrics for this conclusion. 

[attachment "2007 AML Resource Estimate. xls" deleted by Charles g 
D el BUSto/HBUS/HSBC] 

your agreement to this proposal is requested. 


Alan T. Ketley 

Senior vice president, Anti Money Laundering 

page 3 

:onfldential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSB02545479 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 0616342 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00082 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




1177 


Confidential & Non-public OCC information 


, HSBC-BNI_E 0391322.txt 

Tel; 212 525 6147 / Fax; 212 382 7580 


THIS PAGE IS 
INTENTIONALLY 
LEFT BLANK 


Page 4 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. 


OCC-PSI-0089823 


HSB02645480 

HSBC OCC 0616343 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00083 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




1178 


Confidential & Non-public OCC Information 


OCC-PSI-0089827 


HSBC-BNI_E 056S10S.txt 

From; alan t ketley/hbus/hsbc 
sent; 9/17/2007 7:43;43 AM 

to; CHARLES G DELBUST0/HBU5/HSBC@HSBC; GILLIAN E BACHSTEIN/HBUS/HSBC 
CC; "ALAN WILLIAMSON" <ALAN.P.WILLIAM5ONeUS.HSBC.C0«> 

Subject: Fw: Correspondent survey 


Charlie, Ginian 

Attached below you vrill see the results of a series of conversations I had with 
some of my compliance peers at other banks about KVC approvals and allocation 
of resources. 

I hope you find the information beneficial. 


Alan T Ketley 

svp AML compliance 

452 Fifth Avenue, New York, MYIOOIB 


Phone. 212-525-6147 

Fax. 212-382-7580 

Email. alan.t.ketley@us.hsbc.coa 


Forwarded by Alan T Ketl ey/HBOs/KSBC on W/17/20D7 08:41 AH 

Alan T Ketley/HBUs/Ksac 
09/06/2007 10:16 AM 
TO 

Alan Williamson 

"Dudy stoldt" <iudy.p.stoldtaus.hsbc.con>, “George Tsugranes" 
<gearge. tsugranes$us .hsBc . coffl> 
subject 

Correspondent survey 


Alan 

Attached is the result of the conversations i have had with our peers where i 
have contacts. It is my intention to provide this to Charlie »*en we have our 
discussion about the KYC process that Michael requested. 

some general themes: 


Every bank that responded and provided information about monitoring staff has 
more than hbus. By way of context, if we treat CHIPS volumes as a proxy for 
correspondent banking market share (this is not completely reliable given 
differing allocations of activity between CMU>S and Fed between banks) HBUS's 
market share is 8.36X while JPMC is 18.74*, Deutsche is 7.62%, Wachovia 6.03% 
and Amex 3.63% . . 

Our competitors all acknowledge filing more sars than do we. . , , 

ABN’s ratio of KYC staff to accounts is similar to ours; Deutsche s looks very 

Page 1 
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(too?) low. 

Absent the EDO rof process we also -can get a mgh risk account opened m 24-48 
hours (If all the correct Information has been provided.) •challenging' KYCS 
can also take months though I'n not sure where Charlie gets his figure of over 
a year as a worst case. 


Let me know if you have any thoughts on this before I share it with the 
business. 


Alan T Ketley 

svp AML Compliance 

452 Fifth Avenue, New York, MYlOOlS 


Phone.. 212-525-6147 

Fax, 212-382-7580 

Email. alan.t.ketley@us.hsbc.com 


- corbanking KYC supporc.xls.zip 
Attachment: corbanking KYC support.xls. zip 
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March 20, 2009 


Mr. Dennis P, Wood, Chief 
OFAC Compliance 
Office of Foreign Assets Control 
U.S. Department of the Treasury 
1 500 Pennsylvania Avenue, N.W. 

Washington, D.C. 20220 

Dear Mr. Wood: 

Ref: Self-Disclosure 

HSBC Bank USA, N.A. (HBUS) has a Banknotes business which transacts with our affiliate in 
the United Kingdom, HSBC Bank pic (HBEU). 

During an internal review, two purchases of U.S. dollars were identified by the London branch of 
HBUS, conducted on 1 2/5/2008 and 2/5/2009, between HBEU and HBUS that involved Iran. 
HBEU purchased a total of USD 2,587 from The Embassy of Iran in the United Kingdom and 
subsequently resold the U.S. dollars to HBUS. The transactions were conducted through the 
Kensington branch of HBEU located at 1 6 Princes Gate, London. 

We further note that, from 7/22/2008 through 2/12/2009, HBUS sold a total of Euros 459,124 to 
HBEU (3 1 transactions). Subsequently, the Euros were purchased from HBEU by The Embassy 
of Iran in the U.K. The funds were used to meet salary obligations. 

As a result of this incident, HBEU has ceased this activity. 

As an integral part of its OFAC compliance program, HBUS maintains interdiction software to 
scan its USD Kmds transfer instructions. This software scans funds transfer payments to detect 
the presence of, or reference to, sanctioned countries and Specially Designated Nationals/ 
Entities. HBUS also maintains a software filter to scan our customer information files in order to 
determine if accounts maintained at HBUS involve Specially Designated Nationals/Entities or 
sanctioned countries. Procedures are in place to review, investigate and report to OFAC 
“matched” transactions and/or accounts. 

In closing, we contend that the Bank’s overall Compliance program and its focus on automated 
processing, staff training, and open communication and cooperation with OFAC, attest to its 
good-fmth efforts to comply with the regulations. 


HSBC Bank USA, National Association 
452 Fifth Avenue, New York, "New Yortc 10018 
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March 20, 2009 
Page 2 

If there is any further information that we may provide to the above transaction, please do not 
hesitate to contact me at 212-525'6692 or via email at elizabeth.proioinastro@us.hsbc.com. 

Voy truly yours, 

Elizabeth Protomastro, Compliance 
HSBC Bank U.S.A.,N.A. 

Enclosures 

cc: Lesley Midzain 

Anne Liddy 
Mary Ann Caskin 
Denis O’Brien 
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CIBM - Institutional Banking 

Part One > Medium Risk 

OECD FATF web site 

KYC Profile Reference Number: VHIH 
institutional Client Name: Ai Rajhi Banking and investment Corporation 


= Redacted by the Permanent 
Subcommittee on Investigations 


A Basic Identification Details 
Address; 

Country /Territory; 

Telephone; 

Facsimile: 


Head C^ce, AI Akariya Building, Oleya Street 

POB0X28. Riyadh 11411 

Saudi Arabia 

966-1-4601000 

966-1-4600922 


WebSIte: 

HSBC Entity 
industry Sector 
Type of Client 


www.alrajttibanJc.com.sa 
United Arab Emirates 
Banks 

Privately heid 


V\friat is the client's principal line Operating through an extensive network of 382 
(s) of business? (Please dick branches. It offers a wide range of retail, 
here to see Explanatory Note commertsial and investment banking services in 
accordance with Islamic Shari'a principles. 


Country/Territory in which the Saudi Arabia 
client is incorporated: 


Confirm that the dient is Yes 

regulated: 


By which body is the client Saudi Arabian Monetary Agency [ SAMA ] 

regulated 


Certified copy of banking Not required 

licence/certiflcate of 
incorporation is; 


Please provide exp(anatior\: 
(Please dick here to see 
Explanatory Note 20} 


Since it is a prime ftnandal institution from the Kingdom of 
Saudi Arabia, included in SAMA’s list of licensed 
commerdal banks and has been a longstanding 
relatfonship for HSBC Group, the requirement for a certified 
copy of banking license I certificate of incorporation has 
been waived. 


http://emca-apps.systems.uk.hsbc/CoreApps/KYC/ghqkyc.nsff(aH)/F426BECDDECX33D...‘ 23/05/05 
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Confirm that is is not a Shell 
Bank; 

(A Shell Bank has no physical 
presence in any jurisdiction, and 
no affiliation to a regulated bank 
which does) 

Year in which the client was 1980 
established: 

Client's rank in country; 3rd [ Ass^s ] 

Is the client traded on an Yes 

exchange? 

Which exchange? (Please click Saudi Stodc Market 
here to see Explanatory Note 6) 

Date Relationship commenced 1990 

(dd/mm/yyyy): 


B Ownership/Management 

Dp the activities and Yes 

or/reputation of any disclosed 
shareholder(s) increase the risk 
profile of the client: (Please click 
here to see Explanatory Note 1) 

In view of the spotlight on this bank in western 
media post 9/1 1 , we have answered the above 
question as 'Yes'. However, we would like to add 
here that a Reuter's report dated 20 January 2005 
indicates that Al Rajhi Bank has been dismissed by 
US courts as defendant in a lawsuit resulting from 
9/1 1 attacks. We also draw comfort from the feet 
that both the CEO HSBC Amanah and DCH HBME 
know the Al Rajhi family well, and remain 
comfortable with their ownership in the bank. 

The Rajhi Group with substantial business 
interests in the Kingdom remains the dominant 
shareholder in the bank. The main owners of the 
bank include Sheikh Sulaiman Abdul Aziz Al Rajhi 
(23.16%), Sheikh Saleh Abdul Aziz Al Rajhi 
(13.67%), Sheikh Abdullah Abdul Aziz A! Rajhi 
(8.20%), New Founders of the bank (5.0%) and 
Employees Fund (2%). The Head of FI in the bank 
advis^ that New Founders are actually the feur Al 
Rajhi bmttiers. who acquired these shares when the 

http://emea-apps.systems.uk.hsbc/CoreApps/KYC/ghqlcyc.nsf'(all)/F426BECDDECC3D... 23/05/05 
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Confirm that you have verified 
the identity of each principal 
owner, and confirm that an 
appropriate level of due 
diligence with regard to such 
owners has been performed; 
(Please click here to see 
Exptanetory Note 2) 


We confirm it has a physical presence and is not a Shell 
Bank 
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bank was established through a mei^erin late 
1980's. He added that Al Rajhi brothers tog ther 
have a 52% shareholding, although total Al Rajhi 
family stake in the bank Is higher. The bank also 
has some public ownership through domestic stock 
exchange. 

Since tttis counterparty was classified by GHQ CMP 
as see, the relevant SCC forms on two 
shareholders with ownership >10% were completed 
on a "best effort " basis, and submitted to GHQ 
CMP for review / sign-off as requested. 

[ Note: As CEO Amanah and DCH HBME have 
known the /y Rajhi brothers for many years, and 
have met them on several occasions, we have not 
obtained the passport copies to verify their identity 
for SCC purposes }, 

Would any of the principal Yes 

owners/controllers of the client 
be classified as special category 
clients (SCC) ? 

Confirm that the Group SCC Yes 
form issued by Group 
Compliance has been completed 
on each principal owner as 
appropnate (Please click here to 
see Explanatory Note 25) 


C Money Laundering Control Policy, Procedures and Controls 

Confirm that measures are taken 
by the client to ensure that they Yes 
do not provide financial services 
to listed terrorists and/or 
sanctioned names notified by 
competent Authorities (Please 
click here to see Explanatory 
Note 23) 

Please provide details: As GRM for Islamic banks, I visited this bank in 

October 2004 and had the opportunity to discuss in 
detail the KYC / AML issues with Mr M Raju, Chief 
Manager Internationai Banking Department, and 
James Wilkins, Head of Compliance. In our view, 
their KYC / AML procedures and controls are as 
good as any other bank in the Kingdom. 

The management appeared fully cognisant of the 

http://emea-apps.systems.uk.hsbc/CoreAp^s/KYC/ghqlcycj3Sf'(aliyF426BECDDECC3D... 23/05/05 
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reputational riske associated with terrorism 
financing, and confirmed A1 Rajhi Bank's strong 
commitment to combat it. They advised that the 
bank remains in fuit compliance with the SAMA 
Guidelines on Anti-Money Laundering/ Combating 
Terrorist Financing, and their compliance is 
monitored through routine inspections from the 
regulatory authority. 

As stipulated by SAMA directives, the bank has 
streamlined procedures in place to establish the 
identity of all customers (including the F! clients) 
satls^ctorily before an account is opened. They 
perform necessary due diligence at relationship 
inception stage as part of their account opening 
process. 

There are automated systems in place to screen all 
new clients against the listed names. The bank also 
undertakes periodic reviews of the entire customer 
base to ensure that financial services are not 
provided to listed terrorists / sanctioned names ' 
notified by the competent authorities. The existing 
accounts that do not bear scrutiny are closed 
immediately. 

Confirm that measures are taken 
by the client to ensure that they Yes 
do not make funds available to 
listed terrorists and/or 
sanctioned names notified by 
competent Authorities (Please 
click here to see Explanatory 
Note 24) 

Please provide details; As stated earlier, Al Rajhi Bank recognises money 

laundering as a significant reputational risk. The 
management has confirmed that they monitor client 
payments, as required in SAMA / FATF guidelines 
to ensure that funds are not made available to 
Listed Terrorists / Spedalty Designated Names 
rK)titied by the competent authorities. The bank has 
a real-time payment monitoring system to screen 
payment against the listed names. As required by 
the regulatory authority, suspicious payments are 
investigated internally and, if required, reported to 
the Pofics / SAMA without alerting the customer. 

All inward remittances go through an automated 
screening process, and are paid through an account 
only. Under exceptional cases, which the bank 
advised are extremely rare, it may also pay in cash 
provided the client is well Known to the senior 
management of the bank. 

http://einea-apps.systems.uk.hsbc/CoTeApps/KYC/^qkyc.nsff(alI)/F426BECDDECC3D... 23/05/05 
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The Head of Compliance in Ai Rajhi Bank advised 
that they currently use Proactive ^sk Manager 
software called 'Prison', which interfaces with the 
bank’s main system. We were Informed that NCB - 
the largest commercial bank in Saudi Arabia - also 
currency relies on the same software. A US 
company had developed the original platform, and 
AI Rajhi Bank got it through their licensed firm 'AC! 
Bahrain'. The SDNs / sanctioned names advised by 
SAMA, other competent authorities and those 
identified through their own research are fed into ttie 
system. The bank also enters the payment/ 
transadion thresholds in the system. 

Does the client’s country Yes 

endorse "The 
Recommendations of the 
Financial Action Task Force on 
Money Laundering"? (even 
though it may not be a member 
of FATF, see explanatory note 7 
and the OECD v^eb site) 


Confirm that FATF principles 
regarding client identification; 
anonymous accounts; client 
actiwty monitoring; a risk-based 
approach to 

products/geographies: employee 
training; and audits of controls 
are incorporated in the client's 
policy, procedures and controls: 


SAMA endorses the FATF Recommendations and has the 
reputation of being among the toughest regulators in the 
region. 

During our meeting with the management, they confirmed 
that the bank has implemented KYC I AML procedures and 
controls in tirll compiiance with SAMA guidelines, which 
Incorporate the FATF prindpies regarding customer 
Identification, anonymous accounts, suspfdous transactions 
and stationing. 


The managemer^t stressed that they do not provide banking 
services to new customers without proper identification. As 
perthe^ KYC policy, a copy of proper Identification is 
obtained and kept on file when a new account is opened, a 
major service is rendered or a large transaction ([,e. 
>SAR10l!Hc) is carried out. They also require other 
information relating to customer, including the street 
address, emptoyer / business details. 


As a policy. AI Rajhi Bank does not offer banking services 
to non-account holders except in the following 
droumstances: 


* payment of utility bills. Government dues, fines 

- encashment of a reasonable number of TCs I 
Drafts by tourists against proper identification 

- encashment of Ha) / Umrah cheques / TCs 

• inward remittances provided they are paid 
throv^h an account with another Saudi bank 

- outward remittances for walk-in customers ' 
after chedring customer identity, obtaining 
persona! data of dient and getting the required 
level of comfort It is as per SAMA guidelines. 


http://emea-apps.systeins.uk.hsbc/CoreApps/KYC/ghqIo^cJisf/(all)/F426BECDDECC3D...' 23/05/05 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSB01 0431 60 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 0659992 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00092 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1187 


Page 6 of i 0 

For amounts in excess of SARIOOk threshold, 
the branch manager's approval is also ne d d 
after he has verifted the source of funds. !n 
addition the bank has to provide full information 
on the citent and transaction to the regulatory 
authori^. 

For establishing a new correspondent banking relationship, 
the bank obtains information as per SAMA's checklist, it 
includes copies of the Memorandum of Understanding / 

Articles of Association, certifuate of incorporation / central 
bank lic«>se, information on principal owners of the bank, 
background information on directors / senior management 
and Hst of authorised signatories. In addition the bank also 
obtains infonnation on the prospective client's KYC / AML 
procedures through a questionnaire, which Includes all the 
key questions we have in the KVC Profile for High Risk 
Countries. Based on Hs own screening and due diligence 
process, SAMA may still advise the bank not to establish 
relationship with a particular institution. 

As regard to their relationshtp with correspondent banks in 
Sudan, the Head of FI confirmed that thdr main 
correspondent In that country is Bank of Khartoum, which 
also maintoins a GBP account wHh HSBC London. 

Relationship with other Sudanese banks is either inactive or 
insignificant. The management advised that Ai Rajhi Bank's 
pcHk^ has been to primarily deal with the largest local bank 
in eadi country. They also informed that the bank is 
reviewing its entire correspondent banking relationship 
portfolio with a view to close the dormant / inactive 
accounts. 

The man^ement confirmed that transactions with 
Sudanese banks mainly comprise of iow value remittances 
from Sudanese expatriates working In the Kingdom. It may 
be noted that M Rajhi Bank has been a dominant player in 
remittance business, primarily due to its track record in 
providing efficient remittance services, extensive branch 
network, convenient timings and lower charges compared 
to most other banks. 

ft may also be noted that regulatory guidelines require 
banks to obtain approval from SAMA prior to opening any 
SAR 8ccount.The banks also need to provide SAMA full 
details when entering into any other reiationship with a 
corresp^dent bank. If there are some concerns, SAMA will 
ask them to obtain additional information. AJ Rajhi Bank 
keeps a separate file on each correspondent bank, which 
has an internally approved KYC / AML profile and all other 
important documents. These files are regularly checked by 
Internal auditors and SAMA inspectors to ensure that the 
required due diligence had been performed by the bank 
before establishing a correspondent banking relationship. 

The Head of FI also confirmed that it is the bank's policy not 
to open accounts for persons using fictitious names, and 
they have also implemented guidelines to monitor 
suspid<M$ activity in accour^ts. They have a transaction 
monitoring system to detect unusual activity In the account 
and provide daily reports, which are reviewed by 

littp://emea-apps.systems.uk.hsbc/CoreApps/KYC/ghqkyc.ns£^(alI)/F426BECDDECC3D... 23/05/05 
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com|;^lan^. If there is suspicion about an account, the 
matter s immediately reported to the regulators and the 
accourrt is put under surveillance, if it is established that the 
account was Indeed being used for money laundering 
purposes, ttie relationship is immediately exited. 

The bank retains in original form the account evening 
documents, customer identification records and 
agreements relating to the operation of cutomer's accounts 
for at feast 10 years. 

As per the bank's AML guidelines, and confirmed by the 
Head of FI. anti-money laundering training Is provided to ail 
manegers, controllers, operations and counter staff of the 
bank. 

The management also advised that At Rajhi Bank is an 
obiigatory member of SAMA's Financial Crimes Laundering 
Committee, which recommends the adoption of best 
practices and ways to strengthen the AML controls in the 
banking sector. 


Describe how the policy, 
procedures and controls are 
communicated and enforced 
effectively in the client's network 
of domestic and internationat 
offices: (Please click here to see 
Explanatory Note 3} 


The bank has confirmed that KYC / AML controls and 
procedures are applied across its network. There is an 
estabNshed AML Unit within Internal Audit, which has a 
dedicated AML Compliance Officer to coordinate the anti- 
money laundering activities within the bank, monitor 
unusual activities in customer accounts, scrutinise the 
accounts of clients under suspicion of money laundering 
end alert SAMA / other authorities if necessaiy. He is also 
respon^le to review and ensure the adequacy of AML 
pc^des and procedures periodically. There are also regular 
external audits and routine inspections from SAMA to 
ensure that AML guidelines are strictly foibwed across the 
branches. 


Confirm specifically that client's Yes 
policy prohibits relationships 
with, and payment processing 
for. Shell Banks; (Please click 
here to see Explanatory Note 4} 


D Client Visiting 

Confim that a visit/contacl will be Visited by Shariq Siddlqi (GRM) in October 2004 

made by the Global Relationship 

Manager, Regional Relationship 

Manager or a Product Specialist 

in the first year of the 

relationship: (Please dick here 

to see Explanatory Note 5) 


htlp://emea'apps.systenis.uk.hsbc/CoreApp3/KYC/ghqlQ'C.nsf/(aU)/F426BECDDECC3D,..’ 23/05/05 
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E Additional Local Regulatory Requirements 

if applicable: (Please dick here N/A 
to see Explanatory Note 19) 


F Global Relationship Manager 


Global Relationship Manager Shariti Sjddiqi 


Has the iB one-way consent Yes 

letter been sent out ? (Please 
click here to see Explanatory 
Note 29) 

Date sent: 08/2004 


Part Two • Transaction Activity 
A Transactional Details 


Nature of account/reiationshjp (tick 
where appropriate): 

Other, please state; 

Is this a Banknote Client? 


Trade, Treasury, Swift BKE 

Asset Management 
No 


Client's stated use/purpose of the It is an existing relationship for HSBC. 
accounVrelationship; 

[ Note; The Banknotes relationship with HBUS London 
was exRed on the advice from CMP 1- 

Confirm that the client will be the Yes 
only operator of the relationship. 

(Please dick here to see 
Explanatory note 21) 


B Transactional Activity 

The Know Your Customer policy 
requires a listing of the client's 
approximate business activity with 
HSBC, and subsequent monitoring 
of actual business against it. 
(Please dick here to see 
Explanatory Note 1 7) 


http://emea-apps.syst6ins.uk.hsbc/CorcApps/KYC/giK|l:ycjj5£^(all)/F426BECDDECC3D... 23/05/05 
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Please Note that it is against po/iicy to accept payment Instruction from Shell Banks direct, or via 
relationships with us. 

Type of Transaction: Export DC / BP / BC 

MM / FX Transactions 


Frequency: Transacton Count (Units): 

Export DC / BP /BC- 83 p.a 
MM /FX Transactions- 222 p.a 

VofumeA^alue: Turnover (USD MHHons): 

Export DC / BP / BC - 7.6 p.a 
MM /FXTransaclions -276.9 p.a 


C Additional information required for Banknote clients 


D Approval Section 

Name of Relationship Manager Ihsen Kheief, Associate 
recommending: 

I have reviewed the information provided above, in the context of HSBC's KYC policy and due 
diligence criteria, I am satisfied that the client's money laundering deterrence policy, procedures 
and confrQls are of a sufficient standard for me to rewmmend this client for banking business 
and that transactions are consistent with the customer's known legitimate business activity. 
Please click here to see Explanatory Note 18 

If approval is subject to certain N / A 
Gonditions, include details here; 

Date completed; IS May 2005 

Date for next review (mm/yyyy) 05/2006 

Please click here to see 
Explanatory Note 28; 


Senior Manager/Regional Manager Sharfq Siddiqi, 18 May 2005 
institutional Banking approving: 

Name and date: 

Mead of Institutional Asad Zafor, Managing Director HSBC Amanah 

Banking/Regional Sector Head 

concurring: (Only required tor High 

Risk countries, where one or more 

of the principal owners/controliers 

are classified as an SCC. or for 

Offshore Banks/Financial 

Institutions) 

http://emea-apps.systems.iik.hsbc/CoreApps/KYC/ghqkyc.nsf^(all)/F426BECDDECC3D...' 23/05/05 
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Name and date: Please click here 
to see Explanatory Note 26 

Compliance officer (RMLCO in 
Asia Pacific) concurring: {Only 
required for High Risk countries) 

Name and date: 

Please indicate if the profile has Appfox^d 

been declined or approved : 

Date form completed: 18/05/2005 


F Author Details 


Document Edit history 


Revision No. 

EdlbK 

Date ^d time 

10 

ShartqZSlDDIQI 

05/18/2005 14:46:35 GDI 

9 

SharfqZSIDDIQl 

05/18/2005 14:20:12 GDI 

8 

ShartqZSlDDIQI 

05/18/2005 12:63:34 GDI 

7 

Shartq Z SIDOIQI 

05/17/200514:06:53 GDI 

6 

ShartqZSlDDIQI 

05/17/2005 08:51:45 GDT 

5 

Shanq Z SIDDIQI 

05/16/2005 14:44:43 GDT 

4 

ShartqZSlDDIQI 

05/16/2005 14:33:18 GDT 

3 

Shariq Z SIDDIQI 

05/15/2005 11:29:56 GDT 

2 

ShartqZSlDDIQI 

05/15/2005 09:47:19 GDT 

1 

ShartqZSlDDIQI 

05/12/2005 14:18:15 GDT 

0 

ShartqZSlDDIQI 

05/12/2005 09:19:13 GDT 
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Principal: CN=Stephen J ALLEN/0U=HBMD/0=HSBCMER1DIAN 
SECUREMAIL: 

DATABASESIZE: 610.8 
Form: Reply lAfith Historv 



InheritedFrom: CN»Alan T Ketley/OU=HBUSyo»HSBC 
InheritedFrpi 



DocType: Memo 

EntityName: HSBC Bank USA. London Branch (Trea^ry and Capital Markets - TCM) 
OurRef: 

YourRef: 

DispiaySubject; Re: AL Rahji 
SenderTag: 

Body: 

Thanks Alan, anything that you can do is appreciated as, with the summer heat 
approaching, this client becomes very active and is commercially extremely 
important to us - if we can ever get to re-start our business with ttiem that 
is! You may recall me telling you that we dealt with Al Rajhi for 30 years 
prior to being obliged to desist! 


regards 

Steve 


From: Alan T Ketley/HBUS/HSBC on 21 Mar 2006 13:49 

To: Stephen J ALLENflHBM0/HSBCMER101AN@HSBC 

cc; Gordon BROWN/IBEU/HSBC@HSBC 

bee: 

Subject: Re: AL Rahji 

Steve 

Lynda did not share her thoughts with any of us so I’m afraid that this will 
need to await her return, though I will see if any of our contacts in DC can 
make inquiries. I may also run it by the OCC. 


Alan T, Ketley 

First \fice President, Anti Money Laundering 
Tel: 212 525 6147 
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Fax: 212 382 7580 


Stephen J ALLEN/HBMD/HSBCMERIDIAN 
03/21/06 07:39 AM 

To 

Alan T Ketley/HBUS/HSBC@HSBC 
cc 

Gordon BR0WN/1BEU/HSBC@HSBC 
Subject 

Memo: Re:ALRahJi 


Alan, 

After our meeting in early Feb, Lynda volunteered to let me have a note of what 
Compliance would additionally wish to know from and regarding Al Rajhi that 
would provide suffident comfort for us to resume the banknote relationship and 
shortiy before her holiday, Lynda admitted to Gordon that she still owed us 
that note. 

You are correct in identifying them as a buyer only and we can approach them 
for the items that you noted but, as I recall, the prindpal open subject was 
whether they are stilt 'persona non grata' in the US as regarbs their potential 
involvement in terrorist financing and how we achieve comfort on that topic. 

You may recall that I advised the meeting that, according to Al Rajhi, their 
senior management had been advised by the US State Department that they were no 
longer considered to be under suspidon and I vras wondering whether HBUS 
Compliance or Security may have a contact at State (perhaps through the due 
diligence process re taking over the Riggs embassy accounts) that could be 
explored to verify this statement? I didn't and don't regard the suggestion 
that we ask Al Rajhi to supply written proof of this as a reasonable request to 
make. 

Steve 


From: Alan T Ketiey/HBUS/HSBC on 20 Mar 2006 22:35 

To: Stephen J ALLEN/HBMD/HSBCMERIDIAN@HSBC 

cc: Gordon BROWN/IBEU/HSBC@HSBC 

bcc: 

Subject: AL Rahjl 
Steve 

Gordon has been chasing me with regard to Al R^j and a note that Lynda was 
supposed to be sending you. She is now on vacation and note of the rest of us 
can recall what it was that she was going to ask you. I suspect that it would 
have included a request for the latest AML Pcriicy & Procedures from Al Rahji as 
well as some information about who their customers are - the relationship used 
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to be based on us selling to them so ! think we would want to know where the 
USD are going after they leave us. 

Do you recall what she had in mind? 


“ — = Redacted by the Permanent 

Alan T. Ketley Subcommittee on Investigations 

First \fice President, Anti Money Laundering 

Tei; 212 525 6147 
Fajt: 212 382 7580 
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From: ANGELA CASSELL-BUSH/HBUS/HSBC 
Sent; 12/6/2007 9:41:13 AM 
To: CHRISTOPHER LOK/HBUS/HSBC@HSBC 
CC: 

Subject; Fw: ISLAM! BANK BANGLADESH LIMITED-Bangiadesh 


Angela Cassell-Bu$h 

Compliance Officer | HSBC Bank USA 

90 Christiana Road New Castle, DE 19720 


Phone. 302-327-2017 
Fax. 302-327-2128 
Email. angela.cassell-bushlgius.hsbc.com 


Forwarded by Angela Cassell-Bush/HBUS«SBC on 12/06/2007 09:40 AM 

Muhammad SH0HiDUZ2AhflAN/iB OAK/HBAP/HSBC@HSBC 
12/06/2007 04:12 AM 


To 

Angela CasseiI-Bush/HBUS/HSBC@HSBC02 
cc 

' Aftab HAIDER/IB DAK/H8AP/HSBC@HSBC. Anthony Ju!ian/HBUS/HSBC@HSBC, Bruce 
Sparke/HBUS/HSBC@HSBC. Christopher Lok/HBUS/HSBC@HSBC. Gillian E 
Bachstein/HBUS/HSBC@HSBC02. Hersel Mehani/HBUS/HSBC@HSBC, Princely P 
Muro/HBUS/HSBC@HSBCQ2, PSRR@HSBC, Stephanie L Napier/HBUS/HSBC@HSBC 
Subject 

Re: Fw: ISLAMI BANK BANGLADESH UMITED-Bangladesh 


Angela 

Aftab did respond to you on 1 1 December 2007. 1 vmII forward the response to 
you shortly. We have checked in internet and found that there is a concern 
called Gulf Paper Industries Factory in the Al Ra^i group (not Gulf Paper 
Mill Factory). As per our records there is no shareholding by Gulf Paper 
Industries Factory in Islami Bank. 

Please let me know what additional information you require from us. 

Regards 

Shohid 


Angela Cassell-Bush/HBUS/HSBC@HSBC02 
HBUS 

12/05/2007 10:19 PM 
Mail Size: 387S8 
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To 

Princely P MLjro/HBUS/HSBC@HSBC02 
cc 

Bruce Sparke/HBUS/HSBC@HSBC, Gillian E Bachstejn/HBUS/HSBC@HSBC02, Anthony 
Julian/HBUS/HSBC@l-fSBC, Christopher Lok/HBUS/HSBC@HSBC, Muhammad 
SHOHIDUZZAMAN/IB DAKfliBAP/HSBC@HSBC. Aftab HAJDER/IB DAK/HBAP/HSBC@HSBC, 
Stephanie L Napier/HBUS/HSBC@HSBC. Hersel Mehani/HBUS/HSBC@HSBC. PSRR@HSBC 
Subject 

Fw: ISLAMI BANK BANGLADESH LiMITED-Bangladesh 
Our Ref 

Your Ref 


Princely: 

Appended below are the last series of emails sent to the Bangladesh Team 
(Shohid and Aftab) as of 11/09/2007 seeking clarification regarding the 
relationship between Al Rajahi Bank and ISLAM! BANK B^GLADESH 
LiMITED-Bangladesh. As of the time of this writing, I have received no response. 

My records reflect that The Gulf Paper Mail Factory is a subsidiary of the Al 
Rajahi Group of Companies, which is subsequently related to Al Rajahi Bank and 
isiami Bangladesh Bank, Limited. I believe that this is the same family. 

However, we would need for the GRM to confirm this information. 

Once we can get a satisfactory response to thfe email, I am able to resubmit 
this profile through the approval chain. Please refer to Chris Lok's comments 
appended below. Thanks. 


Regards, 

Angela Cassell-Bush 

Compliance Officer j HSBC Bank USA 

90 Christiana Road New Castle, DE 19720 


Phone. 302-327-2017 
Fax, 302-327-2128 
Email. angela.cassell-bushi^us.hsbc.com 


— Forwarded by Angela Cassell-Bush/HBUS/HSBC on t2ri)5/2007 1 1 :04 AM 

Angela Casseli-Bush/HBUS/HSBC 
11/09/2007 02:54 PM 


To 

Aftab HAIDER/IB DAK/HBAP/HSBC 
cc 

Gillian Bachstein/HBUS/HSBC@HSBC02. PSRR@HSBC, Wing Kin - Sg CHAN/CEO 
SIP/HBUS/HSBC@HSBC, Muhammad SHOHIDUZZAMAN/IB DAK/HBAP/HSBC®HSBC, Hersel 
Mehani/HBUS/HSBC@HSBC, Kwok Ying FUNG/NBD S1P/HBUS/HSBC@HSBC, Christopher 
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Lok/HBUS/HSBC@HSBC, Stephanie L Napier/HBUS/HSBC@HSBC 
Subject 

Fw: (SLAMI BANK BANGLADESH LIMITED-Bangiadesh 


Aftab; In Shohid's absence, can you assist In clarifying fi^e item in blue below? 

— Forwarded by Angela Cassetl-Bush/HBUS/HSBC on 11/09/2007 02:36 PM — 

Angela Cassell-Bush/HBUS/HSBC 
11/09/2007 02:32 PM 


To 

Christopher Lok/HBUS/HSBC 
cc 

Benjamin J SARAM/NBD SIP/HBUS/HSBC@HS8C. Gillian E Bachstein/HBUS/HSBC@HSBC02. 
PSRR@HSBC, Wing Kin - Sg CHAN/CEO SlP/HBUS/HSBC@HSBC, Muhammad SHOHIDUZZAMAN/IB 
DAK/HBAP/HSBC@HSBC. Hersel Mehani/HBUS/HSeC@HS8C, Kwok Ying FUNG/NBD 
SIP/HBUS/HSBC@HSBC 
Subject 

Re: ISLAMI BANK BANGLADESH LIMITEO-Bangladesh 


Chris; 

Please refer to the official website of the Gulf Paper Mid Factory/Alrajhl 
Group; (http://www.airajhigroup.com/english/paper/index.htfnl) whid^ reflects 
Abdullah Abdul Aziz AI Rajhi as Ore Chairman. My records reflect that The Gulf 
Paper Mail Factory is a subsidiary of the AI Rajah Group of Companies, which Is 
subsequently related to AI Rajah Bank and Islatni Bangladesh Bank, Limited. I 
believe that this is Ore same fanxiy. 

However, I have copied the GRM Shohid on this email. Shohid can you please 
clarify this? 

Regards, 

Angela Cassell-Bush 

Compliance Officer { HSBC Bank USA 

90 Christiana Road New Castle, OE 19720 


Phone. 302-327-2017 
Fax. 302-327-2128 
Email. angela.cassell-bush@us.hsbc.com 


Christopher Lok/HBUS/HSBC 
11/09/200711:39 AM 
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To 

Angela Casse!l-Bush/HBUS/HSBC@HSBC 
cc 

Benjamin J SARAM/NBD SiP/MBUS/HSBC@HSBC, GIliian E Bachstein/HBUS/HSBC@HSBC02, 
PSRR@HSBC, Wing Kin - Sg CHAN/CEO SIP/HBUS/HSBC@HSBC 
Subject 

Re; iSLAMI BANK BANGLADESH LIMITED-Bangiadesh 


Angeia 

Then this is different from whafs said in the profBe. The last piece of 
Alrajhi's interest (7.56% held by Abdullah Abdul Aziz M-Ra^i) should have 
nothing to do with the Paper Inldustries (as K.Y. said, the paper industries 
factory is owned by a different A1 Rajhi). I think you need to tidy up the 
profile first. 

Chris 


Angela Cassell-Bush/HBUS/HSBC 
11/09/200710:57 AM 


To 

Christopher Lok/HBUS/HSBC@HSBC 
cc 

Benjamin J SARAW/NBO SIP/HBUS/HSBC@HSBC, Wing Kin - Sg CHAN/CEO 
SiP/HBUS/HSBC{^HSBC, Gillian E Bachstein/HBUS/HSBC@HSBC02. PSRR@HSBC 
Subject 

Re: ISLAMI BANK BANGLADESH LIMITED-Bartgladesh 


Chris, 

In response to your inquiry, please note that tftere is a connection between 
ISLAM! BANK BANGLADESH LIMITED-Bangladesh and Ai-Rajhi Bank (aka; A1 Raljhi 
Banking and investment CorporaGon). 

Based on the information that we have on file, the Al* Rajhi family has been 
associated with Isiami Bank Bangladesh Umtted, since its inception. They have 
at least 37% direct ownership within ISLAMI BANK BANGLADESH LIMITED through 
their ownership within the following companies; Arabsas Travel & Tourist 
Agency, 9.999%, Janab You^f Abdullah Abdul Aziz M-Rajhi, 9.7936%; Al-Rajhi 
Company for Industry & Trade, 9.94%; Abdullah Abdul Aaz Al-Rajhi, 7.56% 

This same family has major controHing interest within Al-Ra^i bank (aka A) 

Raijhi Banking and Investment Corporation). 

Hope this helps. Please let me know if this information is satisfactory. 
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Regards, 

Angela Cassell-Bush 

Compliance Officer { HSBC Bank USA 

90 Christiana Road New Castle, DE 19720 


Phone. 302-327-2017 
Fax. 302-327-2128 
Email. angela.cassell-bush@us.hsbc.com 


Christopher Lok/HBUS/HSBC 
11/08/2007 10:17 AM 


To 

Kwok Ying FUNG/NBD SIP/HBUS/HSBC@HSBC 
cc 

Benjamin J SARAM/NBD SIP/HBUS/HSBC@HSBC, Wing Kin - Sg CHAN/CEO 
SIP/HBUS/HSBC@HSBC, Angela Ca6se|]-Bush/HBUS/HSBC@HSBC, Gillian E 
Bachstein/HBUS/HSBC@HSBC02 
Subject 

ISLAMI BANK BANGLADESH LIMITED 


KY 

Further to my email exchange with Ben, I like to confirm that HI be happy to 
be the GRM of this banknotes prospect/PCM client. However I would like to ask 
Gillian and company to find out the possible link between fills name and the 
Alrajhi Bank (an approved name for Banknotes buaness). 

Beth's statement about Alrajhi Trading Est is irrelevant as lhats name we long 
ago taken out of our profile. That name is not related to ttie Airajhi Bank. 

I've looked at the Alrajhi Bank profile and noted a chap by the same name who 
owns the papermiil (Isiamie). 

Chris 


Kwok Ying FUNG/NBD SIP/HBUS/HSBC 
11/06/2007 11:12 PM 

To 

Christopher Lok/HBUS/HSBC@HSBC 
cc 

Wing Kin - Sg CHAN/CEO SIP/HBUS/HSBC@HSBC. Benjamin J SARAM/NBD 
SI P/H BU S/H SBC@HS0C 
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Subject 

ISLAMI BANK BANGLADESH LiMiTED 


Chris 

The following mails are self-explanatory. Would you consider to be the RM 
approver of subject PCM-BN shared client? 

Regards. 

KY 

— Forwarded by Kwok Ying FUNG/NBD SIP/HBUS/HSBC on 11/07/2007 12:00 PM — 

Beth Fisher/HBUS/HSBC 

07 Nov 2007 03:07 Mail Size; 15898 

To 

Angela Casseil-Bush/HBUS/HSBC(§HSBC 
cc 

Benjamin J SARAM/NBD SIP/HBUS/HSBC@HSBC. Gillian E Bachstein/HBUS/HSBC@HSBC02, 
Kwok Ying FUNG/NBD S]P/HBUS/HSBC@HSBC 
Subject 

Re: Fw: KYC BankNotes Profile is IB Denied for: ISLAMI BANK BANGLADESH LIMITED 


Our Ref 
Your Ref 


Additionally, 1 had mentioned to Gillian the past relationships with AJ Rajhi. 

In particular, a coupte/few years ago, HBUS exited the relationship with Al 
Rajhi Banking & Investment due to Compliance concerns. (I do not recall all 
the details). I do see that the relationship was re-activated. Gillian was 
going to cross-check the Al Rajhi ownership of Islami Bank with our old KYCs 
fi>r Ai Rajhi Banking & Investment and Al Rajhi Trading Establishment. 

This is not just an RM issue. This is a KYC due diligence issue. 

Beth 


Angela Cassetl-Bush/HBUS/HSBC 
11/06/2007 01:41 PM 
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To 

Kwok ring FUNG/NBD SiP/HBUS/HSBC@HSBC 
cc 

Gillian E Bachstein/HBUS/HSBC@HSBCQ2, Benjamin J SARAM/NBD SiP/HBUS/HSBC@HSBC, 
Beth Fisher/HBUS/HSBC@HSBC 
Subject 

Re: Fw; KYC BankNotes Profile is IB Denied for; ISLAM! BANK BANGLADESH LIMITED 


Kwok; 

Unfortunatelyr the KYC profile for ISLAMI BANK BANGLADESH LlMiTED-has been-iB 
denied by Beth Fisher because the client is not known to CIB. As it stands, we 
have not been able to identify the RM Approving person for this relationship. I 
would suggest that you reach out to Chris Loktosee if he is willing to be the 
the RM Approver. Once this is confirmed, iet me know and I will resubmit this 
through the approval chain. 

Regards, 

Angela CasselFBush 

Compliance Officer | HSBC Bank USA 

90 Christiana Road Newcastle, DE 19720 


Phone. 302-327-2017 
Fax. 302-327-2128 
Email. angela.casseli-bush@us.hsbc.CQm 


Kwok ring FUNG/NBD StP/HBUS/HSBC 
10/24/2007 10:41 PM 


To 

Jarrett L Payne/HBUS/HSBC@HS6C. Angela Cassell-Bu$h/HBUS/HSBC@HSBC 
cc 

Ben^min J SARAM/NBD SIP/HBUS/KSBC@HSBC 
Subject 

Fw. KYC BankNotes Profile is IB Denied for: ISLAM! BANK BANGLADESH LIMITED 


Dear Jarrett / Angela 

Our banknote profile was "IB Denied" by Beth as she is not the RM. Could you 
please update the client profile witii the correct RM? I understand the client 
profile right now is also "IB Denied", kindly advise us once you put the 
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profile back to approval process. Thank you. 

Best regards. 

KY 

— Forvvarded by Kwok Ying FUNG/NBD S!P/HBUS/HSBC on 10/25/2007 10:14 AM — 

Beth Fisher/HBUS/HSBC 

24 Oct 2007 22:29 Mail Size; 1 90S 

To 

Kwok Ying FUNG/NBD S}P/HBUS/HSBC@HSBC 
cc 

Subject 

KYC BankNotes Profile is IB-Deniedfor: ISLAMI BANK-BANGlADEShi-UMiT-ED 


Our Ref 
Your Ref 


-> = Redacted by the Permanent 
Subcommittee on investigations 


A BankNote Profile in BAN GLADESH for HSBC Office Singapore, has been IB Denied 
(Refm’ence 

Click on the attachment to link to the BankNote Profile. 
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From: CHRISTOPHER LOK/HBUS/HSBC 
Sent 6/3/2008 2:07:56 PM 

To: DANIEL JACK/HBUS/HSBC@HSBCAMERfCAS 

CC: ALAN P WILLfAMSON/HBUS/HSBC@HSBC02;DA\flD M V\/)LENS/HBUS/HSBC@HSBC02:STEPHEN J 
ALLEN/HBMD/HSBCMERID1AN@HSBC; 

GARY C H YEUNG/SVP NBD RNH/HBUS/HSBC@HSBC;ROGER T K SO/HD NBD 
RNH/HBUS/HSBC@HSBC 

Subject: Re: Fw. Banknotes with AI Rahji Banking in SA. 


Dan 


This is an on-going debate ttiat will never go away. My stance remains the 
same, i.e. until its proved we cannot simply rely on the Wall Street Journals' 
reports and unconfirmed allegations and 'punish' the dient 

Nevertheless we should ask Chris Pagetfs group and do an independent review 
of this iTame.”’Lets-seeiheir results first 


Steve - you like to have a word writh your contact ? 


Chirs 


Daniel Jack/HBUS/HSBC 
06/03/2008 02:38 PM 


To 

Christopher Lok/HBUS/HSBC@HSBC02, Stephen J ALLEN/HBMD/HSBCMER1DIAN@HSBC 

CC 

David M \/Vilens/HBUS/HSBC@HSBC02, Alan P Wil)iamson/HBUS/HSBC@HSBC02 
Subject 

Fw: Banknotes vnth Al Rahji Banking in SA. 


Chris / Steve, 

Yesterday Alan & I reviewed various KYC profiles pending CO approval for HRCs. 
We approved most of them, but the Banknote Profile for HK to deal with Al Rahji 
Banidng is still pending. 

We realize they are a long-standing customer of Banknotes and other businesses 
In London. I noted some info from the KYC Profiles below. 

But there is still some concern in AML/ICRO regarding TF & repu^tional risk in 
dealing with them. 

Please review the info below (EDO ROFs & attachments from FIG) and provide 
comments to address the negative info, risk analysis and appropriateness of 
mrligants, and your support for maintaining the HBUS relationship. 
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Thanks and regards, 

Daniel Jack 

Vice President - Compliance Officer 
HSBC Bank USA, NA 

452 Fifth Avenue, 7th floor, New York, NY 10018 


Phone 212-525-8686 

Email daniei.Jack@us.hsbc.com 


— Forwarded by Daniel Jack/HBUS/HSBC on 06/03/2008 02:25 PM — 

Gloria Strazza/HBUS/HSBC 
06/03/2008 10:38 AM 

To 

D^ierJaclc/HBUS/HSBC’@HSBC02.WahFnA/illiaffr^/HBUS/HSBC@HSBC02 

cc 

Anne Uddy/HBUS/HSBC@HSBC02, Denise A Reiifv/HBUS/HSBC@HSBC02 
Subject 

Re: Banknotes vrith Al Rahji Banking in SA 


There was (and may be in the future) a fair amount of press and government 
attention focused on this entity, i am not sure we would want to engage in 
even this limited activity for this entity but 1 forward some of the 
intelligence from our files on this bank. 

Copied into this email are the prior ROFs performed on the entity, the most 
recent of which was completed in December 2007. Also attached s a WSJ article 
from July 2007 and some emails from ICRO's electronic files (attached in the 
Word documents below). 

[attachment "WSJ 7-02.doc.zip" deleted by Christopher LokfriBUS/HSBC] 
(attachment "Email copies.doc.zip" deleted by Christopher Lx>k/HBUS/HSBC] 

EDD ROFs 

Email Note accompanying latest EDO ROF: 

04 Dec 2007 11:57 
From; FIG HBUS Tei: 

Title: Location: 

WorkGroup: Mail Size; 82760 
Sent by: Bob Powers 

To: Daniel JackAfBUS/HSBC@HSBC02 

cc: Gordon BROWN/IBEU/HSBC@HSBC@HSBC02 

FIG HBUS@HSBC 

Subject: Report of Findings - A] Rajhi Banking and Investment Corp (A) Rajhi 
Bank) - FlU 

CONFIDENTIAL 

—FOR INFORMATIONAL PURPOSES ONLY /FOR INTERNAL USE ONLY— 
INVESTIGATIVE CONTROL AND REPORTING OFFICE (fCRO) 
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FINANCIAL INTELLIGENCE UNIT 
Research as of: 12/04/07 UPDATE 

SUBJECT: Al Rajhi Banking and Investment Corp 

ENTITIES: Al Rajhi BanWng and investment Corp (AKA Al Rajhi Bank) 

REQUESTOR: Daniel Jack 

DEPARTMENT: Banknotes 

A report of findings in support of Enhanced Due DHigence was conducted for Al 
Ra^i Banking and investinent Corp. This department conpleted previous reports 
on this bank, most recently in October of 2006. The text ofthose previous 
reports is provided below for your reference. 

As our previous reports state, there have been numerous allegations of 
terrorist-support-against-AI-Rajhi Bank--but the-bank-has nev^^-been-offidally 
sanctioned. Since the previous report of findings, however, there was 
published a ‘Wall Street Journal" article trtied "U.S. Tracks Bank Favored By 
Extremists" which offered a review of previously secret intelligence reports 
that state plainly that the Bush administration and US agencies have debated 
whether or not the bank should be sanctioned for what is perceived as a history 
of support of Muslim extremists. A brief summary of this artlcie is provided 
below, and the full article is appended for your reference. 

While it is not clear that this newly released information will lead to any 
official sanctions against the bank, it is Ukeiy tfiat there wili continue to 
be references in ttie press to die allegations of terrorist suj^rt against the 
bank, and for this reason there remains a level of reputational risk attached 
to any relatiorrehip with Al Rajhi Bank that should be taken into consideration. 

Only items impacting adversely on money laundering, terrorist finandng or 
other substantive criminal activity concerns will be detailed in this report. 

Al Rajhi Banking and Investment Corp 

Most Current Ownership Breakdown Found: 

Partners of ARCCEC the predecessor 52% 

New Founders of the Bank 5% 

Employee's Fund 2% 

Public 41% 

(Bankers Almanac, Profile Upload: November 26,2007) 

Most Current List of Top Executives Found: 

Sulaiman Bin Abdulaziz Al Rajhi. Chairman & Managkig [^rector 
Abdullah Sulaiman AJ Rajhi, Chief Executive Officer 
Mr. Saeed Mohd Al Ghamdi, Deputy Chief Executive Officer 
Mr. Mohammed Fazal Hague, Acting Head Financial Institutions 
(Bankers Almanac, Profile Upload; November 26, 2007) 


Notable Information Regarding the Finanda! Institution, its Ownership or its 
Top Executives: 

A 'Wall Street Journal" artide published in July 2007, titled "U.S. Tracks 
Bank Favored By Extremists," offered a review of previously undisclosed 
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inteigence reports by the Central Intelligence Agency and other US Agencies, 
detailing for the first time how much the US’, knew about the use of Al-Rajhi 
Bank by alleged Muslim extremists and how U.S. offidals debated over how to 
respond to this knowledge. The reports state that the spread of Muslim 
extremism is dependent upon the Saudi banking structure, and that ^e Bush 
administration has repeatedly debated vthether to take action against AI Rajhi 
Bank in particular. Ultimately, the administration would choose to lobby Saudi 
officials quietly instead of instituting official sanctions. (The V\bll Street 
Journal, Article-date: July 26, 2007) 

Key excerpts from the July 2007 article are as follows: 

- The U.S. intelligence reports, heretofore secret, describe how Al Rajhi Bank 
has maintained accounts and accepted donations for Saudi charities that the 
U.S. and other nations have formally designated as fronts for al Qaeda or other 
terrorst groups.” 

- "In addition, Mr. AI Rajhi and fomily members have been major donors to 
Islamic charities that are Suspected by Western intelligence agenciesDf 
funding terrorism, according to CIA reports and federal-court filings by the 
Justice Department." 

- "A 2003 CIA report datms that a year after Sept 1 1 , with a spotlight on 
Isiamic chanties, Mr. A] Rajhi ordered Al Rajhi Bank's board 1o explore 
finandal instmments that would allow the bank^ charitable contributions to 
avoid official Saudi scrutiny.'" 

- "A few weeks earlier, the report says, Mr. AI Rajhi transferred $1 .1 billion 

to offohore ao^ounts using commodity swaps and two Lebanese banks citing a 
concern that U.S. and Saudi authorities might freeze his assets.' The report 
was titled 'Al Rajhi Bank; Conduit for Extremist Rnance.*" 

(The Wall Street Journal, Article-date; July 26, 2007) 

The article notes that US agendes have never obtained proof that bank 
exeojtives knowingly facilitate terrorism, "despite what they describe as 
extensTve'drcumstarTtial evidence that some executives are aware the bank is 
used by extremists." But the article also induded the foct that the 2003 CIA 
report conduded: "Senior Al Rajhi fomiiy members have long supported Islamic 
extremists and probably know that terrorists use their bank." (The Wall Street 
Journal, Artide-date: July 26, 2007) 

The article goes on to state that US offidals considered various actions to 
take against the bank, including listing or threatening to list the bank as a 
supporter of terrorism. Ultimately, tiie Bush administration chose instead to 
appeal to bank offidals privately. 

(The Wail Street Journal, Article-date: July 26. 2007) 

The article also provides a history of the bank's relationship with the Saudi 
Royal Family, as well as a history of the accusations against the bank. We 
have appended the text of this article to this report, for your reference. (The 
Wall Street Journal, Article-date: July 26, 2007) 

Information Found Regarding this Financial Institution, its Ownership or its 
Top Executives that Warrants SCC Consideration; 

No additional information was found that would warrant additional SCC 
consideration. 

*** Should you find any disaepandes between the ownership and/or executives 
named in this report and those named in your current, up-to-date KYC 
information, please let us know so that may check any differing names for 
items impacting adversely on money laundering, terrorist financing or other 
substantive criminal activity concerns. 
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Piease feel free to contact me with any questions regarding diis report. See 
below for text of the July 2007 'Wall Street Journal'' articie as well as the 
text of previous reports on Al Rajhi Banking and Investment Corp. 

Bob Powers 
Financial Investigator 

Investigative Control and Reporting Office (ICRO) 

452 5th Avenue, Tower?; New York. NY 100.18 
Telephone; (212) 525-8089 

PRIOR EDO ROFs: 

CONFIDENTIAL 

FOR INFORMATIONAL PURPOSES ONLY*** 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS (UPDATE) 

Research as of; 10/16/06 

INVESTIGATOR; Michael Cohen 

SUBJECT; Al Rajhi Banking and Investment Corp. (Al Rajhi Bank) 

ENTITIES: Al Rajhi Banidng and Investment Corp. (Al Rajhi Bank) 

REQUESTOR; Gordon Brown 
DEPARTMENT; PCM/Banknotes 

An updated Report of Findings in support of Enhanced Due Diligence was 
conducted for the Al Rajhi Banking and investment Corp. This is an update to 
previous reports prepared for this bank on 12/04 and 10/03, vrhich are also 
provided below for your reference. Only items impacting adversely on money 
launderirrg, terrorist financing or other substantive criminal activity concerns 
will be detailed in this updated report. 

UPDATE: 

Al Rajhi Banking and Investment Corp. (At Rajhi Bank) 

Most Current Ownership Breakdown Found; 

Partners of the ARCCEC the predecessor (52%) 

Public (41%) 

New Founders of the Bank (5%) 

Employee's Fund (2%) 

(Bankers’ Almanac, (>ate Accessed: 10/16/06) 

No further information was found in our ordinary sources identifying the 
specific names of the individuals who make up the aforementioned shareholding 
entities. 

Most Current List of Top Executives Found; 

Sulaiman Bin Adulaziz Al Rajhi, Chairman and Managing Director 
Abdullah Sulaiman Al Ra^i, Chief Executive Officer 

Fahad Abdullah fii Rajhi, General Manager, Treasury and Financial Institutions 

Cassim Docrat, AGM Head, Financial Institutions 

Syed Maqbul Qader, General Manager, Corporate Group 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, inc. HSB0113S177 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 0752009 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00113 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1208 


Rizwan Shakor, General Manager, Finance Group 

Kishore Dash, General Manager, Investments & Private Banting 

Anand Anchan, AGM Treasurer, Treasury Department 

Isamail Odeah, Head of Compliance 

Saeed Mohd Al Ghamdi, Genera! Manager, RetaB Banting 

(Bankers' Almanac, Date Accessed: 10/16/06) 

The following list of executives was found on a Dun & Bradstreet Business 
Information Report: 

Suliman Bin Abdulaziz A! Rajhi, Chief Executive and Managing Director 
Saieh Bin Alrdulaziz Al Rajhi, Chairman 
Ahmed Al Hosan, Director 

Ahdullah Al Suliman Kn Ahdulaziz Al Rajhi. General Manager 
Fahad Abdullah Al Rajhi, Manager 
Salah Abdullah Ahdulkhail, Deputy General Manager 
Abduirahman Bin Oghail, Deputy General Manager 
Saleh Al Shaity, Branch Manager 

Na^ar Bin Mohammed Al Subaiy, Deputy General Manager 
Ismail Hussein, Officer 

(Dun & Bradstreet Business information Report, Load Date: 8/24/06) 

A website for the bank lists the following individuals amongst Hs board of 
directors. World-Check also confirms their positions as follows: 

Saleh Ahdul Aziz Al Rajhi, Director 
Saeed Omer Qasim Alesayi, Director 
Salah /^i Aba Al Khail, Director 
Mohamed Abdullah Al Rajhi, Director 
Naser Mohammed Al Subai’y, Director 
Mohammed Osman Al Blshar, C^rector 
Sulaiman Saleh fii Rajhi, Director 
Mohammed Ibrahim AJissa, Director 
Mohammed Abdul Aziz A! Rajhi, Director 
/^i Mohamed Al Rajhi, I^rector 
Abdullah Abdul Aziz M Rajhi, Director 
Abdullah Yahya Al Mouallirru, Director 
All Ahmed Al Shudy, Director 
(World-Check, Date Accessed; 10/16/06) 

Notable Information Regarding the Financial Institution, its Ownership or its 
Top Executives, Subsequent to the Previous Report of Findings: 

It was recently reported that Al Rajhi Banting and Investment Corporation 
Ranged their name to Al Rajhi Bank. The change took place in order to upgrade 
their brand identity while paving the way for regional and international 
expansion (‘Middle East Company News Wire.* Load Date: 10/16/06). 
Specifically, the bank has a license to operate in Malyasia and has announced 
plans to open dozens of branches there ('The Banker,” 9/1/06). 

It was reported that dvil suits were brought in U.S. Dstrict Court on behalf 
of victims of the Sept. 11, 2001 attacks against many Saud Arabian financial 
Institutions for having involvement in terrorist financing. A U.S. District 
Court judge overseeing the lawsuits, dismissed Saudi Arabia and AJ Rajhi 
Banking and Investment Corp., amongst others, as defendant's in six dvil 
lawsuits accusing It of providing 'massive" finanda! and logistical support 
to the /y-Qaeda network (www.aljazeera.com, on World-Check. Date Accessed: 
1/19/05). 

Sulaiman Abulaziz AJ Rajhi, the bank’s Chairman and Managing Director, is 
listed under the •terrorisrn” category on World-Check. The report says that he. 
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^financially supports terrorism and its main contributors” (World-Check, Date 
Accessed: 10/16/06). DetaSs of Sulaiman /\bu!aziz AI RajhPs alleged links to 
terrorist financing are induded in the prior Report of Fincftrgs from 10/2003, 
wtrich is attached below for your reference. 

It was also reported by World-Check that Abdullah Abdul Aziz Al Rajhi, a board 
member, is a PolHicaliy Exposed Person (PEP) because of his politicat 
involvement as a member in the Norfriern Borders Provincial Council 
(World-Check, Date Accessed: 1 0/1 6/06). No further, spedfic informafion could 
be found in our ordinary sources that would conffrm ex' deteil Abdullah Abdul 
Aziz Al Rajhfs membership in a poiifical party, therefore, you may wish to 
clarify this matter with the client. 

No additionai information impacting adversely on money laundering, terrorist 
financing or other criminal activity concerns vras found subsequent to the 
previous Report of Findings. 

infofmatibri Found Regarding this Financial Irrsfituti'on, its OMiership or its 
Top Executives that Warranto SCC Conside'ation: 

According to its KYC profile, Al Rajhi Banking and Investment Corp. is 
classified as a SCC t^e 2 -- Connected Entity. 

*** Should you find any discrepancies between the ownership and/or executives 
narrred in this report and those named in your current, up-to-date KYC 
information, please let us know so that we may check any differing names for 
items impacting adversely on money laundering, terrorist financing or other 
substantive criminal activity concerns. 

This report is confidential and is intended solely for the use of the HSBC 
business to vttiich it is addressed and those who need to know the information 
pursuant to that business' internal procedures. This report is not to be 
disserrinated to any other person or entity. Our investigative findings are, in 
part, based upon information available to us through a varied of third-party 
providers at the time our search is performed. While every attempt is made to 
find ail substantive information, we make no representation that the 
information provided to, or gathered by, us Is complete. This is not a credit 
report and should not be used as a credit report. The informaticNn contained 
herein is intended as a supplement to the Know Your Customer information 
gathered by the HSBC business unit and may not be considered when determining 
the creditworttiiness of the customer (see Regulation B, 12 CFR 202.7). 

Please feel free to contact me wth any questions. 

Sincerely, 

Michael Cohen 

Financial intelligence Group (FIG) 


Update findings sent 7/13/05 
Note 

13 Jul 2005 17:32 
From: FIG HBUS Tel: 

Title: Location: 

WorkGroup: Mail Size: 12344 
Sent by: Bob Powers 
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Subject: Report of Findings - A! Rajhi Commerdal Fweign Bcchange, Jeddah > 

FiG 

CONFIDENTIAL 

*** FOR iNFORMATIONAL PURPOSES ONLY *** 

FINANCIAL iNTELUGENCE GROUP (FIG) 

REPORT OF FINDINGS (UPDATE) 

SUBJECT: A! Rajhi Commerdal Foreign Exchange, Jeddah 

ENTITIES; A1 Rajhi Commerdal Foreign Exchange, Jeddah 

REQUESTOR: Kevin O’Donnell 

DEPARTMENT: AIM Support 

A report of findings in support Of enhanced due diligence was requested for Al 
Ra^l Commercial Foreign Exchange, Jeddah. The most recent update review of 
the Al Rajhi Trading Establishment in Saudi Arabia was sent m April, 2005. 

That update provided findings subsequent to the first report regarding Al Rajhi 
entities that was originally issued from this office in October of 2003. An 
update was conducted in December of 2004. Text of die more recent update will 
be pasted at bottom. The text of the original report will be included in the 
attached PDF file. This current report v/ill address recent information specific 
to Al Rajhi Commercial Foreign Exchange, Jeddah. 

Al Rajhi Commercial Foreign Exchange, Jeddah 

According to "Bankers Almanac," Al Rajhi Commercial Foreign Exchange is located 
in Jeddah, Saudi Arabia. The bank has correspondent banking relationships with 
Land Bank of the Philippines and Social Investment Bank m Bangladesh. 

Our review found no profiles that would provide insight into frie bank's 
operations. However, the bank’s own website (www.bankalrajhi.com) names Mr. 
AJsdul Rahman AA Alrajhi, member of the prominent Al Rajhi family, as Vice 
Chairman, Chief Executive Manager, and President The chairman is not named on 
the website. 

In 2004 it was announced in numerous press reports that Al Rajhi Commercial 
Foreign Exchange would be one of eight Saudi money exchangers to merge into the 
new Al-Biiad Bank, which was expected to launch by mid-2005 wflih $800 million 
in capital. Another of the »ght firms involved in the merger was reported to 
be Al Rajhi Trading Establishment. 

"Gulf News" reported on May 2, 2005 that shares in AJ Bilad Bank soared to 950 
Saudi Rjyals ($253) on its first day of trading. 

Our review found no evidence of criminal activity surrounding Al Rajhi 
Commerdal Foreign Exchange or its president Abdul Rahman AFRajhi. 

Text of previous reports regarding Al Rajhi entities is pasted below and in tiie 
attached PDF document. 

Please fee! free to contact me with any questions regarding ttiis report 
Sincerely, 

Bob Powers 
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CONFiOENTIAL 

**• FOR INFORMATIONAL PURPOSES ONLY**^ 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS (UPDATE) 

SUBJECT; A1 Rajhi Trading Establishment 

ENTITIES; A) Rajhi Trading Establishment 

REQUESTOR: Paul DiBenedetto 

DEPARTMENT: Client Services - Financial Institutions 

Accounts; Ai Rajhi Trading Establishment, Banknotes - 000135704 

A report of findings in support of enhanced due diligence was requested for the 
Al Rajhi Trading Establishment in Saudi Arabia. A report conducted on Ai Rajhi 
entities was originally issued from this office in October of 2003. An update 
was conducted in December of 2004 for Al-Rajhi Banking and investment Corp. 

Text of those previous reports will be pasted at bottom and attad^ed. This 
current report veil address recent information specific to A! I^jhi Trading 
Establishment. 

AI Rajhi Trading Establishment 

A] Rajhi Trading Establishment has appeared in the news very infrequently in 
the time since the initial report was conducted on AI Rajhi entffies in 2003. 

Dun and Bradstreet lists Sheikh Abdui Rahman S AI Rajhi as the 1 00% shareholder 
in AI Rajhi Trading Establishment. 

The most significant recent press report concerning AI Rajhi Trading was 
published in "Ethnic Newswatch" in August, 2004. This article reported that Ai 
Rajhi Trading was one of eight financial Institutions to be m^ged into /\J 
Bilad Bank, a new banking corporation expected to launch (^rations in 
mid-2005. AI Bilad will reportedly have a capital of $600 milli(M). This press 
report refers to A! Rajhi Tra<Sng as a "Money Changer." 

fn April, 2005, the "ElU Riskwfre" reported that Al Bilad was still waiting to 
open. Al Bilad vmII be the 11th commercial bank to base its operations in 
Saudi Arabia. 

As indicated in a chart in our 2003 review of Al RajN Banking and Investment, 
the owner of AJ Rajhi Trading. Sheikh Abdul Rahman S Al-Rajhi, is the son of 
Saleh Abdul Azi 2 M-Rajhi, founder and director of Al-Rajhi Banidng and 
Investment Corp. According to business records weVe found, Al-Rajhi Trading 
is not a subsidiary company of Al-Rajhi Banking and Investment, but is 1 00% 
owned by Sheikh Abdul Rahman S Al Rajhi. 

A review of press found infrequent references to Sheikh Abdul Rahman S Al 
Rajhi, usually in reports on his various business dealings. 

No evidence of criminal activity relating specifically to Al RajN Trading 
Establishment or its owner could be found in our revim. 
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Text of previous reports regarding AI Rajhi entities is pasted beiov/ and in the 
attached PDF document 

Please feeifreeto contact me with any questions regarding this report 

Sincerely, 

Bob Powers 
FIG Investigations 


Note 

13 Dec 2004 10:04 

From; Steven Rchardo Tel: 212-525-6736 

Title: Associate Location: 452 5th Ave, Floor 07 

WorkGroup; COMP/ANTI-MONEY LAUNDERING Mail Size: 7097 

c^WichirerEl!is/HBUS7HSBC@HSBC 

Gloria Straz 2 a/HBUS/HSBC@HSBC 

Sally G LOMAS/HBMD/HSBCMERiDIAN@HSBC 

Daniel Jack/HBUS/HSBC@HSBC 

Subject: Report of Findings - AI-Ra]hi Banking & Investment Corp. - FIG 
CONFIDENTIAL 

*** FOR INFORMATIONAL PURPOSES ONLY *** 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS 

SUBJECT: AI-Rajhi Banking & Investment Corporation 
ENTITIES: Al-Rajhi Banking & Investment Corporation 
REQUESTOR: Sally Lomas 
DEPARMENT: Banknotes 

ACCOUNTS: Al-Rajhi Banking & Investment Corporation (Refo-ence # 1000157) 

An enhanced due diligence was conducted on Ai-Raf»i Banking & Investment 
Corporation. A report of findings was sent on this company in May 2004. The 
objective of this report is to procure additional information subsequent to the 
filing date of the initial report. 

Al-Rajhi Banking & Investment Corporation: 

in 2004, Al-Rajhi Banking & Investment Corporation (ARAJ) filed a suit against 
the Wall Street Journal (WSJ). ARAJ alleges that the WSJ defamed the bank by 
accusing K of supporting of terrorism in article published on 2/6/02. After 
30 months of active litigation, a settlement was reached, leading to the pe^^er 
publishing a “clarification’ and a letter from Ai-Rajhi’s chief executive. The 
clarification basically states that the article published by WSJ did not intend 
to imply an allegation that ARAJ supported terrorist activity, or had engaged 
.in the finandng of terrorism. 

Under the terms of th at settlement the WSJ paid no damages, nor was any order 
made prohibiting the paper from repeating the same allegations in the future. 

In all, no charges stemrrting from the aforementioned article have been levied 
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against ARAJ. Therefore, no substantially adverse infbrniation, subsequent to 
the previous report provided for this company, was found regarding ARAJ. 

If you have any questions, feel free to contact the undersigned. 

Sincerely, 

Steven Pichardo 
Financial Investigator (FiG) 

****** Original Report of Rndings by Peter Javier, comfriete with charts, is 
saved on the Shared Drive in the EllisM folder. The fUe name is EiDD AL 
RAJHi_20041207153945.pdf******** 


Gloria Strazza 

Sr. Manager -ICRO 

452 Fifth Avenue, Tower 7 

NewTorlcTNY'IOOIB. 

Mail Code: 31 
Tele: 212-525-8634 
Fax: 212-525-5769 


Dante! Jack/HBUS/HSBC 
06/02/2008 08:13 PM 


To 

Anne Liddy/HBUS/HSBC@HSBC02, Denise A Reil(y/HBUS/HSBC@HSBC02, Gloria 
Strazza/HBUS/HSBC@HSBC02 
cc 

Alan P Williamson/HBUS/HSBC@HSBC02 
Subject 

Banknotes vvith Al Rahji Banking in S.A. 


Ail - to provide more info in response to Alan's note; 

As noted In the KYC Customer Profile, they are a long-standng Banknotes-London 
customer: 

"Initial date of activation was 1 January 2001 , relattor>sftip exited and 
deactivated on 2 February 2005 due to TF issues (see Section Vilj AML under 
Reputational Risk controls} as agreed with AML Compliance New York. However 
this bank had a long-standing ZS-t- years relationship with Banknotes. London 
until that time. Also this cKent stilt has relationships with HSBC fo the UK, 

UAE, France, Hong Kong and Italy. Approved as a London Banknotes customer 4 
December 2006 after TF issues were cleared through AML Compliance New York." 

Now they want to deal with us in Hong Kong - mainly buying Asian currencies 
from us, as noted In the KYC Banknote Profile (for HK) now pending CO Approval: 

"Client is an existing customer of HBUS London office and would like to set up 
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business relationship in Hong Kong. Rajhi is rrtainiy interested in buying 
Asian currencies from us, they have regular demand ^ the major Asian 
currencies including THB, PHP, IDR, INR and HKD wNch Bahrain Finance is their 
main cun'ent supplier. They sell currencies though ttieir nationwide retail 
network and those Asian overseas workers, tourists and business-men are the 
main buyers. They will utilize our services forthev retail banknotes 
activities only. In meantime, client will become one of tiie counterparts 
to liquidate our Middle East cun'endes surpluses tiiat we purchase from other 
markets. The projected trading volume are in ori^nal current^ and the monthly 
average of purchase and sale was about USDS, 000, 000 and USDS, 000, 000 
respectively." 

Monthly Trade Volume Estimates: 

Currency: Sales by HSBC: Purchases by HSBC: 

USD Cun'ency; 0 0 

Other Major Currency: THAI BAHT 40,000,000 0 . 

Other Major Currency: HONG KONG DOLLAR 2,000,000 0 

Other Major Currency:-SAUDl RIVAL 30,000,000 O' 


Thanks and regards, 

Daniel Jack 

Vice President - Compliance Officer 

HSBC Bank USA NA 

452 Fifth Avenue, 7th floor, New York, NY 10018 


Phone 212-525-8686 
Email daniel.jack@us.h6bc.com 


Alan PWilliamson/HBUS/HSBC 
06/02/2008 06:45 PM 

To 

Anne Liddy/HBUS/HSBC@HSBC02, Denise A ReiHy/HBUS/HSBC@HSBC02, Gloria 
Strazza/HBUS/HSBC@HSBC02 
cc 

Daniel Jack/HBUS/HSBC@HSBC02 

Subject 

al Rahjj 


All 

I am being asked to approve a HK Banknotes profile for AJ Rah^. We will be 
dealing the same products from a different office, so from one point of view 
there is no expansion of risk, but I know from prior discussions there is 
sensitivity around this name. Please let me know if you have any concerns. 

Thanks 
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Alan 


THIS PAGE IS 
intentionally 
TF.FT BLANK__ 
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From; CHRISTOPHER LOK/HBUS/HSBC 

Sent: 7/18/2008 8:19:29 AM 

To: AIM P WILLIAMSON/HBUS/HSBC@HSBC02 

CC; DANIEL JACK/HBUS/HSBC@HSaC02;DAVID M WILeNS/HBUS/HSBC@HSBC02 
Subject: Re: Fw: Banknotes with Al Rahji Banking in SA 

Alan 

Let me try my best to answer these questions; 

Currentiy Alrajhi is sourcing their Asian currencies from the suppliers in the 
Middle East. These suppliers (the like of Bahrain Finanrmg) get the money 
from Asia (like ourselves) hence its to AlrajhPs benefit to get the money 
directly from ourselves. 

The next question I'm not sure how I should ansvtrer it. To HSBC, LON already 
has a relationship with Alrajhi. Adding HKG won't change Alrajhi's profile. 


Chris 


Alan P Williamson/HBUS/HSBC 
07/17/2008 08:41 PM 

To 

Christopher Lok/HBUS/HSBC@HSBC02. Daniel Jack/HBUS/HSBC@HSBC02. David M 
Wiiens/HBUS/HSBC@HSBC02 

CC 

Subject 

Re: Fw. Banknotes Al Rahji Banking in S.A. 


Chris 

I discussed with Lesley, who asked two questions; 1) \^y does Al Rahji want to 
do business out of Hong Kong? and 2) is there anything the dient could do to 
harm our reputation as a result of having the HK account that they can't do now? 

Thanks for your patience. 

AJan 


Stephen J ALLEN/HBMD/HSBCMERIDIAN@HSBC 
06/11/2008 06:27 AM 

To 

Daniel Jack/HBUS/HSBC@HSBC02 

CC 

Alan P Williamson/H0US/HSBC@HSBCO2, Christopher Lok/HBUS/HSBC@HSBC02. David M 
Wi!ens/HBUS/HSBC@HSBC02, Christopher BAYLISS/IBEU/HSBC@HSBC 
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Subject 

Re; Fw: Banknotes wWi Al Rahji Banking In SA 


Dan, 

In response to your recent note and to Chris' request, I asked the Business 
Intelligence Division of Group Security to give their current view of Al Rajhi 
Banking and I have today had a meeting and received the attached note from Mark 
McGuigan. 

Mark also added in conversation that they were asked by others to look at Al 
Rajhi about 2 years ago and nothing in their most recent enquiries on our 
behalf has changed'their view that there is no reason rurtto do-business with 
this name. 

Unsurprisingly, I interpret this note as support for our desire to continue 
tra<Ang with this entity 

Regards, 

Steve 


Steve ALLEN 

Senior \^ce President, Head of Banknotes j HSBC BANK USA NA London Branch 
Level 23, 8, Canada Square, London E14 5HQ 


Phone 020 7992 4555 

” Redacted by the Permanent 

Fax 020 7992 4993 

Mobile 

Sobcommittee an Investigations 


Email steve.j.aSlen@hsbcgroup.com 


Mark P MCGUIGAN/HGHQ/HSBC 
HGHQ 

11/06/200810:42 
Phone No. 799 13696 
+0044 (020) 7991 3898 
Mall Size: 4107 

To 

Stephen J ALLEN/HBMD/HSBCMERIDIAN 
cc 

Subject 

Al-Rajhi 

Entity 

HSBC Bank pIc-HBEU 
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Steve 

Further to our conversation this morning, I write to confirm ttie foKowing: 

In the 1 960s the bank complied with a request from the Saudi government to open 
an account to receive donations from the public to support the Afghan 
mujahideen. The Saudi government, in turn, was acting in response to US wishes 
in ^e matter - the mujahideen v/as engaged in acfive struggle against the 
Russians at that time, and so, in effect, participating in the Cold War by 
proxy. In compliance with Saudi government orders the account was frozen, then 
closed, by the end of 1991. 

In the 1990s the bank raised considerable suits for humanitarian relief of 
Muslims during the Bosnian war (some say the Bosnian genodde). We believe 
friat these monies were, in ^ct, used exactly as intended i.e. for charftabie 
purposes, and not for any militaristic purpose. 

In 1999, two years before 9/11, the bank discovered that a junior member of 
staff was an al-Qaeda activist. He and 11 fellow sympathisers were sacked. The 
bank cooperated fully vwth the Saudi authorities post-9/11 in tracking persons 
suspected of abusing the bank's facilities fc^ terrorist money-laundering 
purposes. The Saudi aufrionties have traditionally taken a tMjgh line against 
AQ, and have been supported where appropriate by the al-Rajhl bank. The bank, 
and the family, are well-known to the Saudi Royal femily, with whom they are 
very cooperative. The issue of PEPs, therefore, is something of an 
"occupational hazard" for senior bankers in the Saurfi context. 

Aside from the observation that all banks are vulnerable to accusations of 
complicity in terrorist money-laundering, there does not af^ear to be any fresh 
evidence to suggest that al-Rajhi bank institutionally, is guilty of any such 
activities. Newspaper reports (and there is a history between al-Rahji and the 
WSJ) add no hard evidence to the claims. The authorities have lodged no legal 
processes, nor instigated any sanctions against the bank, v^ich one would 
reasonably anticipate if there were any eviderrce to support tee allegations in 
tee press. In sum, we can find no reason not to continue doing business with 
al-Rahji. 


Best regards 
Mark 


Mark McGuigan 

Head of Business Intelligence 

HSBC Bank 
Security, Level 29 
8 Canada Square 
London 
E14 5HQ 

Tel: +44 (0)20 7991 3898 
Fax: +44 (0)20 7991 4592 


Daniel Jack/HBUS/HSBC@HSBCC2 
HBUS 

03/06/2008 19:36 
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From: CHRISTOPHER LOK/HBUS/HSBC 

Sent: 7/18/2008 3:09:50 PM 

To; JOHN N H NG/NBD RNH/HBUS/HSBC@HSBC 

CC: GARY C H YEUNG/SVP NBD RNH/HBUS/HSBC@HSBC;ALEX F TSANGA/P NBD 
RNH/HBUS/HSBC@HSBC 

Subject: Fw: Banknotes v\ith Al Rahji Banking in SA. 


You’re in business now 


Chris 

— Forwarded by Christopher Lok/HBUS/HSBC on 07/18/2008 09:04 PM — 

Christopher Lok/HBUS/HSBC 
07/18/2008 09:05 PM 

To 

Alan P Wiiliamson/HBUS/HSBC 

CC 

Daniel Jack/HBUS/HSBC@HSBC02, David M V\lilens/HBUS/HSBC<SHSBC02 
Subject 

Re: Fw: Banknotes wttti Al Rahji Banking in SA 


Alan 

Gracias !!! 
Chris 


Alan P Wiiliamson/HBUS/HSBC 
07/18/2008 07:28 PM 

To 

Christopher Lok/HBUS/HSBC®HSBC02 

CC 

Daniel Jack/HBUS/HSBC@HSBC02, David M VVilens/HBUS/HSBC@HSBC02 
Subject 

Re; Fw: Banknotes with AJ Rahji Banking in SA 


Chris 

I just (fiscussed witfi Lesley and approved. 
/Uan 
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Christopher Lok/HBUS/HSBC 
07/18/2008 09:19 AM 

To 

Alan P WIl!iamson/HBUS/HSBC@HSBC02 
cc 

Daniel Jack/HBUS/MSBC@HSBC02, David M \Afiiens/HBUS/MSBC@MSBC02 
Subject 

Re: Fw; Banknotes with Al Rahji Banking in SA 


Alan 

Let me try my best to answer these questions: 

Currently Alrajhi is sourcing their Asian currencies from the suppliers in the 
Middle East These suppliers (the like of Bahrain Financing) get the money 
from Asia (like ourselves) hence its to Alrajhi's benefit to get the money 
directly from ourselves. 

The next question I'm not sure how 1 should answer it. To HSBC, LON already 
has a relationship with Alrajhi. Adding HKG wont change Alrajhi's profile. 


Chris 


Alan P VWIIiamson/HBUS/HSBC 
07/17/2008 08:41 PM 

To 

Christopher Lok/HBUS/HSBC@HSBC02, DanielJac}c/HBUS/HSBC@HSBC02, David M 
Wilens/HBUS/HSBC@HSBC02 
cc 

Subject 

Re: Pw; Banknotes with Al Rahji Banking in SA 


Chris 

I (tiscussed with Lesley, who asked two questions: 1)why does Al Rahji wrantto 
do business out of Mong Kong? and 2) is there anything the client could do to 
harm our reputation as a result of having the HK account tfiat they cant do now? 

Thanks for your patience. 

Alan 
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Stephen J ALLEN/HBMD/HSBCMER1DIAN@HSBC 
06/11/200a 06:27 AM 


To 

Daniel Jack/HBUS/HSBC@HSBC02 
cc 

Alan P Wiliiamson/HBUS/HSBC@HSBC02, Christopher Lok/HBUS/HSBC@HSBC02, David M 
V\rilens/HBUS/HSBC@HSBC02, Christopher BAYUSS/tBEU/HSBC@HSBC 
Subject 

Re; Fw: Banknotes with A1 Rahji Banking in SA 


Dan, 

in response to your recent note and to Chris' request, I asked the Business 
Intelligence Division of Group Security to give their current view of Al Rajhi 
Banking and I have today had a meeting and received the attached note from Mark 
McGuigan. 

Mark also added in conversation that they were asked by others to look at Al 
Rajhi about 2 years ago and nothing in their most recent enquiries on our 
behalf has changed their view that there is no reason not to do business with 
this name. 

Unsurprisingly, I interpret this note as support for our desire to continue 
tracing with this entity 

Regards, 

Steve 

Steve ALLEN 

Senior \^ce President, Head of Banknotes | HSBC BANK USA NA, London Branch 
Level 23, 8, Canada Square, London E14 5HQ 


Phone 020 7992 4555 
Fax 0 20 7992 4993 
Mobile 

Email steve.j.alien^hsbcgroup.com 


• “ Reriacied by the Permanent 
Subcommittee on Investigations 


Mark P MCGUIGAN/HGHQ/HSBC 
HGHQ 

11/06/2008 10:42 
Phone No. 799 13898 
+0044 (020) 7991 3898 
Mail Size: 4107 

To 

Stephen JALLEN/HBMD/HSBCMERIDI AN 
cc 
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Subject 

AJ-Rajhi 

Entity 

HSBC Bank pIc-MBEU 


Steve 

Further to our conversation this morning, I write to confirm the following: 

In the 1 980s the bank complied with a request from toe Saudi government to open 
an account to receive donations from the puUic to support toe Afghan 
mujahideen. The Saudi government, in turn, was acting in response to US wishes 
in toe matter - the mujahideen was engaged in active struggle against the 
Russians at that time, and so, in effect, participating in toe Cold War by 
proxy. In compliance with Saudi government orders the account was frozen, then 
closed, by the end of 1 991 . 

in toe 1 990s the bank raised considerable sums for humanitarian relief of 
Muslims during the Bosnian <war (some say the Bosnian genocide). We believe 
that these monies were, in fact, used exactly as intended i.e. for rtoaritable 
purposes, and not for any militaristic purpose. 

in 1999, two years before 9/11, the bank discovered that a junior member of 
staff was an al-Qaeda activist. He and 11 fellow sympathisers were sacked. The 
bank cooperated fully \Mth the Saudi authorities post-9/1 1 iri tracking persons 
suspected of abusing the bank's facilities for terrorist money-iaundering 
purposes. The Saudi authorities have traditionally taken a tough line against 
AQ, and have been supported where appropriate by toe ai-Rajhi bank. The bank, 
and the family, are well-known to the Saudi Royal tomily, w^ whom they are 
very cooperative. The issue of PEPs, therefore, is something of an 
"occupational hazard" for senior bankers in the Saud context. 

Aside from the observation that ali banks are vulnerable to accusations of 
complicity in terrorist money-laundering, there does not appear to be any fresh 
evidence to suggest that al-RaJhi bank institutionaliy, is guilty of any such 
activities. Newspaper reports (and there is a history between al-RahJi and the 
WSJ) add no hard evidence to the claims. The authorities have lodged no legal 
processes, nor instigated any sanctions against toe bank, which one would 
reasonably anticipate if there were any evidence to support the allegations in 
the press, in sum, we can find no reason notto continue doing business with 
al-RahJI. 


Best regards 
Mark 


Mark McGuigan 

Head of Buaness Intelligence 

HSBC Bank 
Security, Level 29 
8 Canada Square 
London 
E14 5HQ 
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From; DENISE A REILLY/HBUS/HSBC 
Sent 10/29/2002 5:00:50 PM 

To; GARY BOON/MGR PCM MEM/HBME/HSBC@HSBC 
CC: NANCY HEDGES/HBUS/HSBC@HSBCAMERICAS 
Subject: Re; IRAN- USD PAYMENTS 


Responses are In blue. 


Gary BOON @ HSBC on 28 Oct 2002 13:37 
Note 

28 Oct 2002 13:37 

From: Gary BOON @ HSBC Tel: 

Titie: Location: 

WorkGroup: 

Mail Size; 13228 

To; Denise A Reiiiy/HBUS/HSBC@HSBCAMER(CAS 

cc: Nancy Hedges/HBUS/HSBC@HSBCAMERICAS 
Subject; IRAN- USD PAYMENTS 

Denise, lurther to our conference call I wish to clarify the position to date 
as follows;- 

If HBEU receive an MT100/MT103 from an Iranian Bank in USD then HBEU must 
forward the MT100/MT103 to H6US for processing thus ensuring foil details of 
foe ordering and beneficiary parties are known. t-BUS have spoken with OFAC and 
the MT100/MT103 and MT202 normal cover payment fw^ocess has been deemed 
unacceptable despite HBUS being used to 'settle' the foansacbon, OFAC stiil 
require fuB disclosure of the transaction. 

Full payment details must pass through HBUS and assodated filtering 
processes. HBUS, in consultation with external legal counsel, has concluded 
that this is the recommended process in accordance with OFAC u-tum transaction 
criteria and foil disclosure requirements. 

For control purposes within HBUS Operations it is deemed that HBEU open a 
‘Special nostro account* in order for these transactions to be directed. Thus 
ensuring a separate wortdiow that can be easily managed/controiled. Agreed. 

Although the payments could be formatted correctly the process will make each 
payment foil into OFAC workflow baskets for review and authorisation. Although 
HBEU would be charged a STP charge per payment, there maybe additional 
headcount required, which in turn should be factored into any proposition. The 
cost of additional headcount will be reimbursed back to HBUS via inter-company 
charging. 

Denise, am 1 correct in saying that should HBEU settle the above HBUS would be 
in a position to potentially become Iran's USD Clearing Agent, HBEU would be 
their USD Correspondent Bank? Obviously subject to HBUS committee, who sits on 
this? The proportion that has been put forward to date is to process 
transactions on behalf of Bank Melli. If foe proposition is broader than that, 
then it should be included in foe business rationale that we requested in our 
conference call earlier this week for presentation to HBUS senior management. 

The committee that this will be presented to is the Senior Management Committee 
(SMC) comprised of foe business heads of all key business and support units and 
the president of the bank. 
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i would be grateful for your response and to the answers to the following 
questions (remaining o/s from my previous note). 

Why do BONY and Citibank reject and return sudt payments even if OFAC 
compliant? We do not know the specific reasons w^ these institutions (or 
others) reject and rebjrn such payments, as it is an internal bank decision. 

Any institution may dedde that they choose to not do business with particular 
entities/countries based on internal management decisions and subsequently 
reject ai! such transactions. Do you know of others? We do not know of any 
others. 

Should a rejected payment occur what would be your process, charge and 
bjmaround times? if an item is rejected by the receiving bank, HBEU's account 
^ will be re-credited sameday of receipt of return. 

Are there any scenarios that we haven't considered tiiat would cause HBUS 
problems? No additional scenarios have been identified. 

As you’re avtrare HBEU and HSBC Iran are interested in finding a workable 
solution to this as they believe the opportunitiesArolumes exist to make this 
worthwhile. The GRM, Nigel Weir and I travel to Iran on Sunday and 1 can assure 
you that I will NOT be selling any USD solution as we are not yet in that 
position but i will seek to establish the volumes 'on the table' and how the 
existing competition are tackling this issue prior to the introduction of FAFT 
regulations, if possible, please also try to ascertain if a list of 
originators/beneficiaries is available so that we may review the list 
beforehand. 


Thanks for your continued assistance. 


Gary 


Forwarded by Gary BOON on 28/10/2002 

29Aug2002 

Note 

To: Nancy Hedges/HBUS/HSBC@HSBCAMERICAS 

Denise A Reiliy/HBUS/HSBC@HSBCAMERICAS 

cc: Andrew P Drolet/HBUS/HSBC(@HSBCAMERICAS 

Nigel J WEIR/RM IB MEM/HBMBHSBC@HSBC 

John RW1LKINSON/HBEU/HS8C@HSBC 

Mike R BANYARD/HBEU/HSBC@HSBC 

bee; 

Prom: Gary BOON Tel; 7904 4669:44 2072 604669 

Subject: IRAN - USD PAYMENTS 


Denise/Nancy, as previously discussed, I have just met wiOi Oie following 
individuais regarding the USD payments process:- 

Malcolm Eastwood, Senior Manager, Multicurrency Payments Dept 
John Fovrie, Business Oeveloprrrent Manager, Multicurrency Payments Dept 
Paul Proctor, Compliance Manager, Institutional Banldng 
John Wilkinson, Relationship Manager, Institutional Banldng- Middle East 
Michele Cros, Senior Manager, PCM Sales 
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John Chappenden, Senior Manager, Payments Co-ordination Unit 
Mike Banyard, Payments Product Manager 

I can now confirm tftat HBSC Bank pic, London does not have any processing or 
compliance issues in respect of USD payments from exisfing or new opportunities 
with Iranian Banks. We aim to ensure the payments are STP and our proposition 
vnti clearly provide formatfing guidelines and OFAC rules etc to ensure that 
our Iranian dients fully understand, when or how, payments could be rejected. 

I now need confirmation from HBUS that your m a^eement to p-ocessing ‘U-TURN’ 
payments both from an PTE and 'reputation risk’ point of \Hew before I attempt 
to sell a USD dearing proposition. 

For consideration:- 

Volumes - the only volumes available are from Bank Melli have confirmed 
daily volumes to be approx. 25 Treasury and 90 Commerdal. Of the commercial 
transactions, HBUS will probably only receive 10% or 15%as MT100 type payments 
and the remainder as MT202 cover payments, as HBEU would have sent the MT100 
direct to the bene bank. 

Charges for HBEU from HBUS - Can you confirm whether the scenarios (sent last 
week), which are correctly formatted and would drop into your OFAC filters, 
would be charged as STP or repair. This will impact our pricing proposition, if 
repair, can you advise Mfhy? 

Why do BONY and Citibank reject and return such paymente even if OFAC 
compliant? Do you know of others? 

Was your previous request to open a ’special’ accourtt based on volumes only or 
do you have a special need to view these payments? Can't they just fall into 
the OFAC fitters in line with your existing operation? 

It is the view from HBSC Iran and London, Inslitutionat Banking, that there are 
opportunities for USD payments business from all Iranian Banks. Volumes unknown. 

Are there any scenarios that we haveni considered that would cause HBUS 
problems? 

Are there any situations where these types of payments could be frozen or am I 
correct that Iran is not one of those countries Q.e Cuba). 

Should a rejected payment ocoir what would be your process, charge and 
turnaround times? 

As a^eed I wilt not do anything until you have confirmed that HBUS are happy 
to process these transactions. Following your agreement I will draft a USD 
proposition , which I will seek sign off from all relevant parties. 

Hope that’s covered it. 

Gary 


Gary Boon 
Manager, Sales 

Global Payment and Cash Management 
Phone: + 44 (0)20 7260 4669 
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23/Mar/2004 


Open printable version 
http://group.ghq-hsbc/int/group/home.nsgB 
vReffUKCM5XCLGJ034450PM23032004? 

Open&print 


As part of the international effort to a>mbat terrorism, Competent Authorities in numerous 
countries have published lists of names that are known to be, or are believed to be, 
invoivedin terroTisf activity. 'CompetenfAathoritiesincludexentral banks, governmental 
bodies/agencies, and regulators. The Bank of England, the Hong Kong Monetary Authority 
and the United States Office of Foreign Assets Control (OFAC) are examples of such 
Competent Authorities. To support the above process, several jurisdictions have passed 
anti-terrorism laws, including a requirement that funds are not made available to names 
listed within that jurisdiction. 

In addition to the publication by Competent Authorities of lists of terrorists, sanctions 
against a number of countries and names are imposed, as notified by both the United 
Nations and also by a number of individual governments. 

Compliance with these sanctions and orders has to date relied upon manual processes to 
identify when relevant names are contained in payment instructions. 

In order to ensure that compliance with the restrictions associated with listed names and 
sanctions Is achieved consistently across the Group, an automated payment screening 
utility named WOLF has been developed. 

When installed in a payment processing workfiow in real time, WOLF will, before 
execution, search alt fields of a payment message for matches with listed 
terrorist/sanctioned names. Once a potential match with a word or words contained in a 
payment is identified, the unexecuted payments must be reviewed to establish whether 
the match identified is actually a true match, with appropriate action taken if It Is. 

WOLF is the Group solution for real-bme pre-execution payment screening. Use of an 
alternative solution requires the sign off of a business case by Group Compliance and 
Group IT jointly. 

Global requirement for payment screening 

All Group companies must implement the capability to screen cross-border wire transfers: 

• For sanctions issued by the United Nations (UN) 

• For terrorist names listed by the UN 

• For terrorist names listed by Competent Authorities in USA, UK, EU and Hong Kong 
SAR, 

These will be maintained in WOLF centrally by Group Messaging Systems on a mandatory 
basis. 

In 2005/6, it is intended to broaden the scope of the real-time payment screening 
requirement to domestic payments to ensure comprehensive compliance. 

Local requirement for payment screening 

In addition to the globally applicable names, the compliance and payment operations 
functions in Group companies must ensure that WOLF Is loaded with any listed/sanctioned 
names with local applicability, as issued by Competent Authorities in their relevant 
jurisdiction. 

As a further control or risk mitigant. Group companies may also choose to load in WOLF 
those names that may be regarded locally as sensitive or high risk. 

Acces5_t<LWOLF 
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Group companies wh se payments are processed through the TP SWIFT/Teiex 
gateway 

WOLF capability is installed in the three regional TP sites: UK, USA and Hong Kong SAR. 
Group entities which use TP as their paym^t gateway are required to impiement WOLF by 
31DEC04. Appropriate operational practices and procedures will need to be introduced, 
including how to manage the review process of potential matches. Guidance on 
implementation and the review process is included in the guidance note attached. 

Group companies whose payments are not processed through the TP gateway 
These companies should obtain the WOLF utility and impiement it into their cross-border 
wire transfer payments system as soon as practicable, but by the 31MAR05 at the latest, 
and introduce appropriate operational practices and procedures. 

Further information 

A guidance note is attached. This refersto the practical impact of real-time payment 
screening and to appropriate contact persons for assistance and implementation. 

Yours faithfully 

A W Jebson 

Group Chief Operating Officer 


Guidance note 

This guidance is intended to assist the payment operations, IT and compliance functions to 
implement WOLF. 

Is it a mandatory requirement for all Group companies in all countries where the 
Group has a presence to screen payments in real-time, prior to execution, for 
terrorist/sanctions names? 

Yes, for cross-border payments/wire transfers. It is the intention to broaden the scope of 
the payment screening requirement to domestic payments/wire transfers in 2005/6. 

Is it a requirement for such screening to be automated? 

Yes. Given the number of listed names, particularly for terrorism, and the need to take 
into account name transpositions and close alternative spellings, it is no longer feasible for 
the saeening to be performed by a person on a manual basis. WOLF (or, exceptionally, an 
alternative solution approved by Group Compliance and Group IT) must therefore be used. 
Which names are contained in the WOLF utility? 

The WOLF utility Is fed by an external database provider with the lists issued or names 
notified by all Competent Authorities in respect of sanctions or terrorism. As -both 
Sanctions issued by the UN, and terrorist names listed by the UN, USA, UK, EU and Hong 
Kong SAR have global applicability, these names will therefore be maintained in WOLF by 
Group Messaging Systems on a mandatory basis. 

How are names applicable in only one jurisdiction accommodated? 

In addition to the Group requirement, each Group company must request Group 
Messaging Systems to load in WOLF any names which apply locally, (i.e. being listed or 
notified in one jurisdiction for terrorism reasons or other reasons, and countries/names 
against which one jurisdiction exercises sanctions). 

Can other sensitive names be acUvated in WOLF or loaded in WOLF locally? 

Yes. Group companies may choose additionally to load in WOLF those names that may be 
regarded locally as sensitive or high risk, in order to mitigate operational risk. 

How often will WOLF be updated? 

The external database is updated frequently in response to changes issued by Competent 
Authorities, and Is fed into WOLF for centralised updating and spawning to sites which 
have called the WOLF utility in from Group Messaging Systems. 

What types of payment are to be screened? 

On launch of WOLF, as a minimum, all cross-border customer wire transfers (e.g. third 
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party telex payments and SWIFT MT 100 series). Under guidance from the iocal 
Compiiance function. Group companies may choose to screen additional types of cross- 
border payments or SWIFT Message Types, pending communication of further 
requirements from Group Compliance. 

Which fields in the payment are to be screened? 

The Group recommendation is to screen ait fields. The local compliance function may, 
however, request sign off from Group Compiiance for certain fields to be removed from the 
screening process. Requests must include an explanation why the fields in question are of 
no value or risk from a screening point of view. 

What action should be taken when a potential match is alerted by WOLF and the 
payment is in a pending state for review? 

Outgoing international payments initiated by HSBC 

If WOLF Identifies a potential match,' the -unexecuted payment will be- placed in a work 
queue in the underlying payments system and will require case by case analysis by the 
payment department to establish whether the potential match is an actual match. 
Procedures will need to be established in the department on how to undertake the 
analysis, and how to document, record and retrieve the rationale for regarding the match 
as false or positive. Use of such techniques as Lexis Nexus searching will assist the 
process, but there will inevitably be cases where it will be necessary to refer to the 
beneficiary bank to obtain confirmation that the beneficiary is not the listed name. 

If it is not an actual match, then the payment may be authorised for execution by re- 
releasing it into the payment process. If it is an actual match, then it will usually be 
necessary to liaise internally with Compliance or Security to establish what should be done 
with the funds which have not been paid away. External liaison with Competent Authorities 
requires documented procedures to be agreed between payment operations and 
Compliance. 

Please note that in the initial phase where screening is done in TP, it will be necessary in 
the case of true matches to reverse the debit entry in cases where such has been 
generated automatically by the underlying payments system. 

Incoming international payments received by HSBC 

If WOLF Identifies a potential match, the unexecuted payment will be placed in a work 
queue in the underlying payment system, and will require case by case analysis by the 
Payment Department, to establish whether the potential match is an actual match. Once 
again, procedures will need to be established on how to undertake the analysis, and how 
to document, record and retrieve the rationale for regarding the match as false or positive. 
There will inevitably be cases where it will be necessary to refer to the remitting bank to 
obtain confirmation that the remitter is not the listed name. 

If it is not an actual match, then the payment may be authorised for execution by re- 
reteasing it into the payment process. If it is an actual match, then it will usually be 
necessary to iiase internally with Group Compliance or Group Security. External liaison 
with Competent Authorities requires documented procedures to be agreed between 
Payment Operations and Compliance. 

What percentage of the payment volume is expected to be placed into a pending 
state for review of a potential match? 

When fully tuned, 0.5% or less. 

How can recurrence of false matdies be avoided? 

It is recommended that offline testing with historic payment data is undertaken at the very 
outset. Once it is established that a certain name, which is very similar to a listed terrorist 
/sanctioned name, is an acceptable name, then WOLF can be told not to 
trigger the payment to the work queue on subsequent occasions. This technique is 
referred to as the 'good guy list'. Please note, however, that in certain jurisdictions, the 
creation of such a list may have data protection legislation implications. 

What Is our legal protection if the intra-'day process of determining that a 
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potential match is not a real match and re-releasing the payment for execution 
results in a payment cut-off time being missed, and the payment being executed 
on the next w rking day, or several days after, thus causing a daim for inter st 
and/or consequential loss? 

It is an unavoidable consequence of reai-b'me payment screening that a small number of 
payments will be delayed as described above. 

Over the years, terms and conditions for effecting payments have been drawn up at Group 
company level, rather than there being a single definitive set of Group-wide T&C. 
Additionally, within a Group company, there are often numerous sets of TBiC for different 
payment product propositions. 

Accordingly, each Group company should request its local Legal Dept to examine the 
complete range of current T&C for payment products and channels, and to recommend to 
Payment Operations, to Payments & Cash Management, and to Compliance -whether the 
current wording gives sufficient protection in respect of real-time payment screening 
against sanctioned and terrorist names, or whether any changes are appropriate. 

The local Legal Dept should be requested to consider both claims for interest and 
consequential loss e.g. loss of a contract due to the delay. 

If changes are recommended, then a template wording which is to be supplied by Group 
Legal should be used as a starting point. 

What happens if a client claims that he/she is not bound by the listing of a 
terrorist name by a Competent Auttiority in another Jurisdiction? 

The Group stance is that all Group companies must apply the listings of the Competent 
Authorities in USA, UK/EU and Hong Kong SAR in the effort against terrorism. The legal 
position, is, however, far from clear, and such claims will have to be handled on a case by 
case basis, with due consideration being given to the legal implications in the relevant 
jurisdiction. 

Can WOLF be switched off in extreme operational circumstances? 

Yes, but only very infrequently, and in acconjance with a formal documented protocol 
agreed with the local Compliance function. The protocol should define the procedures to be 
followed, and should include a "major incident panel" with a sufficient number of people to 
cover absences. 

it is a requirement that the payments which were allowed to execute without screening 
must be screened on an after the event basis, as soon as is practicable after normal 
payment operations conditions are restored. 

How do TP sites configure WOLF? 

Group sites should submit requests to configure WOLF to Group Messaging Systems, which 
wilt manage the take-on programme. The Ctxitact person is 3on Curl, Group Messaging on 
(+44) 20 7991 8704, or by email to Jon H CURL/HBEU/HSBC . 

The installation in WOLF in TP is an initial short term tactical solution for international 
payments. It is intended to install WOLF in underlying international payment processing 
systems, including HUB, rather than In TP, in 2005. 

How do sites which do not use TP obtain WOLF? 

Contact Jon Curl, at the above address. 

Is WOLF only useful for real-time payment screening? 

No. 

For real-time screening, it is essential to keep the number of names screened against to as 
low a number as possible to preserve operational performance and keep straight through 
processing rates high. 

On a retrospective basis, however, alt the names contained in WOLF and additional loaded 
names could be screened against transactions or client names. This would be useful in 
cases of ad hoc requests from regulatory/criminal authorities, or in customer base reviews 
undertaken for our own purposes. 

Further instructions and guidance on retrospective screening will be issued by Group 
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Compliance at a later date. 

Is the. WOLF initiative linked t the Customer Activity Monitoring Pr gramme 
(CAMP) Initiative? 

No, not directly. WOLF is the screening of wire transfers In real-time, whereas CAMP is the 
monitoring of all account activity after the event. 

Where should Business Case requests to use an alternative solution to WOLF be 
sent? 

These should be submitted to Group Comi^iance, John ALLISON/HGHQ/HSBC. whose 
contact details appear below. 

(It is acknowledged that in a small number of Group sites, most notably HBUS, real-time 
payment screening has been undertaken for some years. These sites should advise details 
of their current solutions to Group Compliance). 

Where should requests to remove'fields from the screening process be sent? 

These should also be submitted to Group Compliance, John ALLISON/HGHQ/HSBC. whose 
contact details appear below. 

Further information 

In the first instance, reference should be made to the local Compiiance/Money Laundering 
Control funcbon for further information and assistance. 

Compliance/Money Laundering Control officers may obtain assistance on this Initiative 
from John Allison, GHQ CMP on (+44) 20 7991 8643, or by email to John 
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Significant 


Global Payments System (GPS) Implementation Issues 
6 Aug 07 HUSl Audit Committee Update 


Summary 

GPS is a Group system intended to replace all of the Groups diverse electronic payment 
systems, HBUS’ legacy payments system EP was essentially ‘out of maintenance’ and 
GFT was therefore selected as.the pilot ^e. The project, is sponsored globally . by Group 
COO and Head of Global Transaction Banking in GHQ. It is sponsored locally by HBUS 
Head of Global Transaction Banking 

On July 16 2007 HBUS Global Funds Transfer (GFT) operation experienced significant 
operational issues at implementation of Phase 3 of GPS and full implementation of a new 
payments filter (FircoSoft). Due to the InCTeased sensitivity of the new filter, certain 
acronyms on the filter database caused the number of false positive alerts to Increase 
from a median of 8,000 messages to 12,600 or, by 58 percent, on Day 1 of operations. 

The need to work through the backlog and consequent loss of systems av^lability time, 
materially reduced user productivity due to user femiliarization/ trmning and systems 
deficiency issues have resulted in GFT being unable to complete a full days work without 
a ‘cany over’ of a backlog since the conversion. The carry over, as at 27 July is, 
however, less than 150 payments daily estimated at 20 m dollars. In comparison, the 
volume of payments successfully cleared through the system on this same day was 
approximately 1 1 0.000 valued at 408 Bn. The backlog is largely eliminated. 

In the process of coping with the issues created above, payment duplications of USD 88.5 
million (in one lot of 0. 5 m on 16 Jul and another of 88.00 m on 24 Jul) have resulted due 
to human error and these are in the process of being recovered. 

Background 


The main software engine was licensed from Fundtech, a third party vendor, amended to 
suit HSBC requirements, user tested over 1 5 months and implemented in 3 phases. The 
Group OF AC filtering system and a third party Straight Through Processing (STP) 
engine completed the software suite being installed. Implementations of Phases 1 and 2 
for selected Group SWIFT and FED traffic during 18 Jun through 14 July were 
successful. 
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During the weekend of 14-15 July, all other traffic fi)r GFT especially CHIPS were 
channeled through GPS and the new FircoSoft “OF AC filter” was fully implemented. As 
noted above, a large number of false positive alerts were dropped to the OF AC queue. 

The problem entries were successfully removed on July 17 and the OF AC queue 
subsequently dropped to a normal level. Also, effective July 17 a risk based decision was 
made to eliminate the verification step of all OF AC filter alerts on a temporary basis to 
accelerate the process of clearing the OF AC queue. This exception remains in place. (The 
OF AC filter is used for the interdiction of payments for OFAC, Legal Servicing and 
AML purposes, generically referred to as the Office of Foreign Asset Control “OFAC 
filter”. However, care ri^ds to be exercised in updating the filter database to ensure that 
common names do not produce undue false positive alerts.) 

The staffs both in Delaware and India worked very long hours to clear up the backlog but 
were largely unable to eliminate it till the 27 July. Extra resources were brought to bear 
but this was of limited help due to the need for extensive training and payments 
experience needed. In addition, and despite extensive UAT and production acceptance 
testing, the staff proved to be up to a third less productive on the new system. The 
production acceptance tests that simulated a single day’s work several times, however, 
consistently reported EP and GPS productivity to be comparable. The issue is seen 
attributable in equal measure to inadequate user familiarization/ training and system 
deficiencies, but as to why these were not discovered in the tests is still being 
investigated. 

The backlog caused by the OFAC issue and the materially lowered productivity of the 
new system has resulted in continued carry over of payments. While the situation has 
improved markedly over the ten days after the conversion, as at 27 Jul, GFT continues to 
carry approximately one hundred payments forward to the following day, valued at about 
USD 20 m. 

There have been a significant number of client complaints of non receipt of funds. These 
have been managed through communications through the client services unit in Delaware 
and other means of intemd and external communications. The ‘fallout’ from this event 
will be felt for another few weeks in this respect. 


Action Taken and Way Forward 

The ‘root cause’ of this event was a deficiency of the change management process despite 
very stringent processes put in place to manage this by the GPS program at very senior 
levels. These worked for GPS and its direct interfaces more than adequately but clearly 
not all systems were adequately integrated into this change management process. Access 
to the OFAC database should have had additional controls in place to measure the impact 
of any changes to the filter on payments activity. 

No further updates are allowed, at present, to the filter without express authorization from 
both GPS project senior management and senior compliance management. Processes are 
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being designed to ensure adequate contro! and ‘line of sight’ by Compliance and GFT is 
maint^ned on any future changes. 

The actions taken on productivity issues include deployment of experienced Fundtech 
and HSBC project management staff to assist in the familiarization of the payments 
operations staff on the new system, requesting for additional staff both in Delaware and 
Hyderabad who are now being trained, tuning the the STP tool to automate more 
payments to ‘go straight through’ and the addressing of the systems deficiencies in a 
series of releases. 

HSBC IT and the vendors have been hard at work creating system changes and 
enhancements to add efficiency and correct issues within the system. A release of 
technology enhanceinents"was received on the 28 July; which IT is hopeful will eliminate 
several of the ongoing efficiency issues. A list of additional enhancements has been 
compiled and an additional release is expected during the the weekend of 4-5 Aug, 

At this point, a good estimate of the monetary impact of these issues is not available but 
this will be tracked and reported as data is collected. 

Of the payments duplications, 0.45 m of the 0.5 m have already been recovered and the 
88 m is in the process of being followed up. 

Summary 

This is a major systems conversion that ran into initial difficulties due to a change control 
issue outside the immediate visibility of the project. While GFT is close to ‘business as 
usual’ except for the outstanding client complaints, the lesson learnt is to ensure that 
future projects take a wider view of control of change management than practiced for 
GPS. Once the cause of the disaepancy between productivity measurements during test 
and live phases is established a recommendation to avoid this situation in fjture 
installations of GPS will be made. 
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From: DANIEL JACK/HBUS/HSBC 

Sent: 7/30/2007 5:35:51 PM 

To: ALAN P WILUAMSON/HBUS/HSBC@HSBC 

CC: 

Subject; Fw: BN-LN with Al Rajhi Bank in Saudi Arabia 
AJan - FYi, as we briefly discussed ... 

Thanks and regards, 

Daniel Jack 

VP - AML Compliance i HSBC Bank USA. NA 
452 Fifth Avenue, 7th floor, New York. NY 1 001 8 


Phone. 212-525-8686 

Email. daniel.jack@us.hsbc.com 


— Forwarded by Daniel Jack/HBUS/HSBC on 07/30/2007 06:32 PM — 

Daniel Jack/HBUS/HSBC 
07/26/2007 11:48 AM 

To 

AJan T Ketley/HBUS/HSBC 
CC 

Subject 

BN-LN Nwth Al Rajhi Bank in Saudi Arabia 


AJan • Let me know if you need more info on AL RAJHI BANKING & INVESTMENT 
CORP. I assume this is "Al Rajhi Bank" referred to below. 

HBUS London sells them USD 4 EUR (No Puf(*ases). 

USD Sales to them: 

in 2007: $9.6 Million, in Jun-07 only 

in 2006: None 

In 2005: $16.4 Million, in Jan-05 only 
in 2004: $500.4 MHIion (whole year) 

As per Customer Profile Section I General Comment • Initial date of activation 
was 01/01/2001 . relationship exited and deactivated on 02 February 2005 due to 
TF issues (see Section Vllt AML under Reputational Risk controls) as agreed 
with AML Compliance New York. However Uiis bank had a long-standing 25+ years 
relationship wi^ Banknotes, London until ftiat time. Also this client still 
has rdationships with HSBC in the UK, UAE, France, Hong Kong and Italy. 
Approved as a London Banknotes customer 4 December 2006 after TF issues were 
cleared ftirough AML Compliance New York. 

per BN Profile - 

* Banknote Activity Status: Active 

Initial Trade date; 06/1 1/2007 
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Currencies traded; 

EURO. US DOLLAR 


Monthly Trade Volume Estimates: 
Currency: Sales by HSBC: 

USD Currency: 25,000,000 
Other Major Currency: EURO 
Other Major Currency: 0 
Other Major Currency: 0 


Purchases by HSBC: 


0 

8,000,000 0 

0 

0 


Are there normal or seasonal variations in volume of acihnty: 

If yes, explain: YES. Ramadan/Haj/Summer Tourism 

Please describe the reason for dealing in banknote transactions: Al-Rajhi Banking and 
investment Corp. is one of the largest banking companies in Saudi Arabia. We 
have previously deBit with them, inttial-date 02/0t/96:They now^de under 
Sharia lav/ and the larger deals for USD will now be agreed agst SAR exchange. 

They also have an extensive retail network of mcM'e than 450 branches. The bank 
does not operate on the wholesale banknote market and they do not supply money 
remitters banknotes. They v/ill utilize our services for their retail 
banknotes activities only. We anticipate that we will sell them new USD and 
EUR. There v^il be seasonal adjustments to our volumes due to Hajj and 
Ramadan, as well as the fluctuation of tourism out of the country particularly 
in the summer months when demand for USD is higher \Mth Saudis and ex-pats 
leaving the country. 

Where virilt banknotes be shipped to: RIYADH and JEDDAH 

Where will banknotes be shipped from; RIYADH and JSJDAH 
Credit line required (unsecured Client)? 

If yes, indicate crediUine amount; $10,150,000 

if yes, credit approval received: 

Please provide any relevant comments on Cftenfs past performance and/or 
profitability for HSBC: 


Thanks and regards, 

Daniel Jack 

VP -AML Compliance [ HSBC Bank USA, NA 
452 Fifth Avenue, 7&t floor, New York, NY 10018 


Phone. 212-525-8686 

Email. daniel.jack@us.hsbc.com 


Alan T Ketfey/HBUS/HSBC 
07/26/2007 10:17 AM 

To 

Daniel Jack/HBUS/HSBC@HSBC 
cc 

Subject 
Fw: Saudi's 
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Tell me about frte BN fading we have with this name please. 


Alan T Kettey 

SVP AML Corr^liance 

452 Fifth Avenue. New York, NYiOOIS 


Phone. 212-525-6147 

Fax. 212-382-7580 

Email. aian.t.ketley@us.hsbc.com 


— Forwarded by Alan T KetJey/HBUS/HSBC on 07/26/2007 10:16 AM — 

“Boss, Joseph" <Joseph.Boss@occ.treas.gov> 

07/26/2007 08:24 AM 

To 

aian.t.ketiey@us.hsbc.com 

cc 

"Boss, Joseph" <Joseph.Boss@occ.treas.gov> 

Subject 

Saudi's 


Alan, for your information and review. Please let me know if there is 

anything. This appeared on the front page of today's Wall Street Journal. 

Thanks, Joe 

TERROR FINANCE 

U.S. Tracks Saudi Bank 

Favored by Extremists 

Officials Debated What 

To Do About AJ Rajhi, 

Intelligence Fites Show 
By GLENN R. SIMPSON 
July 26, 2007; Page A1 

JIDDA, Saudi Arabia - In the 1 940s, two Bedouin farm boys from the desert 
began changing money for the trickle of traders and reii^ous pilgrims in this 
then-remote and barren kingdom. It was a business built on farfti and tnjst, 
Sulaiman Al Rajhi once to!d an interviewer, and for many years he would hand 
gold bars to strangers boarding flights In Jidda and ask ^em to give the gold 
to his brother on their arrival in Riyadh. 

EXTREMISTS' ACCOUNTS 

The News: U.S. intelligence reports say Islamic extremists often use Saudi 
Arabia's Al Rajhi Bank to move money. The bank has denounced terrorism and 
denies any role in financing extremists. 

The Issue: A confrontation with Al Rajhi would be politically difficult for 
Saud' monarchy, and U.S. isn't satisfied with its efforts to curb the financial 
infrastructure essential to terrorism. 

Result; U.S. has periodically debated taking action on its own against the 
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From; DANIEL JACK/HBUS/HSBC 

Sent. 6/3/2008 9:58:39 AM 

To; ALAN P WlLUAMSON/HeUS/HSeC@HSBC02 

CC: 

Subject: Re: Banknotes with Al Rahji Banking in SA. 

Alan, 

I believe the business owns the customer and the risk. 

They want to maintain the relationship in London and begin one in HK. 

Do you want me to forward this to Chris & Steve and ask for their comments? 

^"hbted lri ttie KYC Customer Profi}e.‘rt\^asTe-appfbWd"<ST'T2704^006'by Alan 
T KeBey, and then on 04/01/2008 by you. — > 

I don't ^ink you should CO deny • or even hesitate now • on this for HK, 
despite the negative info on TF & Rep risk, which is not new (e.g. WSJ in 
Jul-07, EDD in Dec-07). I understand why Denise/Anne/Gloria are not 
comfortable, but I respectfully do not think it is thek decision to terminate 
the relationship (again). 

I will continue to monitor activity very closely. 

What do you think? 


Thanks and regards, 

Daniel Jack 

Vice President - Compliance Officer 
HSBC Bank USA, NA 

452 Fifth Avenue. 7th floor, New York. NY 10018 


Phone 212-525-8686 

Email daniel.jack@us.hsbc.com 


Gloria Strazza/KBUS/HSBC 
06/03/2006 10:38 AM 

To 

Daniel Jack/KBUS/HSBC@HSBC02, Alan P Wniiam$on/HBUS/H5BC@HSBC02 

CC 

Anne Liddy/HBUS/HSBC@HSBC02, Denise A Rei!iy/HBUS/HSBC(SHSBC02 
Subject 

Re: Banknotes with Al Rah^ Banking in S.A. 


There was (and may be in the future) a fair amount of press and government 
attention focused on this entity. I am not sure we would v««nt to engage in 
even this limited activity for this entity but 1 forward some of the 
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intetiigence from our files on this bank. 

CopMed into this email are the prior ROFs performed on the entity, the most 
recent of which was completed in December 2007. Also attadied is a WSJ article 
from July 2007 and some emails from iCRO's electronic files (attached in the 
Word documents below). 

{attachment "WSJ 7-02.doc.zip'' deleted by Dani^ Jack/HBUS^SBC] [attachment 
"Emaii copies.doc.zip" deleted by Daniel Jack/HBUS/HSBC] 

EDD ROFs 

Email Note accompanying latest EDD ROF; 

04 Dec 2007 11:57 
From; FIG HBUS Tel: 

Title: Location: 

WorkGroup; Mail Size: 82760 
Sent by; Bob Powers 

To: Daniel Jack/HBUS/HSBC@HSBC02 

cc: Gordon BROWN/iBEU/HSBC@HSBC@HSBC02 

FIG HBUS@HSBC 

Subject; Report of Findings - Al Rajhi Banking and Investmoit Corp (Al Rajhi 
Bank) - FlU 

CONFIDENTIAL 

—FOR INFORMATIONAL PURPOSES ONLY / FOR INTERNAL USE ONLY- 

INVESTIGATIVE CONTROL AND REPORTING OFFICE (ICRO) 

FINANCIAL INTELLIGENCE UNIT 
Research as of: 12/04/07 UPDATE 

SUBJECT: Al Rajhi Banking and Investment Corp 

ENTITIES: AJ Rajhi Banking and Investment Corp (AKAAI Rajhi Bank) 

REQUESTOR; Daniel Jack 

DEPARTMENT; Banknotes 

A report of findings in support of Enhanced Due CKIigence was conducted for Al 
Rajhi Banking and Investment Corp. This department completed previous reports 
on this bank, most recency in October of 2006. The text of those previous 
reports is provided below for your reference. 

As our previous reports state, there have been numerous allegations of 
terrorist support against Ai Rajhi Bank, but the bank has never been officially 
sanctioned. Since the previous report of fin(£ngs, however, there was 
published a 'Wall Street Journal' article titled U.S. Tracks Bank Favored By 
Extremists” which offered a review of previously secret intelligence reports 
that state plainly that the Bush administration and US agendes have debated 
whether or not the bank should be sanctioned for what is perceived as a history 
of support of Muslim extremists. A brief summary of Oils artide is provided 
below, and the full article is appended for your reference. 

While it is not dear that this newly released information wifi lead to any 
official sanctions against the ban k, it is likely that there will continue to 
be references in the press to the allegations of terrorist support against the 
bank, and for this reason there remains a level of reputational risk attached 
to any relationship with Al Rajhi Bank that should be taken into consideration. 
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From; DENISE A REiLLY/HBUS/HSBC 

Sent: 6/3/2008 11:21:41 AM 

To: ALAN P WILUAMSON/HBUS/HSBC@HSBC02 

CC: ANNE L!DDY/HBUS/HSBC@HSBC02;DANIEL JACK/HBUS/HSBC@HSBC02:GLORIA 

STRAZZA/HBUS/HSBC@HSBC02 

Subject; Re: Banknotes wilh Al Rahji Banking in SA. 


Alan, 

Also, as I recall when this was last approved Terry raised it to the Bank's 
executive management. 


Denise A Reilly 
SVP Compliance 
7th Floor 

452 5th Ave, NY 1001 8 


Phone. 212-525-2606 

Mobile. 732-996-8672 

Email. denise.a.reilly@us.hsbc.com 


Alan P Williamson/HBUS/HSBC 
06/03/2008 12:00 PM 

To 

Gloria Strazza/HBUS/HSBC@HSBC02. Daniel Jack/HBUS/HSBC@HSBC02 

CC 

Anne Uddy/HBUS/HSBC@HSBC02, Denise A Reilly/HBUS/VISBC@HSBC02 
Subject 

Re; Banknotes with Al Rahji Banking in S.A. 


Dan 

Can you forward to relevant business heads and ask for their response back to 
you? 

Thx 

Alan 

— Original Message — 

From: Gloria Strazza 

Sent: 06/03/2008 10:38 AM EDT 

To; Daniel Jack; Alan P Williamson 

Co: Anne Uddy; Denise Reilly 

Subject; Re: Banknotes vi^ Al Rahji Banking in SA 

There was (and may be in the future) a fair amount of press and government 
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attention focused on this entity. I am not sure we would want to engage in 
even this limited activity for this entity but i forward some of the 
intelligence from our tiles on this bank. 

Copied into this email are the prior ROFs performed on the entity, toe most 
recent of which was completed in Decerrtoer 2007. Mso attached is a WSJ article 
from July 2007 and some emails from ICRO's eiecfronic files (attached in toe 
Word documents below). 

(attachment 'WSJ 7-02.doc,ztp" deleted by Alan P WHIiamson/HBUS/HSBCj 
[attachment "Email copies.doc.ztp" deleted by Alan P WfiOamson/HBUS/HSBC] 


Redacted by the 

Permanent Subcommittee on Investigations 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSB02023449 
Confidential - FOiA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 1638576 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00147 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




1242 


From; CHARLES G DELBUSTO/HBUS/HSBC 

Sent: 4/24/2006 2:59:29 PM 

To: MICHAEL B GALLAGHER/HBUS/HSBC@HSBC 

CC: 

Subject; iNG Writeup 

May need to fax (let me icnow) it but here is tie summary 

On May 21 . 2002. HSBC BANK USA, N.A. received a SVWFT MT202 from HSBC Banir pic 

London requesting execution of the following payment by debit to their 

account. 


Amount; USD 3,000,000.00 
Vanje~dateT' ~'2l'MayQ2 
Originating Bank; ||||||||||||^^ 


BANCO INTERNACiONAL DE COMERCtO S.A 
20 DE MAYO Y AYESTARAN 
6 LA HABANA, CUBA 


■ III ■ B Redacted by the Permanent 

Subcommittee on investigations 


Receive Bank: 
YORK 


BANCO BILBAO VIZCAYA ARGENTARIA, NEW 


1 345 AVENUE OF THE AMERICAS 
NEWYORK.NY 10105 


Beneficiary Bank; 


BIDCCUHH 

BANCO INTERNACIONAL DE COMERCIO SA 
20 DE MAYO Y AYESTARAN 
6 LA HABANA, CUBA 


Bank to Bank 
Information: 


BANCO BILBAO VIZCAYA ARGENTARIA 
29 AVENUE DE LOPERA 
75001 PARIS, FRANCE 


As this payment instruction made reference to CUBA, we advised by the Office of 
Foreign Assets Control (OFAC) to block said funds. According to Standard 
Operation Procedures, ^nds were placed in a blocked time deposit account 
earning interest at the regular TOA rate. 


Sometime later, we were contacted by Ne^ Wheeler, HSBC Bank pic, London, 
advising that their client and originator of the blocked payment, ING, was not 
happy with the cunent interest rate that HSBC Bank USA, NA was paying on 
blocked funds. As no reference was made to ING on the payment instructions, 

. HSBC Bank USA, N.A. received from HSBC Bank pic London, proof of ING’s role In 
this payment was required by HSBC Bank USA, NA 


Upon receipt of that proof, it was confirmed to HSBC Bank pic London, that 
friere was no deviation to our procedure and ait Mocked hrnds earn interest at 
the regular time deposit rate. ING continued to express tiieir concern over the 
low interest rate and advised friey would be seeking legal counsel. We, in turn, 
referred this matter to our Compiiance/Legal liaisons. Elizabeth Protomastro 
and John Holinka. Alfriough we were in compliance with OFAC regulations, 
Elizabetti Protomastro found that some of our peer banks either tier interest 
rates or pay a slightly higher rale. John Holinka did not tiiink it prudent to 
“provide different treatment for different blocked furMte." As such, a 
decision was made to stand firm on die interest rate we were paying on blocked 
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funds. 

Correspondence regarding tiis issue continued as HSBC received letters dated 
March 21, 2003 from MACFRALANES, ING legal courts^, In this letter, agreement 
was being sought to recognize ING as legal owner of these funds and the party 
due these funds upon release from OF AC, as weR as applying a higher interest 
rate to the blocked funds. 

in anticipation of the continuance of this issue, HSBC Bank USA, N.A., in 
conjunction with the aforementioried information ascertained by Elizabeth 
Protomastro regarding interest paid by our peer banks, and information received 
from Branch Operations and Marketing in relation to interest paid on deposits, 
HBUS presented the following interest schedule to be applied to blocked funds. 

Principal Interest 

$999,999.99 or below: Current SAV2 Rate 

$1 ,000,000.00 and above: Effective Fed Fund Rate less .25BPs 

Both the current SAV2 Rate and Effective Fund Rate will be reviewed monthly 

and. if warranted, an interest rate change vaR be forwarded to 

Marketing. 

Michael Gallagher referred the question of applying a tiered interest rate on 
blocked funds dependent to the Bank Examiner, Mark Scapp. In an email dated 
February 1 9, 2003, from Mark Scapp, he advised, *Our downtown folks did some 
research on your issue and here is v^at the feedback said: As long as the funds 
earn interest at a commercially reasonable rate, i.e:, at a rate currently 
offered other deposits or instruments of comparable aze and maturity then the 
firm can use its discretion as to the setting of a rate.* 

in consideration of the guidance received from Mark Sca(^ and our client 
relationship with ING, it was decided to pay ING the higher interest rate. In 
reference to this item, Rita Gonzalez st^ed “ We should make very dear to ING 
that this was a relationship effort which did require contacting regulators and 
in no way should be perceived as HBUS trying to earn a profit at the expense of 
client, as suggested.* 

Further to this action, Neil Wheeler, HSBC Bank pic Lond^, received a letter 
from ING Trade Finance dated December 9, 2003. referencing the issues related 
to the blocked funds and stated: 

' Today, we are accepting, as you did that: 
r) there is no dispute that If and when frozen funds arer^eased to you by 
OFAC, that you will remit them to us (see penultimate paragraph on the 2nd page 
of DG Solicitor's letter of 1 November 2002); funds being in our name and our 
property In the books of your New-York branch; 

2*)toat it would be inappropriate to you to enter in a loan scheme such was 
proposed by us using the frozen funds as security; 

3*)whilst you have not been able to agree to the structure we have suggested, 
you have at our request recently reviewed the Credit interest payable on these 
fund and the rate was doubled to Fed rate minus 25 basis points.” 

On December 24, 2003, Neil Wheeler issued a response to the December 9, 2003 
letter from ING Trade Finance. A summary of this response is as follows. 

- Confirmed Points 2 and 3 above. 

- Amended Point 1 to advise funds are held in a blocked ttoie deposit account on 
the books of HSBC Bank USA. 

- The time deposit account is not assigned a specific name but is identified by 

a case number. It is not held in the name of fNG Bank (iNG Bank did not appear 
on any of the fields on the transfer instruction). 
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' These funds will remain blocked until their release is au^orized by 
OFAC license, either by a general license pubfished by OFAC and 
incorporated into the regulations, or a specific Icense granted by OFAC 
on 

a case-by-case basis in response to an application ffled by a specific 
individual or company having an interest in the blocked 

transaction. 

- It is possible that OFAC may not license the release of the funds until 
the 

embargo program on Cuba is lifted. FInai disposition of the funds at such 
time as OFAC licenses their release is a matter to be 
determined by OFAC. 

- From our experience witti the OFAC ficensing process, OF^'s general 
prgctice~h as been to direct ti i e b a n k-( H B U 9) to r eftSTrtire ftm tte^fr fr te 
remitter or the remitting bank. However, there may be instances where 

OFAC 

will direct the bank to forward the funds on to the beneficiary. We note 
that in cerlam instances, such as with blocked Iraqi assets, OFAC has 
uplifted the funds and used them for purposes other than satisfying the 
claims of the relevant account parties. 

With the application of the new, higher interest rate, HSBC Bank USA, N A 
considers tois matter to be resolved. In accordance witii consistent practices, 
the new interest schedule is applied to all funds blocked in accordance with 
regulations set forth by the Office of Foreign Assets Control. 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSB02318474 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 1933601 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00150 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1245 


From: TERESA PESCE/HBUS/HSBC 
Sent; 1/5/2005 10:39:48 AM 
To; DANIEL JACK/HBUS/HSBC@HSBC 
CC; ALAN T KETLEY/HBUS/HSBC@HSBC 

Subject: Re; KYC Status of Profiles for Bankriotes by Office; December 2004 

! expect to see an email from Susan Wright today. She tells me that HBME does 
not agree with Compliance and will not be terminating the relationship from the 
Middle East, but she/Oavid B. recommend thcd in fght of US scnjtiny, climate, 
and interest by law enforcement, we in the US sever frie relationship from here. 


Daniel Jack on 05 Jan 2005 1 0:21 
Note 

05 Jan 2005 10:21 

From: Daniel Jack Tel: 212-525-8686 

Titie: \^ce President Location: 452 5th Ave, Floor 07 

WorkGroup; Legal Compliance Mail^ze; 144227 


To; Teresa Pesce/HBUS/HSBC@HSBC 
cc; Alan T Ketley/HBUS/HSBC@HSBC 

Subject: Re: KYC Status of Profiles for Banknotes by Office: December 2004 

Terry - OK. When do you expect to receive tt^is recommendation from Group 
CompDance? 

We can then inform Chris Lok in NY & Steve Allen in London... 


Teresa Pesce on 04 Jan 2005 22:48 
Note 

04 Jan 2005 22:48 

From; Teresa Pesce Tel: 212-525-6099 

■nOe; Executive Vice President Location: 452 5th Ave, Floor 07 

WorkGroup: COMP/ANTI-MONEY UUNDERING Mail Size: 142125 


To; Daniel Jack/HBUS/HSBC^HSBC 

Subject; Re; KYC Status of Profiles for Banknotes by Office: December 2004 

Please communicate that Group Compliance will be recommending terminating the 
Al Rahji relationship. 


Daniel Jack on 04 Jan 2005 18:57 
Note 

04 Jan 2005 18:57 

From; DanielJack Tet: 212-525-8686 

rrtie: Vice President Location: 452 5th Ave, Floor 07 

WorkGroup: 
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Legal Compliance Mail Size: 144791 


To: HBUS KYC Account Managers 

HBUS KYC Client Services 

HBUS KYC Banknote Traders 

HBUS KYC Regional Head of Banknotes 

HBUS KYC Functional Head of Business 

HBUS KYC Regional Head of Institutional Banking 

HBUS KYC Regional Money Laundering Control Officer 

cc; HBUS KYC System Admin 

Christine JENKINS/IBEU/HSBC@HSBC 

Beth LOGUE/HBEU/HSB,C®HSBC 

Robyn SZETO/LGA SGH/HBAP/HSBC@HSBC 

Rosa P Y LEUNG/CMP APH/HBAP/HSBC@HSBC 

Alan T Kedey/HBUS/HSBC@HSBC 

Ronald Schmick/HBUS/HSBC@HSBC 

Sandra Peterson/HBUS/HSBC@HSBC 

Subject: KYC Status of Profiles for Banknotes by Office: December 2004 

Following is a breakdown on the current status of all KYC Profiles for clients 
with Banknotes Trading - by BN Office Globally: 

CUSTOMER PROFILES (refer to 2nd table below) 

Overall, there are 934 active Customer Profiles indicating Banknote trading 
relationships. 

Of these, 771 are Approved and 163 are Pending Approval. 

There are 6 customers that were recently denied by CO, IB or RM and are still 
“AM Pending" (see 1st table below). 

BANKNOTE PROFILES (refer to 3rd table below) 

Overall, tiiere are 924 active Banknote Profiles. 

Of these, 642 are Approved and 82 are Pending. 

A total of 1,404 are Deactivated. 

Many pending Banknotes Profiles cannot be Approved because ffieir linked 
Customer Profile is not Approved yet. 

Please ensure KYC profiles for all inactive customers (>2 years) are 
deactivated in Notes and the Banknote trading system (GBS or VAX). 


Customer Profiles for the following (6) active customers were recently denied; 

Please work with PCM (as needed) and ensure they are updated & re-approved - or 
deactivated asap. 


Please ensure KYC Customer & Banknote Profiles are: 
approved for all new customers; and 

approved & updated for ait existing customers globally, as per the risk-based 
review cycle (12 months for High ^sk vs 18 months for others). 

Let me know if you have any questions. Thanks again for your continued 
commitment to KYC due diligence and documentation. 
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Bank Secrecy Act/ Anti-Money 
Laundering Supervision 


Final Report 

May 18, 2005 



OFFICE OF THE COMPTROLLER 
OF THE CURRENCY 

QUALITY MANAGEMENT DIVISION 


Confidential - FOtA Treatment Requested by HSBC N. America Holdings, Inc. HSB02880698 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 2495056 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00153 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 


TABLE OF CONTENTS 

Executive Summaiy 3 

Scope and Objectives 8 

Background 10 

Findings and Recommendations 15 

Appendix 24 

Comptroller’s Engagement Memo 25 

Sources That Guide OCC’s BSA/AML Supervision 27 

Committee on Bank Supervision BSA/AML Operating Plan FY 2005-2006 30 

Scope and Methodology - Large and Mid-si 2 e Bank Sample 34 

Summary of Report Conclusions 36 

Sample Banks - Supporting Details 40 

Risk Identification Programs 53 

Abbreviations 63 

Matters Requiring Attention (MRA) 66 

Review Team Members 67 


- 2 - 

Confidentiai - FOIA Treatment Requested by HSBC N. America Holdings. Inc. HSB02880699 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 2495057 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00154 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1249 


EXECUTIVE SUMMARY 


The purpose of this report is to provide the Comp^iler with a general assessment of the quality 
of OCC’s BSA/AML compliance supervision and to recommend improvements in the 
effectiveness of OCC’s Bank Secrecy Act/Anti-Money Laundering (BSA/AML) supervision and 
enforcement policies. The Comptroller detailed the following objectives in a May 20, 2004 
Engagement Memorandum included in the Appendix: 

Objectives 

■ Perform a general assessment of the quality of OCC’s BSA/AML compliance supervision 
and determine whether there are c^er banks under OCC supervision that have failed to 
respond on a timely basis to OCC BSA/AML aipervisory actions. 

■ Asa result of the review, provide the Comptroller with any recommendations for 
improvements in the effectiveness of OCC’s BSA/AML supervision and enforcement 
policy with regard to BSA/AML violations. 


OCC actions are already underway addresang many findings and recommendations contained in 
this report. These actions are detailed in the Committee on Bank Supervision BSA/AML 
Operating Plan that is included in the Appendix. Other findings contained in this report include 
recommendations for additional actions that the review team believes should be undertaken. 

Conclusions 


OCC’s BSA/AML overall policy guidance is generally adequate, except as follows: (1) More 
specific guidance in examination polity is needed with respect to transaction testing and (2) 
examination guidance is difficult to apply in the largest national banks. Enforcement policy 
guidance, prior to the November 2004 revisions, had not been effective. The policy was open to 
multiple interpretations. Written guidance relative to civil money penalties as a result of 
BSA/AML violations is not adequate. 

The overall quality of BSA/AML supervision in OCC’s two lines of business (large and 
midsize/community banks) has shown improvement, but remains marginally adequate. The 
initial period of review (2000-2003) revealed that the quality of BSA/AML supervision was 
inadequate. That review showed that banks fail^ to correct BSA/AML program deficiencies in 
response to formal or informal supervisory activities in 40% of sample banks. 

Completion of the review team’s update of OCC BSA/AML supervisory efforts in sample banks 
through 03/31/05 reveals that the percentage of banks failing to correct their BSA/AML program 
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deficiencies has been reduced to 22%. This is the result of more recent supervisory efforts 
conducted in 2004 and year-to-date 2005. The reduced percentage from 40% to 22% also 
includes non-responsive banks from the Initial sample that failed or converted charters (8%) and 
banks in which correction has been reported, but not yet testedA'alidated by OCC (5%). 

This report does not suggest that these banks are engaging in money laundering and/or terrorist 
financing, but the results of this review indicate that the BSA/AML program requirements 
outlined in 12 C.F.R. § 21,21 have not been fully met by 22% of the sample banks previously 
mentioned. Program deficiencies identified during this review are most frequently attributed to 
banks’ failures to establish systems of internal controls, insufficient BSA/AML training for bank 
employees, and/or weaknesses in account monitoring or audit. 

The following points support the review team’s conclusions about the quality of BSA/AML 
supervision in OCC’s two lines of business. 

■ In 22% of the sample as noted above, banks have been given multiple opportunities and 
extended periods of time to implement effective BSA/AML programs. OCC’s initial 
supervisory actions have not always been severe enough to ensure timely correction of 
BSA/AML program deficiencies and subsequent follow-up actions have not always been 
timely or effective. Examples of this can be found in large banks, mid-size banks, and 
community banks. 

■ Competing priorities and high demands for BSA/AML staff contribute to untimely or 
ineffective follow-up or delayed examination activities. Staffing deficiencies, related to 
shortfalls in the number of resources available, are most pronounced in large banks. 

While OCC completed a reorganization of compliance staff in 2004, which included 
examiners with BSA/AML expertise, limited resources in terms of both the number of 
staff and level of expertise continue to be problematic. 

■ BSA/AML examination guidance is not consistently applied in all OCC lines of business. 
Transaction testing is not always effective and risk identification processes in 
examination preplanning are not consistently applied. 

It should be noted that conclusions from this sample we only based on what examiners identified 
and documented during their examinations. The review team did not conduct additional 
examinations of the sample banks; therefore no judgments were made as to whether examiners 
properly identified BSA/AML deficiencies during examinations. Because the community bank 
sample was designed to include banks with identified BSA/AML program deficiencies and not to 
represent a statistically sound sample, It would not be accurate to extrapolate the results of this 
review across the entire community bank population. It is also not accurate to conclude that this 
sample captures all community banks with BSA/AML program deficiencies, because the review 
team did not test examiners’ accuracy in identifying and documenting BSA/AML program 
deficiencies. 


-4- 
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Review findings and areas for OCC management consideraticHi. 

Enforcement actions - 12 CF.R §21.21 violations - Stronger supervisory action was 
warranted, and/or was warranted sooner, in dght of twenty-four community banks (33%), one of 
six mid-size banks sampled (17%) and one of ax Iwge banks sampled (17%). 

The community bank sample was limited to twenty-four banks in which 12C.F.R. §21.21 
violations had been cited. After completing all three phases of this project, the review team 
concludes that enforcement actions, or inactions, completed through March 2005 have been 
appropriate in all but four of the community banks sampled. However, in addition to these four 
banks, representing 1 7% of the community bank sample, stronger supervisory action was 
warranted sooner in an additional four community banks. While there is a strong policy 
presumption that Orders to Cease and Deast would be issued in these each of the community 
banks sampled, C & Ds were issued in only four banks (17%). Formal Agreements were issued 
in another eight banks (33%), A S&S Order and a MOU were issued in two additional banks. In 
the remaining ten banks, either MRAs were included in the ROE, or no action was taken. 

It is also noteworthy that bank management has been slow in addressing BSA/AML program 
deficiencies and OCC has monitored deficiencies for an extended period of time in the mid-size 
bank and large bank mentioned previously, as well as in two additional mid-size banks and three 
additional large banks. 

Supervisory Review Committees - There is inconsistent treatment of banks with 12 C.F.R. § 

21.21 violations relative to presentations at Supervisory Review Committees. One benefit of 
SRC is to ensure consistency in supervision, particularly relative to potential enforcement action. 
In fact. Supervisory Review Committees are an important component of OCC’s bank supervision 
quality control process. OCC’s delegation of authority matrix for mid-size/community banks 
outlines requirements for presentation to SRC. The matrix requires SRC review of bank 
enforcement actions addressing BSA violations. The review team noted three community banks 
in which 12 C.F.R. § 21.21 violations were cited and the review team believes DSRC review 
was warranted, but the banks were not presented to DSRC. A fourth community bank was just 
recently presented to DSRC, but should have been presented sooner. In addition, nine 
community banks with 12 C.F.R. § 21.21 violations were not presented to WSRC and should 
have been, The review team also believes that supervision could have been strengthened by SRC 
review of five of the six mid-size banks sampled, and three of the six large banks sampled, for 
potential violations of 12 CFR § 21.21 to ensure OCC’s consistent supervisory treatment of 
violations and enforcement actions. 

Examiners report that banks were not presented to District SRC for several reasons. In some 
cases, this is attributed to the technical or minor nature of violations, the banks* willingness to 
correct violations, the low BSA/AML risk associated with the banks, and/or documentation 
errors. In these cases, the review team agr^s that SRC review was not warranted, and these 
banks have not been included in the statistics above. For situations in which violations were 
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included in Reports of Examination but w^e not presented to District or Washington SRC, 
examiners indicate that they consulted -with district compliance experts, compliance liaisons, 
and/or District or Washington legal staff. 

Follow-up activities and use of Matters Requiring Attention (MRAs) - The sample reveals that 
OCC follow-up relative to BSA/AML violations and/or MRAs was ineffective at times, however 
improvement is noted in the past one to two years, particularly in large and mid-size banks. 

With OCC’s increased emphasis on BSA/AML supervision in 2004 and year-to-date 2005, 
follow-up has improved in all OCC lines of business. The review team did not find any recent 
examples of failure to follow-up on identified BSA/AML program deficiencies, however recent 
follow-up has not included testing/validation in two of the six sample mid-size banks. Weak or 
ineffective follow-up during some period was in evidence in 42% of the sample banks including 
eight community banks, four mid-size banks, and three large banks. To strengthen OCC follow- 
up, the review team recommends development of a tracking system for BSA/AML violations and 
Matters Requiring Attention for banks in all OCC lines of business. 

Staffing - Staffing levels, expertise and availability play a major role in the adequacy of 
BSA/AML supervision, especially in Large Banks. Staffing is an ongoing problem for certain 
banks. There is evidence of delayed or cancelled activities in large and mid-size banks due to 
insufficient and/or redirected staff to hi^er priority areas. 

BSA/AML examination procedures and transactional testing - Full examination procedures are 
not routinely completed in large banks and BSA/AML examination procedures across other lines 
of business are not consistently applied. One-half of the large bank EICs sampled report that 
procedures are considered too extensive to complete witiun a three-year cycle based on current 
resident staffing and the complexity and geographic diversity of their banks. In these c^es, EICs 
select offices or lines of business posing the greatest BSA/AML risk for examination. Also, 
BSA/AML examination procedures are not consistently applied. The review team noted this in 
50% of the large bank sample and in one mid-size bank sampled, FinCEN download analysis is 
not being used consistently in examination pre-planning to aid the selection process for 
transactional testing. 

Consolidation of OCCs BSA/AML guidance - There is a large quantity of guidance, issued 
through both formal publications and more informal methods, that is cumbersome to incorporate 
during the examination process. To help examiners with effective use of these sources, the 
review team suggests centralization of guidance in one place for ease of reference. 

Enhancements to the revised BSA/AML handbook - As OCC participates in the FFIEC 
initiative to update the BSA/AML handbook, the review team recommends the following 
enhancements; 

■ Consideration should be given to how procedures address the continuous supervision 
methodology practiced in the largest national banks 
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■ Examiners could also benefit from more direction on how their conclusions about 
BSA/AML compliance link to conclusions addressing bank-wide compliance 
management systems, compliance and management ratings, and bank-wide risk 
assessments. 

■ General guidance on the sample selection methodology and expectations forBSA/AML 
transactional testing should be clarified and/or expanded. 

Because proposed FFIEC revisions to the BSA/AML handbook do not currently address these 
recommendations, OCC may need to develop supplemental guidance specific to this agency that 
addresses these recommendations. 

Improved guidance addressing BSA/AML enforcement policies, violations of 12 C.F.R § 

21.21, and civil money penalties - OCC’s internal examiner guidance on citing violations of 12 
C.F.R, § 21.21, prior to November 2004 revisions, was open to multiple interpretations. 

Guidance contributed to examiner confiisicwi and misleading and/or ineffective communications 
to banks. The November 2004 revisions are effective in providing more specific guidance. 

OCC’s existing civil money penalty matrix is not well suited for assessing the severity of 
violations relative to BSA/AML systems in banks. Existing civil money penalty guidance is 
directed toward individuals and not institutions. The review team recommends the development 
of a civil money penalty matrix directed toward institutions that would be more applicable to 
compliance-related violations of BSA/AML. 

Risk idendfication - The OCC could strengthwi BSA/AML risk identification processes through 
the use of more sophisticated analytical tods and more consistent application of existing tools. 

Quality assurance - The review team suggests that OCC establish quality assurance for 
BSA/AML supervision. 

Examiner expertise - Development and retention of examiner expertise relative to BSA/AML 
will remain key. Ensuring a sufficient number of exwniners to meet BSA/AML supervisory 
responsibilities is of equal importance. The reputation risk is high for both banks and for the 
OCC relative to BSA/AML when prioritizing supervisory objectives/strategies, as is the ongoing 
need for examiner knowledge and expertise in fulfilling those objectives. The review team 
supports efforts that are already underway at OCC to address staffing. 

Compliance ratings - In order to effectively capture the risks associated with BSA/AML, a 
review of the written definitions contained in the Compliance Rating System is warranted. 
Compliance ratings would be more meaningful and accurate if the definitions incorporated 
BSA/AML compliance considerations. The five-point rating system, developed in 1980, is 
geared to more traditional consumer protection regulations, such as Regulation Z and Regulation 
B, but is silent relative to BSA/AML compliance issues. Since the compliance rating system was 
developed as a FFIEC initiative, OCC cannot modify the ratings outside of FFIEC. However, 
the review team encourages OCC efforts to work within the FFIEC framework to update these 
ratings to incorporate BSA/AML compliance considerations. 
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SCOPE AND OBJECTIVES 


On May 20, 2004, Comptroller of the Currency John D. Hawke, Jr. issued an engagement 
memorandum to Ronald A. Lindhart, Director of the Quality Management Division. The 
Comptroller outlined objectives for a review and evaluation of the OCC’s Bank Secrecy Act and 
anti-money laundering (BSA/AML) supervision at Riggs Bank, N. A., as well as a general 
assessment of the quality of OCC’s overall BSA/AML compliance supervision. 

In an August 8, 2004 letter to Deputy Chief Counsel Daniel P. Stipano, U.S. Attorney Kenneth 
L. Wainstein requested that the OCC cease certain review activities relating to BSA/AML 
violations at Riggs Bank, N.A, However, review and evaluation of objectives unrelated to Riggs 
Bank, N.A. continued. 

The review was conducted in three phases and the results of all phases are contained in this 
report. The objectives of each phase follow. 

Phase One Objective 

■ Asa result of the review, provide the Comptroller with any interim recommendations for 
improvements in the effectiveness of OCC’s BSA/AML supervision and enforcement 
policy with regard to BSA/AML violations. This was completed September 15, 2004. 

Phase Two Objective 

• Perform a general assessment of the quality of OCC’s BSA/AML compliance supervision 
and determine whether there are other banks under OCC supervision that have failed to 
respond on a timely basis to OCC BSA/AML supervisory actions. This was completed 
January 11,2005, based on a review covering supervision from 1999 to 2003. 

Phase Three Objective 

■ Update the current status and draw conclusions relative to the effectiveness of the most 
recent OCC BSA/AML supervisory actions and bank responses to those actions in the 
sample banks reviewed to meet the Phase Two objective. This review covers supervision 
from 2004 through March 31, 2005. 

In order to meet the Phase Two objective, the review team sampled select banks from each OCC 
line of business to assess the quality of supervision and to determine if banks have failed to 
respond to OCC’s supervisory actions. 

The review team an^yzed the supervisory record contained in OCC’s Examiner View electronic 
system (EV) for twenty-four community banks. The community bank sample included banks in 
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which 12 C.F.R. § 21.21 violations had been idratified since 2001 and/or repeat 12 CFR § 21.21 
violations had been identified since 1999. The review team supplemented the community bank 
review with phone calls and/or follow-up information requests to the respective supervisory 
offices. 

For the six mid-size banks and the six large banks sampled, the review team requested EICs of 
these banks to complete a questioimaire (contained in the Appendix) addressing BSA/ AML 
supervision. These banks were selected in a combination of ways. In some cases, the 
supervisory office requested banks to be included in the sample. In other c^es, the review team 
selected banks based on the significance of BSA/AML issues in the banks and/or the geographic 
location of the bank. The review team also conducted phone interviews with EICs and/or their 
designated staff to supplement information provided in the questionnaire. 

To complete the Phase Three objective, the review team again interviewed all large bank and 
mid-size bank EICs and their select staff members relative to the current status of their 
supervisory efforts. The review team provided each EIC with a standard set of questions that 
were discussed during follow-up phone interviews (contained in the Appendix). In some cases, 
at their option, the EICs also provided the review team with written answers to the questions. 

For community banks, the review team investigated detailed documentation contained in 
Examiner View for each of the twenty-four sample banks. The current status of supervisory 
efforts in each community bank was researched and documented. A spreadsheet containing 
summary conclusions resulting from the review of all sample banks is included in the Appendix. 

It should be noted that conclusions from tiiis sample are only based on what examiners identified 
and documented during their examinations. The review team did not conduct additional 
examinations of the sample banks; therefore no jud^ents were made as to whether examiners 
properly identified BSA/AML deficiencies during examinations. Because the community bank 
sample was designed to include banks with identified BSA/AML program deficiencies and not to 
represent a statistically sound sample, it would not be accurate to extrapolate the results of this 
review across the entire community bank population. It is also not accurate to conclude that this 
sample captures all community banks with BSA/AML program deficiencies, because the review 
team did not test examiners’ accuracy in identifying and documenting BSA/AML program 
deficiencies. 

The review team did not include a specific review for USA PATRIOT Act compliance in the 
sample banks. This was excluded for two reasons. The engagement memorandum from the 
Comptroller did not request this review. Secondly, much of the work relative to USA 
PATRIOT Act compliance was still undwway in several of the sample banks when this review 
commenced. A review at this time would have been premature. 

At the conclusion of this review, members of the Committee on Bank Supervision and OCC’s 
Acting Chief Counsel were invited to provide responsive written comments for inclusion in the 
Appendix of this report. No written comments were submitted. 
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BACKGROUND 


The cornerstone of the federal government’s anti-money laundering (AML) efforts is the Bank 
Secrecy Act (BSA). Enacted in 1970, the BSA is primarily a recordkeeping and reporting statute 
that is designed to ensure that banks and other iinancial institutions provide relevant information 
to law enforcement in a timely fashion. The BSA has been amended several times, most recently 
through passage of the USA PATRIOT Act. Both the Secretary of the Treasury, through the 
Financial Crimes Enforcement Network OFinCEN), and the federal banking agencies, have 
issued regulations implementing the BSA, including regulations requiring all banks to have a 
BSA compliance program, and to file reports such as suspicious activity reports (SARs) and 
currency transaction reports (CTRs), 

Primary responsibility for compliance with the BSA and the AML statutes rests with the nation’s 
financial institutions themselves. The OCC and.the other federal banking agencies are charged 
with ensuring that the institutions under their supervision have strong AML programs in place to 
identity and report suspicious transactions to law enforcement, and ^at such reports are, in fact, 
made. OCC’s supervisory processes seek to ensure that banks have systems and controls in place 
to prevent their involvement in money laundering, and that they provide the types of reports to 
law enforcement that the law enforcement agencies, in turn, need in order to investigate 
suspicious transactions that are reported. 

To accomplish those supervisory responsibilities, the OCC conducts regular examinations of 
national banks and federal branches and agencies of foreign banks in the United States. These 
examinations cover all aspects of the institution’s operations, including compliance with the 
BSA. Examination resources are concentrated on those institutions, and areas within institutions, 
of highest risk. In cases of noncompliance, the OCC has broad investigative and enforcement 
authority to address the problem. 

OCC participates in a variety of interagency working groups that include representatives of the 
Treasury Department, law enforcement, and the other federal banking agencies. OCC also works 
with the FBI and other criminal investigative agencies, providing them with documents, 
information, and expertise on a case-specific basis. In addition, when OCC is provided with lead 
Information from a law enforcement agency, OCC uses that information to investigate further to 
ensure that BSA compliance systems are adequate. 

Legal Framework 

In 1970, Congress passed the “Currency and Foreign Transactions Reporting Act” otherwise 
known as the “Bank Secrecy Act” (BSA), which established requirements for recordkeeping and 
reporting by private individuals, banks and other financial institutions. The BSA was designed to 
help identify the source, volume and movement of currency and other monetary instruments into 
or out of the United States or being deposited in financial institutions. The statute sought to 
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achieve that objective by requiring individuals, banks and other financial institutions to create a 
paper trail by keeping records and filing reports of certain financial transactions and of unusual 
currency transfers. This information then enables law enforcement and regulatory agencies to 
pursue investigations of criminal, tax and regulatory violations. 

The BSA regulations require all financial institutions to submit various reports to the 
government. The most common of these reports are; (1) FinCEN Form 104 (formerly IRS Form 
4789) - Currency Transaction Report (CTR) for each payment or transfer, by, through or to a 
financial institution, which involves a transaction in currency of more than $10,000; and (2) 
FinCEN Form 105 (formerly Customs Form 4790) -Report of International Transportation of 
Currency or Monetary Instruments (CMER) for e^h person who physically transports monetary 
instruments in an aggregate amount exceeding $10,0(H) into or out of the United States. Bank 
supervisors are not responsible for investigating or prosecuting violations of criminal law that 
may be indicated by the information contained in these reports; they are, however, charged with 
assuring that the requisite reports are filed timely and accurately. 

The Money Laundering Control Act of 1986 precludes circumvention of the BSA requirements 
by imposing criminal liability for a person or institution that knowingly assists in the laundering 
of money, or who structures transactions to avoid reporting. It also directed banks to establish 
and maintain procedures reasonably designed to assure and monitor compliance with the 
reporting and recordkeeping requirements of the BSA. As a result, on January 27, 1987, all 
federal bank regulatory agencies issued essentially similar regulations requiring banks to develop 
procedures for BSA compliance. The OCC’s regulation requiring that every national bank 
maintain an effective BSA compliance program is set forth at 12 C.F.R. § 21.21 and is described 
in more detail below. 

Together, the BSA and the Money Laundering Control Act charge the bank regulatory agencies 
with; 


■ overseeing banks’ compliance with the regulations described, which direct banks to 
establish and maintain a BSA compliance program; 

■ requiring that each examination includes a review of this program and describes any 
problems detected in the agendes’ report of examination; 

■ taking Cease & Desist actions if the agency determines that the bank has either failed to 
establish the required compliance program or has failed to correct any problem with the 
program which was previously cited by the agency. 

The Annunzio-Wylie Anti-Money Laundering Act, which was enacted in 1 992, strengthened the 
sanctions for BSA violations and the role of the Treasury Department. It contained the following 
provisions; 

■ a so-called “death penalty” sanction, which authorized the revocation of the charter of a 
bank convicted of money laundering or of a criminal violation of the BSA; 
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• an authorization for Treasury to require the filing of suspicious-transacrion reports by 
financial institutions; 

■ the grant of a “safe harbor” against dvil liability to persons who report suspicious 
actidty; and 

■ an authorization for Treasury to issue regulations requiring all financial institutions, as 
defined in BSA regulations, to maintain “minimum standards” of an AML program. 

Two years later. Congress passed the Money Laundering Suppression Act, which primarily 
addressed Treasury’s role in combating money laundering. This statute: 


assist in this effort, it established a ^stem of mandatoiy and discretionary exemptions for 
banks; 

required Treasury to designate a single agency to receive SARs; 

required Treasury to delegate CMP powers for BSA violations to the federal bank 

regulatory agencies subject to such terms and conditions as Treasury may require; 

required nonbank financial institutions to register with Treasuiy; and 

created a safe harbor from penalties for banks that use mandatory and discretionary 

exemptions in accordance with Treasury directives. 


Finally, in 2001, as a result of the 9/11 terrorist attacks, Congress passed the USA PATRIOT 
Act. Among other things, the PATRIOT Act augmented the existing BSA framework by 
prohibiting banks from engaging in business with fordgn shell banks, requiring banks to enhance 
their due diligence procedures concerning foreign correspondent and private banking accounts, 
and strengthening their customer identification procedures. The PATRIOT Act also; 


■ provides the Secretary of the Treasury with file authority to impose special measures on 
jurisdictions, institutions, or transactions that are of “primary money-laundering 
concern”; 

• facilitates records access and requires banks to respond to regulatory requests for 
information within 120 hours; 

■ requires regulatory agencies to evaluate an institution’s AML record when considering 
bank mergers, acquisitions, and other applications for business combinations; 

■ expands the AML program requirements to all financial institutions; and 

• increases the civil and criminal penalties for money laundering. 

The OCC and the other federal banking agencies have issued two virtually identical regulations 
designed to ensure compliance with the BSA. The OCC’s BSA compliance regulation, 12 C.F.R. 
§ 21 ,21, requires every national bank to have a written program, approved by the board of 
directors, and reflected in the minutes of the bank. The program must be reasonably designed to 
assure and monitor compliance with the BSA and must, at a minimum; 

(1) provide for a system of internal controls to assure ongoing compliance; 

(2) provide for independent testing for compliance; 
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(3) designate an individual responsible for c<x)rdinating and monitoring day-tcnjay 
compliance; and 

(4) provide training for appropriate personnel. 

In addition, the implementing regulation for section 326 of the PATRIOT Act requires that every 
bank adopt a customer identification program as part of its BSA compliance program. 


TheOCC’s SAR regulation, 12 C.F.R. § 21.11, requires every national bank to file a SAR when 
they detect certain known or suspected violations of federal law or suspicious transactions 
related to a money laundering activity or a violation of the BSA. This regulation mandates a 


(2) where there is an identifiable suspect and the transaction involves $5,000 or more; and (3) 
where there is no identifiable suspect and the transaction involves $25,000 or more. Additionally, 
the regulation requires a SAR filing in the case of suspicious activity that is indicative of 
potential money laundering or BSA violations and file transaction involves $5,000 or more. 


Supervision and Enforcement 

The OCC’s core mission is the supervision of national banks and their subsidiaries, federal 
branches and agencies of foreign baitics^, national trust companies, bank data software vendors, 
and data processing service providers. The supervisory process also consists of activities to 
identify, analyze, and respond to emerging systemic risks and trends that could affect an 
individual national bank or the entire national banking system. 

The Committee on Bank Supervision establishes and oversees areas of emphasis for the OCC’s 
supervisory activities. The committee is comprised of three senior bank supervision officials; the 
Chief National Bank Examiner and the senior deputy comptrollers for Large Bank Supervision 
and Mid-size/Community Bank Supervision. 

The Senior Deputy Comptroller for Large Bank Supervision is responsible for supervising the 25 
largest and most complex national banking companies, using teams of dedicated onsite 
examiners, The Senior Deputy Comptroller for Mid-size/Community Bank Supervision is 
responsible for supervising the 24 banking companies in the OCC’s mid-size bank program, as 
well as all community banks, credit card banks, and federal branches and agencies. 

Effective bank supervision requires clear commuiuc^ons between the OCC and the bank’s 
semor management and board of directors. A Report of Examination documents the OCC’s 
findings and conclusions with respect to its supervisory review of a bank. Once problems or 
weaknesses are identified and communicated to the bank, as a matter requiring attention (MRA), 
the bank’s senior management and board of directors are expected to promptly correct them. The 


' Federal branches and agencies are branches and agencies licensed by the OCC and operated by foreign banking 
oiganizadons. Federal agencies are offices that engage in the business of banking bui do not accept deposits or 
exercise fiduciary powers. 
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actions that a bank takes, or agrees to take, to correct deficiencies documented in its Report of 
Examination are important factors in determining whether more forceful action is needed. 

Enforcement actions fall into two broad cat^ories: informal and formal. In generd, informal 
actions are used when the identified problems are of limited scope and magnitude and bank 
management is regarded as both committed and capable of ccffiecting them. These enforcement 
actions provide a bank with more explicit guidance and direction than is normally contained in a 
Report of Examination. Informal actions include commitment letters, memoranda of 
understanding and matters requiring board attention in examination reports.^ These generally are 
not public actions. 

Unlike most informal actions, formal enforcement actions are authorized by statute, are generally 
more severe, and are disclosed to the public. Formal actions against a bank include Cease & 
Desist (C&D) orders, formal written agreements and Civil Money Penalties (CMPs). C&D 
orders and formal agreements are generally entered into consensually by the OCC and the bank 
and require the bank to take certain actions to correct identified deficiencies. The OCC may also 
take formal action against officers, directors and other individuals associated with an institution 
(institution-affiliated parties). Possible actions against institution-affiliated parties include 
removal and prohibition from participation in the banking industry, CMPs and C&D orders. 

In the BSA area, the OCC’s CMP authority is concurrent with that of FinCEN. In cases 
involving systemic noncompHance with the BSA, in addition to taking its own actions, the OCC 
refers the matter to FinCEN. 

Supervision Review Committees 

The senior deputy comptrollers for Large Bank Supervision and for Mid-size/Community Bank 
Supervision have the primary responsibility to use the OCC’s enforcement authority under 12 
use § 1818 as necessary to accomplish the OCC’s supervisory objectives. In many cases they 
have delegated the authority to initiate, negotiate, execute, modify, and terminate enforcement 
actions. Generally, the EIC is responsible for initially recommending the use of an enforcement 
action. District and Large Bank deputy comptrollers are responsible for deciding most 
enforcement action recommendations against banks under their supervision, 

To assist with these decisions, the senior deputy comptrollers appoint a Washington Supervision 
Review Committee (WSRC). In addition, each district deputy comptroller appoints a District 
Supervision Review Committee (DSRC). The supervision review committees’ (SRC) role is to 
help ensure that OCC bank supervision and enforcement policies are applied effectively and 
consistently, and to advise the senior deputy comptrollers or the deputy comptrollers by 
providing recommendations on supervisory strategies and enforcement actions. 


^ Informal and formal eoforoenKnt actions are defined in the Appendix of this Report 
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FINDINGS AND RECOMMENDATIONS 


OCC’s BSA/AML overall policy guidance is generally adequate, except as follows; More 
specific guidance in examination policy is needed with respect to transaction testing and 
examination guidance is difficult to apply in the largest national banks. Enforcement policy 
guidance, prior to November 2004 revisions, had not been effective. The policy was inconsistent 
with statutory guidance and was open to multiple interpretations. Written guidance relative to 
civil money penalties as a result of BSA/AML violations is not adequate. 

The overall quality of BSA/AML supervision in OCC’s two lines of business (large and 
midsize/community banks) has shown improvement, but remains marginally adequate. The 
initial period of review (2000-2003) reveled that the quality of BSA/AML supervision was 
inadequate. That review showed that banks failed to correct BSA/AML program deficiencies in 
response to formal or informal supervisory activities in 40% of sample banks. 

Completion of the Phase Three objective reveals that the percentage of banks failing to correct 
their BSA/AML program deficiencies has been reduced to 22%. This is the result of more recent 
supervisory efforts conducted in 2004 and year-to-date 2005. The reduced percentage from 40% 
to 22% also includes non-responsive banks from the initial sample that failed or converted 
charters (8%) and banks in which correction has b^n reported, but not yet tested/validated by 
OCC (5%). 

This report does not suggest that these banks are engaging in money laundering and/or terrorist 
financing, but the results of this review indicate that the BSA/AML program requirements 
outlined in 12 C.F.R. § 21.21 have not been fully met by 22% of the sample banks previously 
mentioned. Program deficiencies identified during this review are most frequently attributed to 
banks’ failures to establish systems of internal controls, insufficient BSA/AML training for bank 
employees, and/or weaknesses in account monitoring or audit. 

The following points support the review team’s conclusions about the quality of BSiVAML 
supervision in OCC’s two lines of business. 

■ In 22% of the sample as noted above, banks have been given multiple opportunities and 
extended periods of time to implement effective BSA/AML programs. OCC’s initial 
supervisory actions have not always been severe enough to ensure timely correction of 
BSA/AML program deficiencies and subsequent follow-up actions have not always been 
timely or effective. Examples of this can be found in large banks, mid-size banks, and 
community banks. 

■ Competing priorities and high demands for BSA/AML staff contribute to untimely or 
ineffective follow-up or delayed examination activities, Staffing deficiencies, related to 
shortfalls in the number of resources available, are most pronounced in large banks. EICs 
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in 83% of the large banks sampled and 50% of the mid-size banks sampled report 
difficulties with staffing. While OCC completed a reorganization of compliance staff in 
2004, which included examiners vdth BSA/AML expertise, limited resources in terms of 
both the number of staff and level of expertise continue to be problematic. 


• BSA/AML examination guidance is not consistently applied in all OCC lines of business. 
Transaction testing is not always effective wid risk identification processes in 
examination preplanning are not contistently applied. 


OCC actions are already underway addressing many findings and recommendations contained in 


Operating Plan that is included in the Appendix. Other findings contained in this report include 
recommendations for additional actions that the review team believes should be undertaken. 


The review team has identified the following six priority areas for consideration. 

1. The review team ’s analysis of BSA/AML supervision in a select sample of banks from each 
OCC line of business reveals weaknesses deserving corrective attention. There are banks 
supervised by the OCC with significant BSA/AML program deficiencies that have not been 
fully addressed Some OCC actions are alrea^ underway to address supervisory weaknesses, 
but further work is needed 

Key areas discussed below include; 

• Enforcement actions - 12 C.F.R. § 21.21 violations, 

■ Follow-up activities and use of Matters Requiring Attention (MRAs), 

■ Staffing, and 

■ BSA/AML examination procedures and transactional testing. 

Enforcement actions - 12 C.F.R. $ 21.21 violations 

Stronger supervisory action was warranted, and/or was warranted sooner, in eight of twenty- 
four community banks (33%), one of six midsize banks sampled (17%) and one of six large 
banks sampled (17%). 

The commuruty bank sample was limited to twenty-four banks in which 12 C.F.R. § 21.21 
violations had been cited. After completing the phase three objective of this project, the review 
team concludes that enforcement actions, or inactions, taken tlvough March 2005 have been 
appropriate in all but four of the community banks sampled. However, in addition to these four 
banks, representing 17% of the community bank sample, stronger supervisory action was 
warranted sooner in an additional four community banks. While there is a strong policy 
presumption that Orders to Cease and Desist would be issued in these each of the community 
banks sampled, C & Ds were issued in only four banks (17%). Formal Agreements were issued 
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in another eight banks (33%). A S&S Order and a MOU were issued in two additional banks. In 
the remaining ten banks, either MRAs were included in the ROE, or no action was taken. 

It is also noteworthy that bank management has been slow in addressing BSA/AML program 
deficiencies and OCC has monitored deficiencies for an extended period of time in the mid-size 
bank and large bank mentioned previously, as wdl as in two additional mid-size banks and three 
additional large banks. 

There is inconsistent treatment of banks with 12 C.F.R. § 21,21 violations relative to 
presentations at Supervisory Review Committees. One benefit of SRC is to ensure consistency in 
su pervi s io n, part^r'd ar^ y arrinn Tn fart Siipffrvl^n f y Review 

Committees are an important component of OCC’s bank supervision quality control process. 
OCC’s delegation of authority matrix for mid-siz^community banks outlines requirements for 
presentation to SRC. The matrix requires SRC review of bank enforcement actions addressing 
BSA violations. The review team noted three community banks in which 12 C.F.R. § 21,21 
violations were cited and the review team believes DSRC review was warranted, but the banks 
were not presented to DSRC. A fourth community bank was just recently presented to DSRC, 
but should have been presented sooner. In addition, nine community banks with 12 C.F.R. § 

21.21 violations were not presented to WSRC and should have been. The review team also 
believes that supervision could have been strengthened by SRC review of five of the six mid-size 
banks sampled, and three of the six large banks sampled, for potential violations of 1 2 CFR § 

2 1 .2 1 to ensure OCC’s consistent supervisory treatment of violations and enforcement actions. 

Examiners report that banks were not presented to District SRC for several reasons. In five 
community banks sampled (21%), the violations wa-e reported in EV but not in Reports of 
Examination. This was attributed to the technical or minor nature of violations, the banks’ 
willingness to correct violations, the low BSA/AML risk associated with the banks, and/or 
documentation errors. In these cases, the review team agrees that SRC review was not 
warranted, and these banks have not been included in the statistics above. For situations in 
which violations were included in Reports of Examination but were not presented to District or 
Washington SRC, examiners indicate that they consulted with district compliance experts, 
compliance liaisons, and/or District or Washington legal staff and were advised that 
presentations were not needed because additional supervisory actions were not warranted or 
would not be taken. 

Follow-up activities and use of Matters Requiring Attention (MRAsI 

The sample reveals that OCC follow-up relative to BSA/AML violations and/or MRAs was 
inef^ctive at times, however improvement is noted in the past one to two years, particularly in 
large and midsize bmks. With OCC’s increased emphasis on BSA/AML supervision in 2004 
and year-to-date 2005, follow-up has improved in all OCC lines of business. The review team 
did not find any recent examples of failure to follow-up on identified BSA/AML program 
deficiencies, however recent follow-up has not included testing/validation in two of the six 
sample mid-size banks. Weak or ineffective follow-up during some period was in evidence in 
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42% of the sample banks including eight community banks, four mid-size banks, and three large 
banks. 

To strengthen OCC follow-up, the review team recommends development of a tracking system 
for BSA/AML violations and Matters Requiring Attention for banks in all OCC lines of 
business. The tracking system should also monitor banks with “weak” BSA compliance 
management systems. Follow-up could also be more effective with clear guidelines surrounding 
use of MRAs. The use of MRA comments to address BSA/AML issues in Reports of 
Examination is not consistent among banks. (See Appendix for details.) This is true even 
within specific lines of business. While BSA violations and MRAs in community and mid-size 
hanks are routinely enter ed into R V, the review te am foun d that m any issues were not closed out 
in EV. This generally happened because follow-up was lacking, or despite follow-up activities, 
the issue remained outstanding or the examiner f^led to closeout the item in EV. Also, MRAs 
addressing BSA/AML should clearly be labded as such. The review team found items in EV 
that were categorized as compliance management, when the deficiency was specific to 
BSA/AML. 

Staffing 

Staffing levels, expertise and availability play a major role in the adequacy of BSA/AML 
supervision, especially in Large Banks. Staffing is an ongoing problem for certain banks. There 
is evidence of delayed or cancelled activities due to insufficient and/or redirected staff to higher 
priority areas (ofiier banks with higher BSA/AML risk or offices/business lines within the same 
bank with higher BSA/AML risk), This is particularly evident in large and mid-size banks. 

BSA/AML examination procedures and transactional testing 

Full examination procedures are not routinely completed in large banks and BSA/AML 
examination procedures across other lines of business are not consistently tpplied One-half of 
the large bank ETCs sampled report that procedures are considered too extensive to complete 
within a three-year cycle based on current staffing and the complexity and geographic diversity 
of their banks, In these cases, EICs select offices or lines of business posing the greatest 
BSA/AML risk for examination. 

BSA/AML examination procedures are not consistently applied; most notably in the areas of 
testing and validation. The review team noted inconsistent use of examination procedures in 
50% of the large bank sample and in one naid-size bank sampled. Applying risk-based 
supervision, EICs typically determine what procedures to use during examinations. Also, based 
on documentation reviewed and phone interviews conducted by the review team, FinCEN 
download analysis is not being used consistently in examination pre-planning to aid the selection 
process for transactional testing. 
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2. BSA/AML examination and enforcement poticies need to address some areas and have 
recently addressed other areas to provide more examiner guidance and to ensure accuracy and 
consistency in examiner application. 

Key areas discussed below include: 

• Consolidation of OCC’s BSA/AML guidance, 

■ Enhancements to the revised BSA/AML handbook, and 

■ Improved guidance addressing BSA/AML enforcement policies, violations of 12 C.F.R. § 
21.21, and civil money penalties. 


ITtere is a large quantity of guidance, issued through both formal publications and more 
informal methods, that is cumbersome to incorporate during the examination process. The 
guidance takes a variety of forms, including handbooks, interpretations, PPMs, Advisories, and 
Bulletins, as well as informal memos and e-mails. To illustrate, the Appendix cont^ns a detailed 
listing of guidance relating to BSA/AML. 

To help examiners with effective use of these sources, the review team suggests centralization of 
guidance in one place for ease of reference. Guidance could be indexed and available to 
examiners through one resource or one intranet location. Doing so is increasingly important with 
the 2(X)4 compliance structure realignment as it may add challenges to the communication of 
relevant compliance policy, procedures, and expectations. Since the commencement of this 
review, OCC has created a new intranet website titled “Combating Money Laundering and 
Terrorist Financing.” This site contains links to OCC’s internet site induing several 
information sources such as policies, regulations, other agencies, and enforcement actions. The 
site is more comprehensive than previous OCC websites dedicated to BSA/AML, however it 
does not contain non-public guidance that may be used internally by examiners. The updated 
BSA/AML handbook (discussed below) may also r^ult in consolidation of some guidance 
reflecting changes since the existing handbook was issued in 2000. 

Enhancements to the revised BSA/AML handbook 

As OCC participates in the FFIEC initiatiyte to update the BSA/AML handbook, the review team 
recommends the following enhancements: 

• Consideration should be given to how procedures address the continuous supervision 
methodology practiced in the largest national banks. Currently, examination procedures 
are tailored to a holistic assessment of BSA/AML compliance during a single 
examination event. These procedures are difficult to apply in the largest banks under 
continuous supervision. Revised procedures need to provide guidance that will direct 
examiners to aggregate information from targeted reviews, as well as any general system 
reviews, to assess and opine on the quality of institutions’ bank-wide baseline BSA/AML 
systems. Examiners in OCC’s largest banks report that they are unable to fully complete 
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examination procedures, using a risk-based supervisory approach, within the three-year 
supervisory cycle to draw conclusions about the quality of BSA/AML systems bank- 
wide. The extensiveness of bank op^tions, coupled with staffing constraints, make 
application of existing procedures difficult Currently, examiners in the largest banks 
apply procedures to the highest risk offices and/or lines of business, but are unable to 
apply the procedures to all areas of the bank. The review team recommends that the 
policy revision working group seek large bank examiner input to address these 
difficulties. Draft revisions to the handbook procedures (in process through FFIEC) do 
not offer specific guidance for drawing oveiall conclusions based on results from several 
targeted examinations. The handbook revisions are also not responsive to concerns 


■ Examiners could also benefit from more direction on how their conclusions about 
BSA/AML compliance link to conclusions addiressing bank-wide compliance management 
systems, compliance and management ratings, and bank-wide risk assessments. The draft 
handbook revisions do not address this recommendation. Because the BSA/AML 
handbook is under revision as a FFIEC initiative, OCC may need to develop 
supplemental guidance specific to this agency that addresses how BSA/AML risk factors 
into bank-wide compliance management systems, ratings, and risk assessments. 

■ General guidance on the sample selection methodology and expectations for BSA/AML 
transactional testing should be clarified and/or expanded Currently, due to the limited 
guidance, the size and methodology of sample selection varies significantly, While it is 
notOCC’sroleto detect money laundering through transaction testing, such testing is 
warranted to validate banks’ compliance with 12 C.F.R. § 21.21. More guidance in this 
regard is needed. FFIEC draft handbook revisions do not provide specific guidance as to 
when transactional testing is required, how to sample, or the size of required samples. 

Improved guidance addressing BSA/AML enforcement policies, violations of 12 C.F.R. S 21.21. 
and civil money penalties 

Enforcement policies, prior to November 2004 revisions, did not lend themselves well to 
compliance issues, and specifically not to BSA/AML compliance problems. OCC’s enforcement 
policies (Enforcement Action Policy PPM 5310-3-REV 7-30-01 and CMP Policy PPM 5000-7- 
R£V 6-16-93) were written with a focus on traditional safety/soundness issues and issues of 
potential insolvency. 

■ OCC 's guidance on citing violations of 12 C.F.R. § 21.21 was open to multiple 
interpretations. Inconsistent interpretations contributed to misleading and/or ineffective 
communications to banks. 

■ Prior to reviaons, there were mixed merges in guidance conveyed to examiners relative 
to the conditions that require OCC to take formal enforcement action. OCC guidance, 
including Question and Answer documents for examiners issued by OCC’s compliance 
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policy division, and in place prior to November 2004, stated: “a strong presumption 
exists for issuing a Cease and Desist (C&D) order whenever a national bank is cited for a 
violation of 12 CFR§ 21.21.” The guidance discussed situations in which 12CFR§ 
21.21 violations should be cited and examples in which accompanying C&Ds were 
appropriate. Examples included situations in which banks lacked a BS A compliance 
program that covered one or more of the required program elements (internal controls, 
training, audit, responsible personnel), failed to implement a written BSA compliance 
program, exhibited significant BSA compliance program deficiencies, coupled with 
aggravating factors, or failed to correct previously cited BSA program deficiencies. The 
wording of the examiner guidance has been changed to state “there is a statutory mandate 


This change is consistent with 12U.S.C. § 1818(s). 12 U.S.C. § i818(s) states that if the 
appropriate Federal banking agency determines that an institution (A) has f^led to 
establish and m^ntain the procedures reasonably designed to assure and monitor the 
compliance, or (B) has failed to correct any problem with the procedures maintained by 
the depository institution which was previously reported to the depository institution by 
such agency, the agency shall issue an order, requiring such insdtution to cease and desist 
from its violation of this subsection or regulations prescribed under this subsection. The 
review team found inconsistent treatment of 12 C.F.R. § 21,21 violations. 

■ OCC’s civil money penalty matrix is not well suited for assessing the severity of 
violations relative to BSA/ AML systems in banks. Existing civil money penalty 
guidance is directed toward individuals and not institutions. To address violations 
relative to BSA/AML program deficiencies, an institutional matrix is more appropriate. 

A 1980 FFIEC policy statement on CMPs outlines assessment factor considerations 
which can continue to provide the basis upon which OCC develops an institutional matrix 
to supplement the existing CMP matrix. 

The review team endorses OCC actions that amended enforcement policies and guidance relative 
to 12 C.F.R. § 21 .21 . The November 2004 revisions include additional guidance addressing 
circumstances in which a violation should be cited and reflect the statutory mandate that a C&D 
order will be issued whenever a bank is cited for a violation of 12 C.F.R. § 2 1 .2 1 . 

However, additional actions are needed to address BSA/AML violations by supplementing 
existing guidance relative to civil money penalties. The review team recommends the 
development of a civil money penalty matrix directed toward institutions that would be more 
applicable to compliance-related violations of BSA/AML. 

3> There are opportunities for improvement in OCC’s BSA/AML risk identification process. 

The OCC could strengthen BSA/AML risk identification processes through the use of more 
sophisticated analytical tools and more consistent application of existing tools. While it is not 
OCC’s role to detect money laundering, more emphasis on the quantification of high-risk 
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products, services, and customers within OCC supervised banks could help identify banks with 
deficient BSA/AML programs. A higher level of computer-assisted analysis of the large number 
of CTRs in FinCEN’s database is warranted. 

There are two Risk Identification Programs currently in use within the Western and Central 
Districts that warrant replication across all OCC’s business lines. These programs are significant 
in the quality oftools that they provide to the field examiner in quantifying potential money 
laundering risk at specific banks, as well as in specific accounts. These tools could also assist 
OCC management in quantifying money laundering risk in all OCC lines of business. 

While these two pro grams are profiled in the App en dix to this repor t, the review team 
acknowledges that there may be other tools or programs in use throughout the OCC. To capture 
any and all best practices relative to BSA/AML risk identification, the review team recommends 
that the OCC inventory such programs and/or tools used throughout the country and replicate or 
share those that are of greatest impact. 

In addition, the review team supports two additional initiatives that may enhance the OCC’s 
BSA/AML risk assessment capabilities. These include FinCEN’s BSA Direct Initiative and 
OCC’s development of a database of bank-filed SARS. FinCEN’s BSA Direct Initiative is an 
effort to explore better ways to provide more user-friendly access to the FinCEN database. 

OCC’s SAR data mart, in the very early stages of development, has the potential, in a macro 
sense, to identify trends in BSA/AML SAR filings, to identify geographic pockets of reported 
suspicious activity, and to detect emerging risks. 

4. The review team suggests that OCC establish quality assurance for BSA/AML supervision. 

This area represents high reputation risk ybr the banking industry as well as for the OCC, and a 
process to assure the quality and consistency of OCC supervision is warranted. Quality 
assurance reviews could help ensure that: 

■ Examination findings support overall conclusions, 

• Conclusions address minimum standards and expectations for BSA/AML risk 
management systems, 

■ OCC supervisory approval processes are not overly-reliant on subject matter experts or 
do not unintentionally filter substantive issues from overall risk assessments, 

■ OCC is consistent in the treatment of 12 CF.R, § 21.21 violations, 

• Supervisory strategies are reasonable and incluite adequate follow-up on OCC concerns, 
and 

■ Adequate tracking systems are in place for follow-up on violations and Matters Requiring 
Attention, 
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5. Development and retention of examiner eiqfertise relative to BSA/AML will remain key. 
Ensuring a sufficient number of examiners to meet BSA/AML supervisory responsibilities is 
of equal importance 

The reputation risk is high for both banks and for the OCC relative to BSA/AML when 
prioritizing supervisory objectives/strategies, as is the ongoing need for examiner knowledge and 
expertise in fulfilling those objectives. The review team supports efforts that are already 
underway at OCC to address staffing. In addition to further development and reallocation of 
existing staff, the review team encourages efforts to ensure that OCC employs a sufficient 
number of examiners to meet BSA/AML supervision requirements. 

Strategic selection of participants in the Examiner Specialized Skills Program - ESSP (for 
BSA/AML only) is a critical step in ensuring OCC’s effective supervision of BSA/AML. For 
this reason, the review team suggests OCC managers encourage employees with strong 
performance records and ongoing potential for significant work in Mgher risk banks and higher 
risk geographic locations to apply for the ESSP program. Also, OCC examiners receive only 
rudimentary training through a BSA/AML module in pre-commissioned examiner training. 
Specialized BSA/A^^ trjuning at the commissi(xied level is voluntary, not mandatory. Because 
of this, the review te^ suggests that management continue to periodically reassess the adequacy 
of trained staff and dispersion of this staff. 

Bi-monthly “knowledge sharing calls” are currently used to disseminate new information to 
ESSP participants and to supplement existing training programs. For larger audiences, OCC’s 
large bank roundtables have proven effective in other risk areas for sharing updated information 
and developing expertise. To supplement formal training, the ESSP program, and “knowledge 
sharing calls,” roundtables for BSA/AML in various bank lines of business could bean effective 
addition. 

6. In order to effectively capture the risks associated with BSA/AML, a review of the written 
definitions contained in the Compliance Rating System is warranted 

Compliance ratings would be more meanin^l and accurate if the definitions incorporated 
BSA/AML compliance considerations. The five-point rating system, developed in 1980, is 
geared to more traditional consumer protection regulations, such as Regulation Z and Regulation 
B, but is silent relative to BSA/AML compliance issues. Since the compliance rating system was 
developed as a FFEC initiative, OCC cannot modify the ratings outside of FFIEC. However, 
the review team encourages OCC efforts to work within the FFIEC framework to update these 
ratings to incorporate BSA/AML compliance considerations. BSA/AML handbook revisions, 
underway as an FFIEC initiative, make no reference to the compliance rating system. 
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MEMORANDUM 


Comptroller of the Currency 
Administrator of National Banks 

Washington, DC 20219 



To: Ronald A. Lindhart, Director, Quality Management Division 
From: John D. Hawke, Jr., Comptroller of the Currency 
Date: May 20, 2004 

Subject: Engagement Memorandum; Retrospective ofBSA/AML violations at Riggs Bank, N. A., 
McLean, Virginia 


Ron, I am directing the Quality Management Division (QMD) to immediately commence a 
review and evaluation of the OCC’s Bank Secrecy Act and anti-money laundering (BSA/AML) 
supervision of Riggs Bank, N. A. (“Bank”), McLean, Virginia. 

QMD should review the record of OCC supervisory activities going back for as long a period as 
you determine to be appropriate, but in any case at least until the beginning of 1997. You should 
evaluate the quality and effectiveness of these activities and their compliance with OCC policies 
and guidelines relating to BSA/AML examinations. Further, you should assess the extent and 
effectiveness of OCC’s coordination and interaction with other regulators and with law 
enforcement. You should also assess the quali^, completeness and timeliness of the bank’s 
responses to comments, criticisms and advice pven by OCC examiners, and the bank’s 
disposition to take needed corrective actions. I want your full and frank assessment as to 
whether our examination team took appropriate and timely actions to address any shortcomings 
they found in the bank’s processes and in its responses to matters noted by the examiners. You 
should also seek to determine whether there were any inappropriate influences that may have 
affected our supervisory activities in this case. 

In addition to your review of the Riggs case, I would like QMD to make a more general 
assessment of the quality of our BSA/AML compliance supervision and to determine whether 
there are other banks under our supervision that have failed to respond on a timely basis to our 
BSA/AML supervisory actions. 
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Finally, I would like you to provide me with any recommendations you might have, as the result 
of your reviews, for improvements in the effectiveness of our BSA/AML supervision and for our 
enforcement policy with regard to BSA/AML violations. 

I want to stress the importance I attach to your presenting me with your frank and unvarnished 
judgments and conclusions in this matter. 

Your review team should consist of represwitatives from each area of the Committee on Bank 
Supervision as well as representatives from the Chief Counsel’s Office. All relevant supervisory 
records and working papers should be reviewed, hiterviews should be conducted with: 

■ Those who had a significant bank supervisory role in the BSA/AML supervision of the 
bank, 

■ Officials from other federal agencies with significant jurisdictional interests, and 

■ Bank officials responsible for BSA/AML compliance, 

Please submit the final report to me by September 1, 2004, with copies to the Committee on 
Bank Supervision and the Chief Counsel, and provide me with interim updates during our 
regular bi-weekly meetings. 


cc: Committee on Bank Supervision 
Chief Counsel 
Chief of Staff 
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SOURCES THAT GUIDE OCC’S BSA/AMU SUPERVISION 


Handbooks 

- Compliance Overview (August 1996) 

- Compliance Management Systems (August 1996) 

- Bank Secrecy Act / Anti-Money Laundering (September/December 2000) 

- Community Bank Supervision (July 2003) 

Pertinent Memoranda & eMaii 


- Sharpe Memo Frequency and Scope of Compliance Exams (June 2000) 

- Hammaker eMail Add’I BSA/AML Targets & Procedures (Feb 2001) 

- Hammaker, et al Memo Exams of Private Banking, AM, and Trust (July 2001 ) 

- Britton/Roeder Memo OIG Follow-up (April 2002) 

- Compliance Board New Exam Procedures (April 2002) 

- Jaedicke eMail USAPA Exams in Large Banks (July 2004) 


PPMs 


- SOOO'-? (Rev) Civil Money Penalties (June 1993) 

- 5310-3 (Rev) Enforcement Action Policy (July 2001 updated 

November 2004) 

OCC Advisories (excluding FinCEN Advisories and Bulletins) 


- 2000-03 

Common BSA Compliance Deficiencies 

(April 2000) 

- 2001-12 

USA Patriot Act AML Provisions 

(October 2001) 

- 2002-04 

Detecting Terrorist Financing 

(May 2002) 

- 2004-07 

Money Service Businesses 

(June 2004) 

OCC Bulletins (excluding NPR, Interim Rules, and Final Rules) 


- 2000-19 

Suspicious Activity Report 

(June 2000) 

- 2001-7 

Basel paper 

(February 2001) 

- 2001-9 

Foreign Official Corruption Guidance 

(February 2001) 

- 2003-27 

Revised Suspicious Activity Report 

(June 2003) 

- 2003-43 

BSA Examination Procedures 

(October 2003) 

- 2003-48 

Revised Currency Transaction Report Form 

(December 2003) 

- 2004-01 

Notice of Expiration of Exceptions 

(January 2004) 

- 2004-03 

FAQ - Customer Identification Program Rule 

(January 2004) 

- 2004-26 

Embassy Accounts 

(June 2004) 

- 2004-34 

Customer ID Program Exam Procedures 

(July 2004) 
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Examiner Training 


- Consumer Compliance School - Basic (Two courses: Classroom/Seif Study) OCC 

- Anti-money Laundering and Terrorist Financing OCC 

- FinCEN Database Training FinCEN 

- Fraud Investigation Training On-Line FFIEC 

- Fraud Investigation Symposium FFIEC 


BSA Compliance Bulletin Board 

Postings under the following headings (dating to the mid-1990s) that guide BSA/ AML 
compliance supervision: 

- AML Programs BSA Programs 12 CFR 21.21 Violations fincludes “ Citing Violations 
ofl2CFR21.21 and 12CFR21.1in 

- Cash Sales of Monetary Instruments 

- Correspondent Bank Relationships and Broker Relationships 

- CTR and Exemptions 

- Due Diligence 

- Employee Screening 

- OFAC 

- Private Investment Companies 

- Suspicious Activity 

- USA PATRIOT Act 

- Wire Transfer 

- Other 

Publications 

- Customer Due Diligence for Banks Basel Committee on Banking Supervision 

(January 2001) 

- Guidance on Enhanced Scrutiny For Transactions That Mav Involve Proceeds of Foreign 
Official Comiption Departments of Treasuiy ^d State, and Federal Bank Regulators 

(J^uary 2001) 

- Guidance on Accenting Accounts for Foreign Governments. Foreign Embassies and Foreign 
Political Figures Federal Bank Regulates (June 2004) 

- Money Laundering: A Banker 's Guide to Avoiding Problems OCC 

(December 2002) 

- Money Laundering Red Flags OCC 

(Undated) 
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Laws and Regulations 

12U.S.C. 1818(5) 
31U.S.C. 5311 etseq 
12CFR21,11 
12 CFR 21.21 
31 CRF 103 


Compliance with Recordkeeping and Reporting Requirements 

Reports of Currency and Foreign Transactions 

Reports of Suspicious Activity 

Procedures for Monitoring BSA Compliance 

Financial Recordkeeping and Reporting of Currency and Foreign 

Transactions 
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COMMITTEE ON BANK SUPERVISION 
BSA/AML OPERATING PLAN - FY 2005 - 2006 


This Plan outlines the OCC’s supervisory c^jectives for Bank Secrecy Act (BSA), Anti-Money 
Laundering (AML) and USA PATRIOT Act (USPA) related activities for FY 2005-2006. The 
plan supplements the fiscal 2005 Bank Supervision Operating Plan and is in response to the 
significant reputation risk that money laundering and terrorist financing activities pose to the 
national banking system and to the OCC. 

BSA/AML Supervisory Objectives 


1. Adopt and implement conqirekensive BSA/AMl/USPA supervisory strategies and 

activities in all of the OCC’s lines of business. 

Midsize and Community Banks: 

■ Each district will review their community bank portfdios to identify potential high-risk 
banks. Examinations for each of those banks will be completed by March 31, 2005. 
Compliance with the USPA will be incorporated into these exams. 

■ Each ADC will ensure that the timing, scope and coverage for BSA/AMLAJSPA activities 
are appropriate, adequate, and in accordance with risk assessments. Consistent with statutory 
requirements, a review of BSA compliance, including transaction testing of higher risk 
accounts will be incorporated into each supervisory cycle, using the OCC Community Bank 
Handbook core procedures. Initial reviews for compliance with USPA will be completed for 
all non high-risk community banks by December 31, 2006. 

■ ADCs or their designee will communicate with bank management to make them aware of our 
hdghtened supervisory attention to this area and our expectations. 

■ We will conduct BSA/AML/USPA horizontal reviews for all midsize banks, using a tiered 
risk approach. Exams that were planned as part of the BSA Targeting Program for 2005 will 
be incorporated into these examinations. 

■ Exams for the highest risk midsize banks will be completed in FY 2005. 

• We will complete exams for the remaining midsize banks by the end of FY 2006. Consistent 
with statutory requirements, a review of BSA compliance will be incorporated into each 
supervisory cycle, using the BSA/AML Handbook procedures. 
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Large Banks: 

• We will complete USPA exams for all large banks by December 31, 2004. 

■ We will review and validate the planned 2005 BSA/AMLAJSPA supervisory strategies for 
each large bank by November 30, 2004. Transacticm testing and compliance reviews for 
BSA/AMIVUSPA activities will be conducted at each large bank for identified high-risk 
areas and activities. Exams that were planned as part of the BS A Targeting Program for 2005 
will be incorporated into these examinations. 

■ We will communicate with bank management to make them aware of our heightened 
supervisory attention to this area and our expectations. 


IL Adopt and inclement processes to enhance the quality and consistency of our 

BSA/AMl/USPA supervision. 

Compliance PoUcy 

■ We will revise and issue an updated BSA Handbook in cooperation with the other FFIEC 
agencies by June 2005. The revised handbook will incorporate appropriate levels of 
transaction testing, include and expand upon new areas of emphasis, and incorporate 
provisions of the USPA, 

■ We will work with Enforcement & Compliance (E&C) and Community and Consumer Law 
to issue by November 2004, a revised enforcement policy that clarifies areas where a 
statutory mandate for a formal enforcement action exists and directs that violations should be 
cited in cases where a significant BSA deficiency is noted or where a bank has failed to 
correct significant prior criticisms or has a history of program deficiencies. 

■ Compliance Policy, Operational Risk, M/CBS and LBS will reinforce the policy thatBSA 
deficiencies should be cited in Reports of Examination. 

■ We will develop guidance for examiners on how to incorporate BSA/ AML findings into the 
compliance rating system. 

Midsize and Community Banks 

■ We will use a team approach for conducting examinations at our six highest risk community 
banks and horizontal reviews at our midsize banks to leverage resources and ensure 
consistency. 

■ Exam conclusions for all high-risk community banks will be reviewed by a subgroup of the 
OCC’s National Anti-Money Laundering Group (NAMLG) for adequacy, consistency, and 
adherence to OCC policies. 
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■ We will establish an experienced team of 4-6 district BSA/AML experts under the leadership 
of the Midsize Bank Compliance Lead Expert to review strategies in identified high-risk 
Midsize banks and also review the findings for each examination that includes 
BSA/AML/USPA. 

■ We will conduct a teleconference with all midsize and community bank supervisory staff in 
October 2004 to explain and reinforce our policies and expectations on BSA supervision. 
Presenters will include staff from Compliance Policy, SPSU, and Legal. 

Large Banks 

■ We will establish a team to review and validate each large bank supervisory strategy for 
BSA/AML/USPA. 

■ We will establish a group with representatives from Large Bank Supervision, Compliance 
Policy, and E&C to review all BSA/AML/USPA exam conclusions to ensure that OCC 
policies are being followed and applied consistently. 

■ We will conduct meetings with all Large Bank Supervision EICs prior to FYE 04 to explain 
and reinforce our policies and expectations on BSA supervision. Compliance Policy and 
Legal will participate in these meetings. 


Ill, Take siqts to enhance and strengthen the OCC's BSA/AML expertise and to provide a 
more visible point of contact for BSA-related issues. 

Compliance Policy 

■ We will create and fill a Director for BSA/AML Compliance by December 31, 2004. 

■ Compliance Policy will post and, if qualified applicants apply, fill two current vacancies with 
an emphasis on BSA/AML skills by December 31, 2004. 

■ We will continue to sponsor an ESSP program for BSA, 

■ We will work with IT and the Chief of Staffs office to create and implement a one-stop 
location on the OCC’s internal and external websites for BSA-related information during the 
fourth quarter of CY 2004. 

■ M/CBS and LBS will work with Continuing Education to add Certified Anti-Money 
Laundering Specialist (CAMS) to the list of OCC recognized and sponsored industry 
certifications during FY 2005, 

■ We will work with Banking Relations to conduct in early calendar year 2005, a banker 
teleconference on BSA. 
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Midsize/Conmmnity Banks 

■ We will use upcoming examinations of hi^-risk banks as training opportunities to the extent 
feasible. 

■ We will continue to develop expertise through participation in the BSA ESSP program. 

■ We will work with Financial Management to ^pand during FY 2005 the contractor pool to 
include BSA/AML experts. 

Large Banks 

■ We will review and revise, as needed, planned staffing assignments for all large bank BSA 
examinations before calendar year-end 2004 to ensure that planned exams are adequately 
staffed. 

■ We will designate by calendar year-end 2004, a BSA/AML point person for each large bank 
to serve as a point of contact on BSA issues. 

■ We will continue to develop expertise through participation in the BSA ESSP program. 


IV. Improve and strengthen the OCC*s BSA-related management informaiion and risk 

identification systems. 

■ CBS units will work collectively with ITS to develop and implement nationally an enhanced 
risk assessment process by fiscal year-end 2005. This process will provide improved 
screening and identification of BSA/AML/USPA risk factors. 

■ Operational Risk will work with COMPL, Large Banks, E&C and ITS to develop and 
implement by fiscal-year end 2005, filters and screening tools for the national bank SARs 
database to help identify potential high-risk banks for BSA/AML and other fraud-related 
risks. 

■ CBS units will work collectively to develop and implement processes by November 2004 to 
capture and report information required under the FinCEN MOU. 

• Supervisory Information and Large Bank Supervision will develop and implement by March 
31, 2005, processes to systemicaily capture BSA/AML criticisms in ROEs to track cases 
where no follow-up action has been taken. 

■ Compliance Policy and E&C will work with FinCEN and other agencies to provide better 
access to BSA information for use in the exam process. 
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SCOPE AND METHODOLOGY - LARGE AND MID-SIZE BANK SAMPLE 


To develop a baseline level of knowledge and to begin assessing the quality of BSA/AML 
compliance supervision, as part of the Phase Two objective, the review team developed a 
survey/self assessment questionnaire that asked EICs and Functional EICs in large and mid-size 
banks to respond to the following questions: 

1 . Provide a general description of your bank’s BSA/AML compliance program (12 CFR § 
21.21) processes/function. In particular, discuss how the bank monitors, identifies, and 
reports suspicious activity, including if their monitoring includes cash, wire transfer, and 
monetary instruments. 

2. What was the supervisory strata for BSA/AML during the prior supervisory cycle? 
Discuss timing, scope, resources (including experience level of examiner leading the 
BSA/AML review), and workdays. 

Did you alter your strategy during the cycle? If so, please briefly discuss 
reasons/outcome. 

3. Describe (and/or supply copy of) your current supervisory strategy for BSA/AML. 
Highlight primary differences from drat described in #2 above. Also, if applicable, 
describe significant changes in OCC staff and/or the bank’s corporate structure that may 
have an impact on OCC’s supervision of BSA/AML. 

Will you be able to accomplish your objectives and strategy? If no - reasons? 

4. Please provide details/summaries of OCC issues with the company’s BSA/AML 
practices, violations of law, or related controls during the last 3 years. 

5. How do/have you factored your conclusions about BSA/AML into the bank’s risk 
assessments, quality of risk management, quantity or risk, and CAMELSETCC ratings? 

6. Provide a copy of the most recent risk assessment that includes an assessment of 
BSA/AML risk. If risk assessments do NOT include BSA/AML risk - what process do 
you use to quantify BSA/AML related risks? 

7. What additional information would be useful to this team in reviewing OCC supervisory 
activities related to the bank’s BSA/AML functions? 
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To complete the Phase Three objective, the review team asked EICs and Functional EICs in large 
and mid-size banks to respond to the following questions; 

1 . What BS A/AML supervisory activities have been conducted in the past year? 

2. What were the scope and findings from those activities? 

3. What, if any, action has the bank taken in response to our supervisory concerns in the 
past year? 

4. How have you tested the effectivaiess of any r^ponsive actions? 

5. What additional supervisory acticxis, if any, have you taken? 

6. Who was involved in the decision making process for additional supervisory actions? 

7. What other information might be relevant to our discussion so that the review team can 
gain a clear understanding of BSA/AML supervision at your bank? 

8. If you have had to delay planned BSA/AML supervisory activities in the last two years, 
what specifically led to the delay? If staff was redirected, to what project/bank/activity 
was staff redirected? What is the current stahis of your resources relative to BSA/AML 
supervision? 

9. If you are not able to complete the full BSA/AML Comptroller’s Handbook procedures 
within the three-year supervisory cycle, what procedures did you complete and in what 
areas? What was your rationale for deciding what procedures to complete and what areas 
to not complete? 

10. Please describe how you use MRAs and/or MRBAs in your BSA/AML supervisory 
efforts. Would your answer differ if the question addressed supervisory efforts in other 
risk areas? 

11. How did OCC’s 2004 compliance reor^nization impact your BSA/AML supervisory 
efforts? 
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SUMMARY OF REPORT CONCLUSIONS 
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SAMPLE BANKS - SUPPORTING DETAILS 


What follows are detailed findings from the large, mid-size, and community bank samples. 

Large Banks 

LB#1 

■ OCC supervisory activities are generally appropriate except for the absence of recent 
testing. Supervisory activities are limited by staffing shortages. 

■ Examiners note concerns with batik’s suspicious activity monitoring systems. This 
system has been in development for an extended period. 

■ Examinations focus on high-risk areas. Underlying testing of the overall BSA program 
has not been completed since 1999. Even considering OCC’s risk-based supervision, 
examiners report that completion of the entire procedures is not possible in a 3-year 
cycle. 

• Follow up to examination issues is conducted quarterly as part of the continuous 
supervision cycle. 

■ OCC resident staff has been requested to assist in other high-risk banks in the upcoming 
year. Updated 3-year strategy calls for 5 FTEs that cannot be funded with current 
resident staffing levels. 

LB #2 

■ Bank has been responsive to OCC supervisory activities. 

■ OCC supervisory strategy and activities are appropriate, though limited by staffing 
shortages. Numerous targets are pushed back, cancelled or replaced with other required 
activities due to insufficient staffing. Several areas have not been fully examined or risk 
assessed due to insufficient staffing. 

■ OCC follow-up is effective. 

■ Examiners report that full B SA/AML exam procedures are difficult to apply across 
targets and business lines. 

LB #3 

• Historically, OCC follow up was slow, but follow-up on examination issues is now 
conducted quarterly. 

■ Bank has been slow to thoroughly address BSA deficiencies. 

■ Significant issues were raised in the limited scope 03/30/04 examination. While stronger 
supervisory action was taken in other similarly situated banks in the sample, the EIC 
followed proper reporting channels, discussing the possibility of citing a 12 C.F.R. § 

21.21 violation wth the Deputy Comptroller. Formal action was not deemed appropriate. 
The EIC indicated that the Large Bank DC spoke with the Deputy Chief Counsel about 
the findings and jointly decided to not pursue a 21.21 violation. Bank was not presented 
toWSRC. 
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• Recently, OCC compliance resident staff added as part of the compliance restructure. 
Previously, a compliance liaison was assigned to the bank. This recently assigned 
resident resource has been unavailable due to higher priority work. 


LB #4 

■ The bank did not fully address BSA defidencies between 1999 and 2002. 

■ OCC provided bank management with an extended period of time to correct deficiencies 
and stronger supervisory action was warranted. BSA compliance management was 
considered satisfactory during a 3Q99 examination, although significant suspicious 
activity monitoring deficiencies wctc Identified. 

■ OCC follow-up between 1999 and 2002 was ineffective in ensuring deficiencies were 
addressed timely. Also, follow-up in 2003 did not include testing. 

■ BSA/ AML exam is currently in process. The FEIC has not found any significant BSA 
deficiencies. 


LB #5 

■ Bank has been given an extended period to correct BS A/AML program deficiencies. 
Significant deficiencies were identified as early as 2000, including repeat audit issues. 
Similar deficiencies were noted in subsequent exams. Consideration has been given to 
citing a 12 CFR § 21.21 violation and bank has been put on notice that failure to correct 
deficiencies will result in stronger OCC action. Bank has recently been more responsive 
to OCC criticisms and corrective actions are well underway. 

• Significant deficiencies were identified in 2000 with limited OCC testing and follow-up. 
More recent follow-up has been timely and comprehensive. 

■ Bank has not gone to WSRC. While not required by policy since a 21.21 violation was 
not cited, review by WSRC could have help^ ensure consistent treatment of banks with 
significant BSA/ AML program deficiencies. 

■ Resident examiner resources for BSA/AML supervision are inadequate based on strategy 
projections. 


LB #6 

■ Bank has not been fully responsive to BSA deficiencies. Significant issues were raised in 
1999 and a violation of 12 C.F.R. § 21.21 was considered. EIC followed proper reporting 
channels in the decision to not cite the violation. The decision never went before a SRC 
committee. While not required by policy, SRC review could have helped ensure 
consistent supervisory treatment of BSA/AML program deficiencies. Further issues, 
which could have resulted in 12 C.F.R. § 21.21 violations, were also cited subsequently. 

■ An examination is currently under review for citation of the violation. Examiners have 
recommended citing 12 CFR § 21.21 and issuing a C&D. 

■ Follow up to examination issues is completed quarterly. 

■ Reviews have focused on the highest risk ar^s. These reviews were used to make a 
corporate wide assessment. Examiners report that full examination procedures are 
considered too extensive to complete within a three-year cycle considering staffing, even 
when applying a risk-based supervisory approach. Workday usage is far below that of 
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Other Large Banks without a significant reduction in risk. There was only one OCC 
compliance FTE assigned to the bank until recenfly. EIC has been able to fund 
examinations with outside help, but OCC staffing is an issue of concern. 

■ Bank was presented to WSRC after the most recent 1Q04 exam. 

Mid-Size Banks 

MB#1 

■ Bank has not been fully responsive to BSA deficiencies. Significant issues were identified 
in the 2002 examination. Corrective actions were to be completed by 12/31/03, but were 
delayed to 12/31/04. The bank’s slow response is attributed to changing operating 
systems in 2003. In fact, the bank did not actually implement their new suspicious activity 
operating system until 02/04 and it is still limited to monitoring cash tr^sactions only. 

■ An examination is currently in process and examiners report that issues are continuing for 
lower risk areas. High-risk areas have been corrected. Discussions have been held with 
bank management regarding the escalation of is^es if they have not been addressed. 

Based on the protracted timeframe in which BSA deficiencies have been outstanding, 
stronger OCC action may be warranted, depending upon the outcome of the exam in 
process. 

■ Quarterly follow up has been completed rince the 2002 examination but was limited to 
meeting with bank management to follow-up on activities and has not included 
testing/validation of any of the MRA items. (Sven the extent of deficiencies, risk profile, 
and compliance rating, follow-up was insufficient. 

MB #2 

• Serious deficiencies in the BSA compliance program, were noted in 2003 ROE that 
warranted consideration of a 21 .21 violation and enforcement action. At a minimum, a 
review of the deficiencies by DSRC and WSRC for their consideration and input could 
have ensured uniform OCC treatment of BSA program deficiencies relative to citing 
21.21 violations and taking enforcement action. 

■ Bank has been slow to complete plan and address MRAs. MRA items have still not been 
fully addressed. 

■ New BSA/Compiiance Officer appears to be making progress on addressing deficiencies. 

■ Exam in process was delayed because the EIC of the prior examination was unavailable. 
EIC was still unavailable for the rescheduled examination, which began in 1/05. Staffing 
has been problematic. 

■ Follow up has occurred quarterly since last examination. 


MB #3 

■ Bank has not fully complied with the Commitment Letter, as audit deficiencies remain 
uncorrected. However, significant improvements in the BSA program have been made in 
the past year. 

■ The adequacy and effectiveness of OCC supervisory activities prior to 2003 is suspect. 
BSA/AML supervision prior to 2003 failed to identify any significant issues. There were 
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no BS A supervisory activities in 2002, and it is unclear when BSA had been reviewed 
prior to that time. The scope of the 2003 exam was reduced and BSA was not fully 
examined, since internal audit was deemed inadequate. Because of this, it is difficult to 
determine if stronger enforcement action was warranted or if a 12 CFR § 21.21 violation 
occurred. The reduced-scope 2003 exam resulted in BSA/ AML inclusion in the 
compliance Commitment Letter. 

■ Monthly follow-up has occurred since 4/04 and an exam is currently in process. 

■ There is no evidence of difficulties with examination staffing. 

■ The bank was presented to mid-size bank’s SRC, but not WSRC, as a result of the 2003 
exam. 


MB #4 

■ Bank has been slow to correct BSA/AML deficiencies and OCC follow-up has been 
ineffective. The bank has been ^ven an extended period of time to correct deficiencies 
and OCC has notlested/validated corrective actions. While bank is reporting corrective 
actions, MRAs remain open, pending OCC testing. 

■ Examiners did not use appropriate examination procedures during the 2003 exam. 
Community bank procedures were incorrectly used, and recordkeeping provisions were 
omitted. Tlie significance of BSA deficiencies may have gone undetected based on the 
examination scope, methodology, and inexperienced OCC examination staff. Without a 
comprehensive exam, it is not clear if enforcement action was warranted. 

■ Staffing concerns may impact the quality of future supervision. Full scope BSA/AML 
exam scheduled for 4/05 lacks sufficient staffing and may be cancelled. 

■ While not required by policy, the bank has not been presented to any SRC for review to 
ensure consistent treatment of BSA program deficiencies. 


MB #5 

■ Significant deficiencies were noted in tihe 2003 examination, Examiners developed a 
basic framework that supported the decision not to cite a direct violation of 1 2 C.F.R. § 
21.21. It is unclear, however, if the previous deficiencies identified in the 2000 
examination and discussed with bank management (but not included in the ROE) were 
still in existence in 2003. 

■ EIC followed proper reporting channels that existed at that time (discussed with the 
district lead compliance expert) in deciding not to cite a 21.21 violation. While not 
technically in noncompliance with OCC policy, based on the significance of BSA 
program deficiencies and to ensure consistent supervisory treatment, a SRC review would 
have been beneficial in determining the appropriateness of a 21.21 violation cite and 
enforcement action. 

" Bank management did not prepare an adequate action plan initially, which has delayed 
adequate corrective actions. 

■ OCC’s compliance liaison is in regular contact with the bank to follow up on corrective 
actions. Slaifmg interruptions have impacted ability to conduct follow up examinations. 

■ Bank management has been notified that if corrective actions are not implemented or if 
other BSA/AML issues arise, more serious action would be taken. 
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MB #6 

• Bank’s BSA program deficiencies date back to at least 2002. Bank has not been fijlly 
responsive to OCC supervisory actions. However, exam currently underway indicates 
that the bank has made progress. 

■ OCC supervision has not been effective. Formal enforcement action was warranted 
against Ais bank as early as 2002, and again in 2003. Ongoing BSA program 
deficiencies have only been addressed thraigh MRAs in reports of examination. No 
violations were cited in 2003, and only 12 CFR § 21.1 1 violations were cited in 2002. In 
both years, 12 CFR § 21.21 vidations were warranted for different BSA deficiencies. 
While the bank had made progress in addressing 2002 deficiencies, the issues were not 
fully addressed by 2003, and new deficiendes emerged. 

■ Follow-up has been timely, but the effectiveness is in question based on OCC’s failure to 
take stronger action. 

• Bank was presented to DSRC as a result of the 2002 exam, but not WSRC. Because 
DSRC decided against enforcement action and a 21.21 violation was not cited, OCC 
policy did not technically require a WSRC pr^entation. Bank was not presented to 
either DSRC or WSRC in 2003. Presentation to DSRC and WSRC in both years could 
have helped ensure consistent supervisory trealment of BSA program deficiencies. 

■ An exam is currently underway. While examiners initially recommended a 12 CFR § 
21.21 violation, it was determined that additional exam work was necessary. That work 
is nearing completion and examiners have now determined that the BSA program is 
adequate and they will not cite the violation, 

■ There is no evidence of staffing deficiencies. 

Community Banks 


The following sample includes twenty-four banks in which 12 C.F.R. § 21.21 violations were 

cited in EV and/or Reports Of Examinatiai. 

Banks in which Consent Orders to Cease and Desist were issued; 

Northeastern District: 

CB#1 

■ Bank failed to correct BS A/AML deficiencies in response to various enforcement 
actions. 

■ Decision to remove 1999 Safe^/Soundness Notice of Deficiency in 2001 was based on 
bank commitments rather than effective and timely OCC follow-up that should have 
included testing and validation of corrective actions. 

• The MOU issued in 2002 was ineffective and was replaced with a C&D in 2004. 

Stronger action was warranted sooner. While not required by policy, since a 12 CFR § 
21.21 violation was not cited in 2002, there is no evidence that the bank was presented 
to Washington SRC after the S&S Notice of Deficiency was lifted in 2001 and until the 
C&D was issued in early 2004. Earlier review by SRC would have been beneficial, 
based on the bank’s lack of effective response to various administrative actions. 
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■ There is no evidence of difficulties with OCC examination staffing, 

Southern District; 

CB#2 

■ Bank was not responsive to OCC’s supervisory concerns for several years prior to the 
2002 examination. 

■ OCC’s actions, including tiie C&D, were timely and appropriate. However, a 12 CFR § 
21.21 violation should have been cited in the 03/3 1/02 examination. 

■ OCC’s follow-up was timely and continued to point out bank’s lack of responsiveness to 
OCC’s concerns. 

■ There is no evidence of staffing deficiencies. 

Western District; 

CB #3 

■ Bank was not responsive to OCC’s supervisory activities for approximately six years, 
until OCC placed a Consent Order on the bank. Approximately one year after 
termination of the Consent Order, BSA deficiencies re-surfaced prior to bank’s 
conversion to state charter. 

■ OCC was slow to initiate formal administrative action against this bank, compromising 
the effectiveness of supervision. 

■ OCC follow-up was timely after the Consent Order was issued, however testing ^d 
validation was not completed. (Partially because the bank was expected to convert to a 
state charter earlier than it did.) In light of re-emerging BSA/ AML problems less than 
one year after the Consent Order was terminated, follow-up is considered ineffective. 

■ There is no evidence of difficulties with OCC examination staffing. 

■ Appropriate examination guidance was followed, with exceptions as follows: 

■ Bank was not presented to Washington SRC as required by policy. 

■ Transaction testing was limited in 2004 and did not cover all key risk areas. 

• A 12 CFR § 21.21 violation was again warranted as a result of the 2004 examination, 
but it was notched. 

Credit Card: 

CB #4 (*bank liquidated 2003) 

■ Bank failed to implement an effective BSA program. 

■ OCC’s supervisory actions, including the C&D was timely and appropriate. 

■ OCC’s follow-up was timely. 

■ There is no evidence of OCC staffing deficiencies. 

■ Appropriate examination guidance was followed. 

■ Presented to Washington SRC 
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Banks in which other enforcement actions were taken: 

Northeastern District: 

CB #5 

Forma! Agreement 

■ Bank was slow to respond to OCC’s sup^visory activities, despite placing the bank 
under a Fonnal Agreement. Weaknesses persisted for at least Aree years in BSA/AML, 
as well as other areas within the bank. 

■ The bank warranted a C&D, per policy based on repeat violations and bank’s slow 
responsiveness, 

■ 2002 Report of Examination should have included a violation of 12 CFR § 21.21. 

■ OCC foHow-up was timely. However, BSA/AML weaknesses re-surfaced after initial 
reviews indicated that problems had been corrected. This raises questions as to the 
effectiveness of follow-up. 

■ There is no evidence of difficulties with OCC examination staffing. 

• Bank was not presented to Washington SRC, as required. 

Northeastern District: 

CB #6 

Formal Agreement 

■ Bank was slow to address OCC’s supervisory concerns regarding BSA from as early as 
the 1996 and 1999 examinations, when 12 CFR §21.21 violations were initially cited. 

■ OCC initiated a fonnal administrative action gainst this bank to address the BSA issues 
in early 2003, which led to improvement from the bank. 

■ OCC’s actions did not comply with policy in that enforcement action was not taken until 
the third exam in which a 12 CFR § 21.21 violation was cited. When taken, the action 
was a Fonnal Agreement and not a C&D as required by policy. 

■ OCC’s follow-up on identified BSA issues prior to the 2002 examination is not 
documented in EV. However, follow-up once the FA was signed has been appropriate. 

■ There is no documentation indicating that OCC examination staffing was insufficient. 

■ Appropriate examination guidance was followed - with one exception: 

• There is no documentation available in EV to support that DSRC and WSRC were 
involved prior to the 2003 examination, despite 12 CFR § 21.21 violations in the prior 
two examinations. 

Central District: 

CB#7 

Formal Agreement 

■ Bank was slow to respond to OCC’s second Formal Agreement, in which the BSA article 
was carried forward from a prior FA. A C&D was warranted after the 04/30/01 
examination. Bank was responsive by mid-2003. 

■ OCC follow-up was timely and cewnprehensive. 

■ There is no evidence of difficulties with OCC examination staffing. 

■ Bank was not presented to Washington SRC. 
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Central District: 

CB #8 

Safety/Soundness Order 

■ Bank was slow to respond to OCC’s supervisory concerns (ensuring the BSA program 
was fully and properly implemented.) Issues were raised beginning in 1 999 and 
continued until 06/30/02 examination. 

■ OCC’s initial enforcement action (the S&S order) was timely and appropriate. 

• OCC’s follow-up to the 1999 examination (In 09/00) was not effective and sent the bank 
mixed messages. There is no evidence of any validation or testing of BSA program from 
1999 until the 2001 examination. 

■ OCC’s review at the 2001 examination was appropriate and included testing and 
validation of the bank’s BSA program. 

■ OCC’s follow-up on the 2001 BSA examination deficiencies is not evidenced in EV, 
however the bank successfully implemented a comprehensive BSA program between the 
2001 and 2002 examinations. 

■ OCC’s review at the 2003 examination was appropriate and included testing and 
validation of the bank’s BSA program. 

■ Appropriate examination guidance was generally followed, except for follow-up on 
deficiencies between 1999 and 2001, which lacked testing/validation. 

■ Both DSRC and WSRC were involved in dedsion to issue S&S order. 

■ Both DSRC and WSRC remain involved in supervisory decisions. 

Southern District: 

CB #9 (• bank failed 2004) 

Formal Agreement 

■ Bank corrected BSA/ AML deficiencies in response to enforcement action. 

■ While the bank warranted a C&D per policy, it was responsive to the BSA articles of the 
Formal Agreement. 

■ There is no evidence of difficulties with OCC examination staffing. 

■ Follow-up was not timely between the 2002 and 2003 exams. 

■ Bank was submitted to DSRC as required by policy, then transferred to SPSU in HQ and 
monitored by WSRC. 

Southern District: 

CB#10 

Formal Agreement 

■ Bank responsive to OCC’s supervisory concerns. 

■ OCC’s actions, including the FA and personal C&D, were timely and appropriate. 

■ OCC’s follow-up was timely and effective. 

• There is no evidence of OCC examination staffing difficulties. 

■ Appropriate examination guidance was followed. 

■ Bank was presented to both DSRC and WSRC for approval. 
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Western District: 

CB#11 

Formal Agreement 

■ While bank warranted a C&D per policy, it was responsive to the Formal Agreement. 

■ OCC follow-up was timely and comprehensive. 

■ There is no evidence of difficulties with OCC examination staffing. 

■ Bank was not presented to Washington SRC, as required. 

Western District; 

CB#12 

Memorandum of Understanding 

■ While the bank warranted a C&D per written policy, the bank was responsive to the 
MOU and OCC’s supervisory concerns regarding BSA issues. 

■ OCC’s supervisory activities relative to BSA were appropriate. 

■ OCC’s follow-up was timely. 

■ There is no evidence of difficulties with OCC examination staffing, 

■ Appropriate examination guidance was followed, with one exception: 

■ Bank was not presented to Washington SRC. 

Western District; 

CB #13 

Formal Agreement 

■ While bank warranted a C&D per policy, it was responsive to the Formal Agreement. 

■ FA was removed early, despite recurring deficiencies relative to suspicious activity 
reporting and monitoring that continued through the most recent exam in late 2004. 

• OCC follow-up was timely and comprehensive. 

■ There is no evidence of difficulties with OCC examination staffing. 

■ Bank was not presented to Washington SRC, as required. 

Western District: 

CB#14 

Formal Agreement 

■ Bank initially failed to fully implement an effective BSA program (2000 to 2003); 
however, once enforcement action was taken (late 2003), the bank quickly responded to 
OCC’s supervisory concerns. 

■ While the bank warranted a C&D per policy, OCC’s supervisory activities, including 
placing a Formal Agreement on the bank, were effective. 

■ OCC’s foliow-up was timely and effective. 

■ There is no evidence of difficulties with OCC examination staffing. 

• Appropriate examination gmdance was followed, with one exception: 

■ E&C concurred with DSRC decision outside of WSRC. 
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Banks in which no enforcement actions were taken: 

(Some Reports Of Examination included Matters Requiring Attention as noted below.) 

(None of these banks were presented to District or Washington SRC.) 

Central District; 

CB#15 

■ Bank was responsive to OCC without enforcement action. 

■ Enforcement action was not warranted, as repeat criticism was based on BSA training 
program documentation deficiencies. 

■ OCC follow-up was timely. 

• There is no evidence of difficulties with OCC examination staffing. 

• Bank was not presented to DSRC or WSRC, as required. However, the 12 CFR§ 21.21 
violations were not based on substantive BSA program deficiencies. 

Central District: 

CB#16 

MRAs 

■ Bank was responsive to OCC’s supervisory activities. 

■ OCC’s supervisory activities were appropriate. 

■ Decision to NOT present to DSRC was appropriate - as violation was technical; no 
additional supervisory action was warranted. 

• A violation of 12 CFR § 21.21 was captured in EV only -not the ROE (as required by 
policy existing at that time); technical in nature and easily corrected through the bank’s 
normal course of business. 

■ There is no evidence of OCC examination staffing deficiencies. 

■ Appropriate examination guidance was followed. 


Central District; 

CB#17 

MRAs 

• Bank was responsive to OCC’s supervisory activities. 

■ Per OCC policy, stronger supervisory action was warranted. Also, a violation of 12 CFR 
§21,21 should have been cited in the ROE in 2001. BSA program weaknesses were 
substantive and a violation had previously been cited in 1995. While bank management 
was highly responsive and the Institution was deemed to be low risk, a violation did 
occur. 

• There is no evidence of difficulties with examination staffing, however onsite follow-up 
to include testing and validation did not occur until 1 8 months after problems were 
identified. 

■ To ensure consistent supervisory treatment of BSA program deficiencies, the bank should 
have been presented to DSRCAVSRC for decisions relative to citing a 12 CFR § 21.21 
violation in the ROE and taking enforcement action versus including MRAs in the ROE, 
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Southern District: 

CB#18 

Policy/BSA officer not Board approved - reported in EV only 

■ Bank has been slow to institute an effective BSA compliance program. Initially 
considered only technical violations of 12 CFR §21.21 in 2001, and treated asMKAs in 
2002; deficiencies have escalated and are now significant. 

■ Recent OCC’s supervisory activities and decision to take enforcement action are 
appropriate. 

■ OCC’s follow-up was timely. 

■ There is no evidence of OCC staffing deficiencies. 

■ While appropriate examination guidance was followed, earlier review by DSRC could 
have helped ensure consistent supervisory treatment of banks with BSA program 
deficiencies. DSRC was not consulted relative to the 12 CFR § 21.21 violation until the 
10/04 examination. 

Southern District: 

CB#19 

BSA officer not Board approved -- reported in EV only 

■ Bank was responsive to OCC’s supervisory activities. 

■ OCC supervisory actions were appropriate. 

■ There is no evidence of difficulties with examination staffing. 

• Violation of 12 CFR § 21.21 was technical in nature and appropriately should not have 
been included in a report of examination or presented to DSCR/WSRC for decision. 

Southern District: 

CB#20 

MRAs 

■ Bank was slow to institute an effective, independent BSA compliance program. 
Weaknesses identified as early as 2001 were not addressed until after the 2004 exam. 

■ OCC’s initial action in 2001, outlining aMRA and giving bank management an 
opportunity to address weaknesses, was appropriate, 

• OCC did not take appropriate action as a result of the 06/30/02 examination. At that 
examination, a 12 CFR § 21.21 violation should have been cited, and enforcement action 
should have been taken. Bank was allowed to let deficiencies linger because OCC action 
was not as severe as it should have been. 

■ Better communication of issues by OCC in later reports of examination was warranted. 

■ OCC ’ s follow-up was timely, but not effective. 

■ There is no documentation indicating that OCC examination staffing was insufficient. 

• Appropriate examination guidance was followed, except as follows: 

■ Per conversation with examiner and ADC, initially, issues were discussed with the 
district compliance cadre lead, who suggested citing an MRA. 

• Bank was never presented to DSRC, initially, or once repeat criticisms were 
discovered. 
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Southern District: 

CB m 

MRAs 

■ Bank was initially responsive to OCC’s supervisory criticisms of BSA deficiencies 
identified as early as 1997, However, since that time OCC supervisory efforts have 
mostly been directed toward highly problematic safety/soundness issues. BSA program 
deficiencies re-emerged when BSA was again targeted for examination in 2003. 

■ Enforcement action (C&D) did not address BSA deficiencies until 2003, despite a threat 
of enforcement action in the 1997 ROE. At diat time, MRAs were included in the ROE, 
but no enforcement action was taken. The status of BSA deficiencies between 1997 and 
2003 is somewhat unclear, but improvement was documented by OCC in late 1997. Per 
policy, stronger OCC supervisory action relative to BSA was appropriate in 1997. 
Stronger action was implemented in 7-03. 

■ There is no evidence of difficulties with examination staffing. 

■ Bank was presented to SRC in early 1998, but not relative to BSA issues. It does not 
appear that the decisions relative to BSA in the 1997 exam were presented to SRC, as 
required. 

• In light of re-emerging BSA deficiencies, follow-up activities relative to BSA may not 
have been effective between 1997 and 2003. However, bank problems are extensive and 
a deficient BSA program is only one of many problems. 

Western District: 

CB #22 

No independent testing of BSA - reported only in EV 

■ Bank was responsive to OCC’s supervisory activities. 

■ OCC’s supervisory activities were appropriate. 

■ A violation of 12 CFR § 21.21 was captured in EV (as required by policy existing at that 
time); technical in nature and easily corrected through the bank’s normal course of 
business. 

■ There is no evidence of OCC staffing deficiencies. 

• Decision to NOT present to DSRC/WSRC was appropriate - as violation was technical; 
no additional supervisory action was warranted. 

Western District: 

CB #23 

No independent testing of BSA - reported only in EV 

Bank was responsive to OCC’s supervisory activities. 

■ OCC’s supervisory activities were appropriate. 

■ A violation of 12 CFR § 21.21 was captured in EV (as required by policy existing at that 
time); technical in nature and easily corrected through the bank’s normal course of 
business. 

■ There is no evidence of difficulties with examination staffing. 

■ Decision to NOT present to DSRC/WSRC was appropriate - as violation was technical; 
no additional supervisory action was warranted. 
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Western District: 

CB #24 

No independent audit 

■ Bank was responsive to OCC’s supenrisory activities. 

■ OCC’s supervisory activities and follow-up were appropriate. 

■ A violation of 12 CFR § 21.21 was cited in the ROE and captured in EV; technical in 
nature and easily corrected through the bank’s normal course of business. 

■ There is no evidence of OCC staffing deficiencies. 

• Decision to NOT present to DSRC/WSRC was appropriate - as violation was technical 
and bank was willing to correct immediately; no additional supervisory action was 
warranted. 

Community Banks included in the sample with repeat violations of 12 C.F.R. § 21.21: 

Northeastern District; 

CB #1 - C&D 

CB #5 - Formal Agreement 

Central District: 

CB #8 - S&S Order 
CB #1 5 - No action taken 

Southern District: 

CB#21 -MRAs 

Western District: 

CB #3 - C&D 
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RISK IDENTIFICATION PROGRAMS 


Money Laundering Risk Summary and Tracking Form - Western District 

The Money Laundering Risk Summary and Tracking Form is a tool for the examiner to quantify 
potential money laundering risks within thdr respective banks. This form provides an outline for 
examiners to consistently identify; high-risk areas within the bank, high-risk products and 
services, and high-risk customers. Examiners complete the Risk Summary by identifying the 
extent to which the bank is exposed to potential money laundering by answering questions “yes” 
or “no” and by either verifying or estimating the number of accounts and the aggregate deposit 
dollar volumes. The gathering of this information assists examiners in identifying areas of risk 
and areas to sample or test during a BSA/AML examination. Once the areas of potential risk 
have been identified, the OCC’s examination resources can be focused on evaluating the 
effectiveness of bank policies and control systems implemented to address those risks. 

This form has been used in the Western District and is available on the Western District BS A 
Intranet site. The form also allows for development of a database on a District-wide basis to 
capture AML risk levels throughout the District and to identify high-risk banks and resource 
needs. 

AML Risk Assessment Program and Use of FinCEN Database - Central District 

Each District currently places different emphasis on the use of FinCEN tools as part of its AML 
Risk Assessment Process. Districts also provide varying degrees of support to field examiners 
through CTRySAR download and analyses programs. The process of CTR/SAR download, 
aggregation, and analysis is a critical element, which through data manipulation can identify high 
risk and suspect accounts out of tens of thousands of potential accounts. This provides 
examiners with a review of cash activity, independent from bank provided information, and can 
validate either the absence of high-risk accounts with cash activity, or identify unusual activity 
that needs further review and transactional testing. Currently, the OCC is underutilizing tltis 
valuable resource of FinCEN data, or in other cases, raw data is used but the appropriate 
resources or training are not provided for the manipulation of data and ultimate analysis. 

There is a prototype AML Analysis Program developed and used in the Central District for all 
OCC lines of business which uses downloads of FinCEN data, including CTRs, SARs and 
Exemption Records, and provides data manipulation and analysis through a Microsoft Access 
program. This program is supported by a small number of compliance specialists, who are 
trained in the FinCEN database downloads and in Microsoft Access. The program provides a 
Risk Assessment Memo for each BSA examinaticwi. The purpose of the Central District AML 
Program is to; 
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■ Provide examiners with informadon to focus AML transactional reviews on identified 
high-risk accounts, that may lead to identification of suspicious activity, money 
laundering, or non-compliance with BSA; 

■ Increase exam efficiency by focuang on higher risk or potentially suspicious 
accounts; and 

■ Provide a way to track high-risk accounts in the District. 

To reap the fullest benefits of such a program, which handles vast amounts of information and 
complex analyses, it is recommended that there be centralization at the District level ot 
geographic region for all OCC lines of business, witfi possible oversight through an AML 
Committee. A close link between the analyst and the field examiner is a key element to the 
success of such a program. During a bank examination there needs to be flexibility for 
additional FinCEN searches to follow the trails that examiners uncover on-site. 
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Western District 

Money Laundering Risk Summary 


Bank: 


City , State 
and County: 


Chart 

# 


Total Assets: 


EIC Name: 


Field OfTice: 


As of 
Date: 


Determine the extent of activity occurring within certain 
areas of the bank: ^ 


Y/N 

Aserecate 

NuiTrf>ernf 

Accounts- 

Aggregate 
Dollar Volume 
12) 

fstiinated 

or 

Verified 


Wire TiaiKfer Denamnent; (Wire volumes ai« average dailv volumel 

Domestic Wires only 

Payable Upon Proper ID (PUPE)) Activi^: 

International Wires 

High Risk Location (sending arx] receiving)*: 

* See Advisrvrv Tetter tOOO-8. and CC.PRSA website for a Ikt of hipb-risk coimtriet. 

han:/Awwwsta!e.Bf>vA»ww/pWjal/narertlici law/1998 nirc rennrt/innnev9aables.!r1s 
































Trust Depaitmeitt; 

Chaiitable Trusts and Foundations (Foreign & Domestic) 

Custori^r Directed (non-discretionaiy) Accounts 

Custodial Accounts 

Investment Advisory Accounts 

Revocable Trusts 

Foreign Grantor or beneficiaries 

Loans or Closely held corporations 



























Private Banking Department: 

Domestic Customers only 

International Customers 

Geographic focus: 
















’ ExanunetS'For a definition of terms used in this Risk Sunanaiy Form, please refer to the “Glossary of Ternis" 
accessed through the Fisk Summaiy Form instructions (Western District BSA Intranet Site). 

* Please note that the aggregate lumiber and ag^egate dollar volunss are the accounts outstanding on the a5«of date, 
except as otherwise noted. (Wire transfer, monetary instruments, undisclosed counler'party, and enrash are based on 
average daily transaction volume.) 
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International Department; 

Geographic focus: 
















Correspondent Accounts with Forei^ Banks: 

Geographic focus: 















Brokerage Department / Operations: 






Investment Advisory / Management; 






International Branch (if yes, locations) 











Determine the extent of activity occurring from certain 
oroducts and services: 


Y/N 

AgpegalS 

Aggregate 

Estimated 

Or 

Verified 

Accounts (I) 




Issuance of travelers checks, official bank checks, and money orcteis 
IMnnetarv instnimmt vnhime u based nn average datlv vnhirael 







Loans secured by cash collateral 







Payable Throu^ Accounts (identify which countries) 
















II 

■1 

■■■ll 



Cash Management Services (ie. sweep accounts) (Averaae dailv volume) 






Smart Cards, e-cash (Issuance of electronic products that pemdt the rapid 
movement of cuneocy) (ThL<i volume is based on averaee dailv volume) 

1 

■ 




Determine the extent that certain tvnes of customers have 
denosit relationships with the bank: 

1 



Aecrepate 

DolIttf.Vglumft 

12) 

£stimated 

Or 

Verified 

t 


Non-traditiona] fmancial entities: 

Casa de Cambios /currency exchanges (est. number) 

Money transmiaers (includes services incidental to other retail 
business) 

Check Castung Businesses /Facilities (includes services incidental 
to other retail business) 



















C^h-inteo^e businesses: 


1 
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Convenience Stores 







Truck Stops 

Liquor Stores 

Restaurants 















Foreign (Off-shore) Coiporations with transaction accounts: 

List Countries: 















Charitable Oiganizations (Foreign & Domestic): 







Non-Resident Alien Transaction Accounts (personal): 







Car and Track Dealerehips (new and used) 






Boat aiKl Airplane Dealershii^ 






Jeweiiy Store (retail) and Jeweliy, gem, and precious metal dealers 
(wholesale) 






Travel ageiwies 






Iirqwrt / export conqsanies 






Casinos 






Stock Brokerage firms (Broker dealers) 






Teie-raariceteis 
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AML Risk Assessment Program 

Model of AML Program - Central District 
Purpose of AML Risk Assessment Program 
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Model of AML Program 
Phase I - Role of Administrative Assistant 


Administrative Assistant . 

.•v:' ^ -- :<Tramed FinCENaser) ' 


- 1 , Starts process. . . ^ - 


Quarterly, emails Field Office Analysts, 
Midsize Compliance EICs and Large Dank 
Compliance Teams requestinglist of BSA- :■ 
exams scheduled for following quarter. 

DisD** 1 <• -IMJ Vi 1, M 1 
► rrmiftlft) lu ikmkA MMsl/ed Huik*. 

i 


. U. 

For each bank with a BSA exam scheduled 
m the following quarter the AA downloads 

1 — 

Uim'iiuMls ciijii itu all ( tUs, S VKk 

CBRS database. 



AA creates file for each bank with ''' ^ 
: ‘ downloaded CTRs and SARs - files are . , 
stored on a shared 0:\ Drive in a folder all 
members of the group can access. 



assigns a compliance specialist to each 
scheduled BSA exam for the analysis process 
and emails the group to inform tln'in 
CTR/SAR are on the 0;\ Drive. 


At the end of each quarter the AA burns a CD 
with the preceding quarter’s AML analyses. 
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Model of AML Program 
Phase 11 - Role of Compliance Specialist Team 
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ABBREVIATIONS 

ADC Assistant Deputy Comptroller 

AML The Annunzio-Wylie Anti-Money Laundering Act, enacted in 1 992 

BSA Bank Secrecy Ac^ universal name used for the “Currency and Foreign Transactions 

Reporting Act” passed in 1970 

C&D Cease and Desist Order, a formal enforcement action 

CBS Committee on Bank Supervision 

CMP Civil Money Penalties; a formal enforcement action 

CTR Currency Transaction Report 

DC Deputy Comptroller 

DSRC District Supervisory Review Committee 

E&C Enforcement and Compliance; a division of the Chief Counsel’s Office 

EIC Examiner-in-Charge 

ESSP Examiner Specialized Skills Program 

EV Examiner View; now called SIS-EV (Supervisory Information System-Examiner 

View). The official electronic file for entities supervised by the 
Midsize/Community Bank line of business, 

FA Formal Agreement; a formal enforcement action 

FDIC Federal Deposit Insurance Corporation 

FDICIA Federal Deposit Insurance Corporation Improvement Act of 1991 

FEIC Functional Examiner-in-Charge -responsible for a functional area of a bank 

FFIEC Federal Financial Institutions Examinations Council 

FinCEN Financial Crimes Enforcement Network 
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FIK.REA Financial Institutions Reform, Recovery, and Enforcement Act of i 989 

FTE Full-time Equivalent 

ITS Information Technology Services 

LBS Large Bank Supervision 

M/CBS Midsize/Community Bank Supervision 

MOU Memorandum of Understanding; an informal enforcement action 

MRA Matters Requiring Attention; an informal enforcement action 

(See next page for details.) 

MRBA Matters Requiring Board Attention; an informal enforcement action 

(See next page for details ) 

NAMLG National Anti-Money Laundering Group 

OCC Office of the Comptroller of the Currency 

PCA Prompt Corrective Action 

RAS OCC’s Risk Assessment System 

ROE Report of Examination 

SAR Suspicious Activity Report 

SDC Senior Deputy Comptroller 

SIS - LB Supervisory Information Systems - Large Banks; The official electronic file for 

entities .supervised by the Large Bank line of business. 

SPSU Special Supervision division in OCC headquarters that oversees supervision of the 

most critical problem national banks. 

SO Supervisory Office 

S&S Safety and Soundness Order; a formal enforcement action 

WSRC Washington Supervisory Review Committee 
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USAPA 


USA PATRIOT Act, enacted in 2001, as a result of the 9/i I terrorist attacks 


THIS PAGE IS 
INTENTIONALLY 
LEFT BLANK 
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MATTERS REQUIRING ATTENTION (MRA) 


The Bank Supervision Process. Large Bank Supervision. Community Bank Supervision, and 
Examination Planning and Control booklets of the Comptroller 's Handbook provide guidance on 
examining and communication methods used by the OCC as part of the bank supervision 
process. 

The Bank Supervision Process Handbook dated April, 1996 defines Matters Requiring Board 
Attention (MRBA) as bank pracbces that: 

1) Deviate from sound fundament^ principles and are likely to result in financial deterioration 
if not addressed; or 

2) Result in substantive noncompliance with laws. 

The Examiner View User’s Guide dated November, 2004 defines Matters Requiring Attention 
(MRA) as bank practices that: 

1) Deviate from sound fundamental principles and are likely to result in finaneial deterioration 
if not addressed; or 

2) Result in substantive noncompliance with laws. 

The Bank Supervision Process. Large Bank Supervision, and Examination Planning and Control 
booklets state: “As part of the bank supervision process, examiners must clearly and concisely 
communicate significant deficiencies and unwarranted risks to the bank, In situations in which 
examiners find significant weaknesses or unwarranted risks, examiners should discuss 
thoroughly these issues with bank management, allowing bank management an opportunity to 
resolve differences, commit to corrective action, or correct the weakness. The significant issues 
along with the board’s commitment for corrective action should be detailed in the Matters 
Requiring Board Attention (MRBA) section of the report of examination (ROE). 

The Community Bank Supervision booklet states: “Examiners should detail significant 
deficiencies, along with the corrective action to which the board or management has committed, 
in the report of examination's Maners Requiring Attention (MRA) page or in other written 
communications.” 

Collectively, in practice, examiners typically use either lerm (MRA or MRBA) when discussing 
bank practices, unwarranted risks, or significant issues that require attention and corrective 
action. The review team found that EV is used in the midsize/community bank line of business 
for tracking MRAs. The EV electronic system tracks OCC foliow-up activities and is used to 
document bank responsive actions to MRAs. In large banks, EICs use a variety of methods to 
track MRAs and to document OCC follow-up activities. In all lines of business, EICs have 
discretion as to what MRAs are conveyed in the Report of Examination versus communicated 
informally through discussions with bank management and supplemental memorandum provided 
to the bank. 
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REVIEW TEAM MEMBERS 


Project Leaders: 

Linda Robertson - National Bank Examiner 
Certified Quality Manager 
Senior Program Administrator 
Quality Management 

Sue Thompson ~ National Bank Examiner 
Certified Quality Manager 
Senior Program Administrator 
Quality Management 

Review Team Members: 

Kevin Corazza - Senior National Bank Examiner 
Mid-size Banks 

Stan Crisp - National Bank Examiner 

Chartered Financial Analyst 
Capita] Markets Expert 
Large Banks 

Lauri Henderson -• National Bank Examiner 

Chartered Financial Analyst 
Certified Regulatory Compliance Manager 
Compliance Specialist 
Large Banks 

Greg Isaacs - National Bank Examiner 

Credit Risk Specialist 
Credit Risk 


Steven Key - Senior Attorney 

Bank Activities and Stnjcture 
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Ken Kohrs - National Bank Examiner 

Certified Regulatory Compliance Manager 
Compliance Specialist 
Southern District 

Jane Otto - National Bank Examiner 

Fraud Specialist 
Central District 

Gary Porter - National Bank Examiner 

Certified Quality Auditor 
Program Accountability 
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2006 London Banknotes Review Meetin 2 - 24*** July 2006 
Attendees 


Stephen J Allen (SA) Chairperson 
Gordon BrowTi (GB) KYC * 

Richard Burdett (RB) Trader 

Francesca Cain (FC) CIBM Central Compliance* 

Kevin Dicken (KD) Trader 

Lee Foster (LF) Banknotes Vault 

David lliing (DI) Flead Trader 

Alan Ketley (AK) US Compliance via conference call 

Jonathan Mcmull (JM) General Compliance & AML * 

Ciara OlConnel! (CO) minutes, 

Andrew Rizcala (AR) US Compliance via conference call 
Ronald Schmick (RS) AML Compliance via conference call 
Tina Tipping (TT) ISS Compliance 
Andrew Winterbum (AW) Trader 

* copy of mimies 

Issues Covei'ed 


1. Compliance 

2. KYC 

3. High Risk and SCC Reviews 

occ 

SA commented on the recent OCC exam. As yet BN have not had the formal report 
but, the wind-up meeting appeared to go reasonably well and BN look forward to 
having confirmation of a satisfactoiy exam. 

1. Compliance 

US Compliance 

AK comments: 

Terry Pesce has been negotiating with Joe Boss (OCC) as to whether there is a need 
or a requirement, from the OCC's perspective, that BN London performs a 
retrospective review of every London profile. AK thinks that Terr}' is trying to 
propose; if required, a retrospective review can be carried out within a 12 month 
period for HR and within 24 month period for LR which is essentially what we would 
otherwise expect to do anyway AK will keep BN updated 

AK relates on recent news that FFICEC - umbrella orgarusation of the regulators in 
US - w ill be issuing a revised version of its exam guidelines possibly as soon as the 
end of next week. It is unclear whether it will have any specife language in it about 
banknotes It is held out to include additional information on ACH on trade services. 

AK updates SA on potential replacements for Linda Cassel - interviews are in 
process. For now the CO approvers will continue to be Terry' and Ann Liddy. AK and 
AR have also been reviewing some of the profiles to try to prevent back-log. SA 
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comments that wUh the OCC exam completed, prospects will be the focus and we 
anticipate to push through a back-log of prospective clients but will be mindful that 
with the departure of Linda there may be some delay with approvals. AK adds tJiat all 
should be mindful of the letter and the spirit of the OCC’s comments and suggestions, 
this will aid in the approval process 

Dan Jack is currently on annual leave and will he back in the office next week, 

CIBM UK Compliance 
FC comments 

FC described the recent personnel changes to CIBM compliance including Christine 
Jenkins (CJ) move to aid Joe Brow'nlea the MLRO. The team has therefore been 
restructured: FC has conie..tn_tQ head up the team .with Beth Logue (BL) as deputv’ and_ 
the priman' point of contact for LN BN AML matters and will attend future meetings. 
In terms of cover, FC and BL will work in tandem. 

With regard to the LJK regul^ory environment, discussions are focused on the UK 
requirement to take a risk-based approach to AML risk. Discussions are underway 
over what CIBM should do and GB pointed out that a lot of it has already been done 
for the US requirements point of view so we should be looking to see how CIBM can 
fmd a way of leveraging the w-ork tliat has already been done in order to fulfil as 
much as of the UK requiremaits as needs to be done in terms of documentation - the 
answ'er to which is as yet unclear. AK mentions that he has been asked to obtain a 
copy of AML Operational Risk scorings that were done in US for BN and Metals and 
will hopefully send this out by the end of the day 

FC confirms to SA that, in regard to CIBMs monthly reviews of BN profiles, Beth 
Logue will manage the process 

General Compliance and AML 

JM comments. 

UK regulator.' regime, non A.ML side, the second level is ail but complete and there is 
still no mention of BN trading 

SA updates JM on the re-issue of FIM, basically that it is still an on-going issue and 
the re-release date has still not been set. 

Potential restructure of GTB should not have any impact on a general compliance 
perspective. SA updates the group regarding the GTB restructure namely that Ian 
Stewart’s reponing line has changed, he is now' reporting to the Group COO instead 
of Stewan Gulliver, so technically no longer CIBM and cunently waiting to hear if 
this has any effect for BN, For time being BN continues to be part of GTB, 


2. KYC 


GB comments 

The majorit)' of the time of the 2"‘‘ quarter was taken up preparing profiles for the 
OCC examination, I** quarter identified the profiles that were most likely to be looked 
at and came up with a list of 55 profiles and enlisted the help of US and HK 
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coimlerparts to review the customer profile. A total of 74 profiles were worked on 
including those of the examination, updating for example, patriot certificate details, 
requiring cross referencing with DSU. Since the OCC exam, BN have incorporated 
suggestions and adhered to conunents made by the OCC abo\'e aii with profiles that 
are in process, especially those that are getting ready for approval, and new 
customers For example, ui section 8, BN are now adding to the profile a brief 
description of the purpose of the relationship fiiat BN has with the customer, 
leveraging olf call reports and asking for trader's input Also, histone information is 
being cut down. Information that is no longer relevant or information that be 
construed as simply ’cutting & pasting' is brang re-read and where needed 
summarised. In short, reviewers are being more subjective and judgemental with 
information AK adds that though it is understood that information for profiles is 
taken from various sources at differing times, the more all the information flows the 
easier, it IS. when it comes . to . the. approval, pipcess and for anyone to review them GB. 
responds by saying that there is a great historical record within the file and in some 
cases this is being considerable reduced, as much of it w^as relevant at the time but has 
since become immaterial 

Many of the OCC comments stemmed from trader’s call reports, where traders have 
wTitten a lot of detailed information. Therefore GB has been added to the recipients 
list when call reports are added to CV, meaning he can look at all new call reports 
when they come in so he can question traders, if needs be, straight away. 

AK concludes by adding that a reasonable portion of the examined profiles came back 
with no comments and that the quality of customer files w-as much better than when 
the OCC last nsitad 


3. High Risk Couiiti-y and SCC Reviews 


.^.W. comments: 

Egypt 

■■HH IS only customer and nvcakmg pricing and offering better insurance 
coverage resulted m an increase in busmi^s. Though the majont)' o f busine ss comes 
from other banks in the Middle East and some of it stilt comes from HHHHII itt 
Amman (a former client of HBUS), BN is now getting more Middle East currency, 
especially Kuwaiti from them - '/* million was purchased this morning for example. 


IHHHHBHHHiis ^ volumes have gone up and this is mainly due to 
better tourism. TC (India) recently reported that they have purchased LKP foreign 
exchange company so that should hopefully increase the numbers even more for the 
next period 


Jordan 

Although we are still try ing to re-gain M BMBBhank. the only currently active 
commercial bank now is 

AK inquires after the effects, if any, of the recent troubles in Lebanon and Israel on 
Jordon. AW guesses there may be a slight increase in volumes over the coming 
months but thinks the majority of the troubles will he reflected either through Cyprus 
or Israel themselves There was an inquiry' last week on how BN purchases Lebanese 
pounds; obviously there are a lot of the refugees fleeing with whatever they can pick 
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Up, AK comments on the recent fact that Syna has opened up their boarder with 
Lebanon and Syria is ‘persona non grata’ from a US perspective and Jordan is nght 
next door AW responds that there has been dialogue with the Jordanian Banks in the 
past with regard to S\Tfa so they are well aware of BN standing 

AK reminds every one to be sensitive about the Syria issue. 

Kenya 

'iTiis has been a relatively steady market and BN has re-gained^^^B- the largest 
indigenous Kenv^bank and their flows are starti ng to com e through us as opposed to 
going through^^B BN had slight problems with^^^UXanzanian branch but they 
have been very' helpful in sorting it out. There is competition m the area particularly 
from other London correspondents and South African banks. 

Kuwait 

Business has not gone too well here mrunly as Bahrain seem to be handling a lot of 
the business for the Kuwaiti banks and this may be increasing Bahrain's figures but 
has not been positively affecting Kuwait’s 

Qatar 

Currenlh' ha ve one counter- party here which isj^^HBank although we have KYC 
approval forUBHHH Bank Again. Bahrain arc serving Qatar locally because 
Bahrain offer a much cheaper logistic movement then BN can, so figures are quite 
modest. 


Tanz^a 

is the only client here but have recently had 
KYC approved Following A.W’s visit fast month we should hopefully see some 
improved volumes in the next quarter 


Uganda 

Currently there are three clients here. 


Bank is the most active, they have a large account with a money changer in Uganda 


who is located at the airport as well as around the country so they tend to see the 


majority of the Foreign Exchange that flows through the branches. It seems Uganda is 
becoming more of a tourist destination and there was recently a large article in the 
Times confirming this. 


D.I. comments, 

Bahrain 

is our only client in Bahr ain and they are an SCC. 

Dubai and specialists for 

banknote wholesale in the whole region so have a network of customers not only in 
Bahrain but in ne ighbouring countries as well A veiy good relationship has been 
fostered withBBover the last three or four years and they have a SIO million credit 
line which is very unusual for an SCC but is evidence of how highly HSBC regard 
them. Business is increasing on both the selling and buying front. On the selling side 
BN sells them most of the surplus Middle East currencies which as AW mentioned 
earlier is increasing due to taking a lot more Middle Eastern surpluses from 
^^fin Egv pt and on the buying side, business has increased by 56% compared to the 
previous quarter that is mainly due to BN improving pricing and allowing them to 
ship to BN more frequently 
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Belarus 

Both selling and pricing have seen an increase though the marketing trip that was 
made m Feb/March 06 established that a little business was lost, mainly to Austrian 
Banks. After adjustments to pncing and olfenng the customers a much better service 
llian previously, BN has been able to pick up business again. Unfortunately, last week 
It w’as discovered that Lufthansa are changing the aircraft lhe\’ use to ship money to 
Belarus and this potentially could mean all business is lost as valuable cargo will not 
be permitted on the new plane. Other alternatives are being looked into and hopefully 
business will continue 

Channellslands 

The only , client here is an SCC, have been working closely 

..Mth^^^ Qvor the las t year t o i ncrease their business. They are now agg r essi vely 
going after ^jlUBi^^tisiness in Jersey, doubling the amount of outlets they have on 
the island that offer retail foreig n exchang e for example. They have also changed to 
using HSBC rates as opposed to and BN have aided them with their IT so 

that the rales can be sent eveiyday. 


IV 017 Coast 

There has been a lot of unrest here recently so much so that BN has been told |H| 
^lllllllllllllllll^ are BN last remaining carrier for money into Ivory' Coast, are 

seriously considering pulling out It is getting increasingly difficult to gel money into 
Ivory Coast, tw-o couriers have to accompany shipments which increases the price and 
therefore these costs are passed onto the cust omer. T he main competition is from the 
French bank. who have a contract vvith^^^ Paris that makes them the only 
people who can ship v aluable cargo from Paris and attemp ts at a HSBC BN 
relationship w'ithHHjpParis has proved impossible. BN gatned||||||||||||||^^ 

Bank as a client in May 05 which has helped to increase our marke^nar^her^^^^ 


Weha^o tender for each individual sh ipment and BN is competing each time with 
HmUfand on occasions though 5 good deals have been picked up in 
the last quarter totalling $55^nillion. Each deal is either for $100 millio n or €1 00 
million After losing out to^||||||[|||||||[|we have negotiated better terms with^^f^to 
deliver the money and offer better prices 


Russia 

Russian business thrives on instability', rumours, weakness/strength of the $ and the 
Russian population tend to scrutinise the exchange rales, anylime they get an inkling 
the Central Bank are going to change the Rouble rate Russian.^ sell their or buy 
dollars The last quarter had a lot of rumours and comments from the Russian Central 
Bank that the Rouble w'as going to be trading under 20 per dollar; it was trading at 
almost 27 prior to that There w'as almost panic, with Russian.^ selling their $ and 
buying Roubles The volume figures jumped up hugely in the month; BN bought 
nearly $2 billion in the quarter from Russia against $625 million last year. T his is the 
biggest amount of business conducted m Russia for three years - when^Usank w'as 
rumoured to be in trouble, Selling side also increased, tw'O of BN major counterparts 
hav^eveloped much bigger wholesale networks which has taken business away from 
l^^^vho are the mam banknote bank t n Russia - BN are not trading with them but 
KYC has been submitted for approval ^HHhave around a 40% share in the 
business in Russia and this is therefore a consider^le amount of business that BN is 


missing out on 
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Saudi Arabia 

The business is fairly stable, volumes decreased $3 miUion on the quarter last year but 
we are experiencing a lot of competition from Commerz who are shipping directly 
from NY into Saudi and they are offering nearly 50% cheaper prices than BN quote, 
so w'ork has had to be done to offer bettCT prices to re-gain volume in this business. 
We only have two customers here; Saudi American Bank and National Commercial 
but we continue to press for the re-instatement of A1 Rahji but there remain ongoing 
KYC issues. 


Ukraine 

Delta Airlines in Jun^ntroduced anew flight from NY direct to Kiev an d prior to this 
BN were losing a lot of business with a major wholesaler in the Ukraine, IB|H[ Bank, 
huthai^e managed, to persuade, clients to use this earlier flight and hav e, already-pic ked- 
up more business. Hopefully BN will see bi gg er increases, while ||||||||||||^^ 
'Ijlllllllllll^^ the biggest competitors. 


Uzbekistan 


client here. M arket share has 

been lost to Bank and BN has had to reduce pricing as 

undercut BN previous pricing by 50%. Though fairly stable market. 


UAE 



and BN continue to see a very good share of their busmess, mainly on the busing side 
but have increased business selling to them. BN have started selling them their surplus 
United Arab Dirhams since negotiating better terms for them and going forward 
should see increases. On the buying side, BN offer them a very good sendee which 
outdoes that of competitors resulting in more business. 


it^^najo^ompetitor to BN in the wholesale market and we only trade with 
one another when either party is short of a currency. 


Operating outlets in approximately 105 HSBC branches. Business increased in the last 
quarter which was mainly due to tourism - natural with the Easter period and now 
into summer, saw incr ease in sales from 32 million to 46 million but overall year on 
year, business with ||||||||^mi^H^ going down. 


Another major competitor in particular markets, especially in Africa. They come to 
BN only for certain currencies, they are not particularly flexible in how they do 
business. Have seen an increase on our buying side as BN buys more Scandinavian 
currencies from them, this is simply down to other wholesalers not purchasing them. 


This is the biggest client in UK w'ho operates a number of Bureaux particularly at 
Stansted and Gatwick airports. Seasonal increase is down to tourism but BN has 
recently worked closdy wdth^l^and are now their main supplier of cunencies and 
offer direct delivery to Stansted and Gatwick. 
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They are a Russian airlme based airport. They operate ma.ssive cargo 

planes all over the world. The main purpose of the relationship is for them to use cash 
to pay for fuel and services m varying counfnes. Typically, orders are approximately 
$200 000 per week. They are m the process of merging with their competitor which 
\^ill hopefully mean increases in business for us. 


KD comments: 

Georgia 

Only selling to Georgian banks at present; anything that they want to sell is small and 
not profitable 


Sales have gone d own 2005 - 
could also be that I 


2006. This is due to co mpetition from! 
lias lost business to I 


These sales figures have gone up. They are a relatively new client to BN and KD 
guesses that the figures will continue to increase. NY has lost business 
BN has gained it through 


Latvia 

Sales have increased w'hereas purchases arc quite average. Purchases are unlikely to 
increase by much but more positive outlook on the sales side. 


Purchases have gone down, Latvia has opened up and whereas we previously had a 
lot of the market we are now seeing a lot more competition On theselling^de, BN 
has a strong relationship, with a good stock of many currencies and HHH know's 
they can get new Euros from KD. KD visited the client this year and met w'ith the new 
dealer. 


Similar scenario here as witb|^| 
the selling side has also decreased. 


lost out on purchasing side. Unfortunately 


This client use BN as a last resort, for example if the Viennese are closed. There is 
unlikely to be any big movements with this client. BN gels approximately 10% of 
fHHmilllll^busincss per year 


RB comments' 

Azerbaijan 

Increase in sales for both |^^B||||||||[|||m|^mi|||||[| and \ 

■HHIIIII^This is mainly dotvn to BN using an earlier flight out of London which 
meannh^both banks can pay and order on the same day as opposed to previous day. 
The actual volumes of cash m Azerbaijan have not increased at all more that BN can 
now service Azerbaijan better than competitors 


Kaza khstan 

are a new customer so no real comparison For the rest, there has been a decrease 
in sales. Principally, in the last five or si.\ months the lo cal currency has grown 
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Stronger against the dollar which has cooled some of the demand for dollars. Last 3'ear 
experienced extra-ordinary growth on the back of a credit boom in the countr\- which, 
to some extent, has been exhausted. |||||||^|||||||||||||||||||| in London has emerged as 
another competitor here, resulting m BN having to meet them on price. Volumes have 
picked up although at a reduced turnover for BN taken fHH 

though their business with us was small. 

K yrgyzstan 

relatively small figures, thou^ up compared to last year. They 
would tend to sell BN their surpluses three to four times a year. These would be old 
banknotes that they can not use or sell internally or to neighbouring countries. 


Lebanon 

. Has seen a dowmtum m-business-ibr^^^m|||^H^|^H^AL andUBBBt 
H^HSAL, this is perhaps down to BN being more stringent than other counterparts 
with regard to counterfeit notes so BN is tended to be used as a sur^ilus requirement 
rather than a general counterpart. 
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cc; Pierre Betzu/HBUS/HSBC@HSBC 
FIG HBUS@HSBC 

Subject: Fw: Report of Findmgs - Al Rajhi Commercial Foreign Exchange, 

Jeddah - FiG 

Original A) Rajhi report is attached 


- Forwarded by Bob Powers/HBUS/HSBC on 07/13/2005 05:34 PM 


FiG HBUSon 13 Jul 2005 17:32 

Note 

13 Jul 2005 17:32 

From: FIG HBUS Tet: 

Title: Location: 

WorkGroup: Mail Size; 12344 

Sent by: Bob Powers 

To: AIM support@HSBC 

cc: Pierre Bet 2 u/HBUS/HSBC@HSBC 
FIG HBUS@HSBC 

Subject; Report of Findings - Al Rajhi Commerdal Foreign Exchange, Jeddah - 
FIG 


CONFIDENTIAL 

*** FOR INFORMATIONAL PURPOSES ONLY "* 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS (UPDATE) 

SUBJECT: Al Rajhi Commerdal Foreign Exchange, Jeddah 

ENTITIES: Al Rajhi Commerdal Foreign Exchange. Jeddah 

REQUESTOR: Kevin O'Donnell 

DEPARTMENT: AIM Support 


A report of findings in support of enhanced due diligence v«s requested for A) 
Rajhi Commercial Foreign Exchange, Jeddah. The most recent update review of 
the Al Rajhi Trading Establishment in Saudi Arabia was sent in April, 2005. 

That update provided findings subsequent to the first report regarding Al Rajhi 
entities that was originally issued from this office in October of 2003. An 
update was conducted in December of 2004. T ext of the more recent update will 
be pasted at bottom. The text of the original report will be included in the 
attached PDF file. This current report will address recent information specific 
to Al Rajhi Commercial Foreign Exchange. Jeddah. 

Al Rajhi Commercial Foreign Exchange, Jeddah 
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According to “Bankers Almanac, "Al Rajhi Commerda! Foreign Exchange is located 
in Jeddah, Saudi Arabia. The bank has correspondent banking relationships with 
Land Bank of the Philippines and Sodal Investment Bank in Bangladesh. 

Our review found no profiles that would provide insight into the bank's 
operations. However, the bank's own website (www.bankalrajhi.com) names Mr. 
Abdul Rahman A, A. Alrajhi, member of the prorranent Al Rajhi family, as Vice 
Chairman, Chief Executive Manager, and President. The chairman is not named on 
the website. 

in 2004 it was announced in numerous press reports that AJ Rajhi Commercial 
Foreign Exchange would be one of eight Saudi money exchangers to merge into the 
new Al-Bilad Bank, which was expected to launch by mid-2005 with S800 million 
in capital. Another of the eight firms involved in the merger was reported to 
'be' Ai'Rajhi Trading EstablishmehU 

"Gulf News" reported on May 2. 2005 that shares in A1 Bilad Bank soared to 950 
Saudi Riyals ($253) on its first day of trading. 

Our review found no evidence of criminal activity surrounding Al Rajhi 
Commercial Foreign Exchange or its president Abdul Rahman Al-Rajhi. 

Text of previous reports regarding Ai Rajhi entities is pasted below and in the 
attached PDF document. 

Please feel free to contact me with any questions regarding this report 


Sincerely, 


Bob Powers 
FIG Investigations 


CONFIDENTIAL 

**• FOR INFORMATIONAL PURPOSES ONLY 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS (UPDATE) 

SUBJECT: Al Rajhi Trading Establishment 

ENTITIES: Al Rajhi Trading Establishment 

REQUESTOR: Paul DiBenedetto 

DEPARTMENT; Client Services - Financial Institutions 

Accounts: Al Rajhi Trading Establishment, Banknotes • 000135704 

A report of findings in support of enhanced due diligence was requested for the 
Al Rajhi Trading Establishment in Saudi Arabia. A report conducted on Al Rajhi 
entities was originally issued from this office in October of 2003 An update 
was conducted in December of 2004. Text of those previous reports will be 
pasted at bottom and attached. This current report will address recent 
information specific to Al Rajhi Trading Establishment. 

Al Rajhi Trading Establishment 
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Al Rajhi Trading Establish menl has appeared in the news very infre(^ently in 
the time since the initial report was conducted on Al Rajhi entities in 2003. 

No evidence of criminal activity relating spedficaJly to A! Rajhi Trading 
Establishment could be found in our review. 

The most significant report concerning Al Rajhi Trading was published in 
"Ethnic Newswatch" in August, 2004. This arfide reported that Al Rajhi 
Trading was one of eight financial institutions to be merged into A! Bilad 
Bank, a new banking corporation expected to launch operations in mid-2005. Ai 
Bitad will have a capital of $800 million. 

In April, 2005, the "EIU Riskwire" reported that Al Bilad was still watting to 
open. A! Bilad will be Saudi Arabia's 1 1th commerdal bank. 


Text of previous reports regarding Ai Rajhi entities is pasted below and in the 
attached PDF document. 

Please feel free to contact me with any questions regarding this report. 


Sincerely, 


Bob Powers 
FIG investigations 


Note 

13 Dec 2004 10:04 

From: Steven Pichardo Tel; 212-525-6736 

Title; Associate Location: 452 5th Ave, Floor 07 

WorkGroup: COMP/ANTI-MONEY LAUNDERING Mail Size: 7164 


To: Susan SALAS/iBEU/HSBC@HSBC 

cc; Michael E!lis/HBUS/HSBC@HSBC 
Gloria Strazza/HBUS/HSBCigHSBC 
Sally G LOMAS/HBMD/HSBCMERiDIAN@HSBC 
Daniel Jack/HBUS/MSBC@HSBC 

Subject: Report of Findings - AJ-Rajhi Banking & Investment Corp. - FIG 


CONFIDENTIAL 

FOR INFORMATIONAL PURPOSES ONLY ’** 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS 

SUBJECT: AI-Rajht Banking & Investment Corporation 
ENTITIES: Ai-Rajhi Banking & Investment Corporation 
REQUESTOR; Sally Lomas 
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From: PAUL PLESSER/HBUS/HSBC 

Sent: 2/22/2005 1 1 .04:28 AM 

To: ALAN T KETLEY/HBUS/HSBC@HSBC 

CC 

Subject: Fvv Ai Rahji Trading/A! Rahji Banidng 
so i guess we are ok to continue trading? 


Forwarded by Paul Pfesser/HBUS/HSBC on 02/22/2005 1 1 04 

AM 

From: Georges Ataliah on 22 Feb 2005 10:56 


To: Paul Plesser7HBUS/HSBC@HSBC 

CC. Alba Khoury 

Sobhi Tabbara 

Subject Re: AI Rahji Trading/AI Rahji Banking 

Paul 

For us is business as usual. Alba spoke to Edmond Carton and Sobhi Tabbara 
and they were not informed of any dedsion regarding AI F^jhi. Also no 
instructions from IPB compliance 


From: Paul Plesser 
Sent: 02/22/2005 08:19 AM 
To: Georges Ataliah 
Cc: Nazem Elsabeh 

Subject; Fw Ai Rahji Trading/AJ Rahji Banking 
Georges, 

As you know, Nazem Elsabeh deals FXwith AI Rahji Trading. I have been trying 
to get some clarity on this issue since the original note was circulated at the 
end of January. Alan Ketley has told me that you would be able to help. 

Is this account being closed or are we still allowed to trade FX with them? 

Thanks. 

Paul 


- Forwarded by Paut Plesser/MBUS/HSBC on 02/22/2005 08,18 

am 

From' Joseph A Belfatto on 31 Jan 2005 07:29 


To; Patrick McDonald/HBUS/HSBC@HSBC 
Paul Plesser/HBUS/HSBC@HSBC 
Albert Yu/HBUS/HSBC@HSBC 
Mark A Baker/HBUS/HS8C@HS8C 
Karl Fruecht/HBUS/HSBC@HSBC 
Mary-Jo Cohane/HBUS/HSBC^HSBC 
Debra J LODGE/HBUS/HSBC@HSBC 
Thomas Del Zoppo/HBUS/HSBC@HSBC 
Grant Thompson/HBUS/HSBC@HSBC 
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Subject: Fw; Al Rahji Trading/Al Rah^ Banking 


Please note 

Forwarded by Joseph A Beifatto/HBUS/HSBC on 01/31/2005 07:29 AM — 

Joseph M Petri/HBUS/HSBC 
01/30/2005 01-33 PM 

To 

Robert Feeney/HBUS/HSBC@HSBC, John A Paganucci/HBUS^SBC@HSBC, Ethie 
Tense!/HBUS/HSBC@HSBC, Peter G Merritl/HBUS/HSBC@HSBC. Brad 
Meredith/HBCA/HSBC@HSBC02, Joseph A Belfatto/HBUS/HSBC@HSBC, Benjamin 
Weish/HBUS/HSBC@HSBC. Andrew S Lombara/HBUS/HSBC@HSBC, Tony 
Wrphy/HBUS/HSBC^HSBC, Dante! Mherv^BUS/HS’BC^HSBC, Fernando P 
PEREZ/HBMX/HSBC@HSBC. Jose-Luis Guerrero/HBUS/HSBC@HSBC 
cc 


Subject 

Fw: Al Rahji Trading/A Rahji Banking 


FYI. 

Forwarded by Joseph M Petri/HBUS/HSBC on 01/30/2005 

01:33 PM 

Teresa Pesce on 28 Jan 2005 1 1 ,01 
Note 

28 Jan 2005 11:01 

From: Teresa Pesce Tei: 212-525-6099 

Title: Executive Vice President Location; 452 5th Ave, Floor 07 

WorkGroup: COMP/ANTI-MONEY LAUNDERING Mail Size; 3172 


To. Michael B Gallagher/HBUS/HSBC@HSBC 
Christopher Lok/HBUS/HSBC@HSBC 
Peter G MerrityHBUS/HSBC@HSBC 

cc: Tony Murphy/HBUS/HSBC@HSBC 
Joseph M Petrt/HBUS/HSBC@HS8C 
Carolyn M Wind/HBUS/HSBC@HSBC 
Camillus P Hughes/HBUS/HSBC@HSBC 
Aan T Ketley/HBUS/HSBC@HSBC 
Wiliam M Wong/HBUS/HS8C@HSBC 
Susan AWRtGHT/HGHQ/HSBC@HSBC 
Subject- A! Rahji Trading/Al Rahji Banking 


As some of you may know, the above named clients have been under evaluation by 
US and Group Compliance based, among other things, on relationships maintained 
With enttties/countfies on the OFAC list. Additionally, US law enforcement has 
placed these entities under scrutiny. After much consideration. Group 
Compliance has recommended that the US businesses sever ties with these clients 
based on the current regulatory environment and the interest of US law 
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enforcement. Accordingly, i will not approve customer profiles for or 
transactions with these entities. Please make appropriate arrangements. I am 
available to answer any questions you might have. 

Regards- 

Terry 
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From; GEORGE TSUGRANES/HBUS/HSBC 

Sent: 3/15/2005 2:43:07 PM 

To: NANAYO RYAN/HBUS/HSBC@HSBC 

CC: SHARYN MALONE/HBUS/HSBC@HSBC;ALANT KETl.EY/HBUS/HSBC@HSBC;WILLiAM 

WEHMEYER/HBUS/HSBC@HSBC 

Subject JHokuriku Bank C/L Activity 

Nan - attached is a spreadsheet of cash letter deposit actmty on Hokuriku 
Bank. Over the last few months deposits totalling ov^$2milKon have been 
deposited tiirough cash letter deposits. Aithough forms have been provided for 
each deposit (with one exception) the explanation for eadi deposit states that 
the companies are all in the used car sales business and the purpose is 


Can you reach out to the bank and ask that adequate KYC is on file for each 
name listed on the spreadsheet, whether the cu^omer activity is consistent 
with the KYC, and also who is their customer base (local dients, people buying 
cars for export, etc.) and why US dollar travelers checks would be used for 
payment. 


regards, 

George 

Attachment Hokuriku CLj:1s 
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1 Date 0 

2 20-Jan _ 

3 21-Jan _ 

4 25-Jan 

5 25-Jan 

6 25-Jan _ 

7 2&-Jan __ 

6 2S-Jan 

S 3t-Jan ~ 

10 31-Jan “ 

11 1-Fafa ~ 

12 1-Feb ~ 

13 8-Fafa 

14 9-Fall 

15 14-Feb 

16 17-Feb 

17 17-Fab 

18 23-Feb 

19 23-Fab ~ 

20 23-Feb ~ 

21 24-Feb 

22 24-Feb ~ 

23 24-Feb ~ 

24 24-Feb " 

25 24-Feb “ 

28 24-Feb " 

27 1-Maf ~ 

29 1-Maf _ 

29 1-Mar 


36 9-Maf 

37 iO-Mar 

38 11-Mar ~ 

39 11-Mar _ 

40 11 -Mar _ 

41 11 -Mar _ 

42 12-MBr 


,ii^Ki2i3C2aBiiiin““' " 




43X 1000 AmexT/C 
36X1000 AmexT/C 
68X1000 AmexT/C 
71X 1000 AmexT/C 
[6SX1000AmexT/C 
! Total Deposit 


exT/C 
122X1000 AfTWxT/C 


65000165X1000 Amex TIC 



i»-zi.iMjhiiiy.ii»M.naii 


Name of Client's Oust 

' Gondal Corporattorr 

' Kalho Sangyo • 

Gondal Coloration 

R.S- Corporation U d 

Sand Corporation 

' Gondal Corporation 

' R.S, Corporation Ltd 

Gondal Corporatiorr 

J. P Trading Ltd 

' RS Corporation Ltd 

RS Corporation Ltd 

’ Shloya Sigeru 

' Shloya Sigeru 

' ShlotanI Shigeru 

' Gondal Cwporatlon 

RS Coiporatlon Ud 
R S Corporation ltd:Shiotanl S 

ShlotanI Shlger u 

’ ShlotanI Shlgeru 

’ Awaiting 

' Awan International 

’ ShlotanI Shlgeru 

' R S Corporation 

' Gondal Corporation 

JP Trading 

' Syakl Ltd 

’ R S Corporation 

' Awan International 

' Sando Corporation 

Awan Internationa! 

Awan International 

' Gondal Corporation 

' Shaki Corporation 

' G ondal Corporation 

Sando Corporation 

Awan International 

' Gondal Corporation 

' SMotanI Shlgeru 

ShlotanI Shlgero 
Sando Corporation 
' Gondal Corporation 
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From: WILLIAM WEHMEYER/HBUS/HSBC 

Sent: 11/29/2005 4:37,56 PM 

To; MARK BALAWENDER/HBUS/HSBC@HSBC 

CC; GEORGE TSLIGRANES/HBUS/HSBC@HSBC;ALAN T KETLEY/HBUS/HSBC@HSBC 
Subject: Fw: Brooklyn cash letter 

Mark, 

Here are some statistics we obtained from MIS earlier in the year. The period 
is from December 2004 to January 2005 the total dollar amount processed was 
USD39, 297, 81 5,252.59. Feel free to call me with any quesfions. 

Regards, 

Wiliam 


— Forwarded by Wiliam Wehmeyer/HBUS/HSBC on 11/29/05 04:15 PM — 

George Tsugranes/HBUS/HSBC 
11/29/05 03:17 PM 

To 

Wiliam Wehmeyer/HBUS/HSBC@HSBC 

CC 

Subject 

Fw; Brooklyn cash letter 


Bill -can you dig up cash letter figures that involves the corps and banks and 
forward to Mark Balawender. If there is a report on items for PCM etc {Angelo 
Focarazzo rpts etc) use those figures. 

regards. 

George 

— Forwarded by George Tsugrar>es/HBUS/HSBC on 11/29/05 03:15 PM — 

Alan T Ketley/HBUS/HSBC 
11/28/05 08:36 AM 

To 

George Tsugranes/HBUS/MSBC@HSBC 

CC 

Subject 

Fw; Brooklyn cash letter 


George 

Can you give Mark the cash letter figures we have for what Brooklyn processes. 
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Thanks 


Alan 


Forwarded by Alan T KeHey/HBUS/HSBC on 1 1/28/2005 08:28 

AM 

From’ Mark Baiawender on 25 Nov 2005 13.41 


To; Alan T Ketley/HBUS/HSBC@HSBC 

cc: Karin 0'Neill/HBUS/HSBC@HSBC 
Caro! A Setter/HBUS/KSBC@HSBC 
Subject: Re: Brooklyn cash letter 

Alan, 

After a few phone informal calls, there are some more ways m for large check 
deposits and I do not believe there are any formal or documented checks in 
place that would identify potential unlicensed money service business 
activity. Generally, it is heads down volume procesing. Money Centers process 
the currency for their customers, replace it with a cash in ftcket and forward 
the checks on to Proof for processing without a formal review. Large 
pre-encoded or unencoded courier deposits (tnduding those from the Money 
Center) to Proof or MICR also receive no formal review. Given the 
volume/deadline driven/processing nature of the departmente above. I am not 
sure what we can do. Historically, I do no! think this has been seen as a big 
risk. We should probably discuss the risks and potential rewards of such any 
such reviews with Denise and Terry to see how they view the risk. I would 
anticipate a rather strong push-back from Ops and the branches, if AML 
Compliance were to suggest additional processes. I vwll see what I can gather 
on the Money Center, Proof and MICR customers across the state and their 
related check volumes and dollars. V\/hen I get the lists, can you assist with 
scrubbing out the CIBM customers? I would have no way of identifying them 

AJso, I wouldn’t really worry about Wholesale Lockbox as they have to get 
invoice/payee information and the checks should receive more individual 
scrutiny, 

Lastly, ! misspoke. It is 5 checks and a Tan' review of deposits in the 
branches, as below. 


Services: DEPOSIT & PAYMENT PROCESSING - DEPOSIT PROCESSING (REV 9/1996) 40.1 
Services Section 40-1 


DEPOSIT & PAYMENT PROCESSING - DEPOSIT PROCESSING (REV 9/1996) 40.1 


REQUIREMENTS 

Checks payable to a corporation, organization, estate, etc. may only be 
accepted for deposit to the respective corporation, organization, estate, etc. 
account. 

Checks being deposited should be reviewed on the back for endorsement and on 
the front to verify that the name is the same as payee and matches the name on 
the deposit ticket. This should be completed individually, for deposits 
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containing up to five (5) checks. Scan through larger quantities of checks by 
fanning the batch. 

Second endorsed checks may be deposited upon approval, however, the last 
endorsement must match the name on the deposit ticket 


Alan T Ketley/HBUS/HSBC 
11/23/2005 03:41 PM 

To 

Mark' BaTawsnder/HB(JSrHSBC@HSBC 
cc 

Subject 

Re. Brooklyn cash letter 


Mark 

You have misunderstood my intent - probably due to my poor way of explaining it. 
Correspondents I know about - for who else do Brooklyn clear checks? 

Alan 

From; Mark Balawender on 23 Nov 2005 14:03 

To: Alan T Ketley/HBUS/HSBC@HSBC 
Subject. Re' Brooklyn cash letter 
Alan. 

I am told by Float Management that the best list of inclearing correspondents 
was generated from Judy and George in response to the correspondent banking 
audit. Is there a time that is good for you to briefly discuss? 

Thanks. 


Alan T Ketley/HBUS/HSBC 
11/10/2005 04:02 PM 

To 
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"Mark Balawender” <mark.baJawender@us.hsbc.com> 
cc 

Subject 

Brooklyn cash letter 


Mark 

!s there a way to identify for which non-PCM cHente the BrooWyn check 
processirig area hahdres 'cash letter? ^ 

We have strong monitoring procedures in place for PCM clients but I don't know 
what's in place for other clients. 

Thanks 


Alan 


Attachment: CASHLETTER.xls 
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Redacted 

by 

Permanent Subcommittee 
on Investigations 


HSBC OCC 3180786 - HSBC OCC 3180797 
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From: ALAN T KETLEY/HBUS/HSBC 

Sent: 12/14/2005 8:13:10 AM 

To; GiLLIAN E BACHSTEIN/HBUS/HSBC@HSBC 

CC: 

Subject; Fw: KYC Profiles - Impact of CO Denial 
Gillian 

As promised yesterday - these were the 'headline names' way back when but 1 
know things are much better now. 


Alan 


Forwarded by Alan T Kefley/HBUS/HSBC on 12/14/05 08:12 AM 

Alan T Ketiey/HBUS/HSBC 
02/02/05 03 24 PM 

To 

Daniel Jack/HBUS/HSBC@HSBC, George Tsugranes/HBUS/HSBC@HSBC 

CC 

Lynda J Casse!l/HBUS/HSBC@HSBC 
Subject 

Fw: KYC Profiles - Impact of CO Denial 


- Redacted by the Permanent 
Subcommittee on Investigations 


Guys 

Can you check up on the status of these profiles please, I'd like to know where 
we stand on these CO Denieds 

Thanks 


Alan 

Forwarded by A/an T Kefley/HBUS/HSBC on 02/02/2005 03;22 

PM 

Alan T Ketley on 06 Dec 2004 15:31 
Note 

06 Dec 2004 15:31 

From; Alan T Ketley Tel; 212-525-6147 

Title- First Vice President Location: 452 5th Avenue, Floor 7 

WorkGroup: COMP/ANTt-MONEY LAUNDERING Mail Size; 7618 


To; Christopher Lok/HBUS/HSBC@HSBC 
Stephen J ALLEN/HBMD/HSBCMERIDIAN@HSBC 
Gyanen Kumar/HBUS/HSBC@HSBC 
Roger T K SO/SVP NBD RNH/HBUS/HSBC@HSBC 
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Kauko I Aro/HBUS/HSBC@HSBC 

Sally G LOMAS/HBMD/HSBCMERiDlAN@HSBC 

Wing Kin - Hk CHAN/NBD RNH/HBUS/HSBC@HSBC 

Sharyn Maione/HBUS/HSBC@HSBC 

George Lu5zczyk/HBUS/HSBC@HSBC 

Masao M FUJIiyTKY/HBAP/HSBC@HSBC 

cc: Rita Gonzalez/HBUS/HSBC@HSBC 
Michael B Ga!lagher/HBUS/HSBC@HSBC 
Daniel Jack/HBUS/HSBC@HSBC 
George Tsugranes/HBUS/HSBC@HSBC 
Teresa Pesce/HBUS/HSBC@HSBC 
Suzanne K Matthews/HBUS/HSBC@HSBC 
Sandra Peterson/HBUS/HSBC@HSBC 
Lynda'TCasseTOBUS7HSBC@HSBC " ' 

Subject: KYC Profiles - impact of CO Denial 

Ladies and Gentlemen 

A review of the Lotus Notes KYC system has shovwi up an anomaly in frie way we 
handle customers who may be 'CO Denied'. If a new customer is CO Denied then 
they are not able to transact with us until the profile is approved but if a 
current customer is CO Denied then transacting has confinued without 
interruption. 

This e-mail notification addresses both current customers who have been CD 
Denied as well as any customer that may be CO Denied in the future. 

With immediate effect, CO Denial must be handled as follows: 


PCM customers must be given 10 days notice that we will cease processing their 
payments (inbound and outbound) unless a dspensation is obtained from the AML 
Director and an updated profile is approved by the AML Director within that 1 0 
day period. 

Banknote customers must be given 10 days notice of trading termination unless a 
dispensation is obtained from the AML Director and an updated prolife is 
approved by the AML Director within that 10 day period. 

For current customers that 1 0 day clock will commence on December 7 (so [ ^ . 

December 17 will be the final day we will transact with them unless a ' “ Redacted by the Pcrmarient 

dispensation is obtained). Subcommitteeon Investigations 

All current customers affected by this are listed below and have been subject 
to enhanced monitoring so we do not feel that the bar\k is at risk beyond the 
obvious inconsistency in the treatment of customers. 
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From; ALAN T KETLEY/HBU S/HSBC 

Sent; 3/20/2006 5:31.20 PM 

To: BETH FISHER/HBUS/HSBC@HSBC 

CC: 

Subject: Re: Al-Rajhi 
Beth 

I gather than Banknotes wants to revive the relationship but has not yet done 
SO- 

Do you know what the facility is supporting? 


Alan T. Ketley 

First Vice President, Anti Money Laundering 
Tel- 212 525 6147 
Fax; 212 382 7580 


Beth Fisher/HBUS/HSBC 
03/20/06 04:51 PM 

To 

Alan T Ketley/HBUS/HSBC©HSBC 

CC 

Subject 

Al-Rajhi 


Alan. 

i thought we exited this name! i am surprised to find a facility. In fact, 
the LN KYC was de-activated a year ago. 

I will ask London CRM to cancel if your understanding is the same as mine. 
AL-RAJHI BANKING & INVESTMENT CORPORATION 


Thank you. 

Beth Fisher 
RM. CIB-Finandals 
HSBC Securities (USA) Inc. 
Tel 212-525-6644 
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From: BETH FISHER/HBUS/HSBC 

Sent; 3/21/2006 3:53.51 PM 

To: DOROTHY A GULMAN/HBUS/HSBC@HSBC 

CC. ALAN T KETLEY/HBUS/HSBC@HSBC;CHRISTOPHER J HEUSLER/HBUS/HSBC@HSBC;MANWE1 
HUANG/HBUS/HSBC@HSBC; 

ROBERT ABREU/HBUS/HSBC@HSBC 
Subject; Re; Updated TSO/TCS2 spreadsheet 


RE: 


AL-RAJHi BANKING & INVESTMENT CORPORATION 


FYi, this was an HBUS London Banknotes (only) relationship which was exited a 
year ago due to AML Compliance concerns Unfortunately, no one canceled the 
TCS2 facility -- a USD50M TSL line, I have asked GHQ CRM London to cancel the 
tirre-.—Thts'is’NO-tONGER an HBUS relatioTTshiir . W e mast remove this banlc frorrr- 
our list. 


Thanks. 


Beth Fisher 
RM, CIB-Financiais 
HSBC Securities (USA) Inc 
Tel. 212-525-6644 


Pcrmanert 


Dorothy A Gulman/HBUS/HSBC 
Tel; 212-525-2550 
03/21/2006 01:08 PM 

To 

Alan T Ketley/HBUS/HSBC@HSBC. Robert Abreu/HBUS/HSBC@HSBC, Beth 
Flsher/HBUS/HSBC@HSBC, Manwei Huang/HBUS/HSBC(gHSBC 

CC 

Christopher J Heusler/HBUS/HSBC@HSBC 
Subject 

Updated TSO/TCS2 spreadsheet 


I am back. Here is the updated spreadsheet showing KYC's in AIM and Lotus 
Notes. You should know that most of the AIM accounts that I looked had did NOT 
have the KYC information. These accounts are part of the 2003 conversion that 
dragged the names over but no real information. I think we are shll wailing 
for something sort of dispensation on those 

[attachment "tso tcs2 2006 review.xls" deleted by Beth Fisher/HBUS/HSBC] 


Dorothy 
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From; MICHAEL ELLIS/HBUS/HSBC 

Sent; 5/15/2006 4;08:42 PM 

To: PIERRE NASSER/HBUS/HSBC@HSBC 

CC: STEPHANIE L NAPIER/HBUS/HSBC@HSBC;MUHAMMAD SHOHIDUZZAMAN/IB 
DAK/HBAP/HSBC@HSBC:AFTAB HAtDER/IB DAK/HBAP/HSBC@HSBC; 

GEORGE TSUGRANES/HBUS/HSBC@HSBC.ALAN T KETLEY/HBUS/HSBC@HSBC;RG HBUS@HSBC 
Subject; Report of Findings - Isiami Bank Bangladesh Ltd - FIG 

Pierre, 

I am sending the below report on behalf of one of our new investigators, 

Kathleen Dischner, who does not have access to Lotus Notes yet. Please feel 
free to contact me with any questions. 


Thanks, 

Mike 

CONFIDENTIAL 

**’FOR INFORMATIONAL PURPOSES ONLY / FOR INTERNAL USE ONLY*** 

INVESTIGATIVE CONTROL AND REPORTING OFFICE (fCRO) 

FINANCIAL INTELLIGENCE UNIT 
REPORT OF FINDINGS (UPDATE) 

(Research as of 05/11/06) 

INVESTIGATOR; Kathleen Dischner 

SUBJECT: Isiami Bank Bangladesh 

ENTITIES; Isiami Bank Bangladesh 

REQUESTOR; Pierre Nasser 

DEPARTMENT: Banknotes 


An updated Report of Findings in support of Enhanced Due Diligence was 
conducted for isiami Bank Bangladesh, located in the HSBC-designated high-risk 
country of Bangladesh, This is an update to a previous report prepared for 
this bank on 4/19/2005, which is also provided below for your reference, Only 
items impacting adversely on money laundering, terrorist financing or other 
substantive criminal activity concerns will be detailed in this updated report. 

UPDATE- 

tSLAMI BANK BANGUDE3H LTD 

Most Current Ownership Breakdown Found (5% or higher); 

The Banker’s Almanac provides the following shareholder list for Isiami Bank: 

A1 Rajhi Company for Industry & Trade, Riyadh Ai-Khobara (9.9369%) 

Islamic Development Bank, Jeddah (7.5025%) 

Kuwait Finance House KSC, Safat (5.25%) 

The Public Institution for Social Securify, 6.46% 

Arabsas Travel & Tourist Agency, 9.99. 

Abdullah Abdul Aziz Al-Rajhi, 7.58%. 

Kuwait Awqaf Public Foundation, 4.3% 
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Other shareholders with less than 2% ownership. 

(www.bankersal manac.com, accessed 5/10/2005) 

Most Current List of Top Executives Found: 

Kazi Harun-Ar-Rashed, Chairman 

Abdur Raquib, Executive President & Chief Executive Officer 

M. A. Mannan, Executive '^ce President International Banking VWng/Foreign 

Exchange 

Md Fariduddin Ahmed, Executive Vice-R’esident of Operations 
www.bankersaimanac.com. accessed 5/10/2006 

Please note that we were unabte to confirm in our ordnary sources'either Wus' 
ad Abdullah Al-Rajhi or Moulana Zainut /^edin's positions vtflth islami Bank, as 
indicated in its KYC profile. 

Notable Information Regarding the Financial Institution, ite Ownership or its 
Top Executives: 

On March 2nd, 2006, Abdur Rahman, chief of the JamaatuI Mujahideen of 
Bangladesh (JMB), and his second-in-command, Bangla Bhai, were arrested for 
being responsible for the terrorist bomb blasts of August 17, 2005 in 
Bangladesh. The police found three different checkbooks in Rahman’s Sylhet 
hideout, one of the accounts being with the Islami Bank Lai Dighirparli Branch 
in Sylhet. Around 400,000 taka (approximately US $ 5,908} was reportedly 
transferred from the hank's Savar and Gazipur branches. (“BBC Monitoring 
Internationa! Reports,” Load Date March 9lh, 2006 ) Bangladesh Bank, ttie 
central bank, launched an investigation as to whether JMB militants maintained 
these islami Bank accounts, and found suspicious transactions in the Savar and 
Gazipur branches it inspected. According to Bangladesh Bank, the Islami Bank 
branches reportedly violated some of the regulations specified in the 
Anti-Money Laundering Act and failed to report these dubious transactions to 
the central bank, as required by law. (“BBC Monitoring Internationa! 

Reports,’ Load Date: March 15, 2006.) Bangladesh Bank fined the Islami Bank 
Bangladesh Tk 100,000 (approximately US$1,477) on charge of “sumeptitious 
transactions connected with militancy,” and also asked bank authorities to take 
measures against the 20 officers for their alleged involvement. The Islami 
Bank denied involvement in terrorist financing, but did admit that certain 
officials violated some of the country's money-launderirrg provisions, and 
therefore suspended five officers and gave warnings to 15 others. (''Indo-Asian 
News Service," Load Date: April 6th, 2006.) 

It is reported in various articles that this is the third time that Islami Bank 
Bangladesh has been fined for covering up militants' transactions. (“World 
Market Analysis." Load Date; April 6, 2006. and “BBC Monitoring South Asia - 
Political," Load Date: April 7. 2006.) No further information was found in 
our regular sources concerning this matter. 

Kuwait Finance House, which owns 5.25% of Islami Bank Bangladesh, is listed on 
World-Check as a Politically Exposed Person (PEP) duo to the fact tiiat the 
government of Kuwait owns 49% of its equity. 

Issufo Sanha, Executive Director of the Islamic Development Bank of Saudi 
Arabia (which owns 7,5025% of l^ami Bank Bangladesh), is listed on World-Check 
as a Politically Exposed Person (PEP). He was named the Minister of Economic 
Affairs in April 2005. He was also the former Minister of Industry. Tourism, 
and Trade (2004-05), 
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Aissa Abdellaoui, Executive Director of the Islamic Development Bank, is also 
listed on World-Check as a Politically Exposed Person (PEP), due to the fact 
that he was the former Minister of Water Resources of Saudi Arabia. 

Ibrahim Al-Mofleh, Executive Director of the IslarrMC Development Bank, is also 
listed on World-Check as a Politically Exposed Person (PEP), as he was the 
Director General for the Saudi Fund for Development. 

In June of 2005, M Abdullah, an “officiar of Istami Bank, was arrested for 
embezzling Tk 2,238,000 lakh (approximately USS33,057) from the disfrict branch 
ofthe bank, M Abdullah plead guilty to these charges. (“Untied News of 
Bangladesh," Load Date; June 1 , 2005.) Our sources do not indicate whether M 
Abdullah is ^tiil employed at the bank. 

In March 2006, Setaur Rahman, a branch manager ofthe Islami Bank, and one of 
his associates were sued for misappropriating TK 2,500.000 (approximately 
LIS$36,927). In 1996 he had reportedly opened a felse account in the name of 
Anwaer Hossain, (No further information was found regarding the identity of 
this individual.) The Anti-Corruption Comrrassion found the bank official and 
his associate, whose name was not provided, guilty. (“United News of 
Bangladesh," Load Dale; March 9th, 2006.) 

Information Found Regarding this Financial Institution, its Ownership or its 
Top Executives that Warrants SCC Consideration. 

You may wish to consider the Islami Bank Bangladesh for SCC status, due to one 
of its shareholders, the Kuwait Finance House, along with several officers from 
another shareholder, the Islamic Development Bank (issufo Sanha, Ibrahim 
Al-Mofieh, and Aissa Abdellaoui), being categorized as Politically Exposed 
Persons on World-Check, as detailed above. 


*•* Should you find any discrepancies between the ownership and/or executives 
named in this report and those named in your current, up-to-date KYC 
information, please let us know so that we may check any differing names for 
items impacting adversely on money laundering, terrorist financing or other 
substantive criminal activity concerns. 

This report is confidential and is intended solely for the use of the HSBC 
business to which it is addressed and those who need to know the information 
pursuant to that business' internal procedures. This report is not to be 
disseminated to any other person or entity. Our investigative findings are, in 
part, based upon information available to us through a variety of third-party 
providers at the time our search is performed- While every attempt is made to 
find ail substantive information , we make no representation that the 
information provided to, or gathered by us, is complete. 

Please feel free to contact me with any questions regarding this report. 

Kathleen Dischner 

Text of Previous Report of Findings Dated 4/19/2005; 


FINANCIAL INTELLIGENCE GROUP (FIG) 
REPORT OF FINDINGS 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSB03627336 
Confidential - FOIA Treatment Requested by HSBC Bank. USA, N.A. HSBC OCC 3241694 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 


Jkt 076646 


PO 00000 


Frm 00259 Fmt 6633 Sfmt 6633 


P:\DOCS\76646.TXT SAFFAIRS 


PsN: PAT 



1354 


SUBJECT: Isiami Bank Ltd. -Bangladesh 
ENTITIES: Isiami Bank Ltd. -Bangladesh 

REQUESTOR: Rhonda Lee Thomas CC' Nanayo Ryan, Alan T Ketley 
DEPARTMENT: Client Services -Financial Institutions 
ACCOUNTS: N/A 

A request was made for a Report of Findings in support of Enhanced Due 
Diligence for 

Isiami Bank Ltd. as the bank is located in an HSBC-designated high-risk 
country. This account should be considered for SCC status due to foe bank’s 
Chalrrnan b^hg a former ChEMfrhan andSecreSry'oTKhpadesh Naffofiaf Bbafd of 
Revenue (details below). 

Isiami Bank Limited 

In a Bankers’ Almanac entry dated February 14, 2005. Isiami Bank Bangladesh 
Ltd. is listed under the address of PO Box 233, Isiami Bank Tower, 40 Dilkusha 
Commercial Area, Dhaka 1000. Bangladesh. The Isiami Bank is described as a 
private bank and member of the international Association of Islamic Banks. The 
Bankers' Almanac also reports that the Islant Bank Bangladesh Ltd. is ranked 
1 ,553rd in the world and 2nd in Bangladesh, and that foe bank currently has 143 
branches nation-wide and 4,774 employees. 

According to A Gale Group company brief, dated Apnl 18. 2005, Isiami Bank 
Bangladesh Limited was established on March 13, 1983 This Bank is foe first of 
its kind in South-East Asia, It is committed to conducting all banking and 
investment activities on the basis of interest-free profit-loss sharing system. 

With the active co-operation and participation of Islamic Development Bank 
(IDB) and some other Islamic banks, financial institutions, government bodies 
and eminent personalities of the Middle East and the Gulf countries, Isiami 
Bank Bangladesh Limited has by now earned foe unique position of a leading 
private commercial bank in Bangladesh. 

The Bankers' Almanac listing dated February 14. 2005 reports the following 
executives for isiami Bank Ltd.: 

Shah Abdul Hannan, Chairman, Abdur Raquib, Executive President & Chief 
Executive Officer, Md Veiayet Hossain, Deputy Executive President, Md 
Fariduddin Ahmed, Executive Vice-President Audit & Inspection, Md Shahjahan 
Chowdhury, Executive Vice-President Asset Management, Md Selaur Rahman, 
Executive Vce-President Project Investment Division -1 , A T M Harun-ur-Rashid 
Chowdhury, Executive Vice-President Operations Wing, M. A. Mannan, Senior Vice 
President international Banking Wing & Foreign Exchange, AW Shamsuzzuha, 
Vice-President International Banking VWng & Documentary Credits, Md Siddiqur 
Rahman, Senior Principal Officer Correspondent Banking, Abu Zafar Md Sheikul 
Islam, Vice-President Information Technology. 

Md Nural Islam Khalifa, Senior Vice President Human Resources, Md Shouquat Ali, 
Executive Vice-President Legal, Md Nurul Islam, Executive Vice-President Rural 
Development. 

Chairman of Isiami Bank Shah Abdul Hannan appears to be an important political 
and social figure in Bangladesh. A December 26, 1 999 article from THE 
INDEPENDENT, reported the following; 

“Former secretary and Islamic thinker Shah Abdul Hannan has called upon the 
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Muslims to be moderate shunning the path of extremism. “Islam directe its 
followers to be moderate. But the Musitms are now resorting to extremism in 
many cases though teachings of the Holy Quran does not approve it," he said 
while speaking at a discussion organized in the aty yesterday by the Isiami 
Bank Bangladesh Ltd." 

In several articles Shah Abdul Hannan discussed the need to stem administrative 
corruption- He is named in at least eight articles as a former high-ranking 
secretary. It appears that he was chairman of the National Board of Revenue for 
several years. An Agence France Presse article dated Febniary 16, 1998 reported 
the following; 

“A senior official of Bangladesh's National Board of Revenue has resigned after 

being pressured by an influential minister and a locai_bu^ness^roup to drop a 

tax evasion case, newspapers reported Monday. Several hundred customs officers 
in the southeastern port city of Chittagong demonstiated there In protest at 
the resignation of Shah Abdul Hannan Hannan resigned as board chairman and as 
secretary of the finance ministry's internal resources division in a surpnse 
move two months before his scheduled retirement.” 

No further information could be found regarding the details of Mr. Hannan’s 
resignation or on his former post as chairman and secretary of the National 
Board of Revenue. 

One M.A, Mannan (whose name matches that of Isiami Bank’s Senior Vice President 
international Banking Wing & Foreign Exchange) is listed m World-Check as a 
politically exposed per-son due to his former position as Cabinet Minister in 
Bangladesh. The listing, which was entered on 11/06/2000 and updated on 
08/06/2004, has the following information; “Former Minister of Labour & 

Employment, former Member of Parliament, in May 2002, he was reportedly charged 
with corruption for allegedly illegally spending the government money." No 
further information could be found on Mr. Mannan's alleged corruption charges 
and the individual named in the World-Check listing could not be confirmed to 
be the same individual as the Isiami Bank executive of the same name. 

One Islam Nurul (whose name matches that of isiami Bank’s Executive 
Vice-President Rural Development), has a World-Check entry that reports him as 
listed on the UK Disqualified Directors Registrar- 10/24/2002-10/23/2010. No 
further information could be found on this individual listed on World-Check and 
he could not be confirmed to be the same individual as the executive of Isiami 
Bank named Islam Nurul. 

One Islam Nurul is also listed on World-Check as a politically exposed person 
due to his former position as Chief of Naval Staff in Bangladesh. The 
World-Check listing reports the following; “Former Naval Chief. August 2003- 
reportedly charged with co-accused, Seikh Hasina Wajed in connection with 
military purchases of the DW 2000h frigate from South Korea's Oaewood 
Corporation between 1996 and 2001, during Sheikh Hasina’s tenure as Prime 
Minister, causing loss to the state (nearly $88 million)." No further 
information could be found on this individual listed on World-Check and he 
could not be confirmed to be the same individual as the executive of Isiami 
Bank named Islam Nurul. 

No tax liens, bankruptcy, civil or criminal filings were found for any ofthe 
executives listed under Isiami Bank; 

No further information was found linking any of the executives listed under 
Isiami Bank to corruption or criminal activity. 
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The Banker's Almanac provides Ihe following shareholder list for Islam! Bank; 

Al Rajhi Company for Industry & Trade, Riyadh /U-Khobara (9.9369%), 

Islamic Development Bank, Jeddah (7.5025%), Kuwait Finance House KSC, Safat 
(5,25%), The Public Institution for Sodal Security, 6.46%; Arabsas Travel & 

Tourist Agency, 9,99. Abdullah Abdul Aziz Al-Rajhi, 7.58%. 

A search for the Ai-Rajhi Company pulled up several Worid-Check listings for 
politically exposed persons due to one of the Company's owner's position as a 
member of the Northern Borders Provincial Councif of Saudi Arabia. This 
individual is named as Abdullah Abdul Aziz Al-Rakhi, and he is also a 7.58%, 
shareholder in Isiami Bank. According to World-Check, Mr. AI-Rajhi was 
appointed to the Council by Royal decree on June 24, 2001. 

This office issued a report of findings on Al Rajhi Banking and Investment 
Corporation in October of 2003. In this report it was stated friat Abdullah 
Abdul Aziz Al Rajhi was the chairman of Al Rajlii Company for Industry and 
Trade, and that he was on the board of directors for Rajhi Banking and 
investment Corporation. It is unclear whether he remains chairman of A) Rajhi 
Company for Industry and Trade, but recent documentation indicates that he 
still sits on the board of A Rajhi Banking and Investment Corporation. Please 
refer to the chart labeled "Exhibit A" in the attached *.PDF tile. As several 
reports have previously been provided for A! Rajhi related entities, we are 
providing these below for your reference. 


No information was found linking any of Isiami Bank’s shareholders listed above 
to criminal activity. 


The following civil case was retrieved in a search for Isiami Bank, aifoough it 
could not be confirmed that the Isiami Bank that is named as a defendant below 
is the same entity as the subject of this Report of Findings: 

CASE NAME; IMPAK INC v. FROST NATIONAL BANK ET AL 
PLAINTIFF: IMPAK INC 

DEFENDANT: ED INDEX GARMENTS LIMIT, FROST NATIONAL BANK 

SH LIMITED ISLAMI BANK BANGLADE 

FILING DATE; 1/5/1987 

CASE NUMBER; 1987Ci000U 

COURT: 57TH JUDICIAL DISTRICT 

CASE TYPE; INJUNCTION 

STATUS: DISPOSED 

COUNTY: BEXAR 

STATE: TEXAS 

No further tax liens, bankruptcy, civil or criminal filings were found for 
Isiami Bank. 

No information was found linking Isiami Bank to corruption or criminal activity 

Feel free to contact me if you have any questions regarding this report. 

Sincerely. 

Maria Shkolnik 
FIG Investigator 
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From: FIG HBUS Tei: 

Title: Location: 

WorkGroup: Mail Size: 241871 

Sent by. Bob Powers 


Subject; Report of Findings - Al-Rajhi Trading Establishment - FIG 


CONFiDENTIAL 

*" FOR INFORMATIONAL PURPOSES ONLY 


FINANCIAL INTELLIGENCE GROUP (FIG) 
REPORT OF FINDINGS (UPDATE) 

SUBJECT: AI Rajhi Trading Establishment 

ENTITIES: AI Rajhi Trading Establishment 

REQUESTOR: Paul DiBenedetto 



DEPARTMENT : Client Services - Financial Institutions 


Accounts: A! Rajhi Trading Establishment, Banknotes - 


A report of findings in support of enhanced due diligence was requested for the 
AI Rajhi Trading Establishment In Saudi Arabia. A report conducted on AI Rajhi 
entities was originally issued from this office in October of 2003. An update 
was conducted in December of 2004 for Al-Rajhi Banlong and Investment Corp. 
Text of those previous reports will be pasted at bottom and attached. This 
current report will address recent information specific to AI Rajhi Trading 
Establishment. 


AI Rajhi Trading Establishment 

AI Rajhi Trading Establishment has appeared In the news very infrequently in 
the time since the initial report was conducted on AI Rajhi entities in 2003. 

Dun and Bradstreet lists Sheikh Abdul Rahman S AI Rajhi as the 100% shareholder 
in AI Rajhi Trading Establishment. 

The most significant recent press report concerning AI Rajhi Trading was 
published in "Ethnic Newswatch" in August, 2004. This article reported that AI 
Rajhi Trading was one of eight financial institutions to be merged into Ai 
Bilad Bank, a new banking corporation expected to launch operations in 
mid-20O5. AI Bilad will reportedly have a capstal of $800 million. This press 
report refers to Ai Rajhi Trading as a "Money Changer." 

In April, 2005, the "EIU Riskwire" reported that AI Bilad was still waiting to 
open. AI Bilad will be the 11lh commercial bank to base its operations in 
Saudi Arabia. 


As indicated in a chart in our 2003 review of AI Rajhi Banking and Investment, 
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the owner of Ai Rajhi Trading, Sheikh Abdul Rahman S Al-Rajhi, is ttie son of 
Saleh Abdul Aziz Al-Rajhi, founder and director of Al-Rajhi Banldng and 
investment Corp. According to business records we've found, Al-Ra^i Trading 
is not a subsidiary company of Al-Rajhi Banking and Investment, but is 100% 
owned by Sheikh Abdul Rahman S AI Rajhi. 

A review of press found infrequent references to SheiWi Abdul Rahman S A) 
Rajhi, usually in reports on his various business dealings. 

No evidence of criminal activity relating specifically to Ai Rajhi Trading 
Establishment or its owner could be found in our review. 

Text of previous reports regarding AI Rajhi entities is pasted below and in the 
attached PDF document. 

Please feel free to contact me with any questions regarding this report. 


Sincerely, 


Bob Powers 
FIG investigations 


CONFIDENTIAL 

**• FOR INFORMATIONAL PURPOSES ONLY *** 


Redacted by the Permanent 
Subcommittee on In' estigations 


FINANCIAL INTELLIGENCE GROUP (FIG) 
REPORT OF FINDINGS (UPDATE) 


SUBJECT; Al-Rajhi Banking & Investment Corporation 
ENTITIES: Ai-Rajhi Banking & Investment Corporation 
REQUESTOR: Sally Lomas 


DEPARMENT; Banknotes 


ACCOUNTS: Al-Rajhi Banking & Investment Corporation (Reference # 


An enhanced due diligence was conducted on Al-Rajhi Banking & Investment 
Corporation. A report of findings was sent on this company in May 2004. The 
objective of this report Is to procure additional information subsequent to the 
filing date of the initial report. 


Ai-Rajhi Banking & Investment Corporation: 

In 2004, Al-Rajhi Banking & Investment Corporabon (ARAJ) filed a suit against 
the Wall Street Journal (WSJ). ARAJ alleges that the WSJ defamed the bank by 
accusing it of supporting of terrorism in article published on 2/6/02. After 
30 months of active litigation, a settlement was reached, leading to the paper 
publishing a “clarification'’ and a letter from AJ-Rajhi's chief executive. The 
clarification basically states that the article published by WSJ did not intend 
to impiy an allegation that AFtAJ supported terrorist activity, or had engaged 
in the financing of terrorism. 
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Under the terms of that settlement the WSJ paid no damages, nor was any order 
made prohibiting the paper from repeating the same allegations in the future. 

In all, no charges stemming from the aforementioned article have been levied 
against ARAJ. Therefore, no substantially adverse information, subsequent to 
the previous report provided for this company, was found regarding ARAJ. 

If you have any questions, feel free to contact the undersigned. 

Sincerely, 

Steven Pichardo 
Finarrcial Investigator (FIG) 


From; Pierre Nasser on 1 1 Apr 2006 12:08 


To: FIG HBUS@HSBC 

cc. Stephanie L Napier/HBUS/HSBC@HSBC 

Muhammad SHOHlDUZZAMAN/fB DAK/HBAP/HSBC@HSBC 

Aftab HAIDER/IB DAKyHBAP/HSBC@HSBC 

Subject; Fw; tsiami Bank Bangladesh Ltd - EDD Report - New Management 

Please add these names in addition to the recent requested EDD report of Mar 17 
2006, 

Mr Mohammad Abdul Mannan, Executive Vice President. Islami Bank Bangladesh 
Limited 

Mr Abdur Raquib, Executive President, Islami Bank Bangladesh Limited 

Regards 
Pierre Nasser 

Payment Services Regulatory Risk Unit 

Tel; 302-636-2711 

Fax: 302 636-2211 

E-mail: Pierre, Nasser@us hsbc.com 

— Forwarded by Pierre Nasser/HBUS/HSBC on 04/11/06 12.04 PM — 

Pierre Nasser/HBUS/HSBC 
03/17/06 11,31 AM 


To 

FIG HBUS 
cc 

Stephanie L Napier/HBUS/HSBC@HSBC. PSRR@HSBC 
Subject 

Islami Bank Bangladesh Ltd - EDD Report - New Management 


Please perform an EDD report on tsiami Bank Bangladesh Ltd. spedficatly on the 
new management team; 
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Kazi Harun-ar-Rashed-Chairman 
Mus’ad Abdullah Al-Rajhi-Vice Chairman 
Moulana Zainul Abedin-Vice Chairman 

Mominul Islam Patwary-Chairman of the Executive Committee 

Regards 
Pierre Nasser 

Payment Services Regulatory Risk Unit 

Tel; 302-636-2711 

Fax: 302 636-2211 

E-mail: Pierre, Nasser@us.hsbc.com 
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From; TERESA PESCE/HBUS/HSBC 
Sent; 5/30/2006 7;51:41 AM 
To: ALAN T KETLEY/HBUS/HSBC@HSBC 
Subject: Re; U-Turns 

Alan - we have no choice. JPMC won't take ttiem. 


Sent from my BlackBerry Wireless Handhrfd 


From; Alan T Ketley 
Sent: 05/30/2006 08:28 AM 
To: Gary BOON; Alan KERR 

Cc; Paiiavi KEMPAIAH; Teresa Pesce; Denise Reilly; Sandra Peterson 
Subject: Re: U-Turns 

Gary, Alan 

! tried calling you (Gary) but understand that you are out of the office unbl 
June 1. 

I'm unclear why you vrtjuld be seeking to have HBUS handle this activity at no 
notice and am uncomfortable making arrangemerits for such sensitive activity in 
this fashion, 

As requested in my note below, 1 would like to receive copies of the types of 
payment orders that you propose to send to us (my fax is 212 382 7580) in order 
that we can review them. 

Given that you intend passing us as many U-Turns in a day as we would handle in 
a busy month I'd like to see this activity pass over a dedicated account and 
for Delaware to have the opportunity to set aside appropriate resources to 
handle this activity. For that reason 1 have copied Sandra Peterson. 

I would like to invoke some of the protocols set out in the attached document 
so that this activity may be suitably monitored and controlled 


Please advise who in MBME wilt be available to discuss this issue with HBUS and 
confirm that activity will not start to flow until we have appropriate controls 
in place. 


Alan T. Ketley 

First Vice President, Anti Money Laundering 
Tel; 212 525 6147 
Fax; 212 382 7580 


Gary BOON/HBME/HSBC 
05/28/2006 01:35 AM 

To 

Alan T Kelley/HBUS/HSBC@HSBC 
cc 

Alan KERR/HBME/HSBC@HSBC 
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Subject 
Re; U-Turns 


Alan, as you've seen HBME is nowin a situation where we now have to route the 
Iranian Payments through HBUS and our understanding from David is that this is 
now ok to do. 

After consultation with David, Alan and I contacted JPMC and advised them of 
the Group's decision to route payments using the serial method but we cannot do 
this for Iranian related payments as they have to be processed as cover 
payments (as per Group Compliance) to compty with the U-Tum process. However 
in our drive to be 1 00% transparent (and to foUow the directive on the last 
GCL re Serial Payments) HBME would complete field 72 on cover payments 
(MT202‘s) Mth the wording "Iranian transaction in compliance wtlh OFAC 
sanctions". Following JPMC’s refusal to process these spedfic insfructiors we 
seek your urgent assistance to get these payments processed asap through HSBC 
USA, 

We now have a requirement that wef from Tuesday 30th May - HBME need to process 
these payments through HBUS. it seems a good idea that we talk about friis 
urgently - can we call you today? Please advise appropriate number. 

Alan, I was going to copy Sandra Peterson but 1 leave this to you. We have 40 
payments a day on average of which a majority are order a Group entity with 
about 1 0 a day from Bank Kesharvarzi, Iran - the only a/c remaining open with 
HBME with this kid of volume. 

The good news is that we've a weekend and a bank holiday, the bad news is that 
we have to do this wef Tuesday as we have no other route open to us! 

Gary 


Alan T KetleyfHBUS/HSBC 
HBUS 

05/26/2006 10:33 PM 
Mail Size: 3000 

To 

Alan KERR/HBME/HSBC@HSBC, Gary BOON/HBME/HSBC@HSBC 
cc 

Subject 

U-Turns 

Entity 

HSBC Bank Middle East Linwled 
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Alan, Gary 

I have received thru T erry Peace a copy of your (Alan) correspondence with JPM 
Chase and David Bagiey about your Imminent move to s^al + covct payments 
with field 72 completed.' 

I have asked around and we're not sure what you mean by this. My view would be 
that the move to serial payments would render a cover payment unnecessary; none 
of us has been able to figure out what the reference to field 72 means - even 
though David seems to be aware. 

Can you send me an example ofitwo of the type of payment structure you have in 
mind so we can evaluate it properly; I'd also like you to send me examples of 
the types of payments that you have currently (as discussed previou^y). 

I do not see a date on which JPM Chase will stop handing these items for you - 
please advise on this score so we can explore establishing the necessary 
infrastructure. 

Thanks 


Alan T. Ketley 

First Vice President, Anti Money Laundering 
Tel: 212 525 6147 
Fax: 212 382 7580 
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From: SALMAN HUSSAIN/HBME/HSBC 
Sent; 6/22/2006 12:08-40 PM 
To- ALAN T KETLEY/HBUS/HSBC 

CC: DAVID B lLLING/HBMD/HSBCMERIDIAN:EMRANAUREZA@HSBC,COM:SHARIQ Z 
SIDDIQi/HBME/HSBC;HAMMAD ZAlDi/HBUS/HSBC; 

STEPHEN D LOFFREDO/HBUS/HSBC@HSBC;GARYBOON/HBMBHSBC 
Subject: Al Rajhi Banking & Investment Corp. {Al Rajhi Bank), Saudi Arabia 

Dear Alan 

i am sending you this email seeking your assistance to address any issues 
pertaining to Ai Rajhi Bank in order to obtain compliance approval. I am also 
copying the parties involved in the relationship. 

- Shariq Siddiqi, GRM Amanah Finance, Dubai 

- David B tiling, Banknotes HBEU, London 

- Emran A)i Reza, Amanah Finance, London 


As I understand from talking to all parties that we had an excellent 
relationship with Al Rajhi Bank until year 2004, banknote (Dawd tiling) 
stopped doing business while being the largest revenue generator in frie Middle 
East. Amanah Finance in London (Emran AJi Reza) still trade with Al Rajhi Bank 
under the Murabaha agreement. From my side, I would like to use the Islamic 
Overnight Investment that Hammad Zaidi and Stephen Lofferdo are working on as 
an intro to this bank. The amount of potential business/revenue is quite 
substantia! and if their Sharia'a board approved it, this means that other 
Islamic banks in the region will follow. 

Any issues compliance have that I or the rest of the players can assist Your 
feedback and assistance is highly appreciated. 

Best regards, 

Salman Hussain 
Regional Sales Manager 
Global Transaction Banking 


HSBC Bank ME Ltd, 

P.O. Box 57 

Manama, Kingdom of Bahrain 


Tel.: 

Mobile: 

Fax.: 


+973 17569599 


+973 17564343 


Email, salman.hussain@hsbc.com 



HSBC Bank Middle East Limited 

Registered Office; HSBC House, Esplanade. St Helier, Jersey, JE4 SUB 
Registered Number 85600 
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From; ALAN T KETLEY/HBUS/HSBC 

Sent: 6/22/2006 12:38:30 PM 

To; SALMAN HUSSAIN/HBME/HSBC@HSBC 

CC, DAVID B !LLiNG/HBMD/HSBCMERIDiAN@HSBC:EMRAN.ALIREZA@HSBC,COM;GARY 
BOON/HBMBHSBC@HSBC;HAMMAD 2A!DI/HBUS/HSBC@HSBC; 

SHARIQ Z SlDDIQI/HBMEyHSBC@HSBC;STEPHEN D LOFFREDO/HBUS/HSBC@HSBC.LYNDA J 
CASSELL/HBUS/HSBC@HSBC, 

STEPHEN J ALLEN/HBMD/HSBCMERIDIAN@HSBC 
Subject: Fw: AlRajhi Banking & Investment Corp., Saudi >Vabia 

Salman 

Good evening. 

This must be the week for Al Rajhi as yours is the second e-mail about the bank 
that I have received, 

HBUS exited the relationship in 2004 primanly for Compliance reasons. Earlier 
this year, Banknotes London expressed their desire to re-establish ttie 
relationship and there has been a fair amount of discussion about whettter or 
how to do this. 

I'm attaching the last correspondence that we have on the subject identifying 
certain questions that need to be addressed before ariy Compliance decision can 
be made about resuming the relationship. For your information, Baniffiotes London 
has been fully embroiled in (preparing for and now in the midst oQ an OCC exam 
so are unlikely to have been able to pursue these questions. 

The concerns about this name in the US have been rather long standing and we 
will need to get extremely comfortable with Al Rajhi before we would be willing 
to re-establish a relationship 

Regards 


Alan T. Ketley 

First Vice President, Anti Money Laundering 
Tel: 212 525 6147 
Fax: 212 382 7580 

— Forwarded by Alan T Ketley/HBUS/HSBC on 06/22/2006 01:16 PM 

Lynda J Casseil/HBUS/HSBC 
04/10/2006 12:03 PM 

To 

Stephen J ALLEN/HBMD/HSBCMERIDIANlgHSBC 

CC 

Gordon BROWN/tBEU/HSBC@HSBC, Alan T Ketley/HBUS/HSBC@HSBC. Anne 
Llddy/HBUS/HSBC@HSBC, Teresa Pesce/HBUS/HSBC@HSBC 
Subject 

AlRajhi Banking & investment Corp.. Saudi Arabia 


Upon review of available information on At Rajhi Banking and Investment Corp. 
HBUS' AML Compliance would need the following information included in the KYC 
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Profile for consideration: 

Address AML procedural areas noted in February 8th e-mail (see below) 

Confirm with client the countries that they do business with. If any of these 
countries are OFAC sanctioned, the client wll need to provide information as 
to how they ensure that none of the producte/services offered by HBUS are 
utilized in these cases. 

Detail frie dier.t's intended use of USD banknotes, e.g. percentage to client's 
bank branches versus commercial enterprises {subsidiaries/affiliates). Usage 
by customer type, e.g. construction / currency exchanges houses. 

Comment on how the client monitors unusual usage of banknote activity and 
whether they will discontinue doing business with Iheir customer for 
unexplained activity. 

Would want confirmation that the institution wotJd advise of changes in 
market(s) / customer types of USD Banknote business. 

This profile will require review and conaderation by Terry Pesce 

If you have any questions or need clarification to any of the above, please 
feei free to contact me, 

ijc/ 

Lynda J Cassell 

1st VicB President, Sr. AML Policy Advisor 

HSBC USA NA 

452 Fifth Ave 7th Floor 

New York, NY 10018 

Telephone; (212)525-6026 

Fax: (212) 525-5769 

— Forwarded by Lynda J Cassell/HBUS/HSBC on 04/10/2006 1 0:56 AM 

Lynda J Casseil/HBUS/HSBC 
02/08/2006 05:46 PM 

To 

Gordon BROWN/IBEU/HSBC 
cc 

AJan T Keljey/HBUS/HSBC@HSBC. Ciara 0'CONNELL/IBEU/HSBC@HSBC, Daniel 
Jack/HBUS/HSBC@HSBC, Susan SALAS/lBEU/HSBC@HSBC, Teresa Pesce/HBUS/HSBC(gHSBC, 
Stephen J ALLEN/HBMD/HSBCMERIDIAN@HSBC, Christopher LokfHBUS/HSBC@HSBC 
Subject 

Re: AML Procedures: AJRajhi Banking & Investment Corp., Saudi Arabia 


Gordon. In accordance to our previous conversation, the AML compliance decision 
to do business with A! Rajhi lies vwth Terry Pesce and as suggested, Stephen 
should speak to Terry regarding his desire to enter into a Banknotes 
relationship. ( understand that he is in NYC and I will reach out to Terry's 
/\ssistan! on Thursday morning to see if what time she has available to meet 
with Stephen to discuss this and the upcoming OCC exam of Banknotes in London. 

In regards to A Rajhi's AML Policy and Procedures, I find them comprehensive 
covering many of the areas that our own AML Policy and procedures cover, Their 
high risk client base generally mirrors our high risk type clients. There is 
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little that I could suggest to improve on content. 

If a relationship would come under consida^tion, I would be curious as to 
whether they have successfully implemented ther automated monitoring process, 
(which was to be implemented in November 2005). /Uso, if a reladonship would 
be considered we would need to have more information regarding their handling 
of unlicensed money remitters. There is a comment in their procedures 
(18.4.1 1) "monitoring of all transactions to that unlicensed money changers are 
not remitting funds outside the Kingdom". This comment would require further 
clarification. 

Lynda J Cassell 

1st Vice President. Sr AML Policy Advisw 

HSBC USA NA 

452 Fifth Ave 7th Floor 

New York, NY 10018 

Telephone; (212)525-6026 

Fax: (212) 525-5769 


Gordon BROWN/iBEU/HSBC 
02/06/06 1 1 ;50 AM 

To 

Lynda J Cassel!/HBUS/HSBC@HSBC 
cc 

Susan SALAS/iBEU/HSBC@HSBC. Ciara 0'C0NNELL;IBEU/HSBC@HSBC, Daniel 
Jack/HBUS/HSBC@HSBC, Alan T Ketley/HBUS/HSBC@HSBC 
Subject 

AML Procedures; Alrajhi Banking & Investment Corp., Saudi Arabia 


Lynda, 

Attached is the subject bank's AML Policies and Procedures as of December 
2005. Please contact me with comments or questions. 

Regards, 

Gordon 

[attachment "Atrajhl AML Procedures Dec 2005 pdf’ deleted by Lynda J 
Cassell/HBUS/HSBC) 
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From: ANNE LIDDY/HBUS/HSBC 
Sent; 6/22/2006 4;34;59 PM 
To: ALAN T KETLEY/HBUS/HSBC@HSBC 
Subject: Re; You Turn Payments 

Amusing. Aiso - before it was about 40. Yesterday 10. Now25ish. BTW I am 
going to set up a mtg with Terry and Denise (as our financier) to discuss 
resourcing for OFAC. it is out of hand. 


From; Alan T Ketley 

Sent: 06/22/2006 05:31 PM 

To; Anne Liddy; Grace C Santiago-Darvish 

Subject; Fw: You Turn Payments 

Too funny! 

Alan T. Ketley 

First \^ce President, Anti Money Laundering 
Te}:212 525 6147 
Fax: 212 382 7580 

— Forwarded by Alan T Ketley/HBUS/HSBC on 06/22/2006 0529 PM 

Bob Shetty/HBUS/HSBC 
06/22/2006 09:00 AM 

To 

Alan T Ketley/HBUS/HSBC@HSBC 
cc 

Subject 

Fw: You Turn Payments 


FYi 

Bob Shetty 

Global Payments & Cash Management 
HSBC Bank USA, 

212 525 2601 

— Forwarded by Bob Shetty/HBUS/HSBC on 06/22/2006 08:57 AM — 

Gary BOON/HBME/HSBC 
06/22/2006 07:24 AM 

To 

Bob Shetty/HBUS/HSBC@HSBC 
cc 

Richard C Boyle/HBUS/HSBC@HS8C 
Subject 

Re: You Turn Payments 
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Bob, you better call me as I'm fully aware of this and in factite already been 
in effect since 30 May. Unsure activity statement adds value and too be honest 
no one will thank me for sending you this if you use it to increase HBME 
charges. 

If you need volumes - these have already been prowded to Compliance Alan 
KeUey - its about 10 a day but some days could be 25 ish. 

Gary 


Bob Shetty/HBUS/HSBC 
06/22/2006 03;13PM 
Mail Size: 6652 

To 

Gary BOON/HBME/HSBC@HSBC 
cc 

Patrick K Byme/HBUS/HSBC, Richard C Boyle/HBUS/HSBC 
Subject 

Re: You Turn Payments 
Entity 

HSBC Bank Middle East Limited 


Gary, it appears this activity has been referred to us and is being implemented 
with urgency and we are now doing the due process. Shall appreciate your help. 
My fax number is 21 2 525 5699. Thanks. 


This E-mail is confidential. It may also be legally privileged. If you are 
not the addressee you may not copy, forward, disclose or use any part of it. 

If you have received this message in error, please delete it and all copies 
from your system and notify the sender immediately by return E-mail. Internet 
communications cannot be guaranteed to be timeiy, secure, error or virus-free. 
The sender does not accept liability for any errors or omissions. 


From: Gary BOON 
Sent: 06/22/2006 12:08 AM 
To: Bob Shetty 

Cc: Patrick Byrne; Richard Boyie 
Subject; Re: You Turn Payments 

Bob. can you give me any reasons why you need them? I don't have friem anyway - 
i’ll have to search around to find them first. 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. 


Inc. HSB03636373 
HSBC OCC 3250731 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00275 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1370 


Gary 


Bob Sherty/HBUS/HSBC 
HBUS 

06/21/2006 11:00 PM 
Mail Size: 2538 


To 

Gary BOON/HBME/HSac@HSBC 
cc 

Patrick K Byme/HBUS/HSBC@HSBC, Richard C Boyle/HBUS/HSBC@HSBC 
Subject 

You Turn Payments 
Entity 

HSBC Bank Middle East Lirr^ed 


Gary, 

Greetings, t am advised that HBME volumes relating to the above activity will 
now be migrated from the current service providers to HBUS. May I request you 
therefore to please provide me a copy of ^eir recent billing statement by 
return email? Many thanks for your cooperation. 

Best Regards 


Bob Shetty 

Global Payments & Cash Management 
HSBC Bank USA, 

212 525 2501 
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From; SHARYN MALONE/HBUS/HSBC 
Sent; 8/3/2006 4:07:56 PM 

To: STEPHANIE L NAPiER/HBUS/HSBC@HSBC;AFAF ABDELSAYED/HBUS/HSBC@HSBC 

CC; GILLIAN E BACHSTEtN/HBUS/HSBC@HSBC;PRINCELY PMURO/HBUS/HSBC@HSBC;HERSEL 

MEHANi/HBUS/HSBC@HSBC: 

ALAN T KETLEY/HBUS/HSBC@HSBC;GEORGE TSUGRANES/HBUS/HSBC@HSBC;ROBERT A 
MCARTHUR/HBUS/HSBC@HSBC: 

SANDRA PETERSON/HBUS/HSBC@HSBC;ANTHONY JULiAN/HBUS/HSBC@HSBC;NANCY 
HEDGES/HBUS/HSBC@HSBC: 

GEORGE DALLY/HBUS/HSBC@HSBC;ANN HAGAN/HBUS/HSBC@HSBC:ANDREW P 

DROLET/HBUS/HSBC@HSBC 

Subject: Social investment Bank, Bangladesh 

To all, 

Based on the attached U.S. Treasury announcement designating "the Philippine & 

Indonesian branch offices of the Saudi-based international Islamic Relief 
Organization (ilRO) for facilitating fundraising for ai Qaida and affiliated 
terrorist groups", we have t oday (8/3/06) traced a debit block on Social 
investment Bank account 

lIRO holds a 8.62% stake in Social Investment Bank(SIB), Bangladesh who is a US 
PCM client of HBUS since Oct. 2003. Thar value to US PCM is $44k annualized, 
split between BDP income & Nil. Also. SIB holds USD accounts Mth Amex & 

Stanchart N.Y. 


“ Redacted by the Permanent 
Subcommittee on Investigations 


* Name of Principals or Beneficial Owners: (List all shareholders with 10% or 
more ownership, if Corporate Client not publicly traded, Special Category 
Client or High Risk Country, then list ail shareholders with 5% or more 
ownership): 

* % of ownership: 


tnt'l Islamic Relief Organization (lIRO) 

Social Trust Fund 

Publicly Traded; Widely Held - None with 5% or > holdings 8.62 

8.19 

83.19 

After spealdng with Compliance, we have placed a debit block on outgoing 
payments subject to the receipt of a response from Sr. Management of SIB. and 
HSBC, Dhaka. Stephanie Napier is managing the block, therefore GFT Risk 
should only accept authorization to release from either Stephanie or myself. 

If you have any questions, please let Stephanie or I know. 


August 3, 2006 

hp-45 

Treasury Designates Director, Branches of Charity Bankrolling AI Qaida Network 
The U.S. Department of the Treasury today designated the Philippine and 
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Indonesian branch offices of the Saudi-based International Islamic Relief 
OrganizaSon (iIRO) for facilitating fundraising ftw at Qaida and affiliated 
terrorist groups. Treasury additionally designated Abd Al Harrnd Sulaiman 
Al-Mujii, the Executive Director of the Eastern Province Branch of IIRO in the 
Kingdom of Saudi Arabia. 

"Abd A) Hamid Sulaiman Al-Mupl, a hrgh-ranldng IIRO official in Saudi Arabia, 
has used his position to bankroll the al Qaida netvrark in Southeast >^ia. 

Al'Mujil has a tong record of supporting Islamic n^tant groups, and he has 
maintained a cell of regular financial donors in the Midffie East who support 
extremist causes," said Stuart Levey, Treasury's Undersecretary for Terrorism 
and Financial Intelligence (TFi) "Today we are heading him to account." 

The IIRO was established in 1978 and, according tote website, the 
organization has branch offices in over 20 countries in Africa, Europe, Asia, 
and the Middle East, 

"it is particularly shameful when groups that hold therrselves out as charitable 
or religious organizations defraud their donors and divert funds in support of 
violent terrorist groups," said Levey. ’We have long been concerned about these 
IIRO offices; we are now taking public action to sever this link in the al 
Qaida network's funding chain." 

Today's action was taken pursuant to Executive Order 13224, which is aimed at 
detecting and disrupting financial flows to terrorists. Under this authority, 

U.S. persons are prohibited from engaging in transactions with the designees, 
and any assets they may have under U.S. |urisdiction are frozen. 

IDENTIFIER INFORMATION 

Abd Al Hamid Sulaiman Al-Mujtl 

Abd Al Hamid Sulaiman Al-Mujfl (AJ-Mujil) is the Executive Director of the IIRO 
Eastern Province (IIRO-EP) branch office in the Kingdom of Saudi Arabia. 

Al-Mujtl has been called the "million dollar man" for supporting Islamic 
militant groups. 

Al-Mujil provided donor funds directiy to al Qaida and is identified as a major 
fundraiser for the Abu Sayyaf Group (ASG) and Jemaah Isiamiyah (Jl). Both ASG 
and Jl are al Qaida-associated terrorist groups in Southeast Asia designated 
pursuant to the authorities of E.0. 13224. These terrorist groups are also on 
the United Nations 1267 Committee’s consolidated list of individuals and 
entities associated with the Taliban, al Qaida and/or Usama Bin Ladin 

In 2004, AJ-Mujil invited a Philippines-based Jl supporter to Saudi Arabia 
under the cover of traveling for the hajj (the Muslim pilgrimage), and planned 
to provide him with cash to carry back to the Philippines to support 
organizations including Ji. 

Al-Mujil was also preserrt in Afghanistan in the late 1990s and personally knew 
Usama Bin Ladin and deceased al Qaida co-founder Abdallah Azzam. Al-Mujit 
traveled continuously to meet with members of Bin Ladin's organization in Arab 
countries. In the 1 990s, AJ-Mujil established a relationship with senior al 
Qaida operational planner Khalid Shaykh Muhammad. 

Al-Mujil has a long history of providing support to terrorist organizations. He 
has contributed direct financial assistance to ASG leaders, including Abdurajak 
Janjalanl (deceased). 

The Indonesian and Philippines branches of IIRO have received support from 
lIRO-EP, which in turn is controlled by Al-Mujil. Indeed, he is often 
responsible for authorizing payment transfers for IIRO Philippines (IIRO-PHL) 
and IIRO Indonesia (IIRO-IDN). 


Name: 

Abd al-Hamid Sulaiman /U-Mujil 
AKAs: 
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Dr, Abd al-Hamid Al-Mujal 
Dr, Abd Abdul-Hamid bin Suiaiman Al-Mup 
Dr, Abd Ai-Hamid Ai-Mu'ajjal 
Abd al-Hamid Mu'jii 
A.S. Mujel 

DOB: 

Abu Abdallah 

Nationality: 

Saudi Arabian 

International Islamic Relief Organization, Philippines Branch Offices 

The IIRO-PHL is a source of funding for tiie al Qaida-affiliated ASG IJRO-PHL 
has served as a liaison forthe ASG with other Islamic extremist groups, A 
former ASG member in the Philippines familiarwith lIRO operations in the 
country reported that a limited amount of foreign l!RO funding goes to 
legitimate projects and the rest is directed to terrorist opM’ations 

The Philippine branches of the llRO were founded sometime in the late 1 980s or 
early 1 990s by Muhammad Jamal Khalifah, wiho is Usama bin Laden's brother-in-law 
and has been identified as a senior al Qaida member. fIRO-PHL's director, Abd 
al-Hadi Daguit, is a trusted associate of Khalifah. 

While working as the director of IIRO-PHL, Khalifah maintained close 
connections with al Qaida through his relations with senior al Qaida 
supporters, including Specially Designated Global Terrorist (SDGT) Wa'el Hamza 
Julaidan, At the time Khalifah directed the IIRO-PHL, he employed an ASG 
inteiiigence officer as the provincial director of the HRO-PHL ki the 
Tawi-Tawi region of the Southern Philippines until that officer's death in 
1994. 

In the mid 1990s, a major ASG supporter, Mahmud Abd Al-Jalil Afif, served as 
the director of the IIRO-PHL and used the organization to funnel money to 
terrorist groups including the ASG. Afif was implicated in the assassination of 
Father Salvatore Carzeda in San Jose Gusu, Zamboanga City, Philippines on June 
20, 1992. 


AKAs: 

international Isiamic Relief Agency 
international Relief Organization 
Islamic Relief Organization 
Islamic World Relief 
international Islamic Aid Organization 
Islamic Salvation Committee 
ilRO 

The Human Relief Committee of the Muslim World League 

World Islamic Relief Organization 

Al Igatha Al-isiamiya 

Hayatal-Aghatha al-isiamia al-Alamiya 

Hayat al-lgatha 

Hayat Al-'tgatha 

Ighatha 

Igatha 

Igassa 

Igasa 

Igase 

Egassa 
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Address. 

International Islamic Relief Organization, Philippines Offices 
201 Heart Tower Building 
108 Vaiero Street 
Salcedo Village, Makati City 
Manila, Philippines 

Other Locations; 

Zamboanga City, Philippines 
Tawi Tawi, Philippines 
Marawi City, Philippines 
Basilan, Philippines 
Cotabato City, Philippines 

international Islamic Relief Organization, Indonesia Branch Office 

The iIRO Indonesia director has channeled money to two Indonesia-based, 
Jl-affiliated foundations, information from 2006 shows that liRO-IDN supports 
Ji by providing assistance with recruitment, transportafion, logistics, and 
safe-havens. As of late 2002, IIRO-IDN allegedly financed the establishment of 
training facilities for use by al Qaida associates. 


AKAs; 

International Islamic Relief Agency 
international Relief Organization 
Islamic Relief Organization 
Islamic World Relief 
International Islamic Aid Organization 
Islamic Salvation Committee 
IIRO 

The Human Relief Committee of the Muslim World LeagueWortd Islamic Relief 

Organization 

Al Igatha AJ-islamiya 

Hayat al-Aghatha al-ls!amia ai-Alamiya 

Hayat a!-igatha 

Hayat Al-’!gatha 

Ighatha 

Igatha 

Igassa 

Igasa 

igase 

Egassa 


Address; 

International Islamic Relief Organization, Indonesia Office 
Jalan Raya Cipinang Jaya No. 90 
East Jakarta, 13410, Indonesia 
P.0, Box 3654 
Jakarta, Indonesia 54021 
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From: ANDREW RiZKALLA/HBUS/HSBC 
Sent: 8/7/2006 8:01:39 AM 
To: GEORGE TSUGRANES/HBUS/HSBC@HSBC 
CC; ALAN T KETLEY/HBUS/HSBC@HSBC 
Subject' Re: Fw: Soda! Invst Bank Bangladesh 

I remain firm to my first opinion, the account should be close in an orderly 
fashion. We still dont know if there is a nominee shareholder interest to 
lIRO, the U.S. Govt has designated iIRO for supporting terrorism, so even the 
small shareholder ownership entitles them to profits and divtdends from Soc 
Invst Bank to reinvest where??. Any decision Social takes to remove IIRO 
should be on their own decision, irrespective of what HBUS does, the reason 
below sounds like a cope out and in no way should HBUS be bound by any decision 
management of that institution makes. 

Hershei says monitor the accounts for 6 months, will he be doing the 
monitoring?? 


Andrew W. Rizkaila, CAMS, CFE, CRCM 
VP, AML Compliance 
HSBC USA, N.A. 

452 Fifth Avenue 7th Floor 
New York, NY 10018 
Tel. No. (212) 525-6346 
Fax No. (212) 525-6550 


George Tsugranes/HBUS/HSBC 
08/07/2006 08:27 AM 

To 

Alan T Ket[ey/HBUS/HSBC@HSBC 

CC 

Andrew Rizkaila/HBUS/HS8C@HSBC 
Subject 

Re: Fw: Social Invst Bank Bangladesh 


Although the Philippine and Indonesia branch offices were cited, the Treasury 
action also cited Abd Al Hamid Suiaiman Al-Mujii who is a high ranking IIRO 
official. So although only the 2 branches were ated, having a top official in 
the organization mentioned should be cause for concern involving IIRO. As this 
organization has a 9.0 % stake and does not involve itself in the day to day 
operations or mgmt - who is to say that they won't sooner or later or start 
moving funds through this acct. 

AJso, the support attached is "luke warm" in my opinion. 

regards, 

George 
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Alan T Ketley/HBUS/HSBC 
08/07/06 08:12 AM 

To 

"George Tsugranes" <george.tsugranes@us.hsbc.com>, "Andrew Rizkaila" 
<andrew,rizkalia@us.hsbc.com> 
cc 

Subject 

Fw: Social Invst Bank Bangladesh 


Thoughts? 


/Man T. Ketley 

First Vice President, Anti Money Laundering 
Tel: 212 525 6147 
Fax; 212 382 7580 

— Forwarded by Alan T Ketley/HBUS/HSBC on 08/07/2006 08:10 AM — 
Hersel Mehani/HBUS/HSBC 
08/06/2006 05:43 PM 


To 

Alan T Ketley/HBUS/HSBC, George Tsugranes/HBUS/HS3C@HSBC. Sharyn 
Malone/HBUS/HSBC@HSBC, Stephanie L Napier/HBUS/HSBC@HSBC 
cc 

Subject 

Fw Social Invst Bank Bangladesh 


Dear all 

CEO email from Dhaka is seifexplanatory . 

My decision is to maintain the acct and monitor activities for six month 
Dhaka banking system is closely monitored by the RM and also GRM 
Steve comments and RM feedback indicate that the bank is aware of the present 
situation and they have no directors on their board from HR and this should 
allow us to document that HDD was swiftly Performed and will continue to be 
performed as long as the Irr has share in this bk i am visiting all these bank 
next month 

We need to discuss if possible early tom the execution of payments held on 
friday and whether to close and release these funds as indicated in the email 
. Again I wish to support Dhaka in maintaining the acct. 
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Cc 

HSteve BANNER 


From: Steve BANNER 
Sent: 08/06/2006 09:06 AM 
To; Hersel Mehani 

Cc; Sharyn Maione; Alan T Ketley; George Tsu^anes; Stephanie Napier; 

Iftekhar ALAM; Muhammad SHOHIDUZZAMAN Subject: Fvf. Sodai Invst Bank 
Bangladesh 

Hersei, 

I refer to your note sent on Friday. 1 attach a self explanatory note from 
Shohid, who has (along with Iftekhar) been following up on &iis matter with 
SIBL's management- 

Based on the feedback from S!BL, lIRO’s role remains that of a minority 
shareholder that does not seek to engage in the management of the bank- We have 
no reason to disbelieve SIBL's statements. There are therefore no grounds for 
me to recommend an account dosure or account freeze. 

I appreciate, how'ever, that HBUS may feel compelled to act firmly in the light 
of OFAC's position. This is obviously a decision that rests with HBUS and I can 
confirm that we will not object to such an action. That said, we would much 
prefer it if SiBL is allowed to withdraw the balances held with HBUS before you 
freeze or close the account. From our perspective there appears to be no 
justification for depriving SIBL of their funds and to do so would open HSBC to 
unwanted reputational damage / regulatory scrutiny locally. 

SIBL will, of course, wish to receive some written explanation of why their 
account has been frozen / closed. This letter will need to emanate from HBUS 
and we need to be conscious that it may be used by SIBL management to force 
ilRO to sell their shares. No doubt you will consult your lawyers on this 
matter but we believe it would be prudent if you were to avoid specifically 
mentioning ilRO in any such correspondence and more generically state something 
along the lines that "the account has been frozen or closed in accordance with 
HBUS’ interpretation of OFAC regulations, by which we are bound". 

If you let us know in advance that you are going to freeze / close account 
we can start preparing the ground work with SIBL ahead of your action. 

Please let me know if you want to discuss. 

Steve 


— Forwarded by Steve BANNER/CEO OAK/HBAP/HSBC on 08/06/2006 06:19 PM — 

Muhammad SH0HI0U2ZAMAN/1B DAK/HBAP/HSBC 

IB DAK/HBAP 

08/06/2006 05:45 PM 

Phone No, 880 2 9660536x255 

Mali Size; 29029 


To 

Steve BANNER/CEO DAK/HBAP/HSBC@HSBC 
cc 
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iftekhar ALAM/IB DAK/HBAP/HSBC@HSBC 
Subject 

Fw: Social (nvst Bank Bangladesh 
Our Ref 

Your Ref 


Steve 

Iftekhar and I paid a visit to Social Investment Bank (SIBL) this afternoon and 
discussed the matter with the foliowng execufives; 

01. Mr K, M . Ashaduzzaman. Managing Director (MD) 

02. Mr. Abu Sadek Md. Sohei, Deputy Managing Director (DMD) 

03. Mr. Mahamud Hassan, Senior Vice President and Company Secretary (CS) 

i briefly described the background of the present issues and asked for ttieir 
feedback and views. The MD advised/confirmed us the following: 

-The present shares holding of tIRO still remains at the previous 8.62% 

-Apart from subscribing the shares lIRO has never took part in any activities 
of SIBL. llRO did not even take possession of the shares certificates issued in 
their favour. The shares are in the custody of SIBL. HRO has never been a 
member of SlBL's board of Directors. -MD advised that there was scope of 
removing director/sponsor of the bank in the memorandum and Articles of 
association of the bank (supported by the Banking Companies Act), if the 
director/shareholders were involved in such acts which were 
“contrary/derogatory to the objective or interest of the bank or Shariah." He 
unofficially advised that if any involvement of any executive/director/sponsor 
of liRO transpires in closing down their nostro accounts or any such actions 
then the management will present the case as "contrary to the interest of ttie 
bank" to the board of directors and recommend taking action as per tiie above 
provision of the M&A. Me also requested us to provide details of the US 
Treasury's findings (if possible) so that he could peruse the case in the 
upcoming AGM of the Bank due in November 06. -MD asked us not to freeze their 
account so that they could continue to route their USD clearing activities 
through the account. 

In view of the above, we are of the opinion that since lIRO is not involved in 
the operation of SIBL, there is no issues of concern locally. But since the 
matter has been raised by the US treasury, HBUS should lake appropriate measure 
after careful examination of ail the present and potential aspects. 

FYI, presentiy SIBL is maintaining two nostro accounts with HBUS and INM, We do 
not have any credit relationship with this bank. 

Regards 

Shohid 


Forwarded by Muhammad SHOHIDUZZAMAN/IB DAK/HBAP/HSBC on 08/06/2006 03:10 
PM 
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Hersei Mehani/HBUS/HSBC 
HBUS 

08/04/2006 07;35 PM 
Mail Size; 24719 


To 

Muhammad SHOHIDU22AMAN/IB DAK/HBAP/HSBC@HSBC 
cc 

Steve BANNER/CEO OAK/HBAP/HSBC@HSBC. Sharyn Malone/HBUS/HSBC@HSBC. Alan T 
Ketley/HBUS/HSBC@HSBC, George Tsugranes/HBUS/HSBC@HSBC, Stephanie L 
Napier/HBUS/HSBC@HSBC. Iflekhar ALAM/IB DAK/HBAP/HSBC@HSBC 
Subject 

Social Invst Bank Bangladesh 
Our Ref 

Your Ref 


Dear Shohid 

I just finished updating ifekhar on Social Invest Bank . He will call you to 
discuss this issue . Tomorrow he will speak to Sr. Management of the bank to 
obtain their reaction to the announcement. Of specific interest to HBUS will be 
the actions they are taking and the exact role in management and day to day 
operations that IIRO has in the bank. 

Compliance in NY has asked that 1 obtain from Mr. Steve Banner his input and 
comments as well , and whether we have a valid case to keep this account on 
our books 

As indicated below the OFAC has added this name to their SDN list 

We have blocked all outgoing payments for value Friday and all further payments 

until further notice. 

Quote 

The following entities have been added to OFAC's SON list; 

INTERNATIONAL ISLAMIC RELIEF ORGANIZATION INDONESIA BRANCH OFFICE (a.k.a. AL 
IGATHA AL-iSLAMIYA; a.k.a. EGASSA; a.k.a. HAYAT AL-AGHATHAAL-iSLA.MIA 
AL-ALAMIYA: a.k.a. HAYAT AL-IGATHA; a.k.a HAYAT AL-IGATHA; a.k.a. IGASA; 
a.k.a. IGASE; a.k.a. IGASSA; a.k.a. IGATHA; a.k.a. IGHATHA; a.k.a. IIRO; a.k.a. 
INTERNATIONAL ISLAMIC AlO ORGANIZATION; a.k.a. INTERNATIONAL ISLAMIC RELIEF 
AGENCY: a.k.a. INTERNATIONAL RELIEF ORGANIZATION; a.k.a. ISLAMIC RELIEF 
ORGANIZATION: a.k.a. ISLAMIC SALVATION COMMITTEE; a.k.a. ISLAMIC WORLD RELIEF; 
a.k.a, THE HUMAN RELIEF COMMITTEE OF THE MUSLIM WORLD LEAGUE; a.k.a. WORLD 
ISLAMIC RELIEF ORGANIZATION). Jalan Raya Cipinang Jaya No. 90. East Jakarta, 

Java 13410, Indonesia; P.O. Box 3654, Jakarta, Java 54021, Indonesia (SDGT] 

INTERNATIONAL ISLAMIC RELIEF ORGANIZATION PHILIPPINES BRANCH OFFICE (a.k a. AL 
IGATHA AL-ISLAMIYA: a.k.a. EGASSA; a.k.a. HAYAT AL-AGHATHAAL-ISIAMIA 
AL-ALAMIYA; a.k.a. HAYAT AL-IGATHA; a.k.a. HAYAT AL-‘IGATHA; a.k.a, IGASA; 
a.k.a. IGASE; a.k.a. IGASSA; a.k.a. IGATHA; a.k.a. IGHATHA; a.k.a, IIRO; a.k.a. 
INTERNATIONAL ISLAMIC AID ORGANIZATION; a.k.a. INTERNATIONAL ISLAMIC RELIEF 
AGENCY; a.k.a. INTERNATIONAL RELIEF ORGANIZATION; a.k.a. ISLAMIC RELIEF 
ORGANIZATION; a.k.a, ISLAMIC SALVATION COMMITTEE; a.k.a. ISLAMIC WORLD RELIEF; 
a.k.a, THE HUMAN RELIEF COMMITTEE OF THE MUSLIM WORLD LEAGUE; a.k.a. WORLD 
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ISLAMIC RELIEF ORGANIZATION). Marawi City, Philippines; Zamboanga City, 

Philippines: Tawi Tawi, Philippines; Basilan, Riilippines; Cotabato City, 

Philippines; 201 Heart Tower Building, 108 Valero Street, Salcedo Village, 

Makati City, Metropolitan Manila, Philippines [SDGT] 

Hersei Mehani 

Senior Vice President 

Global Payments and Cash Management 

— Forwarded by Hersei Mehani/HBUS/HSBC on 08/04/2006 09:03 AM 

Hersei Mehani/HBUS/HSBC 
Tel; 212-525-6239 

08/04/2006 03:54 AM 

Redacted by the Permanent 
Subcommittee on Investigat 


J 


Subject 


Just to confirm our discussions this afternoon regarding IIRO's designation by 
the US Department of Treasury as a supporter of Al Qaida. 

Herse! will be speaking with HSBC Dhaka and Social Investment to obtain their 
reaction to the announcement. Of specific interest to HBUS will be the actions 
they are taking and the exact role in managenwnt and day to day operations that 
lIRO has in the bank. 

Notv/thstanding that Bangladesh is close on Friday we will require an answer by 
start of business on Monday and will evaluate our options at that time. 

With immediate effect outbound payments are to be blocked. 

We will continue to allow inbound payments to be credited to Social 
Investment's account. 

Hersei Mehani 

Senior Vice President 

Globa! Payments and Cash Management 

— Forwarded by Hersei Mehani/HBUS/HSBC on 08/04/2006 09:03 AM 

Hersei Mehani/HBUS/HSBC 
Tel: 212-525-6239 
08/04/2006 08:58 AM 


To 

minar03@hotmai!,com 

cc 

Subject 
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From: ALAN T KETLEY/HBUS/HSBC 
Sent; 8/7/2006 8:47;40 AM 

To: HERSEL MEHANI/HBUS/HSBC@HSBC;SHARYN MALONE/HBUS/HSBC@HSBC 
CC: “ANDREW RIZKALLA” <ANDREW.RIZKALLA@US.HSBC.COM>;"GEORGE TSUGRANES" 
<GEORGE,TSUGRANES@US.HSBC.COM>:PraNCELY P MURO/HBUS/HSBC@HSBC 
Subject: Social Investment Bank 

Hersel, Sharyn 

After reviewing the information provided by HSBC Dhaka my provisional decision 
is that this relationship be allowed to continue. !t will need to be designated 
as an SCC Category 4 (reputational risk) with immediate effert and will be 
subject to closer monitoring as a result (George - an ALT of $50,000 should be 
applied). 

I am not willing to commit to the 6 months suggested by Hersel and we will 
review activity and determine what further action may be required as events 
warrant. In this regard, the ftming of Hersefs upcorrtng visit is fortuitous 
and give the bank some more time to react to the Treasury announcement. We will 
have some specific questions for Hersel to ask the bank when he visits them 
next month (George/Andrew please draft appropriate questions). We will review 
the status of the account in the light of the information Hersel brings back 
with him as well as any news received in the interim. 

By copy of this note would George please confirm that the names contained in 
the Treasury announcement last week are nowin our payment filter. 

IIRO's shareholding is a minority holding and information received indicates 
that they exert neither management conftol nor have board representation While 
this entity dearly represents a heightened reputational risk to the bank, i 
believe that with the knowledge we have today and the controls that are being 
implemented we have mitigated that risk adequately. 

I see that an EDD RoF is pending and have asked FIG if they can hasten its 
production, 

The block on outbound payments that was imposed on Thursday may be lifted (and 
teh account returned to norma! operation) as soon as George confirms that the 
names are in the filter. 


Alan T. Ketley 

First Vice President, Anti Money Laundering 
Tet; 212 525 6147 
Fax: 212 382 7580 
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From: TERESA PESCE/HBUS/HSBC 
Sent: 8/11/2006 9:46:45 AM 

To: AU\N T KETLEY/HBUS/HSBC@HSBC;ANDRBWR1ZKALLA/HBUS/HSBC@HSBC 
CC; 

Subject: Fw: Report of Findings - Soctai Investment Bank Limited - Bangladesh - FiG 
This makes me very uncomfortable. Can we talk to ttie business about this? 


Teresa A. Pesce 
EVP/Managing Director 
Anti-Money Laundering Compliance 
HSBC North America Holdings 
452 Fifth Avenue 
New York, NY 10018 
ph-(212) 525-6099 
fax- (212) 525-5769 

— Forwarded by Teresa Pesce/HBUS/HSBC on 08/11/2006 10:44 AM 

FIG HBUS 

Sent by: Michael Ellis 
08/10/2006 06:27 PM 

To 

George Tsugranes/HBUS/HSBC@HSBC, Alan T Ketley/HBUS/HSBC@HSBC 
CC 

Gillian E Bachstein/HBUS/HSBC@HSBC, Melissa Oggenfuss/HBUS/HSBC(gHSBC. Pierre 
Nasser/HBUS/HSBC@HSBC. PSRR@HSBC, Andrew Rizkatla/HBUS/HSBC@HSBC, Gloria 
Strazza/HBUS/HSBC@HSBC, Teresa Pesce/HBUS/HSBC@HSBC. FIG HBUS@HSBC, Kathleen 
Dischner/HBUS/HSBC@HSBC 
Subject 

Report of Findings - Social Investment Bank Limited - Bangladesh - FIG 


CONFIDENTIAL 

•'•FOR INFORMATIONAL PURPOSES ONLY / FOR INTERNAL USE ONLY*** 
George and Alan. 

Please find below an updated Report of Rndings for Social investment Bank 
Limited of Bangladesh, prepared by one of our FIG Investigators, Kathleen 
Dischner. As you will read in this updated Report of Findings and the two 
prior ones attached below, there are several concerns pertaining to terrorist 
financing in regards to Social investment Bank Limited's largest single 
shareholder, the International Islamic Relief Organization (lIRO). We 
especially recommend that you consider the following information in evaluating 
the reputational risk posed by a continued account relationship with Social 
Investment Bank Limited: 

On August 3, 2006, the U.S. Treasury Department designated the Philippine and 
Indonesian branch offices of the Saudi-based llRO as Specially Designated 
Global Terrorists (SDGT). The Treasury Department also designated Abd A1 Hamid 
Sulaiman Al-Mujil, the Executive Director of lIRO's Eastern Province Branch in 
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Saudi Arabia, as a SDGT. 

According to Bankers' Atmanac and Sodal investment Banins KYC profile, the 
Saudi-based !1R0 owns an 8.62% stake in the bank, and is its largest single 
shareholder. 

As documented in the Reports of Findings below, prior to the SDGT designation 
of lIRO's Philippine and Indonesian branches, there have been numerous 
allegations of the organization's involvement in terrorist finandng over the 
years. In fact, it appears that the lIRO is rarely mentioned in the press 
without it also being alleged that the group is a source of terrorist 
financing. 

Please feel free to contact me with any questions. 

Michael Eilis 

Manager. AVP - Financial intelligence Group 

investigative Control & Reporting Office 

452 5th Avenue, Tower 7 

New York, NY 10018 

Telephone: (212) 525-8931 

Fax: (212) 525-5769 

Mail Code; 31 

INVESTIGATIVE CONTROL AND REPORTING OFFICE (ICRO) 

FINANCIAL INTELLIGENCE UNIT 
REPORT OF FINDINGS (UPDATE) 

(Research as of 08/04/06} 

INVESTIGATOR: Kathleen Dischner 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS 

SUBJECT; Social Investment Bank Limited 

ENTITIES: Social Investment Bank Limited 

REQUESTOR: Rhonda Lee, Nanayo Ryan, George Tsugranes, Alan Ketley, Daniel Jack 
DEPARTMENT; PCM/Banknotes 

A Report of Findings in support of Enhanced Due Diligence was conducted for the 
Sodal investment Bank Limited located in the HSBC-designated high-risk country 
of Bangladesh. This is an update to a previous report prepared for this bank 
on 3/2005, which is provided below for your reference. Only items impacting 
adversely on money laundering, terrorist financing or other substantive 
criminal activity concerns will be detailed in this updated report. 

UPDATE; 

Soda! Investment Bank Limited 

Most Current Ownership Breakdown Found (5% or higher); 

Banker’s Almanac indicates that the International Islamic Relief Organization 
owns 8.62% of the Social Investment Bank Limited. 

Most Current List of Top Executives Found; 

Dr Md Afzal Hague, Chairman 
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Alhaj Mohd Afeal Hossain, Vice-Chairman 
K M Ashaduzzaman, Managing Director 
Abu Shadek Sohel. Deputy Managing Director 
Shafiqul Islam, Senior Vice-President 

Notable Information Regarding the Financial Institution, its Ownership or its 
Top Executives: 

An article in 'The Los Angeles Times" on January 15, 2006 reports that US 
officials have cited such organizations as the International Islamic Relief 
Organization, the majority shareholder of ttie Social Investment Bank, as 
"engaging in highly suspect activities overseas." A "National Review" article 
from December 14, 2005 reports that the Egyptian magazine “Rose a!-Youssef." 
describes the ilRO as "firmly entrenched with Osama bin Laden’s Al-Qaeda 
organization." 

World-Check identifies the International Islamic ReFief Organization 
(Indonesia) under Category 2; Terrorism. It is listed on ttie USA OFAC list - 
SDGT (Specially Designated Global Ten^orist). It was identified as providing 
assistance to Jemaa islamiyah in terms of recruitment, transportation, 
logistics, and safe-havens. (Jemaah Islamiyah Is a militant Islamic terrorist 
organization dedicated to the establishment of a fundamentalist Islamic 
theocracy in Southeast Asia. Financial links between Jemaah Islamiyah and other 
terrorist groups, such as Abu Sayyaf and al-Qaeda, have reportedly been found 
to exist. http;//en.wikipedia.org). The liRO also allegedly financed training 
facilities for Al-Qaida associates. (World-Check entry dated 8/3/06, citing 
U.S, Treasury Department press release at 
http;//wvvw .treas.gov/prBss/releases/hp45.htm). 

World-Check identifies the International Islarruc Relief Organization 
(Philippines) under Category 2 : Terrorism. It is listed on USA OFAC under SDGT 
(Specially Designated Globa! Terrorist). It was reportedly founded in the late 
1 980's or early 1 990's, by a senior Al-Qaida member and brother in Jaw of Osama 
Bin Laden. The Director, Abd al-Hadi Daguit, is allegedly a dose associate of 
the founder. (World-Check entry dated 8/3/06). The organization is allegedly 
used as a source of funding for Abu Sayyaf Group, (The ASG is reportedly 
primarily a small, violent Muslim terrorist group operating in the southern 
Philippines. Some ASG leaders allegedly fought in Afghanistan during ^e Soviet 
war and are students and proponents of radical Islamic teachings. Terrorist 
Group Profiles - http://library.nps.navy.mil/home/tgp/asc.htm). 

A separate World-Check entry also identifies the International Islamic Relief 
Organization, witli locations listed as Virginia, Saudi Arabia, and the 
Philippines, under Category 2; Terrorism. The description indicates the 
following: 

"Headed by Mohammed Khalifa, Osama bin Laden's brother-in-law. Member of the 
Board and the Executive Committee - Sheikh Hani Ahmad Zaki Yamani. Suspected of 
giving financial support to Islamic fundamentalist groups in Mindanao, 

Philippines (on behalf of) and could be linked to Osama bin Laden. Reportedly 
funded organizations that aid and abet terrorism induding Al-Qaida, Hamas and 
Islamic Jihad. Allegedly linked to the 1993 World Trade Centre Bombings, 
involved in plots to assassinate Bill Clinton and the Pope and the planned 
desfruction of the Lincoln Tunnel and Brooklyn Bridge. Sister organization 
Sana-Bell, Inc allegedly gives financial support to Islamic groups - suspected 
of laundering money for Al-Qaida and other tertorist organizations - linked to 
SAAR Network, The Golden Chain, the Saudi evangelical charity the Muslim World 
League - offices world-wide. Dec 2002 - reported to be 1 of 10 charities being 
sued by the families of the 1 1 Sep 2001 World Trade Centre victims. Allegedly 
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active in Afghanistan during the Taliban regime and considwed a major sponsor 
of terrorist training camps there," 

World-Check identifies a Shafiqul Islam underlie Category 2 ofTerrorism. He 
is reportedly a suspected Jama'atu! Mujahidden Bangladesh (JMB) suicide squad 
member. However, we could not confirm that he is flie same indviduai wfio is 
also a Senior Vice-President at the Social Investment Bank Linwted. It appears 
that he may not be the individual listed on World-Check, as he was reportedly 
arrested in February 2006, (World-Check entry dated: 2/13/06, citing "The 
independent” of Bangladesh). 

Information Found Regarding tiiis Financial Institution, its Ownership or its 
Top Executives that Warrants SCC Corrsideration: 

The intematiorral Islamic Relief Organization is the majority shareholder of 
the Social Investment Bank Limited. The IIRO allegedy has connections to 
tenorist organizations such as Al Qaeda, and its Indonesian and Philippine 
branches have been designated by OF AC as SDGTs. 

**' Should you find any discrepancies between the ownership and/or executives 
named in this report and those named in your current, up-to-date KYC 
information, please let us know so that we may check any differing names for 
items impacting adversely on money laundering, terrorist financing or other 
substantive criminal activity concerns. 

This report is confidential and is intended solely for the use of the HSBC 
business to which it is addressed and those who need to know the information 
pursuant to that business’ internal procedures. This report is not to be 
disseminated to any other person or entity. Our investigative findings are, in 
part, based upon information available to us through a variety of third-party 
providers at the time our search is performed. While every attempt is made to 
find ait substantive information, we make no representation that the 
information provided to, or gathered by. us is complete. This is not a credit 
report and should not be used as a credit report. The information contained 
herein is intended as a supplement to the Know Your Customer information 
gathered by the HSBC business unit and may not be considered when determining 
the creditworthiness of the customer {see Regulation B, 12 CFR 202.7). 

Please fee! free to contact me with any questions regarding this report. 

Kathleen Dischner 


Note 

10 Mar 2005 18:02 

From: FiGHBUS Tel: 

Title; Location: 

WorkGroup: Mat) Size: 30784 

Sent by: Bob Powers 

To; Rhonda Lee-Thomas/HBUS/HSBC@HSBC 
Nanayo Ryan/HBUS/HSBC@HSBC 
Gloria Strazza/HBUS/HSBC@HSBC 

cc; Teresa Pesce/HBUS/HSBC@HSBC 
Alan T Ketley/HBUS/HSBC@HSBC 
Lynda J Casse!l/HBUS/HSBC@HSBC 
FIG HBUS@HSBC 
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Subject: Report of Findings - Social Investment Bank Ltd - FIG (UPDATE) 


CONFIDENTIAL 

FOR INFORMATIONAL PURPOSES ONLY *** 


FINANCIAL INTELLIGENCE GROUP (FIG) 
REPORT OF FINDINGS (UPDATE) 

SUBJECT: Social Investment Bank Ltd 

ENTITIES: Social investment Bank Ltd 

REOUESTOR: Rhonda Lee-Thomas, Nanayo Ryan 

DEPARTMENT: Banknotes 


= Redacted by the Permanent 
Subcommittee on Investigations 


ACCOUNTS; Social Investment Bank Ltd Acct#HHHH| 

A report of findings in support of enhanced due diligence for Social Investment 
Bank Ltd was conducted in November of 2003. The text of that report has been 
pasted below. As of today, March 10. 2005, we have conducted an update review 
for this bank to determine if there have been any reporte of criminal activity 
surrounding this corporation, or any notable news or changes, since November of 
2003, Our findings are as follows: 


Recommendation 


In consideration of the beiow-mentioned allegations of terrorist financing 
against Social Investment Bank's largest shareholder, the International Islamic 
Relief Organization, we strongly recommend that a relationship with Social 
Investment Bank not be approved until the matter is discussed with Senior 
Compliance Management. 

international Islamic Relief Organization (lIRO) 

Of primary concern in the November, 2003 report was the issue of Soda! 
Investment Bank’s majority shareholder, the International Islamic Relief 
Organization (iIRO), and the HRO's alleged connections to terrorist 
organizations such as Al Qaeda. 

According to the Bankers Almanac profile published on Lexis-Nexis on February 
14, 2005, the IIRO remains the largest shareholder of the Social Investment 
Bank, with an 8.62% stake in the bank. The Bankers Almanac profile provides a 
very specific breakdown of the shareholders, naming dozens of individual 
shareholders who hold a smaller than 1 % stake in the bank. Of all the 
shareholders named, the IIRO is the only shareholder that daims a 5%-or-larger 
stake in Social Investment Bank Ltd. 

As the November. 2003 report made clear, Q^e international Islamic Relief 
Organization is alleged to have provided funding to terrorist groups su<^ as Ai 
Qaeda in the past, The group endorses Wahhabism, a strid interpretation of 
Sunni [slam that values martyrdom. Wahhabism is the school of Islam that Osama 
Bin Laden is reported to have practiced. While the group has avoided any 
official sanctions from a governing body, they are still widely reported as 
being suspected of terronst finandr»g. Based on the frequency with Nvhich the 
group is connected to terrorist finandng in the press, it is likely that their 
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activities will always be under scrutiny, and future government sanctions 
against the group are highly probable. 

As recently as February, 2005, the Assodated Press reported that the US 
expressed concern when the HRO took part in Tsunarrs relief efforts in 
Indonesia. The assistant secretary for terrorist financing atthe US Treasury 
Department was quoted in the article as sa^ng that the IIRO's presence could 
lead to extremist ideologies gaining a foothold In the region and establishing 
a foundation for terrorist activity. 

Reporting on the liRO's Tsunami relief efforts on February 25, 2005, the 
"Associated Press" stated that the lIRO is alleged to have acted as a cover for 
Al-Qaeda operations in the Philippines. "The Manila Standard" reported on 
January 22. 2005 that Riipino law enforcement has adopted measures to cut off 
funding to an alleged new Islamic fundamenlaii!^ group that trains its members 
in terrorism and has already plotted a bombing in Manila, whidi was foiled by 
police Filipino officials believe funding for the group, and other 
fundamentalist groups in the region, comes from Al-Qaeda linked organizations. 

The only such organization named specifically in the artide was the 
international Islamic Relief Organization, which is alleged to provide frjnding 
for Islamic Fundamentalist groups in the Philippines by channeling the frinds to 
iocai Islamic non-governmenta! organizations. 

The World-Check profile on the lIRO clasdfies the group as a terrorist entity, 
based on reports that the URO has funded groups that are acknowledged by the 
federal government and the United Nations as having aided and abetted 
terrorism. 

On January 10, 2005, it was reported thatff>e [IRO had merged with frie Muslim 
World League. World-Check's profile on the Mudim World League dassifies the 
group as a terrorist entity. World-Check daims that the group was initialiy 
funded by Osama Bin Laden and, like the URO, is alleged to have funded groups 
that aid and abet terrorism. Additionally, partial funding to the groups 
responsible for the 1 993 World Trade Center bombing has reportedly been traced 
back to both the URO and the Muslim World League. 

In conclusion, the ilRO is rarely mentioned in the press without it also being 
alleged that the group is a source of terrorist financing. Even the frequent 
reports on the group's charity activities and relief efforts make mention of 
the group's link to terrorism. These allegations have yet to lead to 
government sanctions against the group, and none of the reports found have made 
mention of Social Investment Bank Ltd in any manner. 

Social Investment Bank Ltd 

Sodal Investment Bank Ltd maintains headquarters at 15 Dilkusha Commercial 
Area. Dhaka 1 000, Bangladesh. According to the Bankers Almanac profile 
published on February 14, 2005, the bank is ranked 12th in its country and 
2,257 in the world, in 2003, the bank reported $359.9 million in total assets. 

Kamaiuddin Ahmed is the current Chairman of the bank, with Kazi Anwarul Mahbub 
listed as the bank's Managing Director. The bank’s correspondent banking 
relationships do not extend far beyond its relationships with the global 
branches of Standard Chartered Bank and American Express Bank Ltd. Ite 
relationships with these two corporations does extend the bank's presence into 
most of the global banking regions, but ft should be noted that Social 
Investment Bank Ltd does not appear to have correspondent relationships with 
many of the other major global banking corporations. 
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Our review found no evidence of criminal activity tfirecUy related to Social 
Investment Bank Ltd or its management. Social Investment Bank Ltd does not 
appear on World-Check. 

The Bankers Almanac profile of Social Investment Bank Ltd published on February 
1 <1, 2005 on Lexis-Nexis reports that the International Islamic Relief 
Organization (ilRO) is the bank's largest shareholder with an 8.62% stake in 
the bank. As detailed above, the ilRO is alleged to have prowded funding for 
numerous terrorist organizations, including fii Qaeda. 

See below for November, 2003 report of findings. Feel free to contact me with 
any questions regarding this report. 

Bob Powers 
FIG Investigations 


Prior Report of Findings from November 2003: 

Rhonda, 

! am providing a copy of our Report of Findings for SOCIAL INVESTMENT BANK 
LTD., as you requested, which includes my Remarks/Recommendafions and a Summary 
prepared by Laura Spadanuta, and investigator for the FIG. If you have any 
questions, please do not hesitate to contact Laura or myseif.. 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS 

SUBJECT: Social Investment Bank Ltd. 

REMARKS / RECOMMENDATIONS 

Although the allegations presented in this report, primarily against the 
International Islamic Relief Organization (IlRO) and the Lajnat al-Birr A1 
Islamiah, are highly adverse, no U.S. or foreign government law enforcement or 
regulatory body has stated, unconditionally, that these organization are under 
sanction. The reputational risk is significant, however, and the possibiUty 
that further investigations by U.S, authorities may ultimately uncover 
substantiating proof of a connection to terrorism. The risk of future 
sanctions and the reputational risk based on the allegations noted in this 
report should be measured against the current risks involved in our 
relationship when ultimately deciding a course of action. 

Kind Regards, 

Peter Javier 
Director, FIG 


SUMMARY OF FINDINGS 
INVESTIGATOR; Laura Spadanuta 

ENTITIES: Internationai Islamic Relief Organization. Islamic Charitable 
Society Lajnat al-Birr Al Islam, Dr. M.A. Mannan, Mohammad Azam, Late Abdul 
Majid, Abdul Matin Khan, RuWisana Habibuliah, Late Munshi Fazlur Rahman, 
Mohammad Ismail 
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REQUESTOR: Rhonda Lee-Thomas 

An ALE search was requested for the shareholders of Social investment Bank 
Ltd. Enhanced due diligence was performed on the shareholders whose names 
appeared on the FiG databases and on the World-Check database. 

Internationa! Islamic Relief Organization (IIRO) 

iiRO is a Saudi-Afabian charity. The Mu^m World League, which is an 
organization dedicated to spreading Wahhabism that is funded by Saudi 
government, is the parent organization of the IIRO. It has been reported that 
the IIRO claims on its website to have a relationship with the United Nations 
High Commissioner for Refugees. 

The [IRO was na med in the 2002 lawsuit brought forward on behalf of family 
members of victims of the September 1 1 , 2001 terrorist attacks. The IIRO was 
accused of having “played key roles in laundering oflundsto terrorist for the 
1 998 African embassy bombings” and having been involved in the “financing and 
aiding and abetting of terrorists in the 1 993 World Trade Center bombing," The 
IIRO has also reportedly funded al-Qaeda directly, as well as several of its 
satellite groups. Osama bin Laden’s brother-in-law, Mohammed Jamal Khalifa, 
headed the Philippine branch of the IIRO in the 1990’s. The Philippine 
government has charged that the group contributed to terrorist causes there. 

IIRO opened its U.S. branch (under the name International Relief Organization) 
in 1 991 at the 555 Grove St. complex in Herndon, Virginia that was raided in 
March 2002 by the F.B.i. in a counter-terrorism investigation. Several otiier 
Islamic chanties were also raided in the same complex. Money received by the 
International Relief Organization by the Saudi government was used to set up 
Sana Beli Inc., which was responsible for investing the money. Sana Bell Inc. 
was accused of giving S3.7 million to BMI Inc. from 1992-1998. BMl Inc. was a 
New Jersey investment company that adhered to Islamic principles. One of BMI's 
chief investors, Yasin Qadi, was designated by the U.S. and the U.N. as a 
“specially designated terrorist” for his support of a)-Qaeda and Hamas. 

Another of BMI’s major investors was Hamas leader Mousa Abu Marzook. BMI’s 
founder, Soiiman S. Biheiri, was indicted in 2003 by the U.S. government for 
Immigration violations. 

Furthermore. Israeli forces reportedly found a large collection of documents in 
the West Bank with the IIRO logo and a list of aid recipients including the 
highlighted names of families of suicide bombers. Additionally, tt has been 
reported that the IiRO has sent at least $260,000 to the Tulkarm Zakat 
Committee, a Hamas-affiliated organization in the West Bank. tIRO has also 
been linked to several other organizations that have been accused of terrorist 
financing, including AJ-Shamai Islamic Bank (which was supported by Osama bin 
Laden), and tiie SAAR Foundation, which is related to the al-Rajhi family (who 
have also been named in the September 1 1 families lawsuit). 

It has been farther reported that the Success Foundation is the successor to 
the U.S, office of the IIRO. The Success Foundation was directed by Abdur 
Rahman Alamoudi, a Muslim-American activist who was indicted on October 23, 
2003 on money laundering, tax. immigration and customs-fraud charges. Mr. 
Alamoudi is also being investigated for his connections to the bin Mahfouz 
family and Yaqub Mirza, which have been accused of supporting terrorists. 

Islamic Charitable Society Lajnat A-Birr AJ Islam 

Lajnat a)-Birr A1 isiamiah was established in 1967. It has been stated that 
Lajnat ai-Birr A1 Isiamiah was the original name of the Benevolence 
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International foundation, and that it originally had offices in Saudi Arabia 
and Pakistan. According the U.S. government, among the purposes of Lajnat was 
to “raise fur^ds in Saudi Arabia to provide support to the Mujahadeen then 
fighting in Afghanistan,” as well as to provide “cover for fighters to travel 
in and out of Pakistan and obtain immigration status.” Benevolence 
international has been tied to terrorism and its director, Enaam Amaout, was 
indicted in 2002 with conspiring to defraud his group's donors by secretly 
providing financial and logistical help to al-Qaeda for a decade. The 
indictment alleged that the group was originally Lajnat al-Birr Al Islam, 
although the defense lawyers claimed that the groups are separate. 

Additionally it has been alleged that Lajnat at-Birr took over a “health 
project” for Makhtab al-Khidemat, the precursor to al-Qaeda, which was active 
in the 1980’s. 

M/S Rabbani Trading Co. 

Rabbani Trading Co, appears to be a trading company headquartered in Dubai, 
UAE- No adverse information was found regarding the company. There is a 
Mohammad Rabbani of Afghanistan who has been designated as a terrorist by the 
U.N. and tfte U.K., but there is no evidence that he is linked to the company. 

Dr. M.A. Mannan, Ph. D. 

Dr. M.A. Mannan was the chairman and founder of Social Investment Bank Ltd. He 
was fired in 2000 after fault was found with his banking procedure, it was 
alleged that he created an obstacle to the team of Bangladesh Bank during their 
visit to Social investment Bank Ltd. Additionally, he was accused of 
interfering with bank administrative work and with harassing a bank employee. 
Additionally, an individual named M.A. Mannan was also the Bangladeshi minister 
of Labor and Employment, He was charged in a 2002 government white paper with 
illegal spending of government money. Because M.A. Mannan appears to be a 
common name in Bangladesh, it Is unclear whether the two individuals are one 
and the same. The Social Investment Bank Ltd. has not been mentioned in any 
articles about the Mannan who was Labor Minister, which might imply that they 
are separate individuals. 

Mohammad Azam 

There is a Mohammad Azam of Kashmir svho is reportedly a leader of the terrorist 
organization Lashkar-e-Toiba. It is important to note that Mohammad Azam is a 
fairly common name and there is no evidence linking the terrorist to Social 
Investment Bank Ltd, 

Late Abdul Majid 

There has been an Abdul Majid from Singapore that is reported to have been 
an’ested by the Singapore government for terrorism-related activities. No 
adverse information was found regarding a “Late Abdul Majid." 

Rukhsana Habibullah 

Nothing adverse was found regarding any individual named Rukhsana Habibullah. 
An individual by the name '‘Habibullah* from Singapore is believed to have been 
arrested by the Singapore government on terrorism-related charges. There is no 
evidence that this individual is related to Rukhsana Habibullah. 

Late Munshi Fazlur Rahman 

An individual named Fazlur Rahman from Pakistan was reportedly apro-Taiiban 
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cleric. He was placed under house arrest from 2001 through 2002. There is no 
evidence that his name was actually "Late Munshi Fadur Rahman.* 

Mohammed ismail 

A Mohammed Ismail of Connecticut was indicted by the U.S. Attorney’s Office for 
dealing in firearms. This individual does not appear connected to the Social 
Investment Bank Ltd, 

In conclusion, it is of significant concern that the leading shareholder of 
Social investment Bank Ltd. (at 8.62%), International Islamic Relief 
Organization, has been accused in boto the PhiHppines and in America of 
funding terrorist groups. The group is currently under investigation by the 
F.B.l, Another of the bank’s shareholders, Lajnat al-Birr Al Islam (at 1.54%) 
has also been connected to terrorist groups. Addifionally, the bank’s founder 
and chairman was let go on allegations of interference and harassment. Other 
adverse connections to individuals with the names of the bank shareholders 
could not be confirmed and were quite posably merely cases of two individuals 
having the same name. Finally, it is important to note that Sodal Investment 
Bank Ltd. is located in Bangladesh, v\fr»ich was ranked as the world’s most 
corrupt nation by Transparency International, 


From: George Tsugranes on 21 Jul 2006 13:05 


To: FIG HBUS©HSBC 

cc. Gillian E Bach5tein/HBUS/HSBC@HSBC 

Mehssa Oggenfuss/HBUS/HSBC@HSBC 
Pierre Nasser/HBUS/HSBC@HSBC 
PSRR@HSBC 

Andrew Rizkalla;HBUS/HSBC@HSBC 

Subject; Re; Sodal Investment Bank Limited - Bangladesh 

Please expedite a rpt of findings as this bank scored a 33. 


Shannon - 1 changed the scoring template as the allegations have been out there 
for a few years and we have not designated this bank an SCC. We should ask the 
RM/GRM for an update on the allegations as part of this review. 

regards, 

George 


Shannon M Jones/HBUS/HSBC 
07/21/06 12:15 PM 

To 

George Tsugranes/H8US/HSBC@HSBC 
cc 

PSRR@HS8C, Gillian E Bachstein/HBUS/HSBC@HSBC. Pierre Nasser/HBUS/HSBC@HSBC. 
Melissa Oggenfuss/HBUS/HSBC@HSBC 
Subject 
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Sodai Investment Bank Limited - Bangladesh 


George 

We are reviewing and updating the KYC profile of the above subject dient. The 
iast Report of Finding was presented on 03/18/05. 

! have attached a ROF for your review. 


Please advise any questions or concerns regarding this request. 

Regards 
Shannon Jones 

Payment Services Regulatory Risk Group 
Compliance Officer 
Tel: 302-636-2103 
Fax:212-642-4065 


Attachment: ROF Social Investment Bank.xls 
Attachment: Social investment Bank Limited(ROF)v.2.xls 
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! REPORT OF FINDINGS FORM 




__ 



- 

4 

I. Purpose of lnvestiqativ« Search (chec4( one)' i 

fi 





Points 

6 

(5 pts)lni!lal search (if checked, please orde appropriate reason) 

(New Customer/New Owner/New Officer) 





7 

(3 ots)Soarch m conneclior with an annual review 



fi 

(3 pts)Update of initial search (Explain reason(s) imder rad (lags) 

X 

3 

9 

(3 pts)Other (please explain) 



10 







11 

U. Complete All Sections: 





Points 

1? 

Is Oienl High Risk or in a High Risk Industry? (7 pcNnts (or a yes 
response) 

□ ves Dno 




7 

13 







14 

If yes, Provide Details 






15 

Is the Client known to be an SCG or a PEP? (7 points (or a yes 
response) 

□ ves 0No 





16 

17 







If Yes. Provide Details (and specify Source ol krvsvrlcdge) 






18 

Was the Client the stAject of an Enforcement Action by any 
government agency, regulator artd/ot industry association in the last 5 
years from ROF request dale'’ (5 points for a yes response) 

□ ts» Eno 





1S 







X) 

If Yes, Specify, provide Date 






?1 







22 

Is the Client publicly traded on any U S stock exchange (irKlude 
AORs) or regulated by a federal financial regulator e g SEC. PFIEC 
agencies, etc (SmaH Cap markets do not count)? (If Yes. subtract 5 
points) 

Qycs Eno 





23 

TT 


Excharrae: 





If Yes. Specify the Exchange. Stock Symbol. and.‘or regulator 

Symbol: 





25 







76 







27 

28 

Lid All 'Red Flags” or any pdentia) irrformationfactivily of 

concern (2 or 4 points may be added as a business unit judgement 
score, factor advwse informdion here {LCOs should hictor judgement 
scores based rt«iis listed here}) 

Due toclierifs majority owner, International Islamic Relief Organization (lIRO), allegations 
linking them to Al-Qaeda, Osama Bin Laden and ternosm financing 

4 




79 

(Attach Additional Sheets If Necessary) 


30 







31 

III. Corrmlete All Sections: 






3? 

Sutqect of Search 

International Islamic Rehel orgamradon (iIRO) 





33 

34 







If Subject IS a person or entity assodated Wfth the Client, please 
specify rdationship to Client, i e . owner, executive officer, dc. 

Majority Owner 





35 


Social Investment Bank Limited 


36 

Full Name of Client' 
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</) 


2 

> 



A 

B 

“irn r- 

E 

F 

37 

Street Address of Cltenl (Low -1 (A , Mid = 2 pts. Mod = 3 (ris, 

Hioher = 5 Dts5 

15, Oiikusha C/A 




5 

■M 


Bangladesh Bank 


Spec^ licensing s^ncy (include country) & TIN, Bank Charter * or 
unique idertf'iAer : (Low -1 pt . Mid 2 pts. Mod = 3 pts. Higher - 5 
pts) 

6 

40 


Co-operation and Sawings Bank. Commercial, Investment, Private, Retail and Wholesale 
Banking 


41 

Nature of Client s Business. 


42 


43 

is Client a Central Bank or exempt from Patriot Act Certificate (e g 
World Bank, development banks, etc}*^ Of yes, subtract 5 poirits) 

□ Vn 0NO 





44 

Country / State vrtiere Client is Formed (Low =1 pt , Mid ” 2 pis. Mod 
e 3 ots. Hiuher » S ots) 

Bangladesh 




5 

45 

Country 1 State where Client has principal places ol business 

Bangladesh 





« 

47 

Names and Addresses ^ l^incipat Shareholders who require 
investioalion* 

1. international Islamic Relief Organization. 






(IIRO). Jeddah 





46i 

Include SSN. if applicable 

2 





49 

If any Shareholdef is a PEP or SCC, specify (Add 5 points if an SCC 
owns ovci 5% for hioh-risk or 10% for other) 






50 







TV 

TP 

(attach additional paqos. if necessary) 

3 










53 







54 

Names and Addresses of Executive Officers who require seaich per 
vour Procedures' 

1 





55 







56 

(Note. Executive Officers are those vrho control or set policy for the 
Client) 

2 





57 







56 

Include SSN. ifapplic^o 






59 

If any Executive Officer is a PEP of SCC. specify (Add 5 points for 
any SCC or PEP) 

3 

60 

61 





(attach additional pagM. if necessary) 




62 





63 

Other Pertinent Factws Knovwi To You- 



64 

65 





66 

List Total Points in ffie last c^umn. 

Scoring Legend 




29 

67 


U»w 1 - 12 





68 


Middle = 13 -24 





69 


Moderate = 25-36 (ROF Required) 





70 


rtigher = >36 (ROF Required) 





71 







72 







73 

Date Request Created 

July 21, 2006 
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From; ALAN T KETLEY/HBUS/HSBC 
Sent 11/14/2006 2:59:42 PM 
To: BETH FISHER/HBUS/HSBC@HSBC 
CC: 

Subject; Re; KYC Approval needed for; AL RAJHI BANKING & INVESTMENT CORP 

It was exited once (2004?) - Banknotes London is looking to reopen tiie 
relationship. 

The profile had better be bullet proof. 


Alan T, Ketiey 

Senior Vice President, Anti Money Laundering 
Tel; 212 525 6147 / Fax: 212 382 7580 


Beth Fisher/HBUS/HSBC 
11/14/2006 02.48 PM 

To 

Christopher Lok/HBUS/HSBC@HSBC 

CC 

Alan T Ketley/HBUS/HSBC@HSBC. Daniel Jack/HBUS/HSBC@HSBC 
Subject 

Re; KYC Approval needed for: AL RAJHI BANKING & INVESTMENT CORP 


1 thought this was an HSBC exit name. 
Beth 


Christopher Lok/HBUS/HSBC 
Tel: 212-5252062 
11/14/2006 02'18 PM 

To 

Beth Fisher/HBUS/MSBC@HSBC 

CC 

Subject 

KYC Approval needed for; AL RAJHI BANKING & INVESTMENT CORP 


A KYC Customer Profile in SAUDI ARABIA is ready for your approval (Reference 
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# 1000157 ). 

Click on the attachment to open the Profile. 


THIS PAGE IS 
INTENTIONALLY 
LEFT BLANK 
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From; STEPHEN J ALLEN/HBMD/HSBCMERIDIAN 
Sent: 11/17/2006 9:22,35 AM 

To; BETH FiSHER/HBUS/HSBC@HSBCAMERlCAS;ALAN T KETLEY/HBUS/HSBC@HSBC 
CC; 

Subject; Fw; Al Rajhi Bank KYC & AML Policy 
Beth/Alan, 

I now have the following additional info from Salman for your kind attention. 


Steve 

Forwarded by Stephen J ALLEN/HBMD/HSBCMERIDIAN on 17/11/2006 14:19 

Salman HUSSAiN/HBME/HSBC 
HBME 

17/11/2006 13:56 
Phone No. 0097317569599 
Mail Size: 16093 


To 

David 8 ILLING/HBMD/HSBCMERIDIAN, Gordon BROWN/IBEU/HSBC, Stephen J 
ALLEN/HBMD/HSBCMER!D1AN@HSBC 

CC 

Ciara O’CONNELUIBEU/HSBC, Shariq Z SIDDIQI/HBMeHSBC, John L SCOTT/HBEU/HSBC, 
Hammad Zaidi/HBUS/HSBC, Stephen D Loftedo/HBUS/HSBC@HSBC 
Subject 

Fw: Al Rajhi Bank KYC & AML Policy 
Entity 

HSBC Bank Middle East Limited 


Dear David, Gordon and Stephen, 

Further to my phone call with David last week after meeting Al Rajhi Bank in 
Riyadh, I was given a deadline by Mr. Cassim Docrat, Head of FI until end of 
Nov. to respond to them weather we will be able to resume the banknote 
business or not. Mr. Docrat indicated that HSBC Amanah business will be at risk 
and they will cancel any dealings with HSBC. 

Mr. Docrat understand Compliance Dept, requirements and suggested we request 
further information from Moody (Attn. Mr. Anwar Hasson) or S&P. He also 
indicated that JP MOrgan Chase, their main US$ clearer had done the same and 
accordingly an 0/D limit of S290mm established by JPMC for Al Rajhi. 

I can't stress on the fact that we do want to do business witti this institution 
from PCM side. We do stand a good chance to win a US$ clearing account thru 
offering Islamic Overnight Investment Product and the US$ check clearing thru 
Check 21 . 

Kindly let me know if you do require any further assistance to obtain 
compliance approval. 

Best regards, 
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Salman Hussain 
Regional Sales Manager 
Global Transaction Banking 


HSBC Bank ME Ltd. Redacted by the Permanent 

P.O. Box 57 Subcommittee on Investigations 

Manama, Kingdom of Bahrain 


Tel.: 

Mobile; 

Fax,: 


+973 17569888 


Email salman,bussain@hsbc.com 

— Forwarded by Salman HUSSAIN/HBME/HSBC on 17/11/06 04:25 PM 


Salman HUSSAIN 
HBME 

19 Sep 2006 10:10 
0097317569599 
Mail Size; 11765 

To; Gordon BROWN/IBEU/HSBC 
cc: Shariq 2 SiDDIQ!/HBME/HSBC 
Gary BOON/HBME/HSBC 

Subject; Fw: Al Rajhi Bank KYC & AML Policy 
Our Ref: 

Your Ref: 

Entity; HSBC Bank Middle East Limited 


Dear Gordon, 


Am fowarding A! Rajhi email just in case you did not receive it and also 
copying Shariq, GRM for his info. I believe by Al Rajhi responding to tf>e 
questions is a step ahead in our efforts to re-establish this relationship. 

I would be grateful if you could forward their reply to compliance to get their 
blessing and clearance. Please do keep me posted and let me know if you do 
require any further assistance. 

Best regards, 

Salman Hussain 
Regional Sales Manager 
Global Transaction Banking 

HSBC Bank ME Ltd, 

P.O. Box 57 

Manama. Kingdom of Bahrain 


Tel,; 

Mobile: 


+973 17569599 


Fax.; +973 17564343 
Email, salman.hussain@hsbc.com 
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— Forwarded by Salman HUSSAINI/HBME/HSBC on 09/19/2006 O8;04 AM — 


"Mohd- Fazat Haque" <mfazal@alrajhibank.com.sa> 

17 Sep 2006 14:42 

To: SaIman_HUSSAlN/HBME/HSBC@notesemea,com 
cc: Gordon.BROWN@mhub1.com 
■'Ismail A. Odeh" <Odehia@alrajhibank.com.sa> 

Saleh Alzumaie <saleh_a@alrajhibank.com.sa> 

"Kottiiapurth B. Sudarsan" <sudarsan_kb@alrajhibank.com.sa> 

Cassim Docrat <docratc@a!rajhtbank.com.sa> 

Subject: FW: Al Rajhi Bank KYC & AML Policy 
Our Ref: 

Your Ref: 

Entity: HSBC Bank Middle East Limited 


Dear Salman, 

i refer to your e-mail dated 1 7th August about KYC and AML questionnaire sent 
to us. Below is our reply on the questionnaire. 


Thanks and best regards. 

Mohammad Fazal Haque 

Senior Manager (Europe and Trade Finance) 

Financial Institutions 

AL RAJHI BANK 

P.O. Box 28 

Riyadh -11411 Saudi Arabia 

Tel: 966-1-2116303 Fax: 966-1-4601519 
E-mail. mfa2al@alrajhibank.com.s3 


1 . Please confirm the countries outside of Saudi /\fabia that you do business 
with; 

Alt our correspondent banks names are available in the Bankers Almanac. 

2. If any of these countries are OFAC-sanctioned, please provide information as 
to how you ensure that none of the products/services offered by HBUS are 
utilized in these cases. 

We apply strict due diligence and KYC procedures to high risk countries. 

3. Please detail your intended use of any USD banknotes that may be purchased 
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from the international market e.g. percentage suppRed to your own branches 
compared to commercial enterprises (subsidiaries/affiliates/corporate etc). 

Usage by customer type, e.g.construction and petroleum companies / currency 
exchanges houses. 

All USD banknotes we purchase is for our own branches use. We have over 
450 branches al! over the kingdom and as it is well known we have a big 
population of around 7 million foreign workers in the kingdom mostly prefer 
USD Vifrien traveling back to their countries on vacation w even when remitting 
money to their families back in their native countries. Also during summer time 
we have a high demand from tourist traveling for their vacations. 

4. Kindly comment on how unusual usage of banknote activity is monitored and 
whether your good bank will discontinue doing business with a customer for 
unexplained activity 

Unusual customer activity is monitored through our AML monitoring system 
(PRISM-ACl) by establishing rules which generate daily alerts in line with FATF 
recommendations. 

5. We should also like confirmation that you would adwse us of changes in 
market(s) / customer types of USD Banknote business: 

We can confirm that we will advise changes in market (s) / customer t^es of 
USD Banknotes business whenever it occurs. 

6- We are interested to know whether you have successfully implemented the 
automated monitoring process, {which we were previously advised would be 
implemented in November 2005: 

We are now using PRISM a system developed by ACI 

7. We should like to have more information regarding your handling of 
unlicensed money remitters; 

We do not deal with any unlicensed money remitters as required by local laws. 

8. Furtiier clarification is requested on comments made in your good bank’s AML 
procedures relating to "monitoring of all transactions so that unlicensed money 
changers are not remitting funds outside the Kingdom" 

As stated above we do not deal with ANY unlicensed money remitters. We monitor 
ail customer transactions using a rules based approached. The rules are derived 
from central bank AMI guidelines and FATF standards. 


This Email and any files transmitted may contain confidential 
and/or privileged information and is intended solely for the 
addressee(s) named. If you have received this information in eaor, 
or are being posted by accident, please notify the sender by return 
Email, do not redistribute this email message, delete it 
immediately and keep no copies of it. Alt opinions and/or views 
expressed in this email are solely those of the author and do not 
necessarily represent those of Al-Rajhi Bank. Any purchase order, 
purchase advice or legal commitment is only valid once backed by 
the signed hardcopy by the authorized person from Al-Rajhi Bank. 
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From: STEPHEN J ALLEN/HBMD/HSBCMERIDiAN 

Sent; 11/17/2006 9:37:00 AM 

To: BETH FiSHER/HBUS/HSBC@HSBCAMERICAS 

CC; ALAN T KETLEY/HBUS/HSBC@HSBC;CHRISTOPHER J HEUSLER/HBUS/HSBC@HSBC 
Subject: Re: Al Rajhi Banking 

Beth. 

I quite understand your position and I will try another tack. 


Steve 


Beth Fisher/HBUS/HSBC 
HBUS 

17/11/2006 14:23 
Mail Size: 7422 

To 

Stephen J ALLEN/HBMD/HSBCMER!DiAN@HSBC 
CC 

Alan T Ketley/HBUS/HSBC@HSBC, Christopher J Heusler/HBUS/HSBC@HSBC 
Subject 

Re: Al Rajhi Banking 
Entity 

HSBC Bank USA. London Branch (Treasury and Capital Markets - TCM) 


Steve. 

I am not trying to be difficult, but I do not personally feel comfortable IB 
approving this name. I do not know this bank. Additionally, several years 
ago, when HBUS had relationships with 2 different Al Rajhi names, management 
would ask me questions about the customer every time the name appeared in the 
US newspapers. 1 do not know this bank personally and am therefore not 
qualified to render an opinion; 1 cannot answer questions if/when the Alrajhi 
name appears in US news media 

Therefore, please ask another officer to IB approve. I am IB-Denied the KYC, 
so that my name can be removed as RM. 

Thank you. 

Beth 


Stephen J ALLEN/HBMD/HSBCMERIDIAN 
Tel; 799 24555; +44 (0) 20 7992 4555 
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11/17/2006 08:53 AM 
To 

Beth Fisher/HBUS/HSBC@HSBCAMER!CAS. Alan T Keaey/HBUS/HSBC@HSBC 
cc 

Subject 

Al Rajhi Banking 


Beth/Alan. 

Salman Hussain, the PCM Regional Sales Manager at HBME in Bahrain, who has 
recently visited the subject, has called to say that Al Rajhi has now run out 
of patience waiting for us to re-start our banknote trading relationship and 
unless we can complete the kyc formalities and advise them accordingly by the 
end of November, they will terminate all product relationships with the HSBC 
Group - which I believe to be substantial. 

Their main point of contention is that they feel that they were exonerated by 
all US legal processes from TF suspicion some time ago and yet we have still 
not been able to re-start trading with them. Gordon finished our latest attempt 
at the profile on Tuesday and you will find the kyc profile to be currentiy in 
the 'IB Pending' inbox. Could I please ask you both to expedite your reviews so 
that we can attempt to prevent the toss of an important dient to the Group? 

thanks and regards 
Steve 
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From; SALMAN HUSSAIN/HBME/HSBC 

Sent; 11/20/2006 5:35:28 PM 

To: ALAN T KETLEY/HBUS/HSBC@HSBC 

CC; GORDON BROWN/IBEU/HSBC@HSBC;JOHN L SCOTT/HBME/HSBC@HSBC;SHARiQ Z 
SIDDiQl/HBME/HSBC@HSBC; 

STEPHEN J ALLEN/HBMD/HSBCMERiDIAN@HSBC 
Subject: Re; Fw: Al Rajhi Bank KYC & AML Pcrficy 

Thanks AJan, 


The enhancments to the PRIS system was done in Nov. 05 for AML and KYC. 
Estimated revenue will be a minimum of $1 00k per annum. 


Regards, 


Salman Hussain 
Regional Sales Manager 
Global Transaction Banking 

HSBC Bank ME 
P.O. Box 57 

Manama, Kingdom of Bahrain 


Tel: 

Fax; 

Mobile: 

Email: 


+973 17569599 
+973 17569888 


saiman.hussain@hsbc,com 


=> Redacted by the Permanent 
Subcommittee on Investigations 


HSBC Bank Middle East Limited 

Registered Office; HSBC House, Esplanade, St Helier, Jersey, JE4 SUB 
Registered Number 85600 


From; Alan T Ketley 
Sent: 20/11/2006 19:15 
To: Salman HUSSAIN 

Cc; Gordon BROWN; John L SCOTT; Shariq Z SIDDiQI; Stephen J ALLEN 
Subject: Re: Fw: Al Rajhi Bank KYC & AML Policy 

Salman 

Thanks for this information - one point of clarification. Page 23 of their AML 
Policy states The bank is currently working on enhancing its automated AML 

solution It is targeted for compieUon by November 2005". Was this 

deadline achieved? 

VMiat revenue projections do you have associated with the US$ clearing and Check 
21 'cash letter’? 

Thanks 
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From; ALAN T KETLEY/HBUS/HSBC 

Sent: 11/22/2006 1:17:08 PM 

To: EMMA E V LAWSON/HGHQ/HSBC@HSBC 

CC: 

Subject; Re: Fw: AIRajhi Banking & Investment Corp., Saudi Arabia 

Your timing is uncanny and I suspect not entirely unrelated to correspondence 
last week from Banknotes and PCM. 

i have reviewed the new documentation provided by the <^ent and discussed it 
with Terry - she has indicated a desire to discuss David. 

Will keep you posted. 


Alan T. Ketley 

Senior Vice President, Anti Money Laundering 
Tel; 212 525 6147 / Fax: 212 382 7580 


Emma E V LAWSON/HGHQ/HSBC 
11/22/2006 12:51 PM 

To 

Alan T Kettey/HBUS/HSBC@HSBC 

CC 

Subject 

Re: Fw: AIRajhi Banking & Investment Corp., Saudi Arabia 


Alan 

Can we pick this up again please. Has progress been made. 
Thanks and regards Emma 


Alan T Ketley/HBUS/HSBC 
HBUS 

20/06/2006 16:21 
Mail Size: 3309 

To 

Emma E V LAWSON/HGHQ/HSBC@HSBC 

CC 

Teresa Pesce/HBUS/HSBC@HSBC 
Subject 

Re: Fw; AIRajhi Banking & Investment Corp., Saudi Arabia 
Entity 

HSBC Holdings pic - HGHQ 
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Emma 

We have not received an answer to these questions but Steve and his KYC staff 
have been fuily engaged on an OCC exam for the past few months. The exam will 
end on June 30 so 1 expect they will revisit the subject then. 


Alan T. Ketley 

First Vice President, Anti Money Laundering 
Tel: 212 525 6147 
Fax: 212 382 7580 


Emma E V LAWSON/HGHQ/HSBC 
06/20/2006 03:39 AM 

To 

Alan T Kettey/HBUS/HSBC@HSBC 
cc 

Teresa Pesce/HBUS/HSBC 
Subject 

Fw' AIRajhi Banking & investment Corp., Saudi Arabia 


Alan 

i understand you asked Steve Allen for further KYC/EDD. Has this progressed? 
Please advise. 


Thanks and regards Emma Lawson 

— Forwarded by Emma E V LAWSON/HGHQ/HSBC on 20/06/2006 08:37 — 

Alan T Ketley/HBUS/HSBC 
HBUS 

18/04/2006 22:04 
Mail Size. 14754 

To 

Susan A WRiGHT/HGHQ/HSBC@HSBC 
cc 

Teresa Pesce/HBUS/HSBC<§HSBC 
Subject 

Fw: AIRajhi Banking & Investment Corp., Saudi Arabia 
Entity 

HSBC Holdings p!c-HGHQ 
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From: ELIZABETH PROTOMASTRO/HBUS/HSBC 
Sent; 12/18/2006 1:58.01 PM 

To; DONNA S M CHAN/CMP APH/HBAP/HSBC@HSBC 

CC: GRACE C SANT IAGO-DA RVISH/HBUS/HSSC@HSBC;ALAN T KETLEY/HBUS/HSBC@HSBC 
Subject; Fw: TT NSCflIlli HKPIM&14DEC06 

Yes, Donna, you should provide that explanation to your client. The client 
should also be informed that he must contact the Office of Foreign Assets 
Control ("OFAC") and apply for a license to tiy to obtain release and return of 
the funds. 

He may call OFAC at (800)540-6322 or access the license apf^cation via the 
link pasted below: 

http://ustreas.gov/offices/enforcement/ofac/iegal/forms/license.pdf 

Below is the link to the OFAC web site for information on the current sanctions 
program. 

http://ustreas-gQv/offices/enforcement/ofac/index.html 
Let us know if you have any further questions. 

— Forwarded by Elizabeth Protomastro/HBUS/HSBCon 12/18/2006 01:48 PM — 

Alan T Ketley/HBUS/HSBC 
12/18/2006 07:54 AM 

To 

Elizabeth Protomastro/HBUS/HSBC, "Grace C Santiago-Darvish" 
<grace.c.santtago-darvish@us.hsbc.com> 

CC 

Donna S M Chan 
Subject 

Fw: TT NSC770937 // HKP(0320-14DEC06 


Ladies 

Would you be so kind as to reply to Donna. 

Thanks 

Alan 


-■ = Redacted by the Permanent 

Subcommittee on Investigations 


From: Donna S M CHAN 

Sent: 12/17/2006 09,44 PM 

To; Alan T Ketley 

Cc: Lily L Y MO; Charissa B CHEN 

Subject: TT NSC770937 II HKPI0320-14DEC06 


Dear Alan. 


DATED 13DEC06 FOR USD1 5,350.21 
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The above payment has been blocked. After examining the outgoing cable, we've 

noticed that the Payment details quoted "AIR UCKETS MOSCOW HAVANA MOSCOW 3PAX" 

which we reckon is the possible reason for the incident. 

The following message was from HBUS; 

//////Quote////// 

Please be advised that this payment indicates an interest in Cuba as such, we 
are obligated by the office of foreign assets coniroi to block this payment and 
place these funds in a time deposit account. Any further action in regards to 
these funds are not at the discretion of HSBC Bank USA. 

//////Unquote////// 

You would like to seek your advise on whether we could issue fetter to remitter 
by quoting the above reason for the blocked payment. 

Thanks and Regards, 

Donna Chan 

Compliance Manager - Anti-Money Laundenng 
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From: GEORGE TSUGRANES/HBUS/HSBC 

Sent: 3/2/2007 2:47:11 PM 

To; ALAN T KETLEY/HBUS/HSBC@HSBC 

CC: 

Subject: Pouch exam 

Alan - 2006 clients witfi volumes. 


Spreadsheet of activity for 11/06 and 12/06 - all accb are being checked to 
ensure activity is reflected on KYC 


Day 1 letter and comments noted: 

The day 1 letter with comemnts will be tab 1 


regards, 

George 

Attachment: PCM CashLetter volumes 2006.xls 
Attachment: PCM CashLetter activity NovthruDec2006.xls 
Attachment; Pouch Request Letter.doc 
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S 9.272,446,106.00 

rH 


376.416 

S 2.519.402.292.00 

4 


336 

$ 160,440,588.04 



158 

$ 123.538.144 94 

6 


254 

$ 82.087,424,21 

7 


56 

$ 72,141,22893 

fi 


33 

$ 29,053,942.34 

fl 


912 

5 23,350,350 36 

in 


34 

5 21,033,109 11 

11 



27 

S 20,204,979,08 

Tr 


^ 1 


17 

$15,954,061 73 

14 




1.765 

$ 12.166,369 40 

15 




27 

$ 11,357,310 18 

IR 




67 

$ 10,707,151 99 

17 


a 


687 

$ 10,095,739 23 

16 




158 

$ 8,847,443 08 

14 




110 

$ 7,921,186.36 

70 


V) 


209 

$ 7.221,483 96 

?1 




135 

$ 7,132,443 62 





35 

$7,048.085 71 

?-1 


o CL 


26 

$ 6.739,853 26 

?.i 


3 ^ 


33 

$ 6.669,719 92 

7‘r 


3 7 


490 

$ 6.406,460 00 

TfTl 



25 

$ 5,156.382 70 

77 




35 

$4,826,622 09 

76 




62 

$ 4,497.421 28 

??t 




234 

$ 4.481.756 34 

iri 


B ^ 


114 

$ 4,243.764.70 

11 




84 

$ 3,976,748 38 

37 


B 


47 

$ 3,837,929 00 

31 




429 

$ 3,806,944.74 

34 




171 

$ 3,620,077 78 

35 




189 

$ 3,202,443.02 

3fi 


a 


58 

$ 2.825,413 70 

37 


mm- 


242 

$ 2,647,668 05 

3fl 


1 


225 

$ 2,629.083 57 

1<i 



199 

$ 2,142,304 43 

40 

— ~ 

24 

$ 1.735,12806 

41 


133 

$ 1,426,672 02 

47 


11 

$ 1,419,168 62 



4 

$ 1,412,932.12 




139 

$ 1.378,497.42 

44 


6 

$1,347,984 61 




2 

$ 1.190,776 11 




11 

$895,662.94 

46 



38 

$ 763,875-61 
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— 

A 

B 


D - 

B 

F 



MEXICO 

CORP 


CIB 



ANTIGUA 

CORP 


N/A 

CIS 

<■'1 


AUSTRALIA 

CORP 


N/A 

CIB 



INDIA 

BANK 



CIB 



KOREA 

BANK 


HIA 

CIB 



HONG KONG 

CORP 


N/A 

CIB 



BERMUDA 

CORP 


N/A 

CIB 



INDIA 

CORP 


N/A 

CIB 



HONG KONG 

CORP 


N/A 

CIB 



MEXICO 

CORP 


N/A 

CIB 


PHILIPPINES 

CORP 


N/A 

CIB 


ANTIGUA 

CORP 


N/A 

CIB 


NORWAY 

BANK 


N/A 

CIB 


HONG KONG 

CORP 



CIB 


HONG KONG 

CORP 



CIB 


UNITED KINGDOM 

CORP 



CIB 


HONG KONG 

BANK 


N/A 

CIB 


GREECE 

CORP 



CIB 


MEXICO 

CORP 


fe/A” 

CIB 

63 

UAE 

CORP 


N/A 

CIB 


UNITED KINGDOM 

CORP 





HONG KONG 

CORP 



CIB 


SINGAPORE 

BANK 


N/A 

CIB 


MEXICO 

CORP 


N/A 

CIB 


HONG KONG 

CORP 


N/A 

CIB 


NORWAY 

SANK 


N/A 

ClB 



PHILIPPINES 

BANK 



CIB 



HONG KONG 

BANK 


N.'A 

CIB 

77 


PHILIPPINES 

BANK 


N/A 

CIB 



NETHERLANDS 



in7a~ 

CIB 

7'3 


HONG KONG 

CORP 


N/A 

CIB 



UAE 

CORP 


N/A 

CIB 



CANADA 

CORP 


N/A 

CIB 

«? 


BARBADOS 

CORP 


N/A 

CIB 



HONG KONG 

BANK 


N/A 

CIB 



UNITED KINGDOM 

BANK 


N/A 

CIB 



HONG KONG 

CORP 


N/A 

CIS 



SINGAPORE 

CORP 


N/A 

CIB 



BERMUDA 

CORP 



CIB 



HONG KONG 

CORP 


N/A 

CIB 



UNITED KINGDOM 

CORP 


N/A 

CIB 



HONG KONG 

CORP 


N/A 

CIB 



HONG KONG 

CORP 


N/A 

CIB 



UNITED KINGDOM 




CIB 



HONG KONG 

CORP 


N/A 

CIB 



HONG KONG 

CORP 


N/A 

CIB 



UNITED KINGDOM 

CORP 

MIA 

CIB 

96 

J 

HONG KONG 



CIB 
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— 1 

A 1 B 1 C 1 0 1 E I F I G 1 H 1 I 1 J \ K 1 L 

T 

2 

3 

Dat^ i naleOwlBank t Account No|A«: M^r | C/LTicketl AmountIDeta.Is 

Nani««i Cli<*nPsCuef ISDN Match 

Form Starn<5 in4.ne,ii,*ion 

2-Nov 

1-Nov| ino Hokuriku Bank 




. 24000 

Total Deposit 

Sumimoto Zidosha 

No 

Yes 11102/06 

Closed 



l-Novilho Hokuriku Bank 




36000 

Total Deposit 

i.K Auto i.dt 

No 

Yes 11/02/06 

Closed 



l-Nctvjfha Hokunku Bank 




60000 

Total Deposit 

Gonda! Corporation 

No 




2-Nov 

l-Novlthe Holwnltu Bank 




55500 

Total Deposit 

S.K. Trading 

No 









21000 

Total Deposit 

Shin Kyowa International 

No 





1*Noy The Hokuriku Bank 




29000 

Total Deposit 

Sando Corporation 

No 


Closed 




The Hokuriku Bank 




72000 

Total Deposit 

Auto Stage Ltd 

No 


Closed 



2-Noy 





41000 

Total Deposit 

S.K. Trading 

No 




3-Nov 

2-Nov 

The Hokuriku Bank 




20500 

Total Deposit 

Akiko Komiyama 

No 


Closed 

13 


2-Nov 

The Hokuriku Bank 

S0385 

NXR 

10072513 

47tVYl 

Tclal norv^rt 

Auto Stage Ltd 

No 


Closed 

e-Novf 3-Nov|The Hokuriku Bank 1 50385IPKB I 100725161 41000141X1000 Am« T/C |Oon<ta! Corporation 

No |Yes1l/0S/U6 lutoseo 

16 

17 

18 

19 

20 
21 
22 

23 

24 

25 

26 
27 
26 

29 

30 

fi.Nnvf 3.NnvtTh«' Hokufikii '^k 1 50385|pK8 1 10072517| 11 7000 1 1 1 7X1 000 I J.P. TlKltn# .... 
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13-Nov 


The Hokuriku Bank 

50385 

NXR 

10072528 

60000 

Total Deposit 

Taniuchi KouekI 

No 


Closed 


13-Nov 

10-Nov 

The Hokuriku Bank 

50385 

NXR 

10072627 

24000 

Total Deposit 

Shigeru Shlolani 

No 


Closed 

34 


10-Nov 

The Hokuriku Bank 

50385 

NXR 

1D072528 

28000 

Total Deposit 

Auto Stage Ltd 

No 


Closed 


10-Nov 

The Hokuriku Bank 

503^ 

NXR 

10072529 

113000 

Total Deposit 

Sando Corporation 



Closed 



10-Nov 

The Hokuriku Bank 

50385 

NXR 

10072530 

134000 

Total Deposit 

Marie Trading 



Closed 



10-Nov 

The Hokuriku Bank 

50385 

NXR 

10072533 

23000 

Total Deposit 

Taniguchi KouekI Taniguchl MIkiya 



Closed 





50385 

NXR 

10072534 

34500 

Total Deposit 

Auto Stage Ltd 








50385 

NXR 

10072535 

31000 

Total Deposit 

Akiko Komiyama 

No 


Closed 





50365 

NXR 

10072536 

27000 

Tot^ Deposit 

Shigeru ShiotanI 



Closed 



10-Nov 

The Hokunku Bank 

50385 

NXR 

10072539 

34500 

Total Deposit 

Auto Stage Ltd 



Closed 





50385 

NXR 

1007254C 

31000 

Total Deposit 

Gondal Corporation 

No 


Closed 



10-Nov 

The Hokuriku Bank 

50385 

NXR 

10072541 

58009 

58X1000 AmexT/C 

S.K. Trading 




44 

13-Nov 

10-Nov 

The Hokuriku Bank 

5CG8^ 

NXR 

10072542 

208000 

Total Deposit 

Marie Trading 

No 



46 

47 

48 














i 
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!The Hoifurtku Bank 


jThe Hokuriku Bank 


|The Hokurlku Bank 


;The Hokuriku Bank 


29000129 X 1000 Amex T/C 


34000134 X 1000 Amex T/C 


IGondal Corporation 


20000120 X 1000 Amex T/C 


" 32000 | 32 X 1000 Amex T/C_ 


M.A. Awan Corpomlion 


' 20 -Nwl 17 -NovlThe'H<^rtku Bank I OWOSlNXR 


■f 00725581 147000 !Total Deposit” 


21 -Nov[ <fu-piDV[ me Hokuriku Batti< 


SU3tR>|NXK 


' 21 -Novi 20 -Novithe Hotoriku Bank 


21 -Nov| 20 -Nov[the Hokurtku Bank 


I otal Deposit 


!r a Cwoor^on 
l Auto Stage Ltd 


51 X 1000 Amex ifC Is.K. Trading" 


21 -Nov|The Hoinjrtku 9 


The Hokuriku Bank 


The Hokuriku Bank 


S 3000 | 53 XTooO Amex T/C IGondai Corporation 


iSumImola ZIdoaha 


Yes 11 / 16/06 


Yes 11 / 16/06 


iVes 11 / 20/06 Iciosrsd 


lYes n/ 2 i/ut» 


.Yas 11 / 22 / 06 IcToseti 


' Yea 11 / 22/06 

[vMjirayoet 


47 X 1000 Amex T/C 


47000 lToiarpepoalt 


22 -Nov[The Hokuriku B 


22 -NovlThe Hokuriku Sank 


4 e 000 lTotal Dapoalt lAutoStage Ltd 

21 OO 0 I 21 XIOOO AmexY/C Icondal Corporation 


27 -Nc.v! ' 24 -N 6 v|rKe Hokuriku Bank I 50385 |NXR I 100725771 » 2 O 00 | 42 X 1000 Amax T/C iS.K.Tradr^ 


28 -Nov[ 27 -NovlThe Hokuriku BaniT '| 503 C»jNXR ~ 


100725601 6000o|Total Depaalt 


lYasuhiko Nakamoto 


[The Hokuriku Bank 


The Hokuriku 


[The Hokuriku Bwik 


The Hokuriku Bank 


The Hokuriku Sank 


135 X 1000 ArriexT/C 


Gondal Corporatiorr 


Tout Oeoosft 


'The Hotai^u Bw* 


[The Hoiwfttw Bwk 


[The Hokuriku Btwk 


[The Hol^ku Bank 


[The H< 4 ntfiku Bank 


[ 61 X 1000 Amex 


139 X 1000 Amex 


I Shin Kyowa International 


[40x1000 Amex T/C 


lY es 12 / 10/06 |Cl 08 ed 


~|Ye a 11 / 26 / 06 ' jCloaed ~| 


Yes 11 / 29/06 


Closed 

Closed 

Closed 
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603851NXft 

10072593) 251001 Total Deposit 

Atoko Komivama 

No 


Closed 

98 

99 
lOf 















4- Dec 

1>ie Hokuriku Bank 

50365 

NXR 

10072599 

34000 

34X1000 Amex T/C 

Sekizawasyouji Co. Ltd 

No 

Yes 12/05/06 

Closed 




The Hokuriku 

50385 

NXR 

10072600 

218500 

Total Deposit 

Male Tradlno 

No 


Closed 



4-0«c 

The Hokuriku Bai^ 

50365 

NXR 

10072602 

123000 

Total Deposit 

Marie Trading 

No 


Closed 



5- Dec 

The HokurOoi BarA 

50385 

NXR 

10072604 

100500 

Total Deposit 

1 K Auto Ltd 



Closed 


e-Oec 

&-Oec 

The Hokuriku Bank 

50385 

NXR 

10072605 

S5000 

Total Deposit 

Akrko Korrriyama 



Closed 

107 

108 
109 





10073606 

5100C 

Total Deposit 

R.S. Corporation 



Closed 

■ 7-Dec 

O-DecIThe H<*ufiku Bank 

50365 

NXR 

1UU72608 

25500 

Total Deposit 

onigeru Shlotani 

No 

Yes i^rOVVOtf” 

Oibsed' 



6-Oec 

The Hokuriku Bank 

50365 

NXR 

10072609 

41000 

Total Deposit 

Akiko Komivama 

No 




7-Oec 


The Hokuriku Bank 

50385 

NXR 

1007261C 

25000 

25X1000 Amex T/C 

Shin Kyowa mternallonal 

No 


Closed 




The Hokuriku Bank 

50365 

NXR 

10072611 

53000 

53X1000 Amex T/C 

Auto Stage Ltd 



Closed 


7-Oec 

6-Dec 

The Hokuriku Bank 

S036S 

NXR 

10072612 

2400C 

Total Deposit 

Sando Corporation 

No 


Closed 




I 

X 

[ 

1 

SftWi 

NXR 

10072613 

12900C 

Total Deposit 

S.K. Tradlno 

No 

Yes 12/07/06 

Closed 

115 

116 





' 










BOecIThe Hohuriku Bank 

soUSkXR 

fgaSeil 

20000120X1000 AmexT/C 

Marie Trading 

N" 


118 

119 

120 
121 
122 













1^ 














T55S? 

13-Dw 

Tlwllekurkw Bank 

50365 

NXR 

100^624 

iiS66 

Total Deposit 

Shigeru Shlotani 

No 

Yes 12/14/06 

C!(»ed 

1?7 

14-Dk 

1S43«elTha Hokuriku B«ik 

50385 

NXR 

10072625 

20000 

20X1000 Amex T/C 

Sumimoto Zidosha Ud 



Closed 

128 

14-Dec 

IS-Daelthe Bwic 1 

60365 

NXR 

10072626 

31300 

Total Deoosit 

Auto Stage Ltd 



Closed 


14-Dec 

1'4-Uec|The HvKunKu Bank 

50385 

NXR 

10072627 

26000 

28X1 000 Amex T/C 

Sar^o Corporation 

NO 

Yes izn4;o6 

Closed 



IS-Decilhe Hokuriku Bank 

50365 

NXR 

10072628 

193000 

> 

1 

> 

3 

S.K. Trading 

No 




15-Dec 

14-Oec 

The Hokialku Bank 

50385 

NXR 

10072632 

43000 

Total Deoosit 

S.K. Trading 

No 


Closed 


18-Oec 

15-Dec 

The Hokuriku Bank 

50365 

NXR 

10072636 

50000 

Total Deposit • 

Taniguchl Koueki Taniguchi Mikrya 

No 


Closed 

134 

18-Dec 

15- Dec 

The Hokwiku Bank 

50385 

NXR 

10072638 

24000 

Total Deposit 

Sando Corporation 

No 


Closed 

135 

136 

137 


15- Dec 














50385 

NXR 

10072641 

50365165X1000 Amex T/C 

S.K. Trading 



140 

141 













143 

20-Dec 

19-0ec|The H<4(iviku Bank 

5Q^[NXR 

10072544 

30000|Total Deposit 

R.S. Corporation 







Redacted by the 

Permanent Subcommittee on Investigations 


760611.254 


1421 





VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00328 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 


g g 
> > 


3 3 


X X 

</) Oi 
W CD 
o o 


> 

3 


C 

03 

> 


> K 


Redacted by the 

Perma nent Subcommittee on Investigations 


14S 

“aT ri;:] 

C 1 ° 


P 1 G 

H i ^ I j— ! i< 1 L 1 

21-Doo 

20-Dec 

The HokurHtu Bank 

50385 

n^xR 

10072646 

42000 

42X1000 Amex T/C 

sando Corporation 

NO 







S038S 

NXR 

10072847 

104000 

Total Deposit 

S.K. Tradinn 



Closed 


21-Oec 


The Hokunltu Bank 

50385 

NXR 

10072648 

26000 

Total Deposit 

IK Auto Ltd 

No 


Closed 





50385 

NXR 

10072851 

4300C 

43X1000 Amex T/C 

Auto Stage Ltd 

No 


Closed 

15C 

151 











The Hokuriku Bank 

1” 50385 

NXR 

10072654 

20500 

41X500 Amex T/C 

Gondal Corporation 

No 


Closed 



22-Dec 

The Hckufiku Bank 

60385 

NXR 

10072S55 

40000 

40X1000 Amex T/C 

SK Trading Co, 

No 


Closed 





50385 

NXR 

10072656 

4300C 

43X1000 Amex T/C 

R.S. Corporatioti 

No 







50385 

NXR 

10072657 

20000 

20X1000 Amex T/C 

Sends Corporation 

No 


Closed 

157 




1591 27-Dec 1 2&-0eclThe Hokurittu Bank | 50385 |nXR I TM72661I llOOOOlTotal Deoosit 



*>0 riAA 

2/-IMC 


30385 

NXR 

10072663 

3$00C 

Total Deposit 

Uondal Corporation 

No 

yes 12/28/08 

Closed 





50385 

NXR 

10072664 

S100C 

Total Deposit 

S.K. Tradinp 



Closed 



27-D«c 

The Hokufiku Bar^ 

S0385 

NXR 

10072666 

123000 

Total Deposit 

I.KAulo Ldt 



Closed 

164 

28-D«c 

27-Oec 

The Hckuriku Bank 

60352 

NXR 

10072666 

25000 

Total Deposit 

Shin Kvowa 




165 





NXR 

10072669 

52000 

Total Deposit 

R.S. Corporation 

No 

Yes 12/28/08 

Closed 




The Hekuriku Bank 

50385 

NXR 

10072670 

30000 

Total Deposit 

Oondal Corporation 

No 


Closed 



27-Dee 

The Hekuriku Bank 

§6^ 

NXR 

10072671 

44000 

Total Deposit 

Sumimoto Zidosha 



Closed 





50385 

NXR 

10072576 

36000 

Total Deposit 

Auto Stage Ltd 

No 







50385 

NXR "1 

10072675 

52000 

Total Deposit 

Gondal Corporation 



Cloeed 

171 

2-Jan 

29-Dec 

The Hokytiku Bank 

50385 

NXR ' 

10072679 

40000 

40X1000 Amex T/C 

Tasuhiko Nakamoto 



Closed 
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From: "BOSS, JOSEPH" <JOSEPH,BOSS@OCC.TREAS.GOV> 

Sent; 7/26/2007 7:24:48 AM 

To; ALAN.T.KETLEY@US.HSBC.COM 

CC: "BOSS, JOSEPH" <JOSEPH.BOSS@OCC.TREAS.GOV> 

Subject; Saudi's 

Alan, for your information and review. Please let me know if ttiere is 
anything. This appeared on the front page of todays Wall Street Journal. 

Thanks, Joe 

TERROR FINANCE 
U.S. Tracks Saudi Bank 
Favored by Extremists 
Officiats Debated What 
To Do About Al Rajhi, 

Intelligence Files Show 
By GLENN R. SIMPSON 
July 26, 2007; Page Al 

JIDDA, Saudi Arabia - In the 1940s, two Bedouin farm boys from tiie desert 
began changing money for the trickle of traders and religious ppgrims in this 
frien-remote and barren kingdom. It was a bu^ness built on faith and frust, 
Sulaiman Ai Rajhi once told an interviewer, and for many years he would hand 
gold bars to strangers boarding flights in Jidda and ask ^em to give the gold 
to his brother on their arrival in Riyadh. 

EXTREMISTS' ACCOUNTS 

The Nev\rs: U.S. intelligence reports say Islamic extremists often use Saudi 
Arabia's Al Rajhi Bank to move money. The bank has denounced terrorism and 
denies any role in financing extremists. 

The Issue; A confrontation with Al Rajhi vw>uld be politically difficult for 
Saudi monarchy, and U.S. isn't satisfied wifti its efforts to curb the financial 
infrastructure essential to terrorism. 

Result; U.S. has periodically debated taking action on its own against the 
bank, but chosen instead to lobby the Saudis quietly about its concerns. 

Today, Mr. Ai Rajhi is a reclusive octogenarian whose fortune Is estimated at 
$1 2 biliion. And Al Rajhi Bank grew into the kingdom's largest Islamic bank, 
with 500 branches in Saudi Arabia and more spread across Muslim world. 
Following ftie Sept. 1 1 . 2001 , attacks, the bank also set off an intense debate 
within the U.S. government over whe^er to take strong action against its 
alleged role in extremist finance. Confidential reports by the Central 
Intelligence Agency and other U.S. agencies, reviewed by The Wall Street 
Journal, detail for the first time how much tire U.S. learned about the use of 
Al Rajhi Bank by alleged extremists, and how U.S. offidals agonized over what 
to do about it. 

After 9/1 1 , the Saudi monarchy pledged Its full support in the fight against 
global terrorism. And following violent attacks inside the kingdom in the next 
two years, the Saudis did launch major strikes against milttants operating on 
their soil. But the Saudi government has been far been less willing to tackle 
the financial infrastructure essential to terrorism. U.S. intelligence reports 
state that Islamic banks, while mostly doing ordinary commerce, also are 
institutions that extremism relies upon in its global spread. 

As a result, the Bush administration repeatedly debated proposals for taking 
sfrong action itself against Al Rajhi Bank, in particular, according to former 
U.S. officiats and previously undisclosed government documents. Ultimately, the 
U.S. always chose instead to lobby Saudi officialdom quietly about its concerns. 
The U.S. intelligence reports, heretofore secret, describe how Al Rajhi Bank 
has maintained accounts and accepted donations for Saudi charities that the 
U.S. and other nations have formally designated as fronts for al Qaeda or other 
terrorist groups. 
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in addition, Mr. A1 Rajhi and family members have been major donors to Islamic 
charities that are suspected by Western intdiigence agendes of funding 
terrorism, according to CIA reports and federat-court tilings by tfie Justice 
Department. 

A 2003 CIA report claims that a year after SepL 11, vwth a spotlight on 
Islamic diarities, Mr. A1 Rajhi ordered Al Rajhi Bank's board to explore 
financial instnjments that would allow the bank’s charitable contributions to 
avoid official Saudi scrutiny." 

A few weeks earlier, the report says, Mr. Al Rajhi "transferred $1.1 billion to 
offshore accounts - using commodity swaps and two Lebanese banks - dting a 
concern that U.S. and Saudi authorities might freeze his assets." The report 
was titled "Al Rajhi Bank; Conduit for Extrerrast Rnance.” 

Al Rajhi Bank and the Al Rajhi family deny any rde in financing extremists. 

They have denounced terrorist acts as un-Islamic. The bank dedined to address 
specific allegations made in American intelligerrce and law-enforcement records, 
citing dient confidentiality. 

RELATED DOCUMENTS 

«Picture {Metafile )» 

Al-Rajhi bank became a target for U.S. terrorism sanctions less ttian two months 
after Sept 11.2001. 

No action was taken, but in mld-2003, the Central Intelfigence Agency concluded 
that the Al-Rajhi family and their bank were finandng terrorists, fx-obably 
knowingly. This is the summary page 

<http://online-Wsj.com/public/resources/documen1s/info-enJargePlc07.html> 1 

from the agency's report. 

The bank sued The Wall Street Journal Europe for libel in 2002 over a report 
that it was under scrutiny in connection with terrorism funding, but dropped 
the case in 2004 and The Wall Street Journal puUished the bank's statement 
<http;//oniine.wsi.com/article/SB1 0981 3521 8791 48492.html> 2. 

The CIA’s report and other U.S. intelligence on Al-Rajhi remained secret, and 
in 2005 a federal judge threw out a lawsuit against the bank by victims of Ai 
Qaeda, saying there was no evidence Al-Ra^i provided anyttiing but routine 
banking services to terrorists. Read the order. 

<http:/Awj.com/public/resources/documents/4casevorderjan1 82005, pdf> 3 
The Al-Rajhi family andttie ruling Al-Saud (amBy ofSaudi Arabia have been at 
odds for decades, in part because of the accidental death of an infant Al-Rajhi 
family member in a botched police rescue attempt during a kidnapping. Saudi 
dissidents in London issued a communique recountingthe incident 
<http;//w5j.com/pubiic/resources/documents/5Communique1994No23.pdf> 4 that was 
highly critical of Saudi authorities. The document was made available by the 
investigative Project on Terrorism, a Washington-based nonprofit group. 

This 1992 State Department cable 

<http://wsJ.eom/pubtic/resources/documents/CablestatedocC167.pdf> 5 from the 
U.S. ambassador in Riyadh discusses the Saudi press coverage ofthe Al Rajhi 
bank's purported role in the BCCI scandal. 

One ofthe A] Rajhi bank's major longtime clients is the International Islamic 
Relief Organization of Jeddah, Saudi Arabia, a powerful charity backed by some 
ofthe country’s wealthiest businessmen. This fundraising solidtation 
<http://wsj.eom/public/resources/documents/iirodonationform2007-pdf> 6 is from 
the ilRO's March 2007 nevreletter. The group sO-ongly denounces terrorism on its 
Web site <http://www, iiro8a.org/en/> 7. 

U.S. intelligence has alleged connections between al Qaeda and the IIRO since 
1 996, and tiie Treasury Department now alleges 

<http://wsj.eom/public/resources/documents/6IIRODesignation2006.pdf> 8 the liRO 
has been deeply penetrated by al Qaeda. The group denies wjpporting terrorism 
in this statement 

<http://wsj.com/public/resources/documents/7iirodefensemarch2007color,pdf> 9 

from its most recent newsletter. The group also claims it no longer sends money 
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overseas, and that its accounts are frozen by Saudi banks. Yet Hs most recent 
fundraising letter 

<http;//ws].com/pub!ic/resources/documents/8Pages1romiirosamardi2007color2.pdf> 
10 solidts donations to Al Rajhi bank and touts a variety of ongoing projects 
in overseas conflict zones, 

in 2004, t!RO funded a medicai facility in Pallujah while that centra! Iraqi 
town was under the control of Iraqi insurgents. The U.S. Marine Corps blew up 
the clinic, and says al! three of the city's hospitals were being used by 
insurgents as fighting positions. See the PowerPoint sSdes 
<http://wsj.eom/public/resources/doouments/90perationAIFahr2004.ppt> 1 1 . 
in 2002, bank sued The Wall Street Journal Europe after an article said 
Saudi autiiorities were monitoring some Al Rajhi Bank accounts at U.S. request, 
in a bid to prevent them from being used, v^n^ or unwittingly, for 
tunneling money to terrorist groups. The bank dropped ftie suit in 2005 and the 
Journal published a statement saying its article hadn't reported any allegation 
that the bank supported or financed terrorism. 

Also in 2005, a U.S. judge dismissed Al Rajhi Bank from a lawsuit filed by 
relatives of Sept. 1 1 victims. The ruling said banks couldn't be held iiable 
for providing routine services to people who turned out to be terrorists. In a 
statement in response to questions about suspected terrorists among its 
clients, the bank noted that "Al Rajhi Bank has a very large branch network, 
and a very large retail customer base." 

U.S. law-enforcement and intelligence agencies acknowledge it is possible that 
extremists use the bank's far-flung branches and money-transfer services 
without bank ofticiais' knowledge. The U.S. has never obtained proof that the 
bank or its owners knowingly fecilitate terrorism, according to documents and 
former officials, despite v^at they describe as extensive circumstantial 
evidence that some executives are aware the bank is used by extremists. The 
2093 CIA report concluded: "Senior Al Rajhi bmily memb^s have long supported 
Islamic extremists and probably know that terrorists use their bank." 

Most major banks around tire world are bound by a patchwork of treaties and 
agreements that, in effect, require them to know their customers and report any 
suspicious activities to regulators. The rules are designed to fight terrorism, 
money laundering and narcotics trafficking. It's generally acknowledged that 
Saudi banks are bound by these rules, although experte differ on when 
compliance became mandatory. 

The top counterterrorism offidai at the U.S. Treasury Department, while 
declining to comment on Al Rajhi Bank specifically, says Saudi officials 
haven't met a promise to create a commission to oversee Saudi charities, many 
of which bank with Al Rajhi. 'They are also not holding people responsible for 
sending money abroad for jihad," says the Treasury official, Sfrjart Levey. "It 
just doesn't happen.” 

The Saudi government maintains it has been working diligently with the U.S. and 
others to counter terrorism. It cites its arrests of several alleged terrorist 
fund-raisers in recent years. The Saudis didnt respond to spedfic questions 
about their efforts to counter terrorist finance or oversee banks, 

A White House statement said that "the Sauds continue to be a strong partner 
in the War on Terror... .We have made significant progress on numerous fronts - 
including the freezing of assets and the shutdown of known conduits of 
{terrorist] funding." A CIA spokesman said "publishing details of how our 
government seeks to track extremist finandng" could undermine those efforts. 

For the ruling Saud family, any confrontation with the Al Rajhis could be 
politically treacherous. To stay in power, the Bauds rely on the tolerance of 
clerical and business elites, many of whom view ftie royal bmily as corrupt. 

The wealthy Al Rajhis are a clan long at odds with the royal family. And U.S. 
intelligence files show the /M Rajhis also have close ties to another group 
critical of the royals: Saudi Arabia's conservative derics. 

The At Rajhi empire includes hotels, housing developments, commodities trading, 
shipping, aviation leasing and poultry. Its core is the bank, witii more than 
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500 branches in Saudi Arabia and oth«- offices abroad, from Pakistan to 
Malaysia. For 2006, the pubiiciy held institution reported $1.9 bitiion in 
profit and $28 biiiion in assets. 

Suiaiman Ai Rajhi grew up in the Nejd desert, the Wrthplace of a severe form 
of Islam, called Wahhabism, that forbids birthday patties, musicai instruments 
and photographing people. In the 1 940s, he and a brother, Saleh, went to the 
Saudi capital city. "From literally nothing - making change on what were then 
the dirt streets of Riyadh ~ Suiaiman and Saleh at Rajhi butit the Ai Rajhi 
Bank," Sulaiman's lawyers told a U.S. court in New York in 2005. 

Suiaiman described the business In a rare interview with Euromoney magazine in 
1983. Wth two other brothers, he and Saleh began changing money for pilgrims 
taking came! caravans across the desert to the holy cities of Mecca and Medina. 

When throngs of migrant workers came to Saudi Arabia during the 1 97Ds oil boom, 
the A! Rajhis helped them send their earnings home to places like Indonesia and 
Pakistan. 

In 1983, the brothers won permission to open SaucM Arabia's first Isiamic bank, 
one that would observe religious tenets such as a ban on interest. 

But relations with tiie oiling family frayed. The government-controlled press in 
1992 publicized AI Rajhi Bank's tengentiat rc4e in an intemationai scandal of 
that era, that of the bank called BCCi, U.S. diplomats reported. Then in 1994, 
an infant relative of the AI Rajhis died in a kidnapping. Official press 
accounts said the kidnappers slit the child's throat, but Saudi dissidents 
claimed police shot the child. Mr. Ai Rajhi blamed tee royal famBy, the CIA 
report says. 

Although AI Rajhi Bank continued to make a show of support for tee Sauds — 
annual reports had flowery tributes to the royal family - the bank began 
refusing to make loans to the Sauds or to finance their projecte, U.S. 
diplomats said at the time. 

Wth its Istarr^ procedures, the bank was a magnet for tee clerical 
establishment, '^ich grew rich from alms amid tee oil boom. As the clerics' 
charities spread, they became entwined with AI Rajhi Bank and tee conservative 
AI Rajhi family's own extensive financial support for Islamic causes. 

There is no reliable estimate of how much the Ai Rajhis have given to promote 
Islam over the years, but an endowment holding much of Saleh AI Rajhi's wealth 
gives an indication of the scale. Its Web site details nearly $50 million in 
direct donations within the kingdom to Islamic causes and at least $12 million 
in donations abroad. The overseas money went to aid embaffied Muslims in 
Kosovo, Chechnya and the Palestinian territories and to finance Islamic 
instruction. 

There are indications not all tee giving was for such purposes. The AI Rajhi 
name appeared on a list of regular financial contributors to al Qaeda that was 
discovered in Sarajevo, Bosnia, in 2002. The list was authenticated for tee 
Federal Bureau of Investigation teat year by America’s top judicial witness 
against ai Qaeda, a onetime al Qaeda business manager named Jamal AI FadI, who 
is In the federal witness-protection program. He called tee contributor list 
the "golden chain." 

A 2003 German police report said Suiaiman Ai Rajhi and other family members had 
contributed more than $200,000 in 1 993 to a charity teat financed weapons for 
Isiamic militants in Bosnia, in addition to providing humanitarian aid. 

The 2003 CIA report tells of efforts by two Al Rajhi brothers to keep some 
giving secret. It says teat Suiaiman and Saleh transferred $4 million to 
parties in Germany and Pakistan in December 1 998 using "a unique computer code 
to send funds at regular intervals to unspecified redfMents, suggesting they 
were trying to conceal the transactions and that the money may have been 
intended for illegitimate ends." 

The report says extremists "ordered operatives in Afghanistan, Indonesia, 

Paldstan, Saudi Arabia, Turkey, and 'Temen"to use Al Rajhi Bank. Mamduh Mahmud 
Salim, convicted mastermind of the 1998 embassy bombings in Kenya and Tanzania, 
was carrying records of an Al Rajhi account (number 001424/4) when arrested in 
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Germany in 1998, German police found.fn 2000, the CIA report says. A! Rajhi Bank couriers ’’delivered money 
to the 

Indonesian insurgent group Kompak to fund weapons purchases and bomb-making 
activities.” 

A U.S, intelligence memo dated Nov. 16, 2001 , says a money courier for Osama 
bin Laden's second-in-command, Ayman al-Zawahri, fraveted on a visa that the 
bank had obtained for him. The memo adds, however: "Reporfing does not indicate 
whether bank management was witting" of the courier's terrorist connections. 

Al Rajhi Bank maintained at least 24 accounts and handled unusual transactions 
for Al-Haramain foundation ~ a charity that Treasury officials say has acted 
as a front for a! Qaeda in 13 countries - until the Saudi government ordered 
the charity shut down in late 2004, according to intelligence and 
law-enforcement reports. The United Nations has designated top officials of 
Al-Haramain foundation as terrorists, and most of its offices now are closed. 

According to a federal indictment in Oregon, a top Al-Haramain official in 2000 
carried $1 30,000 in $1 ,000 traveler's checks from Portland to Riyadh and 
deposited them with AJ Rajhi - funds the inffictment says \rt«re for the ultimate 
benefit of at Qaeda fighters in Chechnya. The indicted official, Soliman 
Al-Buthe, now works for the city of Riyadh. In an interview, he confirmed 
carrying the checks and depositing them with M Rajhi Bank but said that they 
weren't for al Qaeda and that he did nothing wrong. 

«Picture (Metafile)» 

A Jidda-based charity called the International l^amic Relief Organization, or 
ilRO, arranges for donors to send their donations directly to the Ai Rajhi 
Bank. The lIRO's chairman, Adnan Khalil Basha, says the charity is "absolutely 
apolitical" and has elaborate spending controls to prevent illicit diversions. 

The charity says it works with A Rajhi Bank simply because its fees are low 
and its service is best. 

However, the U.N. has labeled two of the lIRO's branches and some of its 
officials as al Qaeda supporters. In 2004, the lIRO solicited donations through 
Al Rajhi Bank for the Iraqi city of Fallujah, then largely under ttie control of 
insurgents and the base of the late Abu Musab al Zarqawi, who led al Qaeda in 
Mesopotamia. The lIRO's workers oversaw construction of a trauma clinic in an 
insurgent-controlled area of Fallujah, The U.S. saw the clinic as a haven for 
insurgent fighters, and Marines destroyed it in November 2004. That was "a big 
tragedy for us," says toe lIRO’s chairman, Mr. Basha. 

He denies toe charity had any involvement with toe Iraqi insurgency. Charity 
officials complain that toe U.S. has produced no evidence oftoeir alleged ties 
to terrorism. 

Two years earlier, federal agents raided toe Virginia offices of a network of 
charities funded by Sulaiman A Rajhi that worked dosely with toe IlRO and 
that - according to Justice Department court filings - provided fonds to 
Palestinian terrorists. No charges have been filed. 

A year after toe 9/11 attacks. U.S. authorities began to lament the lack of 
Saudi action in taking down terrorists' financial infrastructure. A November 
2002 CIA report said toe Saudi government "has made litUe independent effort 
to uncover terrorist financiers, investigate individual donors, and tighten the 
regulation of Islamic charities," largely because of “domestic political 
considerations." 

The report advised against a noisy confrontation: "A key factor for continued 
successfo! counterterrorism initiatives with the Saudis, whose sodety is by 
tradition private, closed, and conservative, will be to ensure toat their 
cooperation with the United States is handled discreetiy and kept as much as 
possible out of toe public eye." 

The U.S. began to rethink toat approach after an al Qaeda attack in Riyadh in 
May 2003 that killed 26 people, including nine Americans. Deputies from the 
National Security Council, CIA, Treasury and State departments debated a 
proposal for legal and political action against Al Rajhi Bank, including the 
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possibility of covert operations such as interfering with the bank's internal 
operations, according to Bush administration documents and former U.S. 
officials. 

One idea kicked around was "listing or threatening to Bsf A1 Ra^i Bank as a 
supporter of terrorism. Such a fisting can be done if recommended by a 
committee representing the Treasury, State and Defense depatments and foe CIA 
and NSC, and signed by the president. The designation bars U.S. companies from 
doing business with the named entity. A U.S. designation also normally is 
forwarded to the U.N., and if that body puts the name on Hs own 
terrorist-supporter list, all member states are obGged to freeze the entity's 
assets. 

Ofoer ideas U.S. officials discussed included enlisting friendly countries to 
step up scrutiny and regulatory action against the Al Rajhis. The CIA report 
said that "a successful effort against foe Al Rajhis would encourage efforts 
against ofoer donors, or at a minimum, vtrouid discourage private funding of Al 
Qaeda." 

Ultimately, the Bush administration again chose merely to continue privately 
exerting pressure on the Saudis to stiffen their oversight. 


This message originated from foe Internet. Ifo originator may or 
may not be who they daim to be and the information contained in 
the message and any attachments may or may not be 
accurate.********************************'*********************"********** - C.htm 

Attadiment; C.htm 
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From; GLORIA STRAZZA/HBUS/HSBC 

Sent; 7/26/2007 12;11;28 PM 

To: ALAN T KETLEY/HBUS/HSBC@HSBC 

CC; "ALAN WILLIAMSON" <ALAN.P.WlLLIAMSON@US.HSBC.COM>:"ANNE LIDDY” 
<ANNE.LiDDY@US.HSBC.COM>;MONlQUE CODJOE/HBUS/HSBC@HSBC 
Subject; Re; Fw: Saudi's 

Alan -- 

if this is the arBde that you mentioned to me this morning -then we have 
seen it and are already wof1<ing on it. 


We wilt provide updates to ail. 


Gloria Strazza 

FVP - Sr. Manager - iCRO 

452 Fifth Avenue, Tower 7 

New York, NY 10018 

Mail Code; 31 

Tele; 212-525-8634 

Fax; 212-525-5769 


Alan T Ketley/HBUS/HSBC 
07/26/2007 08:31 AM 

To 

"Gloria Strazza" <glor!a,strazza@us.hsbc.com> 

CC 

"Anne Liddy" <anne.liddy@us.hsbc.com>, "Alan Williamson" 
<aian.p.wtlliamson@us.hsbc.com> 

Subject 
Fw: Saudi’s 


Gloria 

Can you run the names in this article against our databases so we can give Joe 
Boss an answer. 

Thanks 


Alan T Ketley 

SVP AML Compliance 

452 Fifth Avenue, New York, NY10018 


Phone. 212-525-6147 
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Fax. 212-382-7580 

Email. alan.t.ketiey@us,hsbc.com 


— Forwarded by Alan T Ket)ey/HBUS/HSBC on 07/26/2007 08:30 AM — 
"Boss, Joseph" <Joseph.Boss@occ,treas.gov> 

07/26/2007 08:24 AM 


To 

alan.t.ketley@us.hsbc.com 

cc 

"Boss, Joseph" <Joseph,Bo8S@occ.treas.gov> 

Subject 

Saudi's 


Alan, for your information and review. Please let me know if there is 

anything. This appeared on the front page of today’s WaN Street Journal. 

Thanks. Joe 

TERROR FINANCE 

U.S. Tracks Saudi Bank 

Favored by Extremists 

Officials Debated What 

To Do About Al Rajhi, 

Intelligence Files Show 
By GLENN R. SIMPSON 
July 26, 2007; PageAl 

JIDDA, Saudi Arabia - In the 1940s, two Bedouin ferm boys from the desert 
began changing money for the trickle of traders and religious pilgrims in this 
fr>en-remote and barren kingdom. It was a business built on faith and trust, 
Sulaiman Ai Rajhi once told an interviewer, and for many years he would hand 
gold bars to strangers boarding flights in Jidda and ask them to give the gold 
to his brother on their arrival in Riyadh, 

EXTREMISTS' ACCOUNTS 

The News; U.S. intelligence reports say Islamic extremists often use Saudi 
Arabia's Al Rajhi Bank to move money. The bank has denounced terrorism and 
denies any role in financing extremists. 

The Issue: A confrontation with AJ Rajhi would be politicaily difficult for 
Saudi nxinarchy, and U.S. isn't satisfied with its efforts to curb the financial 
infrastructure essential to terrorism. 

Result: U.S. has periodically debated ^king action on its own against the 
bank, but chosen instead to lobby the Saudis quietly about its concerns. 

Today, Mr. A! Rajhi is a reclusive octogenarian whose fortune is estimated at 
$12 billion. And Al Rajhi Bank grew into the kingdom's largest Islamic bank, 
with 500 branches In Saudi Arabia and more spread across the Muslim world. 
Following the Sept. 1 1 , 2001 , attacks, die bank also set off an intense debate 
within fr)e U.S. government over whether to take strong action against its 
alleged role In extremist finance. Confidential reports by the Central 
intelligence Agency and other U.S. agendes, reviewed by The Wall Street 
Journal, detail for the first time how much the U.S. learned about the use of 
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Al Rajhi Bank by alleged extremists, and how U.S. officials agonized over what 
to do about it. 

After 9/1 1 , the Saudi monarchy pledged its full support in the fight against 
global terrorism. And following violent attacks inside the kingdom in the next 
two years, the Saudis did launch major strikes against miiitants operating on 
their soil. But the Saudi government has been fer been less willing to tackle 
the financial infrastructure essential to terrorism. U.S. inteIBgence reports 
state that Islamic banks, while mostly doing wtiinary commerce, also are 
institutions that extremism relies upon in its global spread. 

As a result, tite Bush administration repeatedly debated proposals for taking 
strong action itself against Al Rajhi Bank, in particular, according to former 
U.S. officials and previously undisclosed government documents. Ultimately, the 
U.S. always chose Instead to lobby Saudi officialdom quietly about its 
concerns. 

The U,S. intelligence reports, heretofore secret, describe how Al Rajhi Bank 
has maintained accounts and accepted donations for Saudi charities that the 
U.S. and other nations have formally designated as fronts for al Qaeda or other 
terrorist groups. 

In addition, Mr, Al Rajhi and family members have been major donors to Islamic 
charities that are suspected by Western intelligence agencies of funding 
terrorism, according to CIA reports and feder^-court filings by tire Justice 
Department. 

A 2003 CIA report claims that a year after Sept. 1 1 . with a spotlight on 
Islamic charities, Mr, Al Rajhi ordered Al Rajhi Bank’s board "to explore 
financial instruments that would allow the bank’s charitable contributions to 
avoid official Saudi scaitiny.” 

A few weeks earlier, the report says, Mr. Al Rajhi "transferred $1 .1 billion to 
offehore accounts - using commodity swaps and two Lebanese banks - citing a 
concern that U.S. and Saudi authorities might freeze his assete." The report 
was tided "Al Rajhi Bank; Conduit for Extremist Finance." 

Al Rajhi Bank and the AJ Rajhi family deny any role in financing extremists. 

They have denounced terrorist acts as un-lsiamic. The bank declined to address 
specific allegations made in American intelligence and law-enforcement records, 
citing dient confidentiality. 

RELATED DOCUMENTS 

Al-Rajhi bank became a target for U.S. terrorism sanctions less than two months 
after Sept. 11,2001. 

No action was taken, but in mid-2003, the Central Intelligence Agency concluded 
that the AJ-RajhI family and their bank were financing terrorists, probably 
knowingly. This is the summary pagel from the agency's report. 

The bank sued The Wall Street Journal Europe for libel in 2002 over a report 
that it was under scrutiny in connection with terrorism funding, but dropped 
tile case In 2004 and The Walt Street Journal published the bank's 5tatement2. 

The CIA’s report and other U.S. intelligence on AJ-Rajhl remained secret, and 
in 2005 a federal judge threw out a lawsuit against the bank by victims of Al 
Qaeda, saying tfiere was no evidence AJ-Rajhi provided anything but routine 
banking services to terrorists. Read the (xder.3 

The Al-Rajhi family and the ruling AJ-Saud family of Saudi Arabia have been at 
odds for decades, in part because of the accidental death of an infant Al-Rajhi 
family member in a botched police rescue attempt during a kidnapping. Saudi 
dissidents in London issued a communique recounting the incidentA that was 
highly critical of Saudi authorities. The document v«s made available by the 
Investigative Project on Terrorism, a Washington-based nonprofit group. 

This 1992 State Department cableS from the U.S. ambassador in Riyadh discusses 
the Saudi press coverage of the AJ Rajhi bank's purported role in the BCCI 
scandal. 

One of the Al Rajhi bank's major longtime clients is the International Islamic 
Relief Organization of Jeddah, Saudi Arabia, a powerful charity backed by some 
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of the country's weal^iest businessmen. This fundraising sr^dtationG is from 
the ilRO's March 2007 newsletter, The group slron^y denounces terrorism on its 
Web site?. 

U.S. intelligence has alleged connections between a! Qaeda and ^e IIRO since 
1996, and the Treasury Department now ailegesB the HRO has been deeply 
penetrated by ai Qaeda. The group denies supporting terrorism in this statement 
9 from its most recent newsletter. The group also daims it no longer sends 
money overseas, and that its accounts are frozen by Saudi banks. Yet its most 
recent fundraising letterl 0 solicits donations to AI Rajtu bank and touts a 
variety of ongoing projects in overseas confSd zones. 

In 2004, IIRO funded a medics! fadiity in Faliujah while that central Iraqi 
town was under the control of Iraqi insurgents. The U.S. Marine Corps blew up 
the clinic, and says ail three of the city's hosfritalswere being used by 
insurgents as fighting positions. See the Pov^rPdnt stidesi 1 . 

In 2002, the bank sued The Wail Street Journal Europe after an article said 
Saudi authorities were monitoring some Rajhi Bank accounts at U.S. request, 
in a bid to prevent them from being used, <wittin^ (M* unwittin^y, for 
tunneling money to terrorist groups. The bank dropped the suit in 2005 and the 
Journal published a statement saying its article hadn't reported any allegation 
that the bank supported or financed terrorism. 

Also in 2005, a U.S. judge dismissed AI Rajhi Bank from a lawsuit tiled by 
relatives of Sept. 1 1 victims. The ruling said banks couldnl be held liable 
for providing routine services to people who turned out to be terrorists. In a 
statement in response to questions about suspected terrorists among its 
clients, the bank noted that "Ai Rajhi Bank has a very large branch network, 
and a very large retail customer base." 

U.S. law-enforcement and intelligence agencies acknowledge it is possible that 
extiremists use the bank's far-flung branches and money-fransfer services 
without bank officials' knowledge. The U.S. has never obtained proof that the 
bank or its owners knowingly facilitate terrorism, according to documents and 
former officiais, despite what they describe as extensive circumstantial 
evidence that some executives are aware the bank is used by extremists. The 
2003 CIA report concluded: "Senior AI Rajhi frimily members have long supporied 
Islamic exfremists and probably know that terrorists use their bank." 

Most major banks around the world are bound by a patchwork of treaties and 
agreements ftiat, in effect, require them to know their customers and report any 
suspidous activities to regulators. The rules are designed to tight terrorism, 
money laundering and narcotics trafficking. It's generally acknowledged that 
Saudi banks are bound by these rules, although experts differ when 
compliance became mandatory. 

The top counterterrorism official at the U.S. Treasury Department, while 
declining to comment od AI Rajhi Bank spedfically, says Saudi offidals 
haven't met a promise to create a commission to oversee Saudi charities, many 
of which bank with AI Rajhi. They are also not holding people responsible for 
sending money abroad for jihad," says the Treasury official, Stuart Levey. "It 
just doesn't happen." 

The Saudi government maintains it has been working diligently with the U.S. and 
others to counter terrorism. It cites its arrests of several alleged terrorist 
fund-raisers in recent years. The Saudis didnl respond to specific questions 
about their efforts to counter terrorist finance or oversee banks. 

A White House statement said that 'the Saudis continue to be a strong partner 
in the War on Terror,.., We have made significant progress on numerous fronts -- 
including the freezing of assets and the shutdown of known conduits of 
[terrorist] funding." A CIA spokesman said “publishing details of how our 
government seeks to track extremist financing" could undermine those efforts. 
For the ruling Saud family, any confrontation with the W Rajhis could be 
politically treacherous. To stay in power, the Bauds rely on the tolerance of 
clerical and business elites, many of whom view toe royal family as coraipt. 

The wealthy AI Rajhis are a dan long at odds with the royal family. And U.S. 
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intelligence files show the Al Rajhis also have dose ties to anotiier group 
critical of the royals; Saudi Arabia's conservative clerics. 

The Al Rajhi empire includes hotels, housing developments, commodities trading, 
shipping, aviation leasing and poultry. Its core is the bank, with more than 
500 branc^ies in Saudi Arabia and other offices abroad, from Pakistan to 
Malaysia. For 2006, the publicly held institution reported $1.9 bitiion in 
profit and $28 billion in assets. 

Sulaiman Al Rajhi grew up in the Nejd desert, the birthplace of a severe form 
of Islam, called Wahhabism, that forbids birthday parties, musical instrument 
and photographing people. In the 1940s, he and a twother, Saleh, went to the 
Saudi capital city. "From literally nothing - making change on what were then 
the dirt streets of Riyadh - Sulaiman and Saleh al Rajhi built tt^e Al Rajhi 
Bank," Sulaiman's lawyers told a U.S. court In New York in 2005. 

Sulaiman described the business in a rare interwewwith Euromoney magazine in 
19B3. With two other brothers, he and Saleh began chan^ng money for pilgrims 
taking camel caravans across the desert to the hc^y cities of Mecca and Medina. 
When throngs of migrant workers came to Sau(ti Arabia during the 1970s oil boom, 
the Al Rajhis helped them send their earnings home to places like Indonesia and 
Pakistan. 

in 1 9B3, the brothers won permission to open Saudi Arabia's first Islamic bank, 
one that would observe religious tenets such as a ban on interest. 

But relations with the ailing family frayed. The government-controlled press in 
1992 publicized Al Rajhi Bank's tangential role in an international scandal of 
that era, that of the bank called BCCI, U.S. diplomats reported. TTien in 1 994, 
an infant relative of the Al Rajhis died in a kidnapping. Official press 
accounts said the kidnappers slit the child's throat, but Saudi dissidents 
claimed police shot the child. Mr. Al Rajhi blamed the royal tarreiy, the CIA 
report says. 

Although Al Rajhi Bank continued to make a show of support for the Sauds - 
annual reports had flowery tributes to the royal ffinvly -- the bank began 
refijsing to make loans to the Sauds or to finance their projects, U.S. 
diplomats said at the time. 

With its Islamic procedures, the bank was a magnet for the clerical 
establishment, which grew rich from alms amid the oil boom. As the clerics' 
charities spread, they became entwined with Al Rajhi Bank and the conservative 
Al Rajhi family's own extensive financial support for Islamic causes. 

There is no reliable estimate of how much the Al Rajtws have given to promote 
Islam over the years, but an endowment holding much of Saleh Al Rajhi's wealth 
gives an indication of the scale. Its Web site details nearly $») million in 
direct donations within the kingdom to istamic causes and at least $12 million 
in donations abroad. The overseas money went to aid embatfled Muslims in 
Kosovo, Chechnya and the Palestiniar> territories and to finance Islamic 
instruction. 

There are indications not all the giving was for such purposes. The Al Rajhi 
name appeared on a list of regular financial contributors to al Qaeda that was 
discovered in Sarajevo, Bosnia, in 2002. The list was authenticated for the 
Federal Bureau of Investigation that year by America's top judidai witness 
against ai Qaeda, a onetime ai Qaeda budness manager named Jamal Al FadI, who 
is in the federal witness-protection program. He called the contributor list 
the "golden chain." 

A 2003 German police report said Sulaiman Al Rajhi ai>d other family members had 
contributed more than $200,000 in 1 993 to a charity that financed weapons for 
Islamic militants in Bosnia, in addition to providing humanitarian aid. 

The 2003 CIA report tells of efforts by two Al Rajhi brothers to keep some 
giving secret. It says that Sulaiman and Saleh transferred $4 mitiion to 
parlies in Germany and Pakistan in December 1998 using "a unique computer code 
to send funds at regular intervals to unspecified redpients, suggesting they 
were trying to conceal the transactions and that the money may have been 
intended for illegitimate ends.” 
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The report says extremists "ordered operatives in Afghanistan, Indonesia, 

Pakistan, Saudi Arabia, Turkey, and Yemen-to use Al Rajhi Bank. Mamduh Mahmud 
Salim, convicted mastermind of the 1998 embassy bombings In Kenya and Tanzania, 
was carrying records of an Al Rajhi account (number 001424/4} when arrested in 
Germany in 1998, German police found. 

in 2000, the CIA report says, Al Rajhi Bank couriws "delivered money to the 
Indonesian insurgent group Kompak to fund weapons purchases and bomb-making 
activities." 

A U.S. intelligence memo dated Nov. 16, 2001 , says a money courier for Osama 
bin Laden's second-in-command, Ayman al-Zawahri, baveled on a visa that the 
bank had obtained for him. The memo adds, however "Reporting does not indicate 
whether bank management was witting" of the courier^ terrorist connections. 

Ai Rajhi Bank maintained at least 24 accounts and handled unusual transactions 
for Ai-Haramain foundation - a charity that Treasury officials say has acted 
as a front for al Qaeda in 1 3 countries - until the Saudi government ordered 
the charity shut down in late 2004, according to intelligence and 
law-enforcement reports. The United Nations has designated top officials of 
Ai-Haramain foundation as terrorists, and most of Its offices now are closed. 
According to a federal indictment in Oregon, a top AI-Haramain official in 2000 
carried $1 30,000 in $1 ,000 traveler's checks from Portland to Riyadh and 
deposited them with Al Rajhi ~ funds the incSctment says were for the ultimate 
benefit of a) Qaeda fighters in Chechnya. The indicted offidal, Soltman 
Ai-Buthe, now works for the city of Riyadh. In an interview, he confirmed 
carrying the checks and depositing them vwth Al Rajhi Bank but said that they 
weren’t for at Qaeda and that he did nothing wrong. 

A Jidda-based dtarity called the Intemationat Islamic Relief Organization , or 
lIRO, arranges for donors to send their donations directly to the Al Rajhi 
Bank. The ilRO's chairman, Adnan Khalil Basha, says the charity is "absolutely 
apolitical” and has elaborate spending controls to prevent illicit diversions. 

The charity says it works vfl’th Al Rajhi Bank simply because its fees are low 
and its service is best. 

However, the U.N. has labeled two of the IlRO's branches and some of its 
offidals as al Qaeda supporters, in 2004, the lIRO solicited donations through 
Al Rajhi Bank for the Iraqi city of Fallujah, then largely under the control of 
insurgents and the base of the late Abu Musab al Zarqawi. who led ai Qaeda in 
Mesopotamia. The ilRO's workers oversaw construction of a trauma clinic in an 
insurgent-controlled area of Fallujah. The U.S. saw the clinic as a haven for 
insurgent fighters, and Marines destroyed it in November 2004. That was "a big 
tragedy for us," says the IlRO's chairman, Mr. Basha. 

He denies the charity had any involvement with the Iraqi insurgency. Charity 
officials complain that the U.S. has produced no evidence of their alleged ties 
to terrorism. 

Two years earlier, federal agents raided the Virginia offices of a network of 
charities funded by Sulaiman AJ Rajhi that^vorked closely witi) the lIRO and 
that -• according to Justice Department court filings - provided frjnds to 
Palestinian terrorists. No charges have been filed. 

A year after the 9/11 attacks, U.S. authorities began to lament the lack of 
Saudi action in taking down terrorists' financial infrastnicture. A November 
2002 CIA report said the Saudi government "has made Irttie independent e^ort 
to uncover terrorist financiers, investigate individual donors, and tighten the 
regulation of Islamic charities," largely because of "domestic political 
considerations.” 

The report advised against a noisy confrontation: "A key fector for continued 
successful counterterrorism initiatives with the Saudis, whose society is by 
tradition private, dosed, and conservative, will be to ensure that their 
cooperation with the United States is handled discreetly and kept as much as 
possible out of the public eye." 

The U.S. began to rethink that approach after an al Qaeda attack in Riyadh in 
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May 2003 that killed 26 people, including nine Americans. Deputies from the 
National Security Council, CIA, Treasury and State department debated a 
proposal for legal and political action against M Rajhi Bank, indu<£ng the 
possibility of covert operations such as interfering with the bank’s internal 
operations, according to Bush administration document and former U.S. 
officials. 

One idea kicked around was "listing or threatening to lisf Al Ra|ii Bank as a 
supporter of terrorism. Such a listing can be done if recommended by a 
committee representing the Treasury, State and Defense departments and the CIA 
and NSC, and signed by the president. The designation bars U.S. companies from 
doing business with the named entity. A U.S. designation also normally is 
forwarded to the U.N., and if that body puts ttie name on iteown 
terrorist-supporter list, all member states are obliged to freeze the entity's 
assets. 

Other ideas U.S. officials discussed included enlisting friendly countries to 
step up scrutiny and regulatory action against the Al Rajhis. The CIA report 
said that "a successful effort against the Al Rajhis would encourage efforts 
against other donors, or at a minimum, would discourage private funding of Al 
Qaeda." 

Ultimately, the Bush administration again chose merely to continue privately 
exerting pressure on the Saudis to stiffen their oversight. 


This message originated from the Internet. Its originator may or 
may not be vrt^o they claim to be and the Information contained in 
the message and any attachments may or may not be accurate. 
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HSBC-OCC^E 0523653.txt 
From: debra l sonosconi/hbus/hsbc 
sent: 10/23/20.Q9 3:29:51 AM 
To: ANTHONY R ■«5i'&BS/HBUS/HSBC@HSBC02 
CC; 

Subject: cosvnents 

^thony, I want to clarify and explain a couple of the issues David and l 
discussed to better prepare you for the discussion with him. 

There are two issues that the DCC raised during the discussion with Curt and 
Lesley and I believe that these two issues were somehow interpreted as one. 

1. Reporting line of the Flu Director to the aml Director, 

There is no standard model for this and regulatory agencies do not have the 
authority to dictate how an AML program should be structured. The only way the 
occ would be able to dictate how it should be structured is if there are the 
roll owing circumst^ces: 

a. significant gaps in the reporting lines that cause risk Ce.g 
decentralized process, too many layers to senior management). 

b. Flu director Is not sufficiently knowledgeable or experienced, i 
don’t think this is case but certainly worth checking into. 

Its my understanding that the occ wants the AML Director to have better access 
to the Board, which is ok but that should not impact the reporting line of the 
Flu Director. These are two distinct issues. Wyn is in agreement that he 
should report to the Board as well. Ke and i discussed all of thjs last week 
and we are in ftill agreement on this issue. There should be no problem with my 
having a dotted line to him as long as there are sufficient policy dictates (or 
governance) around Flu functions. Again, there is no standard structure for 
this but the key is having sufficient policy dictates. We could suggest that 
Tf?AC validate that the Flu Director is acting in accordance with AML Director 
policy requirements (which it would do anyway) as an added control. 

2. Audi/TRAC structure. Most (very likely all) larger banks have a compliance 
testing program very similar to TRAC. Banks should nave a side by side 
compliance review function that tests and validates the AML program functions. 
The USA PATRIOT Act requires that we have an independent testing function and 
we comply with that with Group Audit. 

Tlie TRAC function is to test and validate the AML program in a "first alert”' 
function. This is designed to address issues that, without that first review, 
could be identified and recorded as an audit finding. The TRAC process of 
testing should be (and 1s) leveraged by the independent audit function as long 
as it IS found to be sound (constant validation of results from trac reviews) 
which Is the case gar Group Audit. Actually, the OCC views TRAC as far more 
effective and qualified than Group Audit which is very likey driving this push 
to change the reporting line. However, if that is the case, the occ should 
address this as a audit issue, not a restructuring event. David and I are both 
very adamant about this. 

The only reason why they could require the restructuring is under the following 
conditions: 

b. a conflict of interest (audit reports to the aml Director, or Risk 
Management) 

c. a violation of law (usa patriot Act requires that the aml program 
have complete independence from the aml program function). 

so, the big question is: 

why change the reporting line of the FlU Director as this has nothing to do 
with the independent testing function. Again, two s^arate issues, if there 
is a concern about the viability of the Group Audit function, then it should be 
addressed as such. 

Page 1 
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HSBC~OCC-E 0523653.txt 

Recommendations: l think they vratild be appeased if we did’ the following: 
Reporting Lines 

1. create robust conmunication requirements ftr the FlU Director and the AML 
Director. Maintain the dotted line but add some strong language to the 
process to ensure that each understands the role of the other. 

2< Create strong policy guidelines for the FlU Director to comply with all AML 
Director fralicies. 

3. Require that this process be tested to ensure that the Fill Director Is in 
compliance with those policies. 

4, Have the Director report to either the Board or the Audit committee. 
This is actually auite typical and I knw wyn wants this. The regulators would 
be very pleased with this approach. 


TRAC/Audit Irene was asked to put together a document outlining the 
recommendation for TRAC reporting lines. This is her document, l fully 
support this recommendation but it is my understanding that llanet does not. 

on sept^nfaer IS, 2009, Brian cahoon and Irene Stern met with occ Examiners 
Joseph Boss and Hlsa.De La Garza, and Examiner Michael Jarrell to discuss 
the issue of TRAC independence. The issue at hand was TRAC independence in 
light of the upcoming CTP restructuring that would result in both Trac and the 
FlU reporting to the COO con^liance. The regulators are adamant that the 
independence issue can not be resolved through the implementation of controls, 
and that the. matter is one of reporting lines. Having said that, we discussed 
various options, which included the following; 

" TRAC report directly to the SEVp compliance; 

" Fiu report to someone other than the coo Compliance; 

'' TRAC report directly to the Audit committee; 

'* Make TRAC a branch of Audit; and 

” TRAC report to Risk. 

It is recommended that trac report directly to the Audit Committee of the hnah 
B oard of Directors in a manner similar to HNAH’s other independent testing 
function, Internal Audit. This would Include hiring/firing decisions, ^proval 
of the performance assessment and compensation decisions and approval of the 
TRAC annual risk assessment and plan. Ttie head of TRAC would have an 
administrative line reporting relationship to the coo compliance. This 
reporting would include practical matters such as scheduling days off, approval 
of training requests and other administrative reporting that would require 
daily oversight and involvement. This reporting arrangement would preserve 
TRAc'^s independence while also providing on the scene guidance and direction 
where necessary. 

This seems the best option for the following reasons: 

” The TRAC unit was Initially established in response to regulatory 

pressure to move compliance testing to a dedicated team of experts. 
Additionally, trac personnel benefit by being immersed in the compliance 
culture afforded by the compliance organization, and thus, it makes sense to 
keep TRAC in compliance rather than move it to Audit or Risk. 

" in order to preserve the model for testing and monitoring being 

advanced across the Grouping implemented by Group, and to maintain independence 
from the advice and guidance role of Coiroliance, trac should remain in the 
non-advison' reporting structure of Compliance (i.e., in the Shared services 
Unit that ftcuses on operational functions and expertise. 

” FFIEC guidelines mandate that the persons conducting the bsa/AML 

testing should report directly to the Board of Directors or to a designated 

page 2 
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= Redacted by the Permanent 
Subcommittee on Investigations 


board committee. 


HSBC~OCCLE 0523653.txt 


*2 exMinatlonSr it has already been agreed 

MitinJifnS Committee the compliance Risk 

nhil?SiS ,rEw2?rf’«5^fS’^^ risk assessment and annual plan in addition to 

upi^tes on the status, results and trends of the annual plan 

addition would add minimal additional impact to 
the Audit Committee since trac would already be on the quarterly agenda. 

relationship^"^^ Ai^clit is in agreement and supportive with this reporting 

^ spreadsheet that lists the areas where we have either 
over as AML Director or where she has not 
risks identified to her by qualified staff. Brian schwan will be 
forwarding that to you later this morning as i’ll be flv^ng home. 

* repeated requests have been made to her primarily with regard to 
• r fritical areas and because those gaps were not addressed, or 

were not adequately addressed, we are now experiencing significant risk. 

Project^initially rolled out, i requested multiple times to 
include a qualified, experienced Project Manager to assist compliance in 
ensuring that th e project was lopleoiented appropriately, l made these 
requests for 3 reasons: 

1. I had previous experience in managing a transaction monitoring system 
impl^entation while at ge Money and it »ias critical that we have a strong pm. 

2. We nave significant regulatory risk ftr Norkom as we are currently working 
under an MRA due to manual monitoring systems. The OCC is watching this roll • 

process will likely escalate into a mrba 
CM atter Requiring Board Attention) or worse. 

3« project was approyed by Group as a dispensation and it is 

critical that we get it right. The cost is reaching into the $12 million 
dollar range and much is at stake. 

I made numerous requests to cam (which he then escalated to Lesley) and she diri 
not address this until April . she selected and hbio person VHBiiHiiHlikvho 
has very limited pr^lec^Magement experience (previous position was Fair 
Lending), AlthougKVI^Bhas made every effort to function in this rolw, it is 
clear too even^one tnatJBBhas neither the knowledge or expertise to manage a 
project of this size and^sk. as a result, we recently learned that HT5 is at 
iu^^S 6 weete behind schedule. We all believe that while this is not directly 
the fault ofj^HHthe causes of the delays could have been made more 
transparent by a more experienced PH. It also sends a poor message to the 
regulators Chat we did not .assign this critical position to someone with 
experience in this area. We had a very contentious discussion with the occ two 
weeks ago and they are not comfortable with our reasons for the delays. 

Failure to implement this project In accordance with our deadline will very 
likely result in increased regulatory criticisBi. 


I was not aware of our^OFAc issues (we have already received a pre-penalty 
letter) until I began inquiring about the OFAC Program Review Project that 
Lesley commissioned in June 09. we have had numerous misses that have been 
reported by other banks (not a good thing). David came to DC in Spetember to 
meet with OFAC officials on this Issue. Just and fyij ofac has seriously 
upgraded Its enforcement process and the fine levels have been increased, we 
are at serious risk of being fined by ofac now. 
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= Redacted by the Permanent 
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. . HSBC-OCC_E 0523653.txt 

gi addition, OFAC Cswift) has required that all banks upgrage the filtering 
functlOTs of their ofac screening tools to include the MT202 OJV by Nov 20tn 
□9. This IS a critical issue and there are likely to be significant concerns 
from the regulators if we fail to meet the deadline. 


Lesley asked to lead the project. has experience (as you 

knmi) for scree^ng the HBIO ftinctions rot no experience in banking products 
ana services. They are far more complex and rislw. This project nas been 
underway since June and the findings that have surfaced are no different than 
those already identified previously, so, we have a project that has taken' far 
longer than it should have and findings that do not vary significantly from 
previous reviews. 


The bottom line is, our ofac process is in disarray and in great risk of being 
noncojnpnant. We nave multiple systems, inconsistent practices, limited 
commumcation between the yarious ftinctions, and no oversight function. 
made a recommendation to hire additional staff to handle the massive volume of 
screening process (requested many times previously by Anne 
denied each time) i^rfiich Lesley has approved. While this will help 
with the volume, it does not address t he root causa of the problem, i am far 
concerned ^>out the comments thatlHBB made to me last week however, 
■■ladvised me that Lesley only wanted to perform a "narrow scope" review to 
address the bleeding . Supposedly this is "Ph^e 1" but she did not Hs\cm 
anything about Phase II. This is not the way to manage a major risk area, i 
mentioned this to David and he is equally o^ncerned. 

Recommendation: we need to hire an e)g3eri^ced systems manager to be solely 
dedicated to ofac systems (we currently have 3 operating nowj. John zirbes is 
currently our only systems person «md he Is also responsible for Atchley and 
Norkom. streteched way too thin. Also, should John leave, we would not have 
anyone to manage this critical area. l‘ve already made this recommendation 
to Les1w, Alisha and Wyn and the only roe that agrees is Wn. Lesley has 
received approval from Janet to hire three lower level staff. 

|||||||■■■|^^ (curr ently the systems person at ■■■ has approached me numerous 
pmes tor a job, i^Hwould be ideal for this and it would allow us to have a 
turn key systems person chat would better allow for us to comply with the 
MT202 CXN deadline. .The regulators would see this as a positive effort to 
comply should any additional misses occur. 


cotta run to catch my pl^. There are many other similar issues where Lesley 
has provided no leadership, a lack of understanding of the risks (or mitigating 
elements), and a blatant reluctance to listen to recommendations by experienced 
AML staff. 


This should help but 'sending the spreadsheet which also includes the ICRO 
issue. Please feel free to contact Brian schwan if you need clarification on 
the soreadsheet. He's a great guy and will be happy to help you. l‘m landing 
at 3ET so feel free to call me on my cell at 202 841 6089, Thanks. \ 


Debra L Bonosconi 

HSBC North America 1 sr, yp - Director, Financial intelligence unit 
1130 Connecticut Ave NW, 12th Floor 
Washington, DC 20036 


Phone. 
Mobi 1e 
Emai 1 . 


20 ^ 9^766 

^^^^^S^?fflroosconi ®us . hsbc. com 
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HSBC-BNJ_E 0782429.txt 

From: BOB MARTIN/HBUS/HSBC 

sent: 10/3/2008 3:53:53 PM 

To: "MARK MARTINELLI" <MARK.MARTINELLI0US.HSSC.COM> 
Subject: Fw; ofac "cautionary Letter" received today 

Fy1 


original Message 

From; Matthew 3 W KING 
Sent: 10/03/2008 06:25 PM GOT 
to: Bob MARTIN 

Subject: fw: ofac "cautionary Letter" received today 


vt*******-;** *****************»*•►**•)» 

HSBC Holdings pic 

Registered Office: 8 Canada Square, London E14 5HQ, United Kingdom 
Registered in England number 617987 

■fr**** «««**«•******■* ***»**•* *^*****'if 

Original Message 

, From: David w J bagley 
S ent: 03/10/2008 18:17 GDT 
to: Richard E T BENNETT 
cc: Matthew J W king 

Subject: Fw: OFAC "cautionary Letter" received today 
Richard, 

This is all I have and I have asked Lesley to get the further details promised 
to me as soon as possible, but in the mddie of an exam they don't need loads of 
interference from me. 


Will advise further and recognise the need to report in rmm and gac, 
Regards 

Forwarded by David w 3 BAGLEY/GMO/HSBC on 03/10/2008 18:13 

Lesley Midzain/HSUS/HSSC®HSBC02 
Oct 03 2008 17:06 

Mall size; 56806 


TO 

lanet L Burak, dav1d w j bagley 
cc 

anne liddy 
subject 

page 1 
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HSBC-BNi:_E 0782429.txt 
Fw: OFAC “Cautionary Letter" received today 


Enti ty 


3anet, David, 

Please see the attached regarding a cautionary letter from OFAC for 12 failures 
to stop payments between Sep 2003 and Feb 2008. 

I am giving you an immediate heads up because: 

1. we have experienced additional failures since Feb 2008 and were in fact 
just yesterday internally discussing our concerns in this regard. 

2. The OCC is conducting a 'full scope' review of OFAC when it visits PCM in 
November. 

3. This is an area of continued sensitivity. 

we will be filing a red and providing more information at our earliest 
opportunity, including details about failures since FebOS, root causes and 
action that's been taken and will be undertaken. This matter will receive high 
priori ty. 

Regards, 

Lesley 

Lesley Midzain 

Executive vice president & chief Compliance Officer I HSBC bank usa, N.a. 

452 5th Ave. 7th Fl . 

New York, NY 10018 


Phone 212-525-6410 

Fax 212-525-5769 

Mobi 1 e 917-892-4967 

Eraai 1 Lesl ey .Mi dzai n@us . hs be . com 


Forwarded by Lesley Midzain/HBUS/HSBC on 10/03/2008 11:56 am 

Elizabeth Protomastro/HBUS/HSBC 
10/03/2008 11:59 am 


Lesley Midzain/HGUS/HSBC9HSBC02, Thomas Kaiser/HBUS/HSBC@HSBC02, Emilio 
Ru1z/HBUS/HS8C®HSac02, Anne Liddy/H8US/Hsec0HS0CO2, Nancy 
Hedges/HBUS/HSBCOHSBCOZ, Mary A Caskin/HBUS/HSBC®H5BC02 
cc 

subject 

OFAC "Cautionary Letter" received today 


Attached please find a cautionary letter received from OFAC addressing 12 wire 
payment transactions that HBOS processed in potential violation of sanctions. 
OFAC has decided not to serve fines on these transactions but has expressed 
concern that hbus did not stop these transactions. 

page 2 
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HSBC-BNI_E 07B2429.txt 


Attachment: OFAC Letter 9-29-2008.tif.zip 
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— - Redacted by the Permanent 
Subcommittee on Investigations 


To: Janet Burak, Regional Compliance Officer 

David Bagley, Head of Group Compliance 
Paul J. Lawrence, Chief Executive Officer, HUSI 

Cc: Mark Martinelli, EVP Auditor, HUSI 

From: Lesley Midzain, EVP & Chief Compliance Officer, HUSI 

Date: 24MAR09 

Report; Compliance Report for 1Q09 ~ HUSI Businesses 

Summary 

The overall AML &. General Compliance risk in Global Transaction Banking (GTB) is hi^ and 
the risk is stable. Systems, controls and monitoring process are satisfactory. Enhancements have 
been recommended by the OCC th^ are being addressed with the NORKOM initiative. Current 
Staff is capable and knowledgeable and we are reassessing FTE requirements as recommended 
by the OCC. 

The remaining businesses overall compliance risk continues to remain moderate and the 
direction of risk is stable. HSBC continues to monitor foe risks and continues to enhance our 
controls where deemed necessary to adequately mainuun a proactive environment and address 
risk accordingly. Additionally, we will continue to monitor foe increase in regulatory changes, 
assess impact to our businesses and implement solutions effectively and efficiently. 
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~ Redacted by the Permanent 
Subcommittee on Investigations 



• HBUS Banknotes - OFAC with HSBC Bank Pic (“HBEU”) & Iranian 
Embassy in UK (IRIS 6458): On 02FEB09, the HBUS Banknote Vault Manager 
in London was informed by Travelex in the UK (a customer) that as requested by 
HBEU, Travelex shif^)ed cash from the HBUS inventory at the Travelex vault 
facility to the HBEU Kensington branch to sell to the embassies of various 
countries, including Iran. HBUS Compliance worked with HBEU Compliance 
and HBUS Banknotes in London to obtain information on accounts and 
transactions between HBEU and die Iranian Embassy in UK. On 12FEB09, the 
Manager of the HBEU branch in Kensington Commercial Centre in London 
spoke to the Embassy of Iran and informed them that HSBC would not be able to 
buy or sell any USD cash for any of their accounts. The same day HBUS 
Compliance called OFAC to inform them the HBEU branch in London had been 
purchasing USD and other currencies from HBUS London and selling to the 
Iranian Embassy. During MAR09 HBUS Compliance submitted a letter to OFAC 
to fonnally disclose the incident in Lon^n with customer and transaction details. 
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Meeting Minutes 

Compliance Risk Management Committee Meeting 
November 13, 2006 


Members: Maitin Glynn (Chair) 

Janet Burak 
Robert Butcher 

Thomas Kaiser (S.Kos represented) 

David Dew 

Michael Gallagher 

Mark Hershey (L^Gloo represented) 

James KaufiTman (absent) 

Margaret Moog 
Tony Murphy 
Teresa Pesce 
Linda Recupero 
Carolyn Wind 
Denise Reilly (Sec'y) 

Guests: Sandy Derickson 

Camillus Hughes 
LairyZell 
Stuart Tait 
John Hudson 


~ * Redacted by the Permanent 

Subcommittee on Investigations 


Minutes ofPrior Meeting 
Status of Action Items: 

• Wealth Management (AJreland) to provide an update on initiatives by year-end. 
Sfntus: Update on Wealth Managenient initiatives wri!] be provided to the Risk 
Management Committee. 

• Operations (T-Kaiser) to provide an update on email retention initiatives within six 
mooths, by March 2007. 

Status: Folding 



Status: 


o C.Wind advised that a meating was held with J.Ebersolo, SEVP Human 
Resources and it was agreed that all incentive plans whi<^ are 
commission/revenue based wtli require senior compliance review and sign-ofF. 
0 JEbersoie wilt revert back to C.Wind with recornmeodations on identifying 
unusual levels of compensation under such ineeative plans. 
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i—i I I = Redacted by the Permanent 

Subcommittee on Investigations 
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AIV[L Stnttis 

• T.Pesce provided a status of regulatory Examinations 

o The OCC examination of GIB is comply and three Matters Reriiuring Attention 
(MRA’s) have been identified. Tire MRA themes are the need for additional 
resources to document findings and the need forinoeased automation. 

o The second part of the OCC Retail Bank exanunation is scheduled to start 
13NOV2006. 

0 The FRB first day letter for the examination of Miaim has been received. 

• T.Pe5ce advised the Committee of issues related to messages processed in the US on 
behalf of offshore entities that are not scanned against the OFAC filter. Plans are 
underway to implement OFAC scanning for messages sent by the Americas through the 
global messaging gateway in the US in 2007. I»ucs related to messages processed for 
HSBC UK Cards through US systems remain outstanding. 

2007 Compliaoce Objectives 

• C.Wind presented the draft 2007 Compliance Objectives for Committee review. If was 
noted that the Objectives are similar to 2006, with tbe exception diat the CIBM item had 
been removed. 



— Redacted by (he Permanent 

Subcommittee on Investigations 
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From: DENISE A RSaY/HBUS/HSBC 
Sent; 6/7^05 8;4€:58 AM 

Te: GRACE C SWriAG043ARVlSH/HBUSiHSBC@HSBC 
CC: ANNE L!DDY/HBl^SBG@HSBC:'TeRESA PESCE" 
<reRESA,reSCE@US-HSBC.COM>:''EUZAaETHPROTOfcW^RO“ 
<ELIZABErH.PROTOMASTRO@US.HSBC.CX)M> 

Subject Rb; Wire psymerrtsftom HSBC BanlcPLC suspended - USD t,SO0,000 and USD 160.000 (Iran) 

Pat should also indude the HBEU Operations area on his cofrespondenca-i 
thfrik Malcolm Eastwood is the manager, but Nancy Hedges can conRrm. 


Grace C SanGago-OervIsh on 07 Jun 200S 09:15 
Note 

07 Jim 2005 09:1 5 

From; Grace C SanSago-Darvish Tet; 212'S25-5455 
Trtle: FIretViee Pfeatdert Location; 

VtorkGroup; COMP/ANTI-MONEY LAUNDERItra Mafl S&e: 32058 


To; OertseAReilly/HSUS/HSSCSHSBC 

oc; Anne Uddy/H8US/HSBC@HSBC 
Teresa Pesce" <teresa4jesce©us.hsbc.com» 

"Etizabeth Protomestro* <elizabelh.protani8stro@us.hsbc.ecim> 

Subject; Re: Wire paymenb from HSBC Sank PLC suspended • USD 1.900,000 and 
USD 160,000 (Iran) 

Denise, 

Elizabeth will be liaising with Pat Bum In Delaware so that he can send a 
message to all HSBC Iccationa reminding the oMces of the urtdertying 
intormation we require related to U-turns. We, in Compliance have noticed that, 
aUiertocBtions could be more forthcoming about dscloslng ortg.. and bene, 
intormation. 

For Instance, we have been told tcdsy by PLC that, tite Utimale beneldary ’Is 
a Noabo DeptwilMn Credit Suisse Zurich which deals wllh CrfOr ertlhes under 
theref:UTCV1- 

How does this indicate to to us who the undertyirvg originator end utSmale 
beneltdaryis? 

We certainly are open to any suggestions • thank you. 


FromtOeniseAReSyonOB Jun 2005 19:15 


To: Anne Lrddy/HBUS/hSBCSHSBC 

ee: *Teiesa Pesce" <tercse.pesee®us.hsbc.eom> 

"Groea C SenOego-Dervah' <grace.c.san6ago-darvisji^us.hsbc.com> 

"EHnbeth Protomastro’ <aliubelh.protoma8lro(Slu«Jisbc.com> 

Subjeel: Re: Wire payments from HSBC Bank PLC sueperwled • USD 1,900.000 and 
USD 160.000 (Iran) 
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Is the [yayments area gathering sufficient rnfo before coming to Grece/ETizobeih 
or is there an opportuni^ for turner trairdng? Just a thought to try and 
lessen the Compliance lime. 


From; Anne Uddy 
Sent 06/06/2005 05:28 PM 
To; Teresa Pesce 

Cc; EKzabeth Pratomastro; Grace C Santiago-Darvish; Denise R^ty 
Subject Fw:Wire payments from HSBC Bank PLC suspended - USD I^OO.DQDand 
USD 160, 000 (Iran) 

Teny - f ant just iorwardngyou the attached correepondnece as an 1^ and to 
let you know that last month tliat of the 60 odd payments slopped h eur Mer 
and forwarded to ElizabetiVGrace for further review approve 44 involved 
reference to Iran - quite a let ERzebeth and Grace have spent quite a lot of 
lime back and forth on gathering payment info In order to ascertain that 
. payments are/were in fact U turns end therefore ok to process. 


From; Elizabeth Protomastro 
Sent OS/06/2005 02:33 PM 
To: Stephen COOPER; Jeremy R WALKER 

Co; John ALUSON; Susan A WRJGHT; Grace CSanliago-Darv^; Anthony 7 
MARSOEN; Barbara Sherman; Patrick Byma; Anne Uddy; Rod MOXLEY 
Subject: Re: VWs payments ham HSBC Bank PLC suspended - USD 1,900,000 and 
USD 160,000 (Iran) 

Rod advised that i ifirect fudher questions to you irr his absence. 

We do need PLC to go back to its rerrAler. either direcOy or through the GRM, 
for Intormatlon as to the name and address of Ihe originator and the uHimaie 
beneficiary of the vnre paymerrt. We also need to conltrm bre purpose of the 
underlying payment. Note that this request is in line with the agreement 
reached in the past between HBU5 and PLC (copy attached) stating Ihe u-tum 
peyments would be fully disdosed as to the originator and beneAdary. 


This practice is espedally relevarrt bearing in mind the recertt article 
e^pearing on Bloomberg.coRt and the focus on business InvoMrtg Iran. We need 
full disdosure on these payments to ensure that (he underlying transaction is 
not proh^ited. For example, if the payment were to involve a U,S. personas 
the odglnetor or beneficiary, or were to hvofve an SON, it swuld be 
prohibited. 

Thank you for your cooperation in obterurg the required irfoimalwn. 


Rod MOXLEV on 06 Jun 2005 12:43 
Note 

06 Jun20QS 12:43 

From: RodMOXLET Tat: 79913664 
44 20 7891 3664 
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TiUa; LoeaSon: 

WorkGroup: Mail Size: 20t24 


Susan AV^IGHT«GHQ/HSBC@HSBC 
Grace C SanKago-OahfishflHBUS/HSBCgHSBC 
Anthony T MARSDEN/HBEUft^SBC@HSBC 
Barbara Sherir!3n/HaJS«SBC@HSBC 
Patrick K Bymeri«US/HSBC@HS8C 
Anne Liddy?H8US/HSBC@HSSC 
Stephen COOPEFVHBEU/H^C@HSBC 
Jeremy RW/UJ^R/HaEU«SK:@HSBC 

Subject: Re: VUre payments horn HSBC Bank PLC suspended- USD 1,SOO,000 and 
USD 160,000 {(ran) 

Elizabeth, 

Our knowledge of these transactions is predorrmanHy that ¥«hlch has already 
been quoted in your emails. However, due to their being authendcsted MT202 
messages with references indicaling FX transaction numbers, we beleve that 
they are foreign exchange trarmactions between the banks named and also 
salish^ng U-tum requirements. 

If you rerealn uncorrtloTtabie with the information supplied, please advise and we 
will revert promptty to the remitter or the Group ReUrionshlp Manegcr tot 
further guidance. For your informaUon, I am away fremthe office on businesa 
Iwtha next couple of days Brtd would be grateful if you could direct any 
kslher queries to Jererrry Walker or Stave Cooper, who vriH deal vrilh in my 
absence. 

Regards 

Rod 


Bizabelh Protomastro/HBUS/HSBC on 06 Jun 2005 16:31 
Note 

06 Jun 200516:31 


From: BIzabeth Protomastro/HBUS/HSBC Tel; 212-S2S-6692 
Mad S<ZS:1SS80 


To: Rod MOXlEY/HBEUJMSBC@HSec 
oo: John ALUSON/HGHQ/HSBC<aHS8C 
Susan AWRIGHT/H6HQ/HSBC<3HS8C 
Oreo* C Santlago-Darrtsh/KBUS/HSBC@HSBC 
Anthony T MARSOSN/KBEU/HSBC®HS8C 
Barbara Sherman/HBUS/HSBC^SfiC 
Patiiak K eyme/HSUS/HSBCQKSBC 
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Anne Lid<iy/HBUS/HSBC@HSBC 
Stephen C00PEfVHBEU/HSBC©H3BC 
Jeremy RWALK£R/HBEU?HSBC©HSBC 
bcc: 

Subject Re;VVirep9Vmerrt6 fromKSSCBmk PLC suspended- USD 1^00^0 and 
USD 16D,DOO (Iran) 

The wire payments are being conducted on behalf of the banka named, Le., twre 
is no other underlying originator and benetidary. They ore foreign exchange 
payments between the banks named, ts this correct? 


Rod MOXLEY on 06 Jun 2005 11:15 
Note 

06 Jun 2005 11:15 

From; Rod MOXLEY Tel: 79913664 

4420 7991 3664 

TtOe; Location: 

VitorkGroup: Mail Size: 10418 


Susan A WRiGKT/HGHQ«S8C@HS BC 
Grace C Sandago-DarviBh^BLfS/HSBC^dSBC 
An«i otjy T Mf«SDB^HBEUfHSBC@HSBC 
Barbara Sherman/HBUSfHSBC@HSBC 
Patrick K Byme/HBUS/HSBC@HS8C 
Anne UddylHBUS«SBC@HSaC 
Steffen COOPERmBEU/HSaC@HSBC 
Jeremy R WALKBUHBEU/HSBC@HSBC 

Subject; Re:VAfae payments from HSBC Bank PLC suspended • USD 1.900,000 attd 
USD 160.000 (Iran) 

Elizabeth, 

Thanks for your email. 

Informatior that you reguire is as fallows; 

i) Originator of first payment is BankTeJarat, 130 Taleghani 1S994 
N^toullahie, Teheran, Iran, beneSdary Persia IntemaOofral Bank, 6 
Lolhbury, Lwidon. 

Second payment originator is Mslli Bank, 1 London Wail, Loodorrondbenefieiery 
Credit Suisse Zurich, Switzerland. 

As both paymerrts did not finalise in USA and were regarded as bona fideLLtum 
transicfions. they were released through our Vlfolf filter. 

We have setup eaae references UPAyCl609*06JunOS and MPAY09S8-06Jun06 
respectively for these payments endw'll be gretefijt ifytMi could quote In 
Mure correspondence. 

ii) VM undervtand Oist both payments were related to foreign exchange 
Imsacttons. 
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Trust that this Btiswers youf queries. 
Re^ds 


Bizabeih Protomastra/HQUS/HSBC on 03 Jun 2005 16:43 
Note 

03 Jurf 2K)5 16:43 


From: Elizabeth Protomastro/HBUS/HSBC Tel: 212-52S-6692 

M^i SJze; 3437 


To: John ALUSON?HCS4Q/MSBC@MSBC 

cc; Susan A VURIGHT/HGHQ/HSBC®H5BC 

Rod MOXlEY/HBEUfrtSBC@HSBC 

Grace C San«ago.Darvish/HBUS/HSBC@HSBC 

Rod MOXLEY/HBEU/HSBCglHSBC 

Tuithony T MAf^DB«HBEU/HSaC@HMC 

Barbara Sherman/HBUStHSBC^SBC 

F^trij* K Byme/HBUS/HSBCgiHSBC 

Anne Uddy/HBUS/HSBC@HSBC 

boo: 

Subject V\fire pa^nents tram HSBC Bartk PLC suspended • USD 1,900,000 and USD 
160,000 (Iran) 

The foltowinB paymertls hevebeensu^endedwhae we request (Tom PLC(1)the 
narrre Br>d address oftheorlc^ator and the benehciery and (2) thepwposeof 
the paymerri- Our Funds Tranhr youp la sending a rrressage via SWIFT. We are 
providing this nodce for your Information as the paymerrt re being delayed. 

You may also be able io expedite this process on your end. 

As you are aware from prior dtscuseioris, payments need to be fatly disclosed as 
to originator and benehciary parties in order lo avoid these delays In 
processfag. 


Thank you. 


3-Jurv- 20t)a 
IRNi 


Bank P1.C 

Credit; Bank of New York 

3rd party: Crsdf Suisse Zurich 

4lh party: Persia Intematio/val Bank, kondon 

ORG: Bank Tejsral, Tehran, Iran 

USD 1,900,000 


3Uu n-2O05 

irnSH^ 

Debfal^BHI HSBC Sank PLC 
Credit; Bank of New York 


— s Redacted by the Permanent 

Subcommittee on Investigations 
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3rd party: Credit Sur$$e Zurich 
aRG; UeI5 Bank PLC. London 
USD 160.000 


THIS PAGE IS 
INTENTIONALLY 
LEFT BLANK 
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HSBC-OCC^E 0570016.txt 

From: ANNE Liooy/HBUS/HSBC 
Sert: 6/7/2005 4:07:38 PM 
To: TERESA PESCE 

Subject: Fw: wire payments from HSBC Bank plc suspended - USD 1.9DD.O00 and USD 
160,000 (Iran) 

Fyi 


From: Anthony T MARSDEN 
Sent: 06/07/2005 10:37 AM 
To: Rod MOXLEY 

Cc: Jeremy R WALKER; John ALLISON; susan A WRIGHt; Barbara Sherman; Patrick 
Byrne; Anne Liddy; Elizabeth Protomastro; Grace C Santiago-Oarvish; Stephen 
COOPER 

Subject: Re: wire payments from HSBC Bank plc suspended - uso 1.900,000 and 
USD 160,000 (Iran) 

All. 


As you win see from the correspondence below l have now obtained the 
information required to release the payment for USDlGD.OOO.OO 


This was achieved by speaking with both sank Melli and HSBC New York. 

An authenticated SWIFT message has been created and is being sent to HSBC New 
York attn Elizabeth protomastro with the details quoted below. 

For information purposes only we have also received a SWIFT message from Bank 
Melli London requesting cancellation of above message and requesting funds to 
be returned to London. HSac New York are aware of this and will return funds to 
ourselves in London. 


I am in the process of contacting Bank Tejerat regarding the USD 1.900,000.00 
payment and will update everyone when I received further information. 

Forwarded by Anthony T MARSDEN/HBEU/HSBC on 07 Jun 2005 15:24 

Elizabeth Protomastro/HBUS/HSBC on 07 Jun 2005 14:54 

Note 

07 Jun 2005 14:54 

From: Elizabeth Protoitastro/HBUS/Hsec Tel: 212-525-6692 
Mail Size: 68262 

To: Anthony T MARSDEN/HBEU/HSBC«HSBC 

cc: Grace c Santiaga-Darvish/HBUS/H5BC®HSBC 

btc: 

subject: Re: Wire payments from hsbc sank PLC suspended - USD 1,900,000 and 
USD 160,000 (Iran) 

This explanation is fine, but for purposes of our audit trail, hbeu needs to 
send a SWIFT containing this information to our Funds Transfer area. I will 
advise Funds Transfer to- expect the swift message. upon receipt, we will 
process the two wire transfers. 

Thank you, 


Anthony T marsden on 07 Jun 200S 09:49 
Note 

07 Jun 2005 09:49 

FPoni; Anthony T marsden Tel; 799 10187 

44 20 791 10187 

Title: Location: 

WorkGroup: Mail size: 60902 


Subject: Re: wire payments from HSBC Bank PLC suspended - OSD 1,900,000 and 
USD 160.000 (Iran) 

Grace, 


have contacted Bank MelH London again who are both the remitter and 
beneficiary of the payment 
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HSBC-OCC_E 0570016.txt 

Funds were surplus on the Nostro account Bank Mell-i hold with HSBC London, 
however the Nostro account Bark Melli holds with Credit Suisse was is debit and 
to avoid coses Bank Malli London are transferring funds from London nostro 
account to Switzerland to cover other Nostro account. 

As advised by Bank Mel1i no other bank/beneficiary is involved in this transfer 

Regards 

Tony 


Grace c santiago-oarvish/HBUS/HSBC on 07 3un 2005 13:51 
Note 

07 jun 2005 13:51 

From; Grace C Sartiago-Darvish/HBUS/Hsac Tel: 212-525-5455 

Mail Size: 60262 


to; Anthony T MARSQEN/HBEU/HSBC^HSBC 
cc: Elizabeth PrototnastrQ/HBUS/HSBC®HS8C 
Stephen COOPER/HBEU/HSacSHSBC 

3ereffly R walker/hbeu/hsboshsbc 

John ALLISON/HGHd/HSBOWSBC 
Susan A WR1GHT/HGHQ/HS8C@HSBC 
Barbara Sherman/HBUS/HSBCilHSBC 
Patrick K Byrne/HBUS/HSBC®HSBC 
Anne Liddy/HBUS/HSBC®HSBC 
Rod MOXLEy/HBEU/HSBCeHSBC 
bcc: 

Subject; Re: Wire payments from HSBC Bank PLC suspended - USD 1,900,000 and 
USD 160,000 Ciranj 

what is the purpose of this credit Suisse Nostro Oept. under ref: UTCVl? Is 
this used as a clearing account? 

This explanation does not provide the answers HBUS requires, please see text 
highlighted in blue below. 


Anthony T MARSDEN on 07 3un 2005 08:40 
Note 

07 3un 2005 08:40 


From: Anthony T marsden Tel; 

44 20 799 10187 

Title: Location; 

WorkGroup: Mail Size; 


799 10187 
52407 


lereny R w/u.K£R/hbeu/hsbc®hsbc 
J ohn ALLISON/H6HQ/HSeC®HS8C 
Susan A WRISHT/HGHQ/HSBCSHSBC 
Grace c santiago-oarvish/HBUS/HSscSHSBC 
Barbara Shernian/HBUS/HS8C9HSBC 
Patrick K Byrne/HBUS/HSBCtKSSC 
Anne Liddy/HBUS/HSSC9HSBC 
Rod MOXLEr/HBEU/HSBC®HSBC 

subject; Re: wire payments from hsbc sank plc suspended - USD 1,900,000 and 
USD 160,000 (Iran) 

Elizabeth, 

We have been advised by Bank Melli London chat on the payment for usol60,000.00 
the ulcimace beneficiary is a 

Nostro Dept within credit Suisse Zurich which deals with cr/or entries under 
the ref: UTCvl 

Hope this now enable the payment to be released 

Regards 

Tony Marsden 


Elizabeth Protomastro/HBUS/HSBC on 06 jun 2005 19:33 
Note 
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06 3un 2005 19:33 

Frofi: Eli2abeth Protoraastro/HBUS/HSBC Tel: 212-525-6692 
Mail Size: S0213 


To; Stephen C00PER/HBEU/HSSC@H5BC 
laremy R WALKER/HBEU/HSBC^SBC 

cc: John ai.liswi/hghq/hsbc®hsbc 

Susan A WRIGHT/KGHQ/HSecSHSBC 

Grace c 5antiago-Darvish/HBUS/HSBC@HSBC 

Anthony T MARSOEN/HBEU/HSBCeHSSC 

Barbara sherraan/KBUS/Hsac@HSBC 

Patrick K Byrne/HBUS/HSBC0HSBC 

Anne Li dciy/HBUS/HSBC@H5BC 

Rod f«3XLEY/H8eU/HSBC@HSBC 

bcc: 

subject; Re; wire payments from hsbc Bank plc suspended - usd 1.900,000 and 
USD 160.000 (Iran) 

Rod advised that i direct further questions to you in his absence. 

We do need PLC to go back to its remitter, either directly or through the grm, 
for information as to the name and address of the originator and the ultimate 
beneficiary of the wire payment. We also need to confina the purpose of the 
underlying payment. Note that this request is in line with the agreement 
reached in the past between HBUS and plc (copy attached) stating the u-turn 
payments would be fully disclosed as to the originator and beneficiary. 


This practice is especially relevant bearing in nrind the recent article 
appearing on Bloomberg. com and the focus on business involving Iran, we need 
full disclosure on these payments to ensure that the underlying transaction is 
not prohibited. For example, if the payment were to involve a u.s. person as 
the originator or beneficiary, or were to involve an SON, it would be 
prohibited. 

Thank you for your co-operation in obtaining the required inforwation. 


Rod MOXLEY on 06 Jun 2005 12:43 
Note 

06 jun 2005 12:43 

From: Rod MOXLEY t«1: 799 13664 

44 20 7991 3664 

Title: Location: 

WorkGroup; Hail Size: 20124 


Susan A WRtGHT/HGHQ/KSBCeKSBC 
Brace C santiago-Darv-ish/Keus/HSBCflHSBC 
Anthony T marsden/hbbu/hsbcshsbc 
B arbara shermanAiBUS/hSBCBHSSC 
Patrick k Byrne/HBUS/HSBCJHSBC 
Anne Llddy/H6US/HSBC9HSBC 
Stephen cooper/hseu/hsbci3hs 8C 
lereaiy R WALKeR/H0EU/HSBC$KS8C 

-Subject: Re: wire payments from HSBC Bank PLC suspended - USP 1,900,000 and 
USD 160,000 (Iran) 

Elizabeth, 

our knowledge of these transactions is predominantly that which has already 
been quoted in your emails. However, due to their being authenticated KT202 
messages with references indicating fX transaction nunbers, we believe that 
they are foreign exchange transactions between the banks named and also 
satisfying u-turn requirements. 

If you remain uncomfortable with the information supplied, please advise and we 
will revert promptly to the remitter or the Group Relationship Manager for 
further guidance. For your information, 1 am away from the office on business 
for the next couple of days and would he grateful if you could direct any 
further queries to Jeremy Walker or Steve cooper, who will deal with in my 
absence . 

Regards 

Rod 
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Elizabeth Protomastro/KBUS/HSBC on 06 3un 2005 16:31 
Note 

06 3un 2005 16:31 

From: Elizabeth Protomastro/HBUS/HSBC Tel; 212-S2S-66S2 
Mail Size; 15880 


To: Rod M0XLEY/HBEU/HSBC@H5BC 
cc: 3ohn allison/hghq/hsbcsusbc 

Susan A WRIGHT/HGHQ/HSBC®HSBC • 

Grace c santiago-Darvish/HBU5/HSBC8HSBC 
Anthony T MARSDEN/HBEU/H5aC@HSBC 
Barbara 5henaan/HBi;5/HSBC@HSac 
Patrick K Byrne/HBUS/HSBC®HSac 
Anne Liddy/HBUS/HS6C@HSBC 
Stephen COOPER/HBEU/HSBC0HSBC 
Jeremy R WALKER/HBEli/HSBCSHSBC 
hcc: 

Subject: Re: wire payments from HSBC Bank plc suspended - USD 1,900,000 and 
USD 160,000 (Iran) 

The wire payments are being conducted on behalf of the banks named, I.e., there 
is no other underlying originator and beneficiary. They are ^reign exchange 
payments between the banks named, is this correct? 


Rod NOXLEY on 06 Jun 2005 11:15 
Note 

06 Jun 20G5 11:15 

From; Rod MOXLEY Tel: 79913664 

44 20 7991 3664 

Title; Location: 

WorkGroup: Mail size: 1041S 


Susan A WRIGHT/HGHQ/HSBC®HSBC 
Grace c santiago>oarvish/H8US/HSBC®HS8C 
Anthony T MARSD^i/HBEU/HSBCdHSBC 
Barbara 5heman/H6US/HSBC8KSBC 
Patrick K Byrne/H8US/HSBC8HSBC 
Anne Liddy/HBUS/HSBCII^SBC 

Stephen cooper/hbeu/hsbciSmsbc 
leremy R walker/hseu/hsbc8hsbc 

Subject: Re: wire payments from Hsec Bank PCC suspended - uso 1,900.000 and 
USD 160,000 (Iran) 

Elizabeth, 

Thanks for your email. 

Information that you require is as follows; 

1) originator of first payment is flank Tejarat, 130 Taleghani 15994 
Nejatoullahie, Teheran, Iran, beneficiary Persia International Bank, 6 
Lothbury, London. 

Second payment originator Is melli Bank, 1 London wall, London and beneficiary 
credit Suisse Zurich, Switzerland. 

A5 both payments did not finalise in USA and were regarded as bona fide u-turn 
transactions, they were released through our wolf filter. 

we have set up case references MPAV0609-063un05 and MPAY09SS*06Jun05 
respectively for these payments and will be grateful if you could quote in 
future correspondence. 

ii) we understand that both payments were related to foreign exchange 
transactions. 

Trust that this answers your queries. 

Regards 
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Elizabeth Protorsastro/HBUS/HSBC on 03 3un 200$ X6;43 
Mote 

03 :un 2005 16:43 

From: Elizabeth Protoiaastro/HBUS/HSBC Tel: 212-S25-6692 
Mall Size: 3437 


To: John allisqn/hghq/hsbcshsbc 

cc: Susan A wright/hghci/hsbc@hsbc 

Rod MOXLeY/HBEU/HSBC®HSSC 

Grace c santiago-Oarvish/HBUS/HSBCSHSBC 

Rod MOXLEY/H6EU/HSBCSHSBC 

Anthony T MARSDEN/HB6U/HSBC®HSBC 

Barbara Shernian/HBUS/HSBC@HSBC 

Patrick K Byrne/HBUS/HSBC®HS8C 

Anne Liddy/>iBUS/HSSC®HS8C 

bcc: 


Subject: wire payments from HSBC Bank plc suspended - USO 1.900.000 and USD 
160,000 (Irani 

The following payments have been suspended while we request from plc (1) the 
n^e and address of the originator and the beneficiary and ( 2 ) the purpose of 
the payment. Our Funds Transfer group is sending a message via SWIFT, we are 
providing this notice for your information as the payment is being delayed. 

You may also be able to expedite this process on your end. 

AS you are aware from prior discussions, payments need to be fully disclosed as 
to originator and beneficiary parties in order to avoid these delays in 
processing. 

Thank you. 


3-3 un-2l 
IRN ^^ 

oebiTT^^^^^^BHSBC Bank plc 
C redit:^^W!^W^TOw York 
3rd party: Credit Suisse Zurich 
4th party: Persia international Bank, London 
ORG: Bank Tejarat, Tehran, Iran 
USD 1,900,000 



Mtachment: u-Turn Conditions. doc. zip 
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From; ANNE UDDY/HBUS/HSBC 
Sant 7/2S/20Q5 12:12:26 PM 

To: GRACE C SANnAGO-DAfW!SH;HBUS/HSBC@HSBC 

CC; TERESA P€SCBH8US4^SBC@H&DC;OENiSE A REtU.Y/HBUSft1SBC®HSBC 

Subject Re: Fw: OFAC GCL 

Grace, I am hawing my monthly meeting tomorrow whh John Allison and Susan 
Wright and mtend to discuss Ihls GCL with them. I will raise IhepoVttayou 
make in your emaB. Also I want to get a better understanding trom ttram re the 
new procedure tor HBEU (and effective 9/1/05 for HBME) to review M traidan 
trartsaelions tor OFAC compliance (ie; are they U turns or not). I v^ also 
ralsewith them tretoing - we need to make sure that the people si HBEU and 
HBME clearly undestand OFAC and any repurcussions, as as hew to idenfi^ a 
true U turn. I Mtllei you, Terry and Denise knawwhatirtfolget from them 
tomorrow. 


Grace C Sanlrago-Darvlsh on 26 Jui 2005 15:06 
Note 

26 Jul 2005 13:06 

From; Grace C Bantfago-Darvish Tel: 212-S2S-5455 
Title: FlrstNAce President Location: 

VIAtrkGroup; COMP/ANTI-MONEY LAUNDERING Mail Sze; 272900 


To: Teresa PescefttBUS/HSBCQHSBC 

cc: Denise A ReiXy/HBUS/HSBCglKSBC 
Anne Udciyd4BUS;HSBC@H5BC 
Subject; Re: Fw; OFAC GCL 

Terry, 

I quickly read the attachments. I believe that the the Burme/Uyarwnar attachmant 
below may need to be darified for the first bidieL OFAC currentfy only blocks 
a few Burmese enttles, the ones listed on the attached brochure, under Anttex. 
Treasury and theOep! of Kate reserve the rfghtto desigrvate senkH- officials 
and other gov. erdiBeelas per sect. 1of the attached brochure/Execulive 
Order), yet to date, these agetvdes have not added arty other K}Ns besides the 
ones listed July 2003. 


! also noted toat not all sanctioned pn^rams were summarized. Liberia, Nonh 
Korea, Byha and Zimbabwe were not covered under a sumrnary, nor are Iran aitd 
Libya to a lesser extent Is this the Intern? 

Ciarent Sanctioned Burmese enlilies: 

MYANMA ECONOMIC BANK (a.k.a. MYANMAR ECONOMIC BANIQ, 

MYANMA FOREIGN TRADE BANK {a.k.a. MYANMAR FOREIGN TRADE BANK) SVWFTffil C: 
FOTMMMM1 

MYAt«M INVESTMENT AND COMMERCIAL BANK (a.k.a. MICB; a Jt.a. MYANMAR INVESTMENT 
AND COMMERCIAL BANK), 

SWIFT/BIC: MYANMMU1 (BURMF^ 

STATE PEACE AND DEVELOPMENT COUNOL OF BURMA 


Teresa Peace on 26 Jd 2C0S 1 1 :S3 
Note 
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26 Jul 2005 11:53 

From: Teresa Pesce Tel: 212-525-6099 

TIBb: Executive Vice President Locaflon: 452S#i Ave, HoorOT 

VtbrkGroup: COMP/ANTI-MONEY LAUNDERING MaSSze: 198^ 


To: Denise A Rei0y?HBUS/HSBC@H9BC 

Anne Uddy/HBUSiHSBCglHSBC 

Grace C Saniisoo-Danis))/HBUS41SBC@HSBC 

Sut^ect: FwtOFACGCL 
FYl 

— Forwarded by Teresa Pesce/HBUSiHSBC on 07/26000511:49 

AM- 

From: James B KBjfTman@KFTi on 26 Jul 2^5 11:44 


To: ’Anthony Gibbs' <arglbbs@hausBhold.com:> 

’Curt Cunninghara' «cxcunnin^ani@household.eorTr> 

)es(ey midzain@hsbc.ca 

"Teresa Pesee’ •<terBBa,p«scB@tU3.hsb8.con¥' 

Subject Fw: OFAC GCL 

FYl T Terry, would you please forward to Denise? Thanics. 


From: Marlon O ROACH 
Sent: 07/28G005 09:54 

To: Mansour A ALBOSAILY/SAB8/t«BC@HSBC; Fernando BUSNB-LO/HeSRRtSSC@HSBC; 

Pui Mun P M CH/y^CMP APH/HBWflHSBC@H^C: Chris COULDREY/HBEU/HSBC^SBC; Ramon 
GARClA/t^MX545BC€^8C; James f^uffinan; Warren G LEAMING/RLA LGA 
MEMAtBME/HSBC@HSBC; Carc^yn M W»d/HBUS/HSeC@HSaC; Alan RAMSAY/l8EUiHSBC@HSBC; 
Brian ATTWOOD/WJUHDPMiHSBC®HSBC: ifor Huflhes/HBBM/HSBCQH^C 
Cc: John F ROOT/HGHQ/H^C@HSBC 
Subject C»rAC GCL 

A GCL wilt be issued shortly on our revhed polcy towards sanctions, in 
particular US sanctions adrrvinlstered by the US Office o1 Porcigrt Assets Control 
(OFAC) ofthe US Departrrwnt of the Treasury. A copy of tita current draft Is 
aRad^ed. 

I recognise that Ihart has not been any signIticarTtconsullBlion wtih Areas but 
the poGcy was determined In eonaullBtion vath Group CEO and is viewed as 
necessary and urgentto protect the Group's reputation. 

One key change in the poticy is the following: 

Witi) immediate effect all Group Offices (Including those Offices Incorporated 
or operating outside the US) must rafuse to parti^ste te any tiartsactions, 
actiwtes or make atry payments denominated In USD which if canted out by a US 
person vrould be prohibtted by any OFAC sanctions (save for the epeelISc ‘CLtum 
examption" relating to Iranian sanetrana 

nease ra-familiartsc yourselves with COM 28 art Sanctions. GNQ CMP have 
aummarfaed the US OFAC eanctions ai they apply to four parSevlarty sensittve 
^rlsdtetlons; Cuba, Iran, Sudan, and Burma (t^enmar). The countiy summatiea 
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are annexed hereto. Also annexed hereto Is a sample transadron wMch wnM 
not be pernihed under the revised Groi^ poSey. 

AB Iranian paymenie denominated in USD. indudins those made under Bie TMum 
exemption" (xovkied (or in the OFAC Iranian sanctions, must trom 1 
20D5 be referred to H8ME DUB— HSBC Midde East Management Office; Oi^ 
Internet CHy, P O Box 66. Dubain, UAE, Tel. No. +1971) (4) 390 4722, who wiH 
e^Ui^ a dedicated team to pre-screen ;uoposed Iranian pa^nents for 
CompSance with the Iranian sanctions. Once the team and nested procedures 
are established, HSUE DUS wiU Issue more details to Group Offices as to how 
payments should be processed. UnBi this date, Group Offices are rerptlred (o 
refer ^ Iranian Payments as defined bi the GCi. to HBEU brscreenlns for OFAC 
compliance. 

The GCL confirms the use of WOLF (the payments filler) to idenS^ payments 
poteittially caught by the OFAC sanctiotts. V<KXF la tdready atvaBaUe In ma^ 
payment ^leways aitd pursuar)tlo(heredulremmtsofGCL040CQ1,butvd)ere 
local dearmg systems exist or local payment gateways are inv^ved ftmay be 
necessary to IrnplemenI WOLF to screen payments pas^ng throu^ stoh local 
payment systems. The GCL retjuires confirmation toat local payments are being 
screened pursuant to the GCL A relevant list of names will be added centraHy 
to V^X-F by Group Messaging, it should be noted that m so far as & governe 
OFAC the requirements of the GCL only apply to transactions n USD. Further, 
offices will have no right to freeze payments oidstde the US, end <^up Offices 
ere insteadreqmred to reject peymenls. 

Where compliance wito the GCL would result in a breech of toceS law, regulation 
or local contractual arrangements (e.g. 'bloeto'ng direcUves* such as the £U^) 
then the po»Qorr will need to be considered in assodallon with locai Legal 
and Compitsnce functions. Any required approach olherthart ftifi conqiltence 
witir frie GCL will require GHQ CMP concurrence. Examples of contractual 
Birangements whidi wiil need to be reviewed neght include armrnitted loan 
todBties and documerrtarycrecfits where rxn^liant documents are received, lit 
oases of doubt lege! addce should be taken. It is important, Srsti to 
determine to how ^d to tdiet extent your area of responsIMIIty is affected by 
the revised Group policy, and then for you to estabtish procedures tor 
Compliance with lha policy. The US OFAC sanctions are complex and differ from 
one country to the next Bease refer any questions to me or John Root It> GHQ 
CMP. 

Regards 

David Bagley 


Attachment t1 1burma.pdf 
Attaehrhent: OFAC GCL 2SJULCI5 - DRAFT.dae 
Attachment OFAC - SU0AN.doc 
Attachment OFAC - CUBAdoc 
Attachment OFAC - IRAN, doc 
AHachment OFAC >• BURMAdoe 

Attachment Example of a Prohibited USD Peyrnent into Sudan.doc 
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DRAFT GCL- COMPLUNCE WITH SANCTIONS 
Prepared by David Bagley — 2J July 2005-0 7-26 
INTRODUCTION 

GSM 5.6 requires that all Croup Offices comply all anti-len wis m and crime legislation 
and all economic and trade sanctions to the extent qjplkalrie pursuant to beat !a^\'S and 
regulation. 

Jn addition, however. Group Compliance (GHQ CMP) is required by the above section of 
GSM to issue a circular advising all relevant Group Offices «4ien any legislation or sanctions 
have extra-tenilorial effect, 

OFAC SANCTIONS 

The Office of Foreign Assets Control (OFAC) b a department ofthe US Department of the 
Treasury, and is responsible feu' the administration and atforcemeot of economic and trade 
sanctions based on US foreign policy. These sanctions target foreign countries, suspected 
terrorists, drugs traffickers and those engaged in the pn^iferation of weapons*^ mass 
destruction. 

The OFAC sanctions consist of both country level sanctions (wliidi indude sanctions against 
Cuba, Iran, Zimbdiwe, North Korea, Myanmar and Sudan) as wdl as sanctions against 
individuals (Specially Designated Nationals (SDNs)X There ace variatiois in each of the 
statutes establishing the country level sanctions such that there is no unifonn approach (e,g, 
the Iran sanctions contain an exemption which is not applicable to other counliy-levd 
sanctions). 

REVISED POLICY 

With immediate effect all Croop Offices (including those Oflkes inerrporaled or 
opei-ating outside the US) must refuse to participate in any tmnsactioDS, activities or 
mnlu any payments denominated in USD which if catvicil out by a US penon would be 
prohibited by any OFAC sanctions (snvefortlic speciHc “U-turn esemprion” i^ating to 
Iranian sanctions discussed below). When considering transactions lor comptiance with 
these sanchons the transaction as a vdioie should be considefed. This requins that where any 
transactions invoh'e the use of cover payments (MT202’s) then ony linked message (e-g. an 
MTI03} should be consdered together with the cover payment. 

GHQ GMP already maintains a database which includes details ofallsanciHMis affecting 
Group Offices, including (he OFAC sanctions. A link to (he principal provisions of the 
current OFAC country sanclions is attached os foUows;- 

hHe;//mniplia n ce.fihB.tabe/Bncomrfi>om].nsPt-iewAllBvl>xReP64e254eC6CD^>9^»?2$dP6B0qt,70 ^tfg 

ile/SaimianiWMiuimBafvHlQfnRtlSl.ndf 

In addition, further advice, instructions end guidance with regard to ihepniKip^ provisions 
of the OFAC sanctions will be issued by GHQ CMP to local Compliance fundions lo 
coincide with this OCL, with s view to ettabling those local ComptiaDce funatons to provide 
advice with regard to the practical application of this GCL 

Group Offices should however ansure that they continue to update rdevant procedures in 
response lo details of any future amendments or additions to applicable sanctins. irteluding 
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OFAC sanctions, issued by GHQ CMP in acoordance with CSM 5.6. The guidance in this 
GCL should also be read in conjunction with GCL<f40074 US OFAC Sanctions, which 
discusses, among other things, how OFAC sanctions may apply to IB dlizeos or permanent 
resident aliens, even when outside the US. 

It is acknowledged that compliance with sanctions with extra-terri(»tial reach including 
OFAC sanctions, may be unlawful under local laws. Where cempibncewith this GCL 
would I'esultin a breach ofiocal low or regulation or existing binding conti-actual 
arrangements the positiOR should be considered in liaison mtii local Cumpliaace and 
Legal fiuictiona and GHQ CMP. Any dispensation from the fenns of this GCL require 
GHQ CMP concurrence. 

IRANUN SANCTIONS 

The OFAC sanctions applicable to Iran are unique in including the specific exemptiMi for 
payments which qualify as a ‘U-tum’ pa^tnenl os defined. U-tum p^ments can be 
summarised as bong “cover p^ments involving Iran that are by mder of athird country bank 
for pa>Tnent to another third count^f hank - provided that they do not directly credit or ddjit 
an Iranian Account”. Iranian Accounts ore defined as "*&ccounts ofperaons located in Iran or 
the Government of Iran contained on the books of a United States depository institution”. In 
this context a third country bank must be non-US and non-Iranian and an Ironiut Account 
generally includes an account for a non-Iranian sub»dtaiy in which an Iranian company has a 
30% or greatff interest- A more complete definition is conl^ed in iheguidance to be issued 
by GHQ CMP. 

Forthe purposes of this GCL, ‘Iranian Payments’ meanp^ments mode to or from on account 
TTiflint ainwi by any Iranian person (which includes any Iranian national, any individud 
resident in, or entity doing business in, Iran, or anj' entity iiKOtporaied orfonnsd inlcan and 
subsidiaries of any Iranian entilyl, or an Iranian government body (ioctuding govonmenlal- 
owned oiirties) whether direedy or indirectly. 

In view, however, ofthe complexity of the relevant provisions governing the iranian 
sanctions and the U-tum cNemption all Iranian Pav-menis denomin.-ited in USD most with 
effect from J" September 2005, or any earlier dote notified by HBMEDUB, be routed 
throuj^ HBME DUB - HSBC Middle East Management Office. Dubai Internet City. P 0 
Box 66, Dubai. UAE, Tel. No. + j971 j (4) 390 4722, who will establish a dedicated team to 
pre-screen proposed Iranian PovTnenis for Conq>liance with the Iranian sanclioiu and process 
compliant payments via dedicated correspondent accounts. This will require Group Offices 
who wish to continue to make Iranian Payments to open USD accounts with HBME DUB. 

All requests to opat accounts should be sent to the attentioo of Alan Ken or Ahsan Raza, 
CIBM HBME. HBME DUB ivill issue more details to Groim Offices as to bow payments 
should be processed. With tmmedlaLe effect, and prior to P Septeniber, all Iranian payments 
must be referred to Rod Moidey.Tcl No. + {44) (0)20? 991 3664 (email Rod 
MOXLEYj'HBEU/HSBC), and only be processed once confirmatirm has been given that 
the payment is compliant under the U-tum (or other) exemptioa 
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OTHER SAiyCnONS WITH EXTRA-TERRITORIAL EFFECT 


GHQ CMP maintain a ftil! and current list of sancCtons whidi aflect Group OSic^ This list 
is accessible through the Group Compliance Intranet via the foUoK'aig link or local 
Compliance funettons. 


Although certain sanctions only apply locally, UN sanedons shoirfd be viewed a$ having 
Group-ttide t^plkation. Sanctions issued by the European Union bind EU persons 
(individuals who are nationals of member slates and con^ranies incorporated or domiciled in 
member stats) globally as well as those persons located or ^Kratsng in member stales. 

Group Offices should use WOLF or an>' allernative ap;mved systems to load any addiliona! 
names covered by local or other extra-territorial sanctions ^)plic!^te to those offices. 

IMPLEMENTATION 

It is recognised that the use of automated payment screerung systems is necessary' Gar the 
effective identification of payments potentially subject to lelei'ant sanctions, including OF AC 
sanctions. GCL (Vt002) “Payment Greening” required dl Croup Offices wiiose payments 
are not processed thmu^one oflhe Group's 3 r^ioiKilTF sites to install die Group's 
solution WOLF by 31 March 2005. The names loaded cenlialiy by Group Messaging 
Systems will be supplemented by 8 August 2005 to indude a list of OF AC couttOy and 

SDN names, thus ensuring that all cross-border USD paymertts Group-unde wilt be 
pre-screened for OF AC compliitnce. Group Offices should sads^’ themselves that they are 
fully compliant with the requirements of GCL 040021 and notiry GHQ CMP immediately of 
any deviation. 

Where there are local USD cleariDg systems (e.g Hong Kong and UAE), relevant offices 
must ensure that WOLF is capable of screoiing all local paymeius consistent with the 
requirements of this GCL in order to ensure that non-compliaol pm’ments are rejected. Those 
Group Offices with local USD clearing systems must confirm to GHQ CMP by 
1 November 2005 that they are screening all local USD p^'menis. 

In addition. Group Offices should take at least the foilovvingdeps where relevanl:- 

• Ensure that they have adequate procedures to identify proposed transactions and activities 
other than payments which may be prohibited by OFAC sanctions before the proposed 
iransaclions are entered into. 'This would indude in-countiy hook transfers over USD 
accounts. This may require the hsuance of staff circulars, afnendmenis to desk instruction 
books and local procedures matuiah. 

• Once the SDN and country names are loaded into WOLF it is likdy that the number of 
pr^ments identiSed as potential matches to the OFAC sanctions w^l ittcrease. Group 
Offices need to ensure that the)' are sufficiently resoureed to consid^ any potential 
matches for clearance or rejection as appropriate 

• Where proposed transactions or pajmenis are identidod that ivoidd breach the OFAC 
senetiens, non- US Group Offices should decline tbe traosection and rehise to make aoy 
payments reluming the funds to the remitter. US Offices are nomally required te block 
or freeze payments. 
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• Consider, in conjunction vinth local Legal or Compliance funcdon^ A’bether any 
amendinenU or additions should be nude to product « service tmis and coadttkxis or 
any advance notification should be given to customeis to darify the bank’s ri^t and 
intention to rgect to accept relevant instnicticKis or requests. 

• Where Group Offices are in doubt as to whether atrensactioaorpi^msttuanected by 
any sanction, but particularly OFAC sanctions, they should consuh their local 
Compliance function who may in turn refer to GHQ CMP. 

■ It should beirated that the policy contained kitlusGCL where it rdates to OFAC 
sanctions only applies to transactions or payments deminuiated in USD, save for those 
US Offices which are required to apply OFAC sanctions to all transactions regardless of 
the currency of denomination. 

• Note the specific arrangements required in relation to payments which may be subject to 
the OFAC sanctions applicable to Iran. 
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From: ALAN T KETLEY/HBUS/HSBC 
Sent: 8/25/200S 12:14:17 PM 
To: DENISE A REILLY/HBU5/HSBC®HSBC 
CC: 

Subject: Fw; GCL050047 - complTance with OFAC sanctions 


- Forwarded by Alan T Ketley/HBUS/HSBC on 08/25/2005 01:15 


Mark SMITH on 25 Aug 2005 11:56 
Manager! aT Letter 
25 Aug 2005 11:56 

From: Mark smith Tel; 7992 1140 

44 20 7992 1140 

Title; Location: 

WorkGroup: Mail Size: 14526 

Sent by: Linda MORRIS 

To: Aimee T Sentmat/HBUS/HSBCQHSBC 
Alan KERR/HBME/HSBC@HSBC 
Arun HARI/SABS/HSBCSHSBC 

Beig SOO B S PARK/SVP CIB SEL/H8AP/HSBC0HSBC 

Bruce M CANNON/HBBR/HSeCSHSBC 

Bruno LALANNE/M6R CBA MAR/H8AP/HSBC@HSBC 

Charles D farrugia/hbmt/HSBC@hsbc 

Chris I6NATOWIC2/IBEU/HSBC@HS0C 

Chris P DAVIES/H8US/H58C®HSBC 

Chris R BENTLEY/HBEU/HSBC®HSBC 

Chri St! an Kolb/o292296/Trinkaus/DE0Tnnkaus 

Christopher H C AU/CMB MM0/HBAP/HSBC@HSBC 

CK KONG/HD CIB TAI/HBAP/HSBC@HSBC 

Di mi tri S POLITIS/HMLG/HS8C@HSBC 

Djaja M TAM8UNAN/CIB IM0/H8AP/HSBC@HSBC 

Ehud ARNON/HBEU/HS8C0HS8C 

Huseyin ozkaya/HBTR/HSBC®HSBCTR 

Jim Mahaffy/H8CA/HSBC@HSBC02 

Johan NYVENE/MGR CIB VNM/HBAP/HSBC^SBC 

Jorge CRIST0FFANINI/HBCL/HSBC@HS8C 

lose Manuel Dominguez/HBMX/HSBC@HSBC 

junie R V£LOSO/MNL/HBAP/HS8C(3HS8C 

Luke MCFARLANE/HBEU/HSBCSHSBC 

Mahbub Ur RAHMAN/CMB OAk/HBAP/HSBC®HSBC 

Marcelo L DEGR0SS1/HBAR/HS6C®HSBC 

Mark COUVREUR/BUS/HBFR/HSBCSHSBC 

Mark KENN6DY/HOQ/HBFR/HS8C0HS8C 

Martin tricaud/hbme/hsbcQhsbc 

Mervyn roNG/IMO/HBAP/HSBC@HSBC 

Michael BAIRD/AUH/HBAU/HSBCSHSBC 

panadda MANOLEEHAKUL/CIB 8KH/HBAP/HSBC@HSBC 

Patrick nolan/hbeu/hsbc®hS 8C 
Per Olov SYNNEMAR/HBEU/HSBC8HSBC 
Philip T WOOD/NZM/HBAP/HSBC®HS8C 
Phillip DAWE/CEO MAR/HBAP/HSeC®HSBC 
Pierre FRANCON/H8ME/HS8C®HSBC 
Ravininder SINGH/CIB lNM/HaAP/HS8C0HSBC 
Rob MCCALL/HIBM/HSBC®HIBM 
Robert M0NTANARI/TKY/HBAP/HSBC®HS8C 
Rosdi Amin R YAAKU8/CIB B5a/HBAP/HSBC0HSBC 
Rose W M LEE/HD CIB AMH/HBAP/HSBCQHSBC 
salaam MIR/CIB KRl/HBAP/HSaC®HS8C 

seitjan £Rmekbaev/ama/hbk2/hsbc©hsbc 

Simon H COOP£R/SGH/HBAP/HSSC®HSBC 
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H5BC-BNI_E 0074397. txt 
Stuart P MILNE/CIB A5P/HBAP/H5BCSH5BC 
Susan S M VUEN/SM CIB MYH/HBMY/HSBCSHSBC 
Trevine 5 A FERNAHDOPULLE/SCH CBA CBH/HBAP/HSBC(?HSBC 
Vadim UDALOV/HBEU/HSBCSHSBC 
Viaceslav STOVICEK/HBEU/HSBC8HSBC 
wai Leng LEONG/HD CIB AOC/KBAP/HSBCeHSBC 
Winiam We1ton/HBBM/HS8C®HSEC 

Yuen Tin ng/dgm cis/cib/haseShsbc 

cc: John ALUIS0N/HGHQ/HSBC9HSBC 

John F ROOT/HGHQ/HSBCSHSBC 

Paul PROCrOR/HBEU/HSBC®HSBC 

Geoff ARM5TaONG/HBEU/H5BC®HSEC 

Amy H C CHAN/IBH CIB/HBAP/HSBCSHSBC 

Lily L Y HO/CMP APH/HBAP/H5BC9H5BC 

Alan KERR/HBME/HSBCSHSBC 

Alan T Ketley/HBUS/HBBCWSBC 

Johnny L F CHONG/IBH CIB/HBAP/MSBCeMSBC 

Michele CR0S/HBEU/HS6C9HSBC 

Nigel J WEIR/HBEU/HSBC9HSBC 

Davi d BURNETT/HBMD/H5BCMERIDIAN9H5BC 

Caroline A TOSE/HBEU/HSBCSHSBC 

David W J BAGLEY/HGHQ/HSBCSHSBC 

Charlie LAUGHTON-SCOTT/HGHQ/H5BCSHS6C 

Tim REID/HGHQ/HSBC®HSBC 

John R R0SS/MDBK/HSBC9HSBC 

Richard J M0SELEY/MDBK/HSBC8HSBC 

John S GUBERT/HGHQ/HSBCSHSBC 

James J Y MADSEN/HBEU/HSSC®HSBC 

Dur Ref: MLOS0103 Your Ref: 

Subject: GCL050047 - Compliance with OFAC sanctions 


You will be aware of the above GCL which implements a revised policy with 
regards to OFAC sanctions. The GCU is provided as a link here for ease of 
reference - 


we are keen to ensure that we are communicating with our clients in a 
consistent and clear manner. Some clarification on aspects of the GCL have 
been sought by Group offices. Group Compliance support this ML and we have 
also agreed its content with GTB (a number of you may have seen separate 
guidance notes from htv and PCM on this subject). Please ensure this mail is 
widely distributed amongst your teams. 


The revised policy is specific to OFAC sanctions only. Compliance with all 
other existina local or global sanctions continues as at present. A link to 
GHQ CMP Sanctions is provided here to provide you with further detail on OFAC 
sanctions which are particular to individual countries - 


The revised policy applies to all transactions denominated in USD (for _ 
av^’dance of doubt, not just payments), including any transaction that, during 
its existence or at its conclusion, could result in a USD settlement. Please 
note that certain limited exemptions exist within the OFAC sanctions. 

The GCL applies to all Group offices. . ^ n t i 

Where compliance with the GCL might result in a breach of local ^law or 
regulation or an existing binding contractual arrangement the situation should 

Page 2 
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HS8C-8NI_E 0074397.txt 

be referred to local Compliance and Legal for guidance. Similarly, where 
customer discussions on affected transactions are at an advanced stage of 
negotiation, revised policy compliance should be discussed with the same local 
departments. 

It is possible clients may have obtained some form of OFAC exemption, in which 
case we may be able to undertake related transactions. Please refer to local 
Compliance and Legal units for guidance. 

Where transactions or payments that would breach the ofac sanctions are 
identified, non-US Group offices should decline the transaction and refijse to 
make any payments, returning the ftinds to the remitter. This is different from 
us offices who are normally reguired to block or freeze payments, 
with regards to Iran, transactions in uso are permitted where any resultant 
payment would be capable of taking advantage of the U-turn exemption. The 
tJ-turn exemption is unique to OFAC sanctions applicable to Iran (see the GCL 
link above) and you should again refer any queries to local Compliance and 
Legal units. 

Country Sanctions 

All impacted uso transactions, including filtered payments, will need to be 
assessed on a case by case basis at the outset ie. before any action is taken, 
and in the context of the detailed OFAC sanctions applicable to each country 
including specially Designated Nationals (SDNs). The sanctions are complex and 
local Compliance guidance should be sought as necessary. 

An overriding observation is that the revised policy will most significantly 
impact the Cuban and Sudan correspondent bank relationships of the Group. 

North Korea 

The Group has 3 account relationships with North Korean entities. These are 
all inhibited. We have been seeking to close the accounts, and mil continue 
to do so, for some time but have not been able to elicit a response from the 
banks concerned. The GCL applies in full. 

Zimbabwe 

There is no OFAC country sanction in place (only against specially Designated 
Nationals - SDNs) and the existing policy applies le. usd transactions may 
continue to be undertaken except for SONs. Transactions are, of course, 
subject to local regulatory requirements' and offices should continue to ensure 
the Group could not be criticised, due to its involvement in any transaction, 
even where no regulation has technically been breached. 

Myanmar 

The Group has 2 account relationships with Myanmar entities. The GCL applies 
in full. Amy chan, sector Head, Financials based in HK is liaising with the 
Head Offices of the 2 banks to advise them of the revised Group policy and will 
deal with consequential issues. Amy may be approached to provide an update on 
these relationships. 

Iran 

we have a representative office inTehran and extensive relationships with a 
number of Iranian institutions. Group Compliance has re-affirmed that OFAC 
sanctions as currently exist, including the U-turn exemption, continue to apply 
to all transactions. These sanctions are particularly complex, hence the GCL 
introduction of a centralised payment processing team based in oubai (wef 
iSeptOS) and prior to that all Iranian payments roust be referred to a H8EU 
contact point. Details of both arrangements are provided in the GCL (see the 
GCL link above). 


Page 3 
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Sudan 


HSBC-BNI_E 0074397.txt 


The Group has a number of SWIFT key and account relationships. The GCL applies 
in full. Geoff Armstrong, Global Head of Financials, is liaising with the Head 
offices of the affected oanks to advise them of the revised Group policy and 
deal with consequential issues. Geoff will provide an update to Group offices 
who maintain relationships with Sudanese banks and he may be approached as 
required. 


Cuba 

The Group has a number of SWIFT key and account relationships. The GCL applies 
in full. Geoff Armstrong, Global Head of Financials, is liaising with the Head 
Offices of the affected banks to advise them of the revised Group policy and 
deal with consequential issues. Geoff will provide an update to Group offices 
who maintain relationships with Cuban banks and he may be approached as 
requi red. 

Relationship Approach 

The revised policy does not represent an automatic exit strategy with regards 
to affected clients. Non-USD business (and for Iran, U-turn exempt 
transactions^ may continue to be undertaken. However, for a number of reasons 
eg. operational simplicity, where the remaining non-USD business is uneconomic 
or where the client concludes they will have to conduct their business with an 
alternative provider, the ultimate outcome may be the closure of certain 
relationships, verbal discussions with affected clients would be preferable. 
Any written correspondence seeking to clarify the Group's revised policy should 
be cleared with local Compliance. 

For Sudan and Cuba, most of our business is conducted in USD and the 
discussions already initiated with the affected banks will dictate the extent 
of our ongoing relationship, Geoff Armstrong’s update will provide further 
guidance on these 2 countries. 

A number of corporate and institutional clients will be impacted by the revised 
policy, in particular those for whom we act as the conduit for USD payments 
into/out of the above countries, we are already aware of certain affected 
clients and dealing with the circumstances as diplomatically as possible. 

Local Compliance should initially be approached for guidance where relationship 
managers become aware of similar situations with the recommended form of 
communication being as outlined above. 6TB colleagues have been alerted to the 
impact of the revised policy and. wherever possible, will liaise with rm’s so 
as consistent a message as possible is being delivered to our client base. 
Please note that any dispensation from the terras of the GCL requires Group 
Compliance concurrence. 


Please note that it is encumbent upon all executives to have a sufficient 
understanding of local and extra-territorial anti-terrorism and crime 
legislation and economic and trade sanctions to ensure that the Group s. 
reputation is protected. 'Front line* relationship managers must be especially 
alert to the full scope of transactions that may, ultimately, lead to a 
Dotertial breach of OFAC sanctions and be aware of latest changes to such laws 
and regulations. For the Utter, it is acknowledged that local Compliance has 
an important role to play, 

As the GCL states, Group offices should contact local Compliance and Legal 
functions in the first instance if you have any questions with regard to the 
Tactical application of the GCL. That said, if you have issues that you think 
ave global applicability for C16 please contact lohn Ross, Senior Manager, 
Global CIS. 
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Mark smith 

chief operating officer 
Global CIB 
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HSBC USA INC., HSBC BANK USA, NA, HSBC NATIONAL BANK USA, and 
HSBC TRUST COMPANY (DELAWARE) NA 
MINUTES OF THE AUDIT COMMITTEE MEETING 
October 24, 2007 

The Audit Committee of the Board of Directors met on October 24, 2007 at 7:30 a.m. in New York City. 
The following persons were present. 

Audit Committee 
Sal H. Alfiero, Chairman 
James H. Cleave 
Richard A. Jalkut 
Peter Kimmelman 

HSBC USA Inc.. HSBC Bank USA. NA. HSBC National Bank USA and HSBC Trust Company 
(DeiawareJ NA 

Paul Lawrence, President & Chief Executive Officer and Head of CIBM North America 
Janet Burak, Senior Executive Vice President, General Counsel & Secretary 
David Dew, Senior Executive Vice President & Chief Operating Officer 
Michael Forde, Associate General Counsel 

Mark Martinelli, Audit Committee Secretary & Executive Vice President, Group Audit USA 
Gerard Mattia, Senior Executive Vice President & Chief Financial Officer 
Patrick Schwartz, Corporate Secretary, HNAH, HBIO & HBUS 
Joseph Simpson, Executive Vice President, Finance 

George Wendler, Senior Executive Vice President, Chief Credit/Risk Officer, HBUS 
KPMG 

Michael Ohlweiler 
John Regan 

Attended For a portion of the meeting 
Martyn Brash, Chief Operating Officer, CIBM 

John DeLuca, Executive Vice President and Deputy Chief Risk Officer, HUSI 

Mark Hershey, Senior Executive Vice President & Chief Credit Officer, CMB & PFS 

Margo Hickrnan, Vice President Corporate Insurance & Risk Management 

Donald Howard, Executive Vice President, Credit Risk Review 

Philip Tremble, Chief Credit Officer, CIBM & Private Banking 

Carolyn Wind, Executive Vice President & Managing Director Compliance/ AML 


Mr. Alfiero called the meeting to order at 7:30 a.m. and Mr. Martinelli recorded the minutes. 


APPROVAL OF MINUTES 

The minutes of the August 6, 2007 Audit Committee meeting and the September 11, 2007 Audit 
Committee teleconference meeting were approved along with the teleconference minutes from the Joint 
Executive & Audit Committee meeting held on September 17, 2007. 
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Redacted 

by 

Permanent Subcommittee 
on Investigations 


HSBC OCC 3516807 
HSBC OCC 3516808 
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Redacted 

by 

Permanent Subcommittee 
on Investigations 


COMPLIANCE/AMf 

Ms. Wind presented the Quarterly Compliance Report. She noted that with respect to the two AML 
MRAs noted in the OCC’s Annual Assessment Report of Examination, Project Teams have been formed 
and good progress is being made against plans and committed target dates. Additionally, Compliance has 
implemented formal tracking and management reporting of all AML related MRAs cited by the OCC 
during 2006/2007. 

Ms. Wind concluded by noting that Compliance continues to experience challenges in recruiting and 
retaining staff citing. Recent turnover in the GIB (Embassy Banking) AML team. Responding to 
Committee questions, Ms. Wind responded that temporary resourcing has been placed in GIB. 
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OPERATIONAL/TECRNOLOGY RISK 

Mr. Dew reported on issues related to the recent GPS implementation. He noted that reconciliation issues 
arising from the GPS implementation are being address^ by additional resourcing. Mr. Dew also stated 
that there have been new duplicate payments in September friat appear to be driven by system issues. 
System fixes will be implemented shortly. Mr. Dew noted that the likelihood of a loss from these items is 
unlikely. Mr. Dew responded to various Committee questions about the GPS issues and the timing of the 
corrective actions. 
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Redacted 

by 

Permanent Subcommittee 
on Investigations 


ALL OTHER BUSIP>IESS 

There being no further business, Mr. Alfiero called the Committee into Executive Session, which was 
partly attended by KPMG. The Executive Session also covered GIB/Embassy Banking, 

Mr. Alfiero adjourned the meeting at 1 1:05 a.m. 


APPROVED: 


Sal H, Alfiero 
Chairman 


7 
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From: LESLEY MiDZAIN/HBUS/HSBC 

Sent: 1/19/2009 6:36:12 PM 

To: DENISE A REtLLY/HBUS/HSBC@HSBC02 

CC: CAMILLUS P HUGHES/HBUS/HSBC@HSBC02:DENIS E O’BRfEN/HBUS/HSBC@HSBC02;RlCHARD 
ANN!CHARiCO/HBUS/HSBC@HSBC02 

Subject: Re: Fw: HBMX Banknotes business - HSBC Mexico Press Release and Q&A 
Thanks Denise! 

We'i! want to make sure ^at we have the right contact points at HSBC dealing 
with regulators/agents. Sounds like we do. 

Look forward to hearing more tomorrow. 

Lesley 


Lesley Midzain 

Executive Vice President & Chief Compliance Officer j HSBC BANK USA, N.A. 
452 5th Ave. 7th FI. 

New York. NY 10018 


Phone 212-525-6410 

Fax 212-525-5769 

Mobile 917-892-4967 

Email Lesiey.Mtdzain@us.hsbc.com 


fuaacted by tbc P«nB8iieiit 

^bcommittee owlBVwttgafieai 


Denise A Reiliy/HBUS/HSBC 
01/19/2009 06:05 PM 


To 

Lesley Midzain/HBUS/HSBC@HSBC02 

CC 

Camilius P Hughes/HBUS/HSBC@HSBC02. Denis E O*brien/HBUS/HSBC@HSBC02, Richard 
Annicharico/HBUS/HSBC@HSBC02 
Subject 

Re: Fw: HBMX Banknotes business - HSBC Mexico Press Release and Q&A 


Lesley, 

A meeting was held last week with Gyanen Kumar, Denis O’Brien, Richie 
Annicharico, Dan Jack and an agent from ICE (US Immigration & Customs 
Enforcement) which falls under the Dept of Homeland Security. I believe this 
is the same meeting refemed to by Gyanen in the correspondence below. A 
fbllow-up meeting was agreed to post-Gyanen's trip to Mexico and it is set for 
this Wednesday. Denis, Ridiie and I also had a fbllow^jp conversation on 
Thursday with Rita Gonzalez who is the FI relationship manager. Cam has been 
verbally updated on the conversations and all indivriduals have a copy of the 
press release. 

We will review the details of the conversations with you tomonx>w morning. 
Denise 
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Denise A Reiiiy 
SVP Compliance 
7th Floor 

452 5th Ave, NY 10018 


Phone. 

Mobile. 

Email, 


212-525-2606 

denise.a,rei!ly@us.hsbc.com 


Lesley Midzain/HBUS/HSBC 
01/19/2009 04:44 PM 

To 

Camillus P Hughes/HBUS/HSBC@HSBC02. Denis E O'brien/HBUS/HSBC@HSBC02 
oc 

denise a reilty 
Subject 

Fw: HBMX Banknotes business - HSBC Mexico Press Release and Q&A 


Cam or Denis, 

Any other context that you've heard on this? We need to assess what 
regulators' concems/views might be and provide guidance to fl^ose who might 
receive such inquiries. 

Also the bottom of the chain suggests that we exited two BN relationships in 
relation to this (although maintained them on PCM side). 

1 also have an email with the HBMX press release and related information, so 
will send that also. 


We can discuss Tuesday. 


Lesley Midzain 

Executive Vice President & Chief Compliance Officer | HSBC B^K USA, N.A. 
452 5th Ave. 7th FI, 

New York. NY 10018 




Phone 212-525-6410 

■ ■ 1 II ■ Redacted by the Permanent 

Snbeomroittee on Invcstigationi 


Mobile 

Email Lesiey.Midzajn@us.hsbc.com 


- Forwarded by Lesley Midzain/HBUS/HSBC on 01/19/2009 04:40 PM — 


Janet L Burak/HBUS/HSBC 
01/16/2009 05:46 PM 
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(0 

Chris P DAV1ES/HBUS/HSBC@HSBC02 
cc 

Juanita Gutiefrez/HBUS/HSBC@HSBC02.J Denis OTooie/HBUS/HSBC®HSBC02, Lesley 
Midzain/HBUS/HSBC@HSBC02 
Subject 

Re: HBMX Banknotes business - HSBC Mexico Press Release and Q&A 


Chris, 

Thank you for this information. I have copied Lesley Midzain on tfiis email, as 
Compliance would deal with FinCen, and we need to make sure nothing is done 
which may jeopardize US relationships there. 

Have a great weekend! 

Best regards, 

Janet 


— Original Message 

From: Chris P DAVIES 
Sent: 01/16/2009 09:57 AM CST 
To; Janet Burak 

Cc; Juanita Gutierrez; J Denis OToole 

Subject; Fw: HBMX Banknotes business - HSBC Mexico Press Release and Q&A 
Janet: 

As disc'd at Exco, please note re HBMX cash deciaon - attached is frie HBMX 
press release. 

This is for interna! info only, and any agency interest we get should be routed 
to Juanita, who can direct onwards to HBMX for comment. 

Rgds 

Christopher P. Davies 
SEVP , 

Head of Commercial Banking North America 

HSBC Bank USA, NA 

452 5th Avenue, T-4 

New York, NY 10018 

212-525-3900 

— Forwarded by Chris P DAVIES/HBUS/HSBCon 01/16/2009 10:54 AM — 

Juanita Gutiemez/HBUS/HSBC 
01/13/2009 05:38 PM 

To 

Chris P DAViESririBUS/HSBC@HSBC02 
cc 

Christopher Lok/HBUS/HSBC@HSBC02, Gyanen Kumar/HBUS/HSBC@HSBC02, Michael B 
Gallagher/HBUS/HSBC@HSBC02, Paul J LAWRENCE/HBUS/HSBC@HSBC02, Diane Soucy 
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Bergan/HBUS/HSBC@HSBC02, J Denis OToole/HBUS/HSBC@HSBC02 
Subject 

HBMX Banknotes business - HSBC Mexico Press Release and Q&A 


Chris - 

Attached please find; (1) the English language (unoflidal translation /for 
internal use only), (2) Spanish Language press release and (3) English language 
Q&A. These documents have been shared with us by Roy Caple, head of HSBC public 
relations for Latin American and the Caribbean. This v^l assist in guiding 
any conversations with FINCEN. 

I would suggest that tiie appropriate person in our banknotes busmess reach out 
to Denis O'Toole’s office to ensure government affairs provides proper guidance 
in responding to inquiries related to this tofHc from U.S. governmental / 
regulatory bodies based on the attached intbrrT^tion. I have copied Denis on 
friis e-mail traffic for his information. 

I hope this information is helpful. Additionally, I have included the contact 
information for Roy Caple in case government affairs and/or our banknotes 
executives would like to have an additional conversation direclSy vsith Roy 
related to this matter, rgds, 


[attachment ’'MexDoilarUnofficialReleaseEnglish.doc.zip" deleted by Janet L 
Burak/HBUS/HSBC] 

[attachment '’MexicoDollarReiease.doc.zip'’ deleted by Janet L Burak/HBUS/HSBC] 
[attachment "MexQ&AEnglish.doc.zip" deleted by Janet L Burak/HBUS/HSBC] 

Roy Caple 

Director Ejecutivo de Asuntos Publicos 
Head of Public Affairs 

HSBC Mexico. Latin America and the Caribbean 

Paseo de la Reforma 347 Of 21 

Col. CuaCihtemoc 

Mexico. D.F. 06600 

Tel (52-55) 5721-6060 


Regards, 

Juanita Gutierrez 

Dir. Public Relations | HSBC Bank USA, NA 
452 Fifth Avenue, 1 3th Floor 
New York, New York 1 001 8 


Phone. 212-525-6282 
Fax. 212-525-6875 


Mobile. 

Email. 


juanita.gutierrez@us.hsbc.com 


« Redacted by the Permanent 
Subcommittee on Investigations 
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Chris P DAVIES/HBUS/HSBC 
01/12/2009 07:14 PM 

To 

Gyanen Kumar/HBUS/HSBC@HSBC02@HSBC 
cc 

Christopher Lok/HBUS/HSBC@HSBC02, Micha^ B Gailagher/HBUS/HSBC@HSBC02, Paul J 
1J\WRENCE/HBUS/HSBC@HSBC02, "Samantha Roman" <samantha-roman@us.hsbc.com>, 

"Juanita Gutierrez" <juanita.gutierrez@us.hsbc.com> 

Subject 

Re: HBMX Banknotes business 


Thanks gyanen. Who is fincen? 

The dedsion on retail actiwty was one taken by hbmx alone and we will need to 
liaise vrith them on phrasing a reactive statement in that regard. 

Hbmx’s decision should not be linked with our (tfobal banknotes) stance on 
wsale business with any particular counterparties who happen to be in mx. 

Juanita - pse see me early tomorrow so we can work on this with the banknotes 
team and hbmx. 

Gyanen/ chris ! - please do not discuss externally until we have spoken. 

Rgds 


Original Message — 

From: Gyanen Kumar 

Sent: 01/12/2009 05:46 PM EST 

To: Chris P DAVIES 

Cc: Christopher Lok; Michael Gallagher; Paul J LAWRENCE 
Subject; Re: HBMX Banknotes business 
Chris, 

This is FYt. 

I received a call from FINCEN seeking clarification on HBMX’s change in USD 
banknote acceptance policy and how It affects our banknote business. FINCEN 
mentioned that Federal Reserve Bank of New York (FRBNY) was also curious about 
this announcement. 

I know that FRBNY is quite sensitive to USD banknote activity in various 
markets. I would not be surprised if the FRBNY puts a call into someone at HBUS 
seeldng clarification about HBMX's policy change towards USD banknotes in 
Mexico. In light of North American Free Trade ^reement, we should be prepared 
with an explanation if we get a call from FRBNY. HBMX cites cost as the main 
reason for this policy change. 


Regards, 
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Gyanen Kumar 
212 525 2833 


Christopher Lok/HBUS/HSBC@HSBCa2 
01/07/2009 11:49 AM 

To 

Chris P DAViES/HBUS/HSBC@HSBC 
cc 

Michael B Gallagher/HBUS/HSBC@HSBC02. Paul J LAWRENCE/HBUS/HSBC@HSBC02. Gyanen 
Kumar/HBUS/HSBC@HSBCAMERiCAS 
Subject 

Re: HBMX Banknotes business 


Chris 

Noted. Gyanen Kumar is visiting Mexico next week & will be speaking to HBMX. 
Afterwards Gyanen will be speaking to the t>«o counterparts. 

Chris 


Chris P DAVIES/HBUS/HSBC 
01/07/2009 11:44 AM 

To 

Christopher Lok/HBUS/HSBC@HSBC02 
cc 

Michael B Gallagher/HBUS/HSBC@HSBC02. Paul J LAWRENCE/HBUS/HSBC@HSBC02 
Subject 

HBMX Banknotes business 


Chris: 

We discussed the above last week. I have now spoken with HBMX and GBM Americas 
FIG and it is appropriate that we discontinue our Banknotes acfivities with the 
2 names concerned. Please proceed to disengage in an orderiy manner and brief 
HBMX (Mario Langarica) on next steps. 

We are to continue our PCM activities and I have discussed separately with 
Michael. 

Regards, 

Christopher P. Davies 
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SEVP 

Head of Commercia! Banking Nortii America 

HSBC Bank USA, NA 

452 Avenue, T-4 

New York, NY 10018 

212-525-3900 
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^ HNAH AML Program Review 

► Current HNAH AML Environment 

- AML Risk Profile 

- HNAH Regulatory AML Environment 

- External Regulatory AML Environment 

► AML Director’s Initial Observations 

► 2010 Plans 


NOTE: SAR Metrics provided in “HNAH Risk Dashboard - 
Supplementary Metric and Reporting Package” 




Reslrtcladfof company i 
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HNAH Regulatory AML Environment 



Previous BSA/AML Enforcement Action (APR03 - FEB06) 
OFAC Cautionary Letters (OCT08, JUN09, DEC09) 

OFAC Pre-Penalty Notice (MAY09) 

60+ MRAs issued since '06, 3 still outstanding 

GTB combined Exam/Investigation by OCC, FRB, DOJ, AUSA 

Increased focus on affiliate risks and transactions 


FRB Governance 
Target Review 


DOJ /AUSA 
investigations 


Multi-regulator 
GTB Exam 


OFAC Pre- 
Penaity Notice 


5 OFAC 

Cautionary Letters 


60 MRAs Cited by OCC - 3 Stilt Outstanding 


Enforcement Action 
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Restricted for a 
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^ External Regulatory AML Environment 



^TediTSuisse Hit / 
with $536 Million ^ 
OFAC violati ons I 

AmEx Forfeits 
Million in Deferred 
Prosecution for BSA 
Violations 


► Recent BSA/AML/OFAC civil money penalties from $10 to 

$536 million 

► BSA/AML programs increasingly subject to criminal 
penalties- Approximately 8 DOJ Deferred Prosecution 
Agreements (DPAs) issued since 2001 

► BSA/AML enforcement actions increasing 
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^ AML Director's Initial Observations 


General Concerns 

► HNAH - High AML Risk 
profile 

► Risks for the Bank; 

- Reputational 

- Financial 

- Compliance 

- Legal 

► Risk Assessment Process not 
driving risk-based AML program 

- Systems and Controls 

- Training 

- Audit 

► “Event” and regulatory- 
driven approach to issues 
management 




Key Concerns 

► Systems and Controls 

- inconsistent with AML risk profile 

► Resources 

- insufficient vs current risks and 
volumes 

- Temps performing permanent roles 

- Key-man risk 

► Backlogs in SAS, Retail, PCM & 
GTB 

► Increasing regulatory scrutiny and 
actions 
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^ 2010 Plan 


► Refine and enhance AML Risk Assessment - Drives AML program 

► Enhance systems and controls to match risk profile - Be more proactive and risk- 
based 

► Expand risk-based AML training and communication 

► Norkom impiementation (GIB, PFS, Correspondent) 

► Further integrate and centralize AML program across all FINAH 

- Build AML Office 

- Build Financial Intelligence Unit 

► Continuously assess resource needs based on: 

- Business growth 

- AML risks 

- Process and system improvements 


Resiricted lor company use only 
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From; SUSAN HOGGARTH/HBUS/HSBC 

Sent: 2/9/2006 4:30:08 PM 

To: PHILIP MUSACCHIO/HBUS/HSBC@HSBC 

CC: JEFF CLOUS/HBUS/HSBC@HSBC;TERESA PESCE/HBUS/HSBC@HSBC;TERRY 

WESTREN/HBUS/HSBC@HSBC 

Subject; Re: Bearer Shares - More Info 

Phi! 

During the exam, the OCC was very specific on their requirements (and that they 
were making this a requirement across the board). ! don't see them accepting 
this approach, in particular when they specificaity advised us ttiat the 
beneficial ownership letters were not adequate. 

f will have a conversation with the examiner, but frfease dont have any 
expectations that the position wit) change. 


Susan Hoggarth, SVP 

Chief AML Officer, Private Bank Americas 

HSBC USA inc. 

452 Fifth Avenue, New York, NY 
Telephone: 212-525-6447 Fax: 212-642-1809 


Philip Musacchio/HBUS/HSBC 
02/09/06 04:07 PM 

To 

Susan Hoggarth/HBUS/HSBC@HSBC 
cc 

Jeff Clous/HBUS/HSBC@HSBC, Teresa Pesce/HBUS/HSBC@HSBC, Terry 
Westren/HBUS/HSBC@HSBC 
Subject 

Re: Bearer Shares - More Info 


Yes but I was assuming you would speak to the OCC and share the Information 
that Jeff has revealed and agree the same approach with them. 

Regards, 

Phil M. 


Philip J Musacchio 
Private Bank Americas 
Phone; 212-525-3289 
Fax: 212-525-6997 

e-maii; philip.musacchio@hsbcpb.com 
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Susan Hoggarth/HBUS/HSBC 
02/09/06 04:04 PM 

To 

Philip Musacchio/HBUS/HSBC@HSBC 
cc 

Jeff Clous/HBUS/HSBC@HSBC, Teny Wes1ren/HBUS/HSBC@HSBC, Teresa 
Pesce/HBUS/HSBC@HSBC 
Subject 

Re: Bearer Shares - More info 


Phil 

That may work for Miami, but rt woni work for frie OCCin NY and California. 
The OCC has specifically advised us that the Beneficial Ownership letters are 
not sufficient. We have been advised that foe shares need to be held either by 
ourselves or an accepted third party. 


Sue 


Susan Hoggarfo, SVP 

Chief M/IL Officer, Private Bank Americas 

HSBC USA Inc. 

452 Fifth Avenue, New York, NY 
Telephone: 212-525-6447 Fax: 212-642-1809 


Philip Musacchio/HBUS/HSBC 
02/09/06 03:14 PM 

To 

Jeff Clous/HBUS/HSBC@HSBC 
cc 

Susan Hoggarth/HBUS/HSBC@HSBC. Terry Westren/HBUS/HSBC 
Subject 

Re: Bearer Shares - More info 


This is a much better and reasonable approach which we prefer to adopt. Now it 
is just a matter of finding a home for foe bearer shares. 

Regards, 

Phil M, 
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Philip J Musacchio 
Private Bank Americas 
Phone; 212-525-3289 
Fax: 212-525-6997 

e-mail; philip.musacchio@hsbcpb.com 


Jeff Clous/HBUS/HSBC 
02/09/06 01:51 PM 

To 

Terry Westren, Philip Musacchio/HBUS/HSBC@HSBC. Susan Hoggarth/HBUS/HSBC@HSBC 
cc 

Subject 

Bearer Shares - More Info 


A local law firm in Miami has researched ttie issue of "custody" of Bearer 
Shares with ttie Federal Reserve Bank of Atlanta and they expect management of a 
bank maintaining Bearer Share Accounts to conduct a risk assessment of the bank’ 
s Bearer Share Account client base and to assign risk classifications to each 
Bearer Share Account and to implement appropriate activity monitoring 
procedures based upon the results of the risk analysis. In addihon, Federal 
Reserve Bank of Atlanta expects implementation of one of the following two 
procedures: 

placement of bearer shares in custody or safe keeping pursuant to an 
arrangement that will prevent transfer without notification of the bank 
maintaining the Bearer Share Account, or 

periodic certificatjon by the beneficial owners of the Bearer Share Accounts 
ttiat ownership has not changed, the frequency of which maybe based upon the 
bank’s risk assessments of the Bearer Share Accounts. 

Regards, 

Jeff Clous, SVP 
IPB Operations 

1441 Brickell Avenue, 16th floor, Miami, Rorida 33131 
(305) 539-481 0 (Phone) (305) 374 6466 (Fax) 
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From; TERESA PESCE/HBUS/HSBC 

Sent; 4/18/2006 10;27;50 AM 

To; SUSAN A WR!GHT/HGHQ/HSBC@HSBC 

CC: 

Subject; Re: Al Rajhi 

It still makes me nervous. Alan has gone out to Steve AHen Iwmore KYC/EDD, 


Teresa A. Pesce 
EVP/Managing Director 
Anti-Money Laundering Compliance 
HSBC North America Holdings 
452 Fifth Avenue 
New York, NY 10018 
ph-(212) 525-6099 
fax- (212) 525-5769 


Susan A WRIGHT/HGHQ/HSBC 
Sent by: Ana T NUNN 
04/18/2006 10;32 AM 

To 

Teresa Pesce/HBUS/HSBC@HSBCAMERICAS, Alan T Ketley/HBUS/HSBC@HSBC 

CC 

Subject 
Al Rajhi 


i just wondered what the position is with regard to the possibility of a Bank 
Note relationship in London with the above. Alan you mentioned tt^is when t was 
in New York. 


Regards Susan Wright 
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From: ANNE LIDDY/HBUSyHSBC 

Sent: 9/11/2006 4:02:57 PM 

To: TERESA PESCE/HBUS/HSBC@HSBC 

Subject: Fw: HBME Wire payment USD 586.00 0RAN*Bank Saderat) - Reject & Report to OFAC 

Fyi - we rcvd a payment this morning frorr Dubai involving Bank Saderat so 
Elizabeth and Grace reached out to OFAC for guidance. 


From; Elizabeth Protomastro 
Sent; 09/11/2006 01:18 PM 
To: Lionel Payan 

Cc: Dubai Special Payment TEAM; Ian EDEN; Gary BOON; Harsha ARUKGODA; Kersi 
PATEL; Siamak AL-KHAJA; Jairaj VITTAL; Shahnaz Amin ABDULHAQ; Anne Lid(^; Grace 
C Sanfago-Darvish; Donald McPherson; Nancy Hedges; Andrew Drolet; Jose Matias 
Subject: HBME Wire payment USD 586.00 (IRAN-Bank Saderat) - Reject & Report 
to OFAC 

We have been instructed by Dan, OFAC, Oiatthe following payment must be 
rejected under in compliance witii sanctions against Iran due to the involvement 
of Bank Saderat. Per the new amendment to the Iran sanctions, even u-turn 
payments involving Bank Saderat must be rejected. 


Thank you. 



USD 586.00 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSB05229851 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 4844209 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00402 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




1497 


From; MICHAEL ELLIS/HBUS/HSBC 

Sent: 3/19/2007 2:08:53 PM 

To; RICHARD ANN!CHARICO/HBUS/HSBC@HSBC 

CC: 

Subject: Fw: Report of Findings -Ai Rajhi Banking & Investment Corp. - F!G 


Mictiael Eliis 

Manager, AVP - Financial Intelligence Group 

Investigative Control & Reporting Office 

452 5th Avenue, Tower 7 

New York, NY 10018 

Telephone; (212) 525-8931 

Fax; (212) 525-5769 

Mail Code; 31 

— Forwarded by Michael Eilis/HBUS/HSBC on 03/19/2007 03:04 PM ~ 
FIG HBUS on 24 Oct 2006 16:52 
Note 

24 Oct 2006 16:52 

From: FIG HBUS Tel; 

Title: Location: 

WorkGroup; Mail Size: 1273825 

Sent by: Michael Ellis 

To: Gordon BROWN/iBEU/HSBC@HS8C 

cc; Susan SALAS/IBEU/HSBC@HSBC 
Daniel Jack/HBUS/HSBC@HS8C 
Alan T Ket!ey/HBUS/HSBC@HSBC 
Andrew Ri 2 kalia/HBUS/HSBC@HSBC 
Gloria Strazza/HBUS/HSBC@HSBC 
Teresa Pesce/HBUS/HSBC@HSBC 
FIG HBUS@HSBC 

Subject: Report of Findings - Al Rajhi Banking & Investment Corp. - FIG 


Gordon, 

Please find below our updated Report of Findings on Al Rajhi Banking & 
Investment Corp., along with prior related Reports of Findings and 
correspondence. We note that as per the correspondence included below, in 
August 2005 Terry Pesce had dted regulatory scrutiny of account relationships 
involving Al-Rajhi entities. We have therefore copied her on this updated 
report and recommend that you discuss any potential reactivation of a banknotes 
relationship with A! Rajhi Banking & Investment Corp. with her and Alan Ketley, 
prior to any such reactivation. 

Please let me know if you have any questions regarding this report. 

Thank you, 

Michael Eliis 

Manager, AVP - Financial Intelligence Group 
Investigative Control & Reporting Office 
452 5th Avenue, Tower 7 
New York, NY 10018 
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CONFIDENTIAL 

*** FOR INFORMATIONAL PURPOSES ONLY *** 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS (UPDATE) 

Research as of: 10/16/06 

INVESTIGATOR; Michael Cohen 

SUBJECT: Al Rajhi Banking and Investment Corp. (Al Rafii Bank) 

ENTITIES: Al Rajhi Banldng and Investment Corp. (Al Rajhi Bank) 

REQUESTOR: Gordon Brown 
DEPARTMENT; Banknotes 

An updated Report of Findings in support of Enhanced Due Diligence was 
conducted for the Al Rajhi Banking and Investment Corp. This is an update to 
previous reports prepared for this bank on 12/04 and 10/03, whidi are also 
provided below for your reference. Only items impacting adversely on money 
laundering, terrorist financing or other substantive CTiminal activity concerns 
will be detailed In this updated report. 

We have also attached below reports on a summary investigation that we had 
previously conducted regarding 9/1 1 related litigation. Al-Rajhi Banking and 
investment Corp. and several members of the Al-Rajhi femily were named as 
defendants in this litigation, thus we are providing this summary for your 
reference. In addition, we have provided previous related Reports of Findings 
on Al Rajhi Commercial Foreign Exchange and W Rajhi Trading Establishment from 
July and April 2005 respectively. 

UPDATE: 

AJ Rajhi Banking and Investment Corp. (Al Rajlii Bank) 

Most Current Ownership Breakdown Found: 

Partners of the ARCCEC the predecessor (52%) 

Public (41%) 

New Founders of the Bank (5%) 

Employee's Fund (2%) 

(Bankers' Almanac, Date Accessed: 10/16/06) 

No further information was found in our ordinary sources identifying the 
specific names of the individuals who make up the aforementioned shareholding 
entities. 

Most Current List of Top Executives Found: 

Sulaiman Bin Adutaziz Al Rajhi, Chairman and Managing Director 
Abdullah Sulaiman Al Rajhi, Chief Executive Officer 

Fahad Abdullah Al Rajhi, General Manager, Treasury and Financial Institutions 

Cassim Docrat, AGM Head, Financial Institutions 

Syed Maqbul Qader, General Manager, Corporate Group 
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Rizwan Shakor, General Manager, Finance Group 

Kishore Dash, General Manager, investment & P[1vate Banking 

Anand Anchan, AGM Treasurer, Treasury Department 

Isamail Odeah, Head of Compliance 

Saeed Mohd A1 Ghamdi, General Manager, Retail Banidng 

(Bankers’ Almanac, Date Accessed: 10^16/06) 

The following list of executives was found on a Dun & Bradstreet Business 
information Report: 

Suliman Bin Abdulaziz Al Rajhi, Chief Executive and Managing Director 
Saleh Bin Abdulaziz Al Rajhi, Chairman 
Ahmed Al Hosan, Director 

Abdullah Ai Suliman Bin Abdulaziz A) Rajhi, Geno^l Manager 

Fahad Abdullah Al Rajhi, Manager 

Salah Abdullah Abdulkhaii, Deputy General Manager 

Abdulrahman Bin Oghail, Deputy General Manager 

Saleh Al Shaity, Branch Manager 

Nassar Bin Mohammed Al Subaiy, Deputy General Manager 
Ismail Hussein, Officer 

(Dun & Bradstreet Business Information Report, Load Date; 8/24/06) 

A website for the bank lists the following individuals amongst its board of 
directors. World-Check also confirms their positions as follows: 

Saleh Abdul Aziz Al Rajhi, Director 
Saeed Omer Qasim Alesayi, Director 
Salah Alt Aba Al Khail, Director 
Mohamed Abdullah AJ Rajhi, Director 
Naser Mohammed Al Subai’y, Director 
Mohammed Osman Al Bishar, Director 
Sulaiman Saleh Al Rajhi, Director 
Mohammed Ibrahim Alissa, Director 
Mohammed Abdul /\ziz Al Rajhi. Director 
Ali Mohamed Al Rajhi, Director 
Abdullah Abdul Aziz Al Rajhi, Director 
Abdullah Yahya Al Mouaiiimi. Director 
Ali Ahmed Al Shudy, Director 
(Worid'Check, Date Accessed: 10/16/06) 

Notable Information Regarding the Financial Institution, its Ownership or its 
Top Executives. Subsequent to the Previous Report of Rrtdings: 

It was recently reported that Al Rajhi Banking and investment Corporation 
changed their name to Al Ra^t Bank. The change took place in order to upgrade 
their brand identity while paving the way for regional and internationat 
expansion (“Middle East Company News Wire," Load Date: 10/16/06). 
Specifically, the bank has a license to operate in Malyasia and has announced 
plans to open dozens of branches there (“The Banker,” 9/1/06). 

It was reported that dvii suits were brought in U.S. District Court on behalf 
of victims of tile Sept. 11, 2001 attacks against many Saudi Arabian financial 
institutions for having involvement in terrorist financing. A U.S. District 
Court judge overseeing the lawsuits, dismissed Saudi Arabia and Al Rajhi 
Banking and investment Corp., amongst others, as defendant’s in six civil 
lawsuits accusing it of providing "massive” financial and logistical support 
to the /kl-Qaeda network (www.aijazeera.com. on World-Check, Date Accessed: 
1/1 9/05). Please see the below attached summaries of 9/1 1 related litigation 
for further details on AI Rajhi Banking and Investment Corp.'s involvement in 
such litigation. 
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Sulaiman Abulaziz Al Rajhi, the bank’s CStairman and Managing Krector, is 
listed under the “terrorism" category on Vyortd-Check. The r^ort says that he, 
“financially supports terrorism and ite main contributors" (World-Check, Date 
Accessed: 10/16/06), Details of Sulaiman Abula^ W Rajhi’s alleged links to 
terrorist financing are included in the prior Report of Findings from 10/2003, 
which is attached below for your reference. 

it was also reported by World-Check that W)duBah Abdui Aaz AJ Rajhi (a member 
of Al Rajhi Bank's Board of Directors as per the bank's own website and 
World-Check) is a Politically Exposed Person (PEP) because of his political 
involvement as a member in the Northern Borders Rx)\flncial Council (World-Check 
, Date Accessed; 1 0/1 6/06). No further, specific information could be found in 
our ordinary sources that would confirm ac detail Abdullah /U)dul Aziz Al Rajhi’ 
s membership in a political party, therefore, you may wish to darily this 
matter with the client. 

No additional information impacting adversely on money iaundering, terrorist 
financing or other criminal activity concerns was found subsequent to the 
previous Reports of Findings. 

Information Found Regarding this Financial Institution, its Ownership or its 
Top Executives that Warrants SCC Consideration: 

According to its KYC profile, Al Rajhi Banking and Investment Corp. is 
classified as a SCC type 2 - Connected Entity. 

*** Should you find any discrepancies between the ownership and/or executives 
named irr this report and those named in your current, up-to-date KYC 
information, please let us know so that we may check any differing names for 
items impacting adversely on money iaundering, terrorist financing or other 
substantive CTiminal activity concerns. 

This report is confidential and is intended solely for the use of the HSBC 
business to which it is addressed and those who need to know the information 
pursuant to that business' internal procedures. This report is not to be 
disseminated to any other person or entity. Our investigative fmdings are, in 
part, based upon information available to us through a variety of third-party 
providers at the time our search is performed. While every attempt is made to 
find ail substantive information, we make no representation ftatthe 
information provided to, or gathered by, us is complete. This is not a credit 
report and should not be used as a credit report. The information contained 
herein is intended as a supplement to the Know Your Customer information 
gatiiered by the HSBC business unit and may no! be considered when determining 
the creditworthiness of One customer (see Regulation B, 12 CFR 202.7). 


Please feel free to contact me with any questions. 
Sincerely, 

Michael Cohen 

Financial Intelligence Group (FIG) 


Note 

10 Aug 2005 12:12 
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WorkGroup: COMP/ANTl-MONEY LAUNDERING . ' Mail Size: ri64 


To: Susan SALAS/lBEU/HSBC@HSBe 

cc; Michael E!iis/HBUS/HSBC@HSBC 

Gloria Strazza/HBUS/HSBC@HSBC 

Sally G LOMAS/HBMD/HSBCMERtDiAN@HSBC 

Daniel JacWHBUS/HSBC@HSBC 

Subject; Report of Findings - Al-Rajhi Banking & Investment Cwp. - FIG 


CONFIDENTIAL 

FOR INFORMATIONAL PURPOSES ONLY 


FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS 

SUBJECT: Al-Rajhi Banking & investment Cwporation 
ENTITIES; Al-Rajhi Banking & Investment Corporation 


-- Redacted by the Permanent 
SnbcommHtee on Investigations 


REQUESTOR: Sally Lomas 
DEPARMENT: Banknotes 


ACCOUNTS; W-Rajhi Banking & Investment Corporation (Reference # 


An enhanced due diligence vras conducted on Al-Rajhi Banking & Investment 
Corporation. A report of findings was sent on this company in May 2004. The 
objective of this report is to procure additional information subsequent to the 
filing date of the initial report. 


Al-Rajhi Banking & investment Corporation; 


in 2004, Al-Rajhi Banking & Investment Corporation (ARAJ) filed a suit against 
the Wail Street Journal (WSJ). ARAJ alleges lhat the WSJ defamed the bank by 
accusing ft of supporting of terrorism in article published on 2/6/02. After 
30 months of active litigation, a settlement was reached, leading to the paper 
publishing a “ciarification" and a letter from AJ-RaJhi’s chief executive. The 
clarification basically states that the article published by WSJ did not intend 
to imply an allegation that ARAJ supported terrorist activity, or had engaged 
in the financing of terrorism. 


Under the terms of that settlement the WSJ paid no damages, nor was any order 
made prohibiting the paper from repeating the same allegations in the future. 

In all, no charges stemming from the aforementioned article have been levied 
against ARAJ. Therefore, no substantially adverse information, subsequent to 
the previous report provided for this company, vras found regarding ARAJ. 

If you have any questions, feel free to contact the undersigned. 

Sincerely, 

Steven Pichardo 
Financial Investigator (FIG) 
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From; demise a REILLY/HBUS/HSBC^*^^”®^^^ 006572S.txt 
sent: 8/29/2001 6:23:49 PM 

To: ALAN WILKINSON/HD KTV ASP/HBAP/HSB^HS8C:QUENTIN R AYLWARD/MORK/ucBrfljcpi/- 

30HN L RICHAROS/HSBL/HSBCAPAC®HSBC 
Subject: Bank Melll 

Iho document reflects the procedures that have been develooed with 

Septerbar) .e will b« Beating with the ni rector of 

poa|iC 4 “a^? p ;s;g - to^s??^.xr;"VSL?i'^p';^^„1s„''?fr"5ir'' 

an be contarte? availability and a number where 


Attachment: Melli.doc.zlp 


Page 1 
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tJ-TURN PAYAfENT PROCESSING FOR BANK MELLI VIA HBEU 

HBUS will process payments &r BaokMelfi as the originator of transactions via 
HBEU. . will app^. as trwsartipris' Will be 

subject to OFAC review on the ^ paynwnt systcnv 

Assmnpttops; 


• A'separate processing accoui^ will be established under the name of 'HBEU 
Special Account” an HBUS books. Onfy Bank Melli originated transactions 
will pass through this account. 

• Additionally, the account aumber of “HBEU Special Account" will be entered 
into the OF AC fitter as a ”tok«i“ so that every transaction &)i this account 
will be stopped in the OPAC queue for review and approval before 
processing. 

• HBUS will be reimbursed for 3 FTE to be hired due to extra fsroccss burden of 
OF AC review for an estimated 400 transactions a day (methodology and 
pricing to be established). 

• The “U-Tum” transactions will be foimaacd in accordance with SWIFT 
Mr202 standards and will include BaiA Melli as the originator as noted 
below: 


STEP1: 

Bank Melli sends an MT202 to HBEU to debit their account and makea U.S. payment with fiil details: 


Ortginator'e Bank: 
Debit Party: 

Credit Party: 
Intsmiediary Bank: 
Beneficiary Bank: 


Beneficiary: 

Reference: 


BankMelU 

Bank MeOrs account with HBEU 
HBEtfs rasslro aixounl Mth HBUS 
any U.S. bank via Fedwlre / CHIPS 
any forego bank which is not Iranian, not 
HBEU and not a foreign branch of a U.S. 
bank 

party Bank Melli ia remitUng funds to 
(optional) 


STEP 2: 

HBEU sends an MT202 to HSUS to debll HBEU's account wlfo HBUS: 


Originator's Bank: 
Debit Party: 

Credit Party: 
Infemtadiary Bank 
Beneficiary Bank: 


Beneficiary: 

Reference: 


Bank Melli 

HBEU's nostro account with HBUS 
arty U.S. bank via fedMtre/ CHIPS 
(not applicable) 

any foreign bank which Is not Iranian, not 
HBEU end not a fex^gn branch of a U S. 
bank 

party B^K Melli Is remitting funds to 
(optlonaO 
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QFAC Filter Revigw Process : 

1. Uponrccc^tofinstnictiDns from HBEU, payment wU be executed m STP (straight 
thiough processing) or repair. If repair, any required corrections will be done in 
accordance with standard operating procedure. 

2. Payment will he stopped in the EP OFACRlter for manual review, There will be 
two reviews and two ^jffovals required before tile payment can be processed, as 
described in items (3) and (4). 


3. The &5t reviewer will examine the payment for compliance with tis *'U-luca” 
exception under the Iranian Transactions Regulations, i.e., the wire transfer must be; 

(1) By a foreign bank which is not an Iranian entity 

(2) From its own account at a domestic hank 

(3) To an account held by a domestic bank 

(4) For a second foreign bank which is not an Iranian entity. 

4. If the first reviewer confirms p^ment is not prohibited by OFAC sanctions, i.e., 

it is pennitted under the 'TJ-tum" exertion to the Iranian Transactions Regulations, 
the payment will he released to bo verified by the second reviewer. If the reviewer 
determines that payment docs not meet the U-turn requirement, it will be rejected 
back to HBEU in accordance with the Iranian Tiansactions Regulations and reported 
to OFAC as required. 

5. If the second reviewer verifies and confirms that the payment meets the U-tum 
exception, be/she will release the paymcnl for final processing via Book Transfer, 
CHIPS, or Fedwire. If the second reviewer detennines that the payment does not 
meet with criteria for a U-tum excqitioii, it wiS be rqected back to HBEU in 
accordance with the Iranian Transactions Regulations and reported to OFAC as 
required. 


2 
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HSBC-OCC_E 0ig6444.txt 
From: alan p williamson/hbus/hsbc 
Sent: 8/28/2007 5:28:08 PM 

To: CHARLES G DHLBUSTO/HBUS/HSBC@HSBC:ALAN T KETLEY/HBUS/HSBC@HSBC:CHRIS P 
DAVIES/HBUS/HSBC0HSBC; 

CHRISTINE B joosten/hbus/hsbc@hsbc:mxchael B gallagher/hbus/hsbc®hsbc 
cc: 

subject: Re: Fw: Addressing negative information 
Michael, Charlie 

Thanks for including me in this dialogue. Can we also include the burden on 
compliance and business which comes out of the monitoring process? I believe 
if that could be made more focussed it would free resources required to get the 
cycle time down and reduce our regulatory exposure. 

Alan Williamson 


Charles G Del Busto/HBUS/HSBC 
08/28/2007 06:18 PM 

To 

Michael B Gallagher/HBUS/HSBC@HSBC 
cc 

Alan T K€tley/HBUS/HSBC@HSBC, "Alan Williamson" 
<alan.p.williamson@us.hsbc.cofn>, Chris P davies/hbus/hSBC@H 5BC, Christine B 
JOOSten/HBUS/HSBC@HSBC 

subject 

Re: Fw: Addressing negative information 


Comments on timing below 

Charles del Busto 
Global Transaction Banking 
CT) 302 327 2100 
(F) 302 327 2128 


Michael B Gallagher/HBUS/HSBC 
08/28/2007 04:43 PM 


TO 

Alan T Ketley/HBUS/HS8C@HSBC, Charles G oelBusto/HBUS/HSBC 
cc 

"Alan Williamson" <alan.p.winiamson®us.hsbc.com>, Chris P 
DAVIES/HBUS/HSBC®HSBC, Christine B 3oosten/HBUS/HSBC®HSBC 
Subject 

Re: Fw: Addressing negative informationUnk 


Page 1 
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HSBC-OCCL_E 0196444.txt 


Alan, please see below 

Charlie, please confirm what have written below is correct 

Michael b. Gallagher 
Executive vice President 
Global Transaction Banking 
452 5th Avenue 
New York, NY 10018 
Tel: 212-525-5680 


Alan T Ketley/HBUS/HSBC 
08/28/2007 04:38 PM 


To 

Michael B Gallagher/HBUS/HSBCdHSBC 
cc 

"Alan Williamson" <alan.p.winiainson@us.hsbc.com>, Charles g 
D elBusto/HBUS/HSBC®HSBC, Chris P DAVIES/HBUS/HSBC^sec, Christine B 
iOOSten/HBUS/HSBC0HSBC 
subject 

Re: f=W; Addressing negative inforraationLink 


I've reached out to some peers to find out the answers to these questions but 
am unlikely to get anything without sharing our oivn story. 

can you give me answers to 1, 2 and 4 so I can reciprocate - I only see HRCs so 
don't know how long it takes PCM to complete standard risk iCYCs. 

Thanks 


Alan T Ketley 

svp AML compliance 

452 Fifth Avenue, New York, NY10018 


Phone. 212-525-6147 

Fax. 212-382-7580 

Email . alan.t.ketley@us.hsbc.com 


Michael e Gallagher/HBUS/HSBC 
08/28/2007 12:12 PM 


To 

Alan T Ketley/H8US/HSBC@HS8C 
cc 

"Alan Williamson” <alan.p .williamsonSus.hsbc. com>, Charles G 
Page 2 
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HSBC-OCC_E 0196444.txt 

DeTBusto/HBUS/HSBC@HSBC, Chns P DAVIES/HB0S/H5BC@HSBC , Christine 
3oosten/HBUS/HSBC 
Subject 

Re: Fw: Addressing negative informationuink 


It is clear we would benefit from a meeting to either reaffirm or reset the 
stage. My sense is that burden is too high and we need to be clear on whether 
or not we operate in line with street and if not, at what cost/benefit, our 
OFAC discoveries of late have been an eye-opener. I have also asked for a six 
sigma "lite" review of the flow, as clearly the process is taking far too long. 
Over the next few days we will meet with recent hires and get their take. It 
would be useful if your team did same with heir industry peer contacts. 
Questions would be: 

1. how many correspondent accounts do you have I wouldn’t give this answer, see 
2 2. how many KYC staff to support our ratio is 1 exec per 120 accounts 

3, approval process flow (steps) 

4. time duration from start to complete. I am not sure we want to answer this, 
because I suspect ours take too long. Charlie, any thoughts on average, high 
and low? 3 months on average, high is over a year, low a couple of weeks 

I'll ask Christine to coordinate something over the next 2 weeks. 

MBG 


Michael B, Gallagher 
Executive vice President 
Global Transaction Banking 
452 Sth Avenue 
New York, NY 10018 
Tel: 212-525-5680 


Alan T Ketley/HBUS/HSBC 
08/27/2007 05:15 PM 


TO 

Michael b Gallagher/HBUS/HSBCOHsec 
cc 

Charles G oel Busto/HBUS/HSBC@Hsec, Chris p davies/hbus/hsbcShsbc, "Alan 
Willi amson" <al an . p . wi 11 i amsonSus . hsbc . com> 
subject 

Re: Fw: Addressing negative informationlink 


Michael 

I discussed your note with Alan Williamson (to vdiom I now report) and we will 
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be pleased to sit down and discuss this with you. The occ examiner's 
expectation was very clearly articulated about addressing the negative 
information - if it's in the file then it needs to be addressed in the profile 
(it is possible that the examiner might not have picked on the 20 year old 
event if we'd addressed the 5 year old item.} 

Feedback you can get from recent hires will be very helpful and we'd like to 
hear about it. Whileth^e's always the risk of comparing apples and oranges, i 
understand thatj||||||||l||||^^ approx 250 SARs a month in its correspondent 

banking area whiie^HUfiles about 40 - we run about 3-4. 


Alan T Ketley 

svp AML Compliance 

452 Fifth Avenue, New York, NY10018 


Phone. 212-525-6147 

Fax. 212-382-7580 

Email. alan.t.ketley@us,hsbc.coin 



Michael B Gallagher/HBUS/HSBC 
08/27/2007 03:58 PM 


To 

Alan T Ketley/HBUS/HSBC@HSBC 
cc 

Charles G oelBusto/HBUs/HSBC, Chris P OAvrES/HBUS/HSBC®HSBC, Denise A 
Reilly/HBUS/HSac 
subject 

Fw; Addressing negative information 


Alan, 

My sense is that we need to have a formal sit-down and re-agree what does and 
does not need to be included/addressed in our files. For example, in the cases 
that you cite below, was it the activity that was the issue (meaning they 
really expect comment on 20 year and 5 year old news) or was it just that we 
had included 1t but not followed up? if the second, then the issue would be t 
make clear what is included. 

on a broader note i have met today with Gillian and Charlie and am concerned 
that the overall process we follow is not nearly as efficient as it needs to 
be. My sense - and just a sense at this point - is that we may have another 
"OFAC like issue in that we multiples more sensitive than the street. Being 
slightly ahead of the pack is a good thing, being too far ahead introduces 
process burden which risks excellent on a sub-set and failure on the others we 
never got to while being excellent o n the firs^^atch. i have therefore asked 
Charlie to debrief recent hires from|^^Hand^mon their processes to see 
what we can do. 
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Michael B. Gallagher 
Executive vice president 
Global Transaction Banking 
452 5th Avenue 
New York, ny 10018 
Tel; 212-525-5680 

Forwarded by Michael B Gallagber/HBUS/HSBC on 08/27/2007 03:49 PM 

Charles G DelBusto/HBUS/HSBC 
08/27/2007 03:38 PM 


TO 

Michael B Gallagher/HBUS/HSBCOHSBC 
cc 

Subject 

Fw: Addressing negative information 


Charles del Busto 
Global Transaction Banking 
CT) 302 327 2100 
CF) 302 327 2128 

Forwarded by Charles G DelBusto/HBUS/HSBC on 08/27/2007 03:37 PM 

Alan T Ketley/HBUS/HSBC 
08/27/2007 02:31 PM 


To 

PSRRQHSBC 

cc 

"George Tsugranes" <georg6.tsugranes@us.hsbc. com>, Gillian E 
Bachstein/HBUS/HSBC, Charles G DelBusto/HBUS/HSBC@HS8C, "Judy stoldt" 
<judy.p.stol dt@us.hsbc.com> 
subject 

Addressing negative infortnation 


All. 

On Friday we met with the OCC where we heard their initial findings from their 
return visit to CB about their files. 

Most of the sample files reviewed by the OCC were deemed satisfactory but two 
specific files were cited as being inadequate - both for the same reason, while 
neither of these files is a pcm file, i think the examiner's observation is 
valuable nonetheless. 

In one case a current EDD rof contained a comment about seven of the bank's 
staff being arrested and charged with fraud in 1986. The RoF went on to explain 
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that nothing further was found about this event. The business unit involved had 
signed off on the EOD Rof but did not specificany address this adverse news, 
while the OCC was not hugely concerned given that the event was over 20 years 
ago, they stated their expectation that the business unit sign off should 
mention the adverse news and include verbiage as to why it did not impact the 
customer's risk rating. 

The other case is more serious and involves a major global bank that had some 
significant fraud problems at the head office level in the 2000-2002 time 
frame, our customer was a standard risk subsidiary. The ALE report that was in 
the file was clean on our customer but contained a Report of Findings that 
referenced the issues with the head office - there was no evidence in the file 
or the profile that these issues had been considered or addressed, while we 
were able to show the OCC some materials from another file that showed the 
issues were well known and understood by HBUS, we are reminded by the occ that 
all negative information uncovered during the course of our due diligence must 
be addressed. 

As a consequence of these observations, the occ has required that we perform 
further sampling of the remediation. 

Please take these cases to heart and incorporate the type of analysis expected 
by the examiners as part of your normal process. 


Alan T Ketley 

SVP AML compliance 

452 Fifth Avenue, New York, NY10018 


Phone. 212-525-6147 

Fax. 212-382-7580 

Email . alan-t.ketleyOus.hsbc.coro 
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From: Michael b gallagher/hbus/hsbc 
sent: 9/25/2006 8:37:35 PM 
To: TERESA PESCE/HBUS/HSBC 
subject: Fw: Additional monitoring resources 

Terry, 

Did we leave this that you were to discuss with martin? Sorry, if i am not 
recalling exactly where we left it. 

Mbg 


From: Alan T Ketley 
sent: 09/01/2006 03:19 PM 
To: Michael Gallagher 

subject: Fw: Additional monitoring resources 
Michael 

I understand that was discussed when you met with Anne and Terry, I also 
reviewed it with Charlie, 

what’s the next step? 


Alan T. Ketley 

senior vice President, Anti Money Launderinq 
Tel: 212 525 6147 / Fax: 212 382 7580 

Forwarded by Alan t Ketley/HBUS/HSBC on 09/01/2006 03:15 PM 

Alan t Ketley/HBUS/HSBC 
07/28/2006 08:41 AM 


I u 

Michael b Gal lagher/HBUS/HSBC 
cc 

^ Charles G DelBusto/HBUS/HSBC0HSBC, Sandra Peterson/HBUS/HSBC9HSBC, Teresa 
Pesce/H8US/HSBC@HS8C, Oemse a Reilly/HBUS/HSBC^HSBC 

Re; Fw; Additional monitoring resources 


Michael 

compliance resources are allocated back to business units in a fashion that is 
still evolving. 

our budget process requires that we remain flat in terms of expenses from year 
to year but the GCL has resulted In a significant and growing increase in alert 
volume, when we met the other week you indicated your willingness to fund some 
adds to staff in compliance and there are a couple of ways that we could 
achieve it - either a charge back from compliance or a portion of your budget 
that is allocated to these compliance heads. With your agreement in principle 
we can have our respective budget people work out the details. 
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The additional serial payments will be ongoing so i see this as an ongoing need. 
Many thanks 


Alan T. Ketley 

First vice President, Anti Money Laundering 
Tel : 212 525 6147 
Fax: 212 382 7580 


Michael B Gallagher/H8us/HSBC 
07/26/2006 11:36 AM 

To 

Alan T Ketley /HBUS/HSBC 
cc 

Teresa Pesce/HBUs/HSBcOHSBC, Charles g DelBusto/HBUS/HSBC, Sandra 
peterson/HBUS/HSBC@HSBC 

subject 

Re: Fvv: Additional monitoring resources 


Just so I am clear, can you clarify how, if at all, pcm "pays’ for resources 
today, and how this would be different. Secondly, if different, is the request 
to allow for a variance in 06' but it would revert to standard for 07’? 

Michael B. Gallagher 

EVP, Head GTB Corporates, NAFTA 

452 5th Avenue 

New York, NY 10018 

Tel: 212-525-5680 


Alan T Ketley/HBUS/HSBC 
Tel: 212-525-6147 
07/24/2006 08:47 AM 

To 

Michael B Gallagher/HBUS/HsecOHsec 
cc 

Subject 

Fw: Additional monitoring resources 


Michael 

Have you had a chance to look at this? 


Alan T. Ketley 
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First Vice president, Anti Money Laundering 
Tel ; 212 525 6147 
Fax: 212 382 7580 

Forwarded by Alan T Ketley/HBUS/HSBC on 07/24/2006 08:41 AM 

Alan T Ketley/HBUS/HSBC 
07/10/2006 04:01 PM 

To 

Michael B Gallagher/HBUS/HSBC 
cc 

Subject 

Additional monitoring resources 


Michael 

when we met a couple of weeks ago you indicated a preparedness to fund a couple 
of compliance headcount to monitor the additional volumes of MTl03s. we're 
working on how best to staff up to deal with the additional volumes and whether 
to have heads in Delaware or India, we're also awaiting some information from 
GHQ about the various dispensations that have been issued to Group members so 
we will know when the additional MTlOB volumes will hit - I'll share this list 
with you when I receive it. 

On the funding issue - can we charge you back for 2 Delaware resources (on the 
basis that it may be more but cheaper resources that are based in India)? 

Thanks 


Alan T. Ketley 

First Vice president. Anti Money Laundering 
Tel; 212 525 6147 
Fax; 212 382 7580 
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From: ROB muth/hghq/hsbc 

sent: 7/19/2007 1:01:37 am 

to: MICHAEL B GALLAGHER/HBUS/HSBC@HSBC 

cc: 

subject: Re: hbus GPS Day 2 and 3 update 
Michael 

Good response.... I’m glad you're keeping your wits about you and keeping it in 

perspective i knew we'd turn a "sales guy" into a first class executive 

those many years ago when you were hired!!! 

Regards , 

Rob 


Michael 6 Gallagher/Hsus/HSBC 
19/07/2007 04:55 
Mail Size: 9452 

To 

David Dew/HBUS/HSBCSHSBC, Carolyn M Wind/HBUS/HS5C@HSBC 
cc 

Bandula wi jesinghe/HBUS/HSBC@HSBC, Mike Ebbs/HBUS/HSBC@HSBC, lames P 
Burke/H8US/Hsec®HSBC, Sandra Peterson/HBUS/H5BC@HSBC, Rob Muth/HGHQ/HSBC@HSBC, 
Andrew P long/ibeu/hsbc@hsbc. Douglas maclean/ibeu/hsbc®hsbc, Deborah e 

Talamo/HBEU/HSBC@HSBC, John P ARMSTR0NG/HGHQ/HSBC@HSBC, Alan 
Swan/HBUS/HSBCSHSBC, Anne Liddy/HBUS/HSBC@HS8C, lanet L Burak/HBUS/HSBC0HSBC, 
William M Wong/HBUS/HSBC@HSBC, David w 3 BAGLEY/HGHQ/HSBCiHSBC, Denise A 
Reilly/HBUS/HSBC@HSBC, John HUDSON/HBUS/HSBO^SBC, Paul 3 
LAWRENCE/HBUS/HSBC0HSBC, Stephen A Tedeschi/HBUS/HSBC, Charles G 
oelBusto/HBUS/HSBC, "Charlene Miller" <charlene,miner@us.hsbc.con>, Nancy 
Hedges/HBUS/HSBC 
Subject 

Re: HBUS GPS Day 2 and 3 update 
Entity 

HSBC Holdings pld - hghq 


David , 

We are not yet out of the woods, but at the same time we had some encouraging 
positives today. We did close chips and fed without extension i both firsts for 
the week. We also seem to be on our way to a successful close far earlier than 
in either of the two prior days. This should put us in a position to deal with 
a good portion of cumulative carry over tomorrow, while teething pains 
continue, as we would expect In any beta site, largest contributor to inability 
to complete all items today (inclusive of carry over) was significant delay in 
system opening in each of the two prior days . Assuming we get availability 
between 12 and 1 tonight we will be materially advantaged. 

We are learning as we go, and with a new system to the group we have to expect 
the unexpected. We are learning for ourselves and on behalf of group colleagues 
that will follow. I am more encouraged now than i have been since the beginning 
of the conversion. Timing of availaBility today will be the key. Night staff in 
delaware and India are ready to go as soon as we see system availability. 
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From: David Dew 

sent: 07/18/2007 11:16 PM EDT 

To: Carolyn wind 

Cc: Bandula wijesinghe; Mike Ebbs; lames Burke; Michael Gallagher; Sandra 
Peterson; Rob Muth; Andrew P LONG; Douglas MACLEAN; Deborah e Talamo; John p 
ARMSTRONG; Alan swan; Anne Liddy; Janet Burak; William M Wong; David W J 
BAGLEY; Denise Reilly; John HUDSON; Paul j LAWRENCE 
subject: Re: HBUS GPS Day 2 and 3 Update 

I appreciate that everyone is working incredibly hard but having not 
participated in any of the GPS meetings since midday today, I have to say that 
an initial read of this email gives cause for significant concern. It raises as 
many questions as it ansv/ers and I am sure similar concerns must be arising in 
the minds of the regulators. In particular, it is not clear that we are making 
progress in resolving o/s issues. I think we will need a clear list of issues 
and action taken. Let's discuss tomorrow. 


From; Carolyn M wind 

sent: 07/18/2007 10:33 PM EDT 

To; William Johnson; Nelson Hurt; Anthony DiLorenzo 
Cc: Bandula Wijesinghe; Mike Ebbs; David Dew; James Burke; Michael 
Gallagher; Sandra Peterson; Rob Muth; Andrew p long; Douglas MACLEAN; Deborah e 
Talamo; John P ARMSTRONG; Alan swan; Anne Liddy; Janet Burak; william M Wong; 
David W J BAGLEY; Denise Reilly; John HUDSON 
Subject: HBUS GPS Day 2 and 3 Update 

Summary of HBUS gps implementation update on Day 2 and 3 (17/18 July 07) of 
operations for occ/fed - update 

This is an update to the interim report provided on 17 July on Day 1 and part 
of Day 2 of GPS operations. 

The input/ output proof of the 16 th was completed successfully and fully 
reconciled. The reconciliation, however, highlighted that some 400 CHIPS 
messages valued at approximately USD 600 Mn were dropped during the Sunday 
night issues with the chips link. These have been identified and will be 
manually processed to credit/debit the HSBC beneiHciaries. The root cause has 
been identified by the vendor, Fundtech, to a situation where the database lost 
connection with the main CHIPS Interface program. A code fix to prevent a 
recurrence is expected shortly. However, it has been determined that 
recurrence of the issue should be rare. 

Tuesday the 17th saw a volume of approximately 98,000 payments of which 
approximately 92,000 were processed successfully by the end of the day. 

In the morning, payments operations experienced some software issues that 
affected the accounting interface to hbus back office systems. These were 
tracked down to five messages that were carried forward. The interface was 
recovered once these messages were removed from the system. The outage was 
approximately two hours and did not affect the daily payment operations unduly, 
to the extent that payment balances were available in tine payment engine itself 
to allow effective execution. No other software issues were identified during 
the processing day. 

The backlog of entries that resulted from the OFAC issue reported previously 
moved further ‘downstream’ from a processing point of view to Repair/ Verify 
queues, as reported before, CHIPS/FEO extensions were obtained but some 6,400 
messages were ‘refiled* with the processing date of 18 July valued at 

Page 2 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSB00160344 
Confidential - FOiA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 7688677 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 


PO 00000 


Frm 00421 


Fmt6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1516 


HSBC>BNI_E 0396753 

approximately 6 Bn dollars-. Some user errors due to lack of familiarity of the 
system and one incorrect rule on an active HSBC account caused significant re 
repairs. These have now been largely addressed on the 18 th. 

A batch processing issue arose during the night related to mail advices which 
were therefore not sent. Additionally the issue caused an estimated one and a 
half hour delay in batch run completion. 

The cause of the issue has been identified. Senior management has determined 
that this is not a time critical matter and therefore the fix can be 
implemented within the next two days. 

The system was closed down at 1,00 AM on the 18 th and was brought back up 
around 4,45 AM for the processing on the 18 th. The processing on the 18 th was 
again handicapped by the volume of unfinished messages that were brought over 
from the 17 tn coupled with the reduction o-f the time available to process the 
messages given that the system was not available till 4.45 AM. CTypically 
processing starts at 9 PM). 

There were no software issues experienced on the 18 th. The day saw a volume of 
approximately 106,000 payments and some 103,000, including some from the carry 
over payments, were processed successfully by the end of the day. As many large 
dollar payments as practical were released during the day. However, due to the 
shorter processing day approximately 8,900 messages valued at approximately 2 
Bn US Dollars will be carried forward for processing on the 19 th. No fed nor 
CHIPS extensions were sought. At the time of writing, efforts are underway to 
close the system earlier than the previous two days to allow for a processing 
day as close to normal as possible. Expected system availability is at midnight. 

A further update will be provided by end of day of the 19 July. 

Regards, 
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From: MICHAEL 8 GALLAGHER/H5US/HSBC 
sent: lf2^/20^7 3:14:34 PM 

to: "BANDULA WIIESINGHE" <8ANDULA.WI3ESINGHE(aUS.HSBC . COM> 

CC: CHARLES G DELBUST0/HBUS/HSBC;MIKE EBBS/HSUS/HSBC; STEPHEN A 
TEDESCHI/HBUS/HSBC; "SANDRA PETERSC»l" <SANDRA. PETERSON@U5 . HSBC . COM>; 

DEBORAH £ TALAMO/HBEU/HSBC 
Subject: Fvv: Fw: draft strawman 

Bandul a, 

The attached is a draft of an e-mail i propose to send for all of qroup later 
this evening. I would appreciate the comments of all here addressed, especially 
if there are factual mistakes. 

Bandula, this may be useful in respect to the draft note you sent for review, 
as they seem to cover similar ground. 

Charlie - we need to close my draft of with end of day stats, but not later 
than 6:30 or so, such that asia has pre-open. 


From; Andrew P LONG 
Sent: 07/29/2007 04:1S PM GDT 
To: Michael Gallagher 
Subject: Re: Fw: draft strawman 

Minor suggested editorial amendments. 

Andrew 


Dear Group colleagues. 

As all of you are aware HSBC introduced a new payments system (GPS) on Monday, 
aulv 16th. This new Global Payment System was built to replace decade old 
technology, respond to competitive and regulatory requirements, and serve our 

G lobal clients with a consistent and unified "joined up” system. The U5 was the 
irst site to go live, with subsequent roll-outs planned for the UK and Hong 
Kong over the next year, we continue to believe that once the system is 
effectively bedded down and fully deployed, we will have one of the best 
payments infrastructures in the industry. Unfortunately, that is not the case 
at present. 

The genesis of the significant problems experienced over the last two weeks was 
the coincidental addition of several regulatory scans within the OFAC (office 
of Foreign Asset control]) filters on the day prior to system launch, which 
interacted in an unanticipated manner and resulted in a tripling of the manual 
review process. The massive spike in volume was simply not digestible on day 
one, in spite of around the clock work by the payments teams in the US and 
India. The backlog that resulted as well as the impact of a second day of 
excessive reviews (problem not fixed until late day 2) created a volume of 
failed items that was anticipated to take several days to clear. 

In addition to the anticipated challenges of clearing the backloo, several new 
issues arose with the new system as such volumes of carry overs had not been 
anticipated and not all of the software required technology to create efficient 
solutions was not existent. Many payments could not be "roiled over" in to 
subsequent days and therefore the payments teams were required to cancel 
payments, print them to paper, and manually re-enter them before the normal 
system flow could begin. Tnis process is a significant consumer of people and 
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time, such that the processing of each days new volumes was daily in jeopardy. 
We often were having to make iirtraday management decisions on prior day vs 
current day payments, fully aware that failure on either was unwelcome. 

The result has been that while we have closed with the Federal Reserve and 
CHIPS on time for all but the first two days, doing so has meant we failed each 
day on same day items, and were unable to complete all backlog items as each 
day created additions to the backlog pool. Throughout the past two weeks, in 
addition to focusing on clearing imtial and subsequent backlog items, we have 
encountered a myriad of daily issues that one might expect with the 
introduction of any new system of this size. The backlog, for example, caused a 
process called ''refile" (moving today items to tomorrow queues) which was time 
consuming and negatively impact normal close of day, batch runs and 
reconciliations, the result of this was late distribution of daily statements, 
especially to our Asian offices and clients. 

As of the close of Friday we carried over less than 200 payments (out of 
109,000 today items) and have a team of people coming in on Sunday to clear 
these in advance of Monday opening. 

In terms of ongoing and next steps, IT and our vendor have been hard at work 
creating system changes and enhancements to add efficiency and correct issues 
within the system, we will receive a release of these technology enhancements 
on Saturday, which we need to test, and assuming successful, believe we will 
eliminate several of our ongoing efficiency issues. A list of additional 
enhancement has been compiled and we expect an additional release the following 
vjeekend. such rolling ennancements would be normal in any new system. 

The next big issue will be coping with the significant increase in customer 
service inquiries that result from our ongoing challenges. Thanks to the great 
work done by Group colleagues around the world, customer service inquiries and 
indeed escalated client issues have been far fewer that we might have expected. 
Your client interaction and support has paid enormous dividends in thus far 
lessening the volume of potential issues. Having said that, we recognize that 
some very significant client issues have occurred, and fully expect more will 
emerge as clients reconcile, hear from their clients etc., and generally lose 
patience. 

we are enhancing our customer service capacity and working with global 
colleagues to leverage Group resources to assist in this process and will 
provide updates as to the number of inquires and scope of issues. At this point 
we do not have a good estimate of the monetary impact of these issues, however 
we will track and report on them as we begin to collect data. 

In sum, this has been an enormously challenging experience for all - our staff, 
our global colleagues, and most importantly the clients who trust us to execute 
on tneir behalf, we deeply regret the problem and its duration and appreciate 
all that you have done in supporting us and working with your customers. We are 
hopeful that the end is in sight and that we are back to the high level of 
service and support you and your clients have come to expect from us. 

Please do not hesitate to escalate directly to me significant client issues so 
that we can ensure that we are properly prioritizing our efforts in the coming 
days. 


Michael Gallagher 

Michael a. Gallagher 
Executive vice President 
Global Transaction Banking 
452 5th Avenue 
New York, NY 10018 
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HSBC-BNI_E 0025463 

From: GYANEN KUMAR/HBUS/HSBC 
sent: 6/11/2007 4:32:00 PM 
To; us BANKNOTE DEPT SALES TEAM 

CC: "HANAN OFER" <HANAN.0FER@US. HSBC, C0M> I "DAVID WILENS" 

<DAVID.M.WrLENS@U5.HSBC.C0M>j"ALAN T KETLEY*' <ALAN ,T. KETLEYOUS .HSBC . COM> ; 
"CHRISTOPHER LOK” <CHRI5TOPHER. LOK@US.HSBC.COM> 

Subject: Re: Casa oe Cambio Puebla 

Please note that our stance to suspend business activity with CCP stands until 
further notice. I have discussed this with the client already. 

Peel free to speak to me if you have any question. 

Thanks 

Gyanen 


From: Gyanen Kumar 

sent: G5/30/2007 10:57 PM EDT 

To; US Banknote Dept Sales Team 

cc: Hanan ofer; David Wilens; Alan T Ketley; Christopher Lok 
subject: Casa oe Cambio Puebla 

With immediate effect we are suspending all activity with the subject client, 

I will speak to you in the morning with more details. 

please treat this matter as confidential.. 

Thanks 
/^' Gyanen 
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^ HSBC-OCC_E 0203248 

( From: ALAN P williamson/hbus/hsbc 

^ sent: 11/12/2007 11:52:45 AM 

To: LEOPOLDO R BARR0S0/HBMX/HSBC@HSBC 

CC: DANIEL JACK/HBUS/HSBC®HSBC02;GEORGE TSUGRANES/HBUS/HSBCOHSBC 
Subject: Re: HSBC & Casa de Cambio puebla in Mexico - Negative press 

wi 11 do 


Leopoldo R barroso/hbmx/hsbc 
11/12/2007 11:50 AM 

To 

Alan P Winiamson/HBUS/HSBC@HSBC 
CC 

Daniel Jack/HBUS/HSBC®HSBC02, George Tsugranes/HBUS/HSBC@HSBC 
subject 

Ra: HSBC & Casa de Cambio Puebla in Mexico - Negative Press 


Al an , 

I would prefer if CMP performs the search, and if a customer is found to inform 
and take actions with the business specifically for the particular case. 

7 ^ Regards 
Leopoldo 


Alan P williamson/HBUS/HSBC 
12/11/2007 10:38 a.m.' 

TO 

Leopoldo R 8ARR0S0/HBMX/HSeC@HSBC 
CC 

Daniel Jack/HBUS/HSBC@Hsec02, George Tsugranes/HBUS/HSBCOHSSC 
subject 

Re: HSBC & casa de Cambio Puebla in Mexico - Negative Press 


Leopoldo 

Thanks for this, we will forward to the internal compliance group that performs 
such searches, to clarify, it is your understanding that we cannot share the 
letter with the business? 

Al an 


Leopoldo R BARROSO/HBMX/HSBC 
11/12/2007 11:26 AM 

Page 1 
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HSBC-OCC_E 0203248 
To 

Daniel Jack/HBUS/HSBC(3HSBC02 
cc 

Alan P Williamson/HBUS/HSBC0HSBC, George Tsugranes/HBUS/HSBC@HSBC 
Subject 

Re; HSBC & Casa de Cambio Puebla in Mexico - Negative Press 


Dani el , 

I could not respond earlier as I was avyay from the office; however for 
practical purposes hbmx received a seizure warrant issued by the Mexican 
Attorney General of all "CCp” accounts, and other presumed related parties (91 
total), linked to Money Laundering counts. As at last Friday, hbmx froze all 
related accounts (81 customers), ceasing any banking relationship. 

X am enclosing a copy of the Seizure official Letter so that you can verify any 
relationship with probable involved parties in HBUS, this letter is inscribed 
as extremely confidential; please, limit disclosure only to CMP staff. 

Will talk to you tomorrow. 

Regards 

Leopoldo 

[attachment ’'0ff1cial_Letter.pdf" deleted by Alan P Williamson/HBUS/HSBC] 


Daniel lack/HBUs/HSBC 
09/11/2007 03:43 p.m. 

TO 

Leopoldo R BARR0S0/HBMX/HSBC@HSBC 
cc 

Alan P winiamson/HBUS/HSBC@HSBC, George Tsugranes/HBUS/HSBC©HSBC 
subject 

HSBC & Casa de Cambio Puebla in Mexico - Negative Press 


Leopoldo, 

How are you? 

We have reviewed this article today, which mentions ccp in Mexico. You may 
want to review your accounts and overall relationship in hbmx with them in 
light of reputational and AML-related risk. 

Could you please call us on Tuesday next week (13 -nov- 07) at 12:00 noon ny 
time, so we can briefly discuss this? 

Please let us know if you have any more information regarding this MSB. 
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HSBC-OCC_E 0203248 


Mexico raids money laundering ring that bought drug smuggling planes in US 

The Associated Press 
Published: November 8, 2007 

Mexican police captured a man on Thursday that they identified as the head of 
finances for the huge Sinaloa drug cartel. Working in conjunction with u.s. 
authorities, Mexican police arrested Pedro Alatorre Damy and raided a currency 
exchange business, targeting a ring they said used laundered money to buy 
airplanes to smuggle drugs, the Attorney General's Office said in a news 
rel ease. 

Alatorre Damy, who also used the alias Pedro Barrata Urtusuastegui , was 
captured in Mexico city as he tried to carry out a transaction for US$2.7 
million CC1.84 million), according to the Public safety Department. 

He is being held on suspicion of money laundering. Police in Mexico generally 
have 48 hours to lodge formal charges against suspects. 

A total of 74 people allegedly participated in the targeted money laundering 
ring, which apparently sent drug money to the united States to buy airplanes. 
One of those planes, a DC9, was seized in southern Mexico in 2006 with over 5 
metric tons (5.5 U.S. tons; of cocaine aboard, while a smaller aircraft 
allegedly acquired by the group crashed earlier this year with over 3 metric 
tons (3.3 u.s. tons) of cocaine aboard. 

Later, police raided the Casa de cambio Puebla money exchange business at the 
Mexico City international airport, and detained three employees on suspicion of 
money laundering. 

The Sinaloa cartel, formed by an alliance of drug lords, is one of two main 
trafficking organizations which have engaged in a bloody battle for control of 
shipping routes to the U.S. market. 


Thanks and regards, 

Daniel Jack 

VP - AML Compliance for Global Banknotes & Metals 
HSBC Bank USA, NA 

452 Fifth Avenue, 7th floor, New York, NY 10018 


Phone. 212-525-8686 

Email . daniel.jack0us.hsbc.com 
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HSBC Bank pic 


Memo 


To 


Date 

Drarise Reilly 

Geoff Armstrong 


14 November 2002 

From 

Malcolm Eastwood 

Sender’s Reference 

CC 

Pat Conroy 

Marilyn Spearing 

Quentin Aylward 

Rod Moxley 

Paul Proctor 

Steve Webster 



Nigel Weir 

John Channenden 



Subject 

COMPLIANCE - OFAC ISSUES IN GENERAL ANI> 

Receiver’s Reference 

SPECIFIC TO IRAN 



To Facsimile No. 

From Facsimile No. 

020 7260 9796 

Total No. of pages 


This note forms a discussion paper fonnulated following various conversations that have 
taken place over the Iasi few weeks. As the custodian of HBEUs payments operation I 
currently feel that we may be exposing ourselves to unnecessary and unacceptable 
Reputational and Operational Risk when we are handling payments originating from FIs 
domiciled in or who are a local branch of an FI domiciled in an OFAC regulated country. 
As a result there is a need to firstly clarify both die OFAC and HBUS position with regard 
to these payments and then to deterrome/communicate the way foiward to the RM and 
PCM Sales teams. 

I would emphasise that in no way we are seeking to avoid the OFAC filtering/sequestration 
atiangements here. Indeed whilst HBEU are not bound by these requirements the FATF 
principles which, are scheduled to become legislation early next year and our own 
payments filter which is currently being built will take us closer to the US model. I merely 
wsh to establish which way OFAC are looldng to deal with the sequestration issue so that 
we can plan compliance and avoid substantial potential losses which can result from Che 
“incorrect” processing of these payments. 

BACKGROUND CASES 


The above comments are prompted by two high profile OFAC related cases seen in the last 
few months. 

The first is a case involved Ing Bank sending a payment for USD 3M to BBVA from and 
to the account of the same Cuban Bank beneficiary. HBEU forwarded this payment to 
HBUS via the Serial Payment route. The HBUS filter identified the Cuban bene and the 
funds were sequestrated by OFAC. The result of all this is that we are in the closing stages 
of conespondence between HBEU and Ing lawyers pending a Court case between our two 
banks. lug are contending that HBEU should not have sent tiiis payment via a Serial 
method and that we should have converted the message to generate a cover payment which 
would not have then been sequestrated by OFAC. We are defending our action vigorously 
and have a strong case built around the fact fliat we “paid os instructed”. Pindence dictates 
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that we have found it necessary to raise a graieral provision of GBP 2M to cover a potential 
negative result if and when this goes to Court. 

( Continued 

2 

Compliance - OFAC Issues In General And Specific To Iran 

The second case involves Iran and Baik Maikazi when a payment for USD 7.5M was 
frozen again because the payment was sent via a Serial Route and the OFAC filter 
identified it as being subject to OFAC rules. Following assertions by HBEU that there was 
no commercial transaction m\'olved (this was die Iranian Central Bank paying itself at 
another European banlc ie a Money Market transaction) these funds were released but only 
after a couple of sleepness nights for all of us in London. I have subsequently been 
advised that this sequestration may have been the result of a clerical error by HBUS but 
this has not been confirmed to me. Nevertheless HBEU are left settling Standard 
Chartered’s interest claim for late receipt and with an underlying feeling of uncertainty 
with regard to the Iranian payment issue and the subject of U Turn Payments (we believe 
that the above payment should have been treated as U Turn) and had thought that this 
practice was established in the US as a valid payment method specific to Iran. 

COMPLIANCE WITH OFAC ISSUES GENERALLY 

HBEUs historical practice has been to send these types of payments where the U Turn 
principal applies (ie funds are generally moving from an European bank to another 
European bank for the credit of an OFAC regulated entity) via the Cover Payment method. 
( This means that the payment instruction received by HBUS contains no mention of the 

country or entity involved. My understanding is that this has been accepted practice for 
many years and that HBEU IBL hold accounts, some in USD for FIs domiciled in these 
countries ie Cuban, Iranian etc. 

There is also evidence (the Ing Bank case being a case in point) that some other European 
FIs are using HBEU to transact business with tiiese banks, primarily because the benes 
hold accounts with HBEU but also because they use us as a form of “Filter” for payments 
being mads to the US. Whether we should be supporting this latter business going forward 
is highly questionable particularly in the light of the FATF regulations. Indeed Ing Bank 
will be asked to close their account shortly. I feel that there is a need for HBEU IBL to 
examine the accounts of these OFAC regulated customers to see if there are other 
examples of other banks with accounts in oiu- books using us for this purpose. 

My understanding is that OFACs tolerance of die Cover Payment method is lessening and 
that there is some pressure being applied to follow the Serial Payment route for all 
transactions (Denise can you confirm?). Clearly if this is reality this will have major 
implications for HBEU both from a payments processing and IBL relationship stand point. 
We therefore need to seek clarification of HBUS/OFACs stance so that we can detennine 
our future payments strategy. Certainly the FATF requirements, whilst not specifying 
Serial instead of Cover do point toward the principle of “transparency” which foe Serial 
Payment method wofod support. 


Continued 
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3 

Compliance - OF AC Issues In General And Specific To Iran 


IRANIAN PAYMENTS 


Turning specifically to Iran we have seen the various papers on the subject of U Turn 
Payments and I believe that we have a reasonable miderstanding of what these aae. The 
above Markazi situation has put uncertainty in my mind on the validity of this payment 
method and also highlighted fact that HBUS have yet to formally "sign off” the process 
described in your last note. Our conv«sation suggests that HBUS are now looking at 
anodier "U Turn plus” option and I would like to understand what this means for us as 
payment processors. 

I believe that we need to resolve this issue as a matter of some urgency if we are to avoid 
iacidents like the one highlighted above. The Iranian banks continue to send us what I 
describe as conditional payment instructions which for HBEU require an element of 
amendment by ourselves. This introduces operational risk and under FATF principles we 
should not be amending these payment instructioas. Acceptance of these items over many 
years means that we are bound by the precedents currently in place, and I believe that we 
need to break these precedents by 

1. Establishing with HBUS and OFAC the validity of the U Turu Payment 
principles for Iranian payments. Whether this be by U Turn or U Turn plus I 
would like these to be signed off by HBUS as soon as possible and certainly by 
no later than 31/12/02. 

2. To agree a “template” payment instruction for these U Turn Payments which 
can be used by PCM Sales and the RM team and sent to the Iranian Banks 
stipulating that payments must be formatted In this way, confirming that we 
will be sending these via the Serial method and that any deviation from this 
template will be at the Iranian Banks own risk. We would also have to state 
that the validity of this template would be subject to any change in OFAC 
legislation in the US. In this way we can give ourselves a level of protection 
from claims relating to capital or interest which may arise from funds being 
sequestrated or delayed as a result of OFAC seizure. 

If we cannot achieve this in the short term then I will have to recommend to 
my General Manager a view that processing these payments is “unsafe” and 
that these items should be filtered out and cancelled. This would have severe 
repercussions for our Groups relationship within the Iranian FIs. 

FUTURE BUSINESS STRATEGY 

I believe that there is a need, based upon your responses, presumably fonnulated in 
conjunction with your colleagues from Compliance for HBEU to consider its business 
strategy for the continuation/devclopment of its business with OFAC regulated countries. 
Whilst I am told that there are significant business opportunities particularly with countries 
such as Iran there are also substantial Reputational and Operational Risks, not to mention 
Financial losses associated with it 

Continued 
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4 

Compliance — OFAC Issues lu General And Specific To Iran 

Whilst I am not suggesting that we should discontinue these established relationships there 
is a need, in the hght of the chain in g regulatory climate for us to review our position and 
ensure that we have a correct balance between risk and reward. 

I apologise for writing at some length but there has been much happening on this front 
recently and I thought it appropriate to try and puli all of the somewhat fragmented 
information together and to share our concerns with you. 

The only certainty from all of this is that we cannot delay and prevaricate in diis matter for 
too much longer. We have seen, potential losses in excess of USD lOM in the last couple 
of months and it is now time for HBUS to define exactly what is and what is not acceptable 
to them. 

Your views and those of your colleagues in Compliance would be much appreciated. 
Regards. 


Malcolm 


V-. 
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H5BC-BNI_E 0378364 

From: richard c boyle/hbus/hsbc 
sent: 1/9/2006 12:09:42 PM 
To: MICHAEL 8 GALLAGHER/HBU5/HSBC@HSBC 
cc: 

subject: Fw: OFAC- compliance with Sanctions GCL 
Mi chael 

I sent this to her on Friday as she was desparate for a meeting she was having 
with compliance tommorrow. Her feeling is that this is better coming from 
Group than us. I agree but after the abn incident, I don't think we can 
continue to do nothing as we have been. 

I'll send the Qt&A and conversion guide nekt. 

Richard c Boyle 

Global Payments and cash Management 
HSBC Bank USA, NA 
Tel 212 525 6492 

Fax 212 525 5699 

Forwarded by Richard c Boyl e/HBUS/HSBC on 01/09/2006 12:06 PM 

Richard C Boyle/HBUS/HSBC 
01/06/2006 12:15 PM 

To 

Michele cros/hbeu/hsbc 
cc 

Bob Shetty/HBUS/H5BC@HSBC 
Subject 

Re: OFAC- Compliance with Sanctions GCL 


Mi chele 

This is something we were drafting to show Michael (who has not seen this and 
does not know we'^re working on it). Please don't share it. I'm sending it to 
you for background. When we do send it to him it will be with a recommendation 
that he send it to the CEO's with a date to convert to serial or take the cover 
payments to another clearer. Bob says this Is not group protocol and Michael 
probably won't do it. 

I'll send the Q &A Vlad's working on and the conversion guide next. 

Rich 


on December 19, 2005, US Federal and state regulators imposed fines totalling 
USS 80 mil. on abn amro Bank New York. The regulators have assessed these 
fines based on " findings of unsafe and unsound practices; on findings of 
systemic defects in ABN AMRO's internal controls to ensure compliance with U.s. 
anti-money laundering laws and regulations, which resulted in failures to 
identify, analyze, and report suspicious activity and on findings that abn amro 
participated in transactions that violated U.S. sanctions laws.” (FINCEN Press 
Release dtd Dec 19, 2005). 

Further information related to this issue can be found at the following website: 
http : //WWW. fi n cen . gov/abnamro . html 

Page 1 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSB001 60538 
Confidential - FOiA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 7688871 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00436 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1531 


HSBC-BNI_E 0378364 


ABN AMRO Dubai Used their USD nostro with ABN AMRO New York to process USD 
payments originated through "special procedures" that were executed in 
violation of US sanction laws (OFAC) . Specifically, ABN AMRO Dubai used cover 
payments as a method of masking Iranian and Libyan financial institutions as 
the originators of USD wire transfers. Ttiis was based upon an illicit process- 
that was set-up by ABN Dubai management that masked the true identity of 
Iranian and Libyan banks that were government owned institutions. Tne process 
was specifically designed to circumvent ofac sanctions. 

The recent regulatory actions clearly establish a precedence that the U S 
entity of a global group will be held responsible for the transactions in USD 
that may take place any where in the Group. in addition to the fines paid by 
ABN Amro, and Arab Bank, New York both were forced to virtually abandon their 
correspondent banking business as was union Bank of California Bank. 

Regulatory actions have also been taken against Banco de chile, Standard 
chartered and Deutsche Bank. The Banco de chile case provided for a cease and 
desist order prohibiting cover payments. 


In this connection, we would like to refer you to GHQ GCL 050047 dated Duly 28, 
2005 which states inter alia 


c 


Revised policy 

with Immediate effect, all Group offices (including those offices incorporated 
or operating outside the US) must refuse to participate in any transactions and 
activities, or make any payments denominated in USD, which, if carried out by a 
US person, would be prohibited by any OFAC sanctions (except for the specific 
'U-turn exemption' relating to Iranian sanctions discussed below). 

When considering transactions for compliance with these sanctions, the 
transaction as a whole should be considered. This requires that where any 
transactions involve the use of cover payments (MT202s) any linked message 
(e.g, an MT103) should be considered together with the cover payment. 

This means that in effect the Group is acting as if it is a "US citizen" in 
applying the OFAC sanctions and will not handle the transaction. 

For purposes of full transparency in front of US regulators we urge you to the 
execute your commercial USD payments as serial payments in which all payment 
party details are advised through HSBC Bank USA, your USD correspondent. 

This will allow our automated transaction monitoring system to appropriately 
analyze all group transactions for suspicious activity that would otherwise be 
hidden with the cover payment method. This system goes beyond simple OFAC 
checking to detect repetitive transaction trends indicative of money laundering 
or terrorist financing. This will assure regulators we are doing everything 
possible to comply with their requirements. 

In the past, there have been valid, customer sensitive reasons for using the 
cover payment method for customer remittances. These have largely been 
addressed with improvements to the US clearing system hours and enhancements we 
have made to our payments processing. Attached is a Q (SA that should address 
any customer concerns. 

Also attached is a list of transactions processed by your bank that we believe 
are cover payments. This should help identify the specific area in your 
operations whose procedures and systems should be modified to comply. -This 
report will be provided monthly to allow you to track progress on conversion. . 


Richard c Boyle 


Page 2 
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HSBC-BNI_E 0378364 
Global payments and cash Management 
HSBC Bank USA, na 
T el 212 525 6492 
Fax 212 525 5699 


Michele CR0S/HBEU/H5BC 
01/06/2006 11:11 AM 

TO 

Bob Shetty/HBUS/HSBC@HSBCAMERICAS, Richard C Boyl e/H8US/HSBC0HSBC. Michael B 

Gal 1 agher/HBUS/HSBC@HSBCAMERICAS 
cc 

James J v madsen/hbeu/hs6C@hs 8C, Gary boon/hbme/hsbcshsbc. John 

ALLISON/HGHQ/HSBC(aHSBC, David W 3 BAGLEY/HGHQ/HSBCt^HSBC 
Subject 

OFAC- Compliance with Sanctions GCL 


Gent! emen , 

Could you provide some urgent assistance to help us confirm to group compliance 
that there would be no commercial penalty to shift to serial payment 
methodology for either hbus or any other group companies. 

Group compliance is having a closer look at the above GCL, with more specific 
reference to the recently published details of the abn amro Enforcement Action. 
They are consider whether it is appropriate, for us to move to use of serial 
payment methodology. Group compliance needs to give opinion to Group CEO by 
next friday. Appreciate your urgent reply. 

Regards 

Michele 
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To: Curt X Cunningham, Anthony Gibbs 

From; Carolyn M Wind, Teresa Pcscc 

Date: March 7, 2005 

Report: Monthly Private Banking Compliance Report For February 2005 

1. Introduction 
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Redacted by the 

Permanent Subcommittee on Investigations 


• Personal Holding Company Bearer Share Certifications: Ten accounts remain frozen due to missing 
Beneficial Ownership Letters. Relationship Managers have been notified that they have 30 days to obtain 
these documents or the accounts will be closed. 

Compliance Related Audit Issues 


Redacted by the 

Perma lent Subcommittee on Investigations 


4. Regidatorv Reporting - See Attached Updated Regulatory Reporting Spreadsheet 

5, Compliance Initiatives 
• HPBI (Miami): 

1. Complex Relationships - Officers have been requested to provide detailed memos regarding the largest 
relationships. There were a total of 44 relationships, totalling 761 accounts. Memos properly document 
relationship between multiple accounts, purpose of each account, etc. 

2, Updating of KYC Forms for “most active” clients - Officers have been requested to review and update 
KYC Forms for “most active” clients (those with over $10 million in activity during prior year). A total 
of 93 accounts reviewed. 

Both of the above mentioned review’s have been added to the aiuiuai review schedule. 


Redacted by the 

Permanent Subcommittee on Investigations 


January 26, 2005 


2005 Complimicc Rqwrl Guidance 
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Redacted by the 

Permanent Subcommittee on Investigations 


6. Compliance Test/Review Update 


Redacted by the 

Permanent Subcommittee on Investigations 



8. Customer Complaints 


26, 2005 


2005 Compliance Repon Guidance 
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Redacted by the 

permanent Subcommittee on Investigations 


9. AML Update 

Suspicious Activity Report (“SARs”) Statistics February 2005: 


Redacted by the 

Permanent Subcommittee on Investigatic ■ 


10. Resource/Training 

a. Compliance Staff Training 

Compliance staff have attended various ANiL and Industry conferences. 

b. Business Unit Training Conducted by Compliance 

• Business units continue to deploy the 2004 HBUS AML Video training program. As of the 
end of FEB05 the overall completion rate was 92%. AU the business units are working 
towards reaching the goal of 100% by 31MAR05, 

• Regulation W (23A/23B) and Anti tying training programs are in the process of being rolled 
out to applicable business unit staff. 

c. Resource Update 

• General Compliance: There arc three open positions as foliow's: 

• IPB NY Compliance team had one resignation dunng the month. Recruiting efforts have 
been initiated to fill this position. Efforts continue to fill die open DPB NY position. 

• Efforts continue to fill the open California compliance position 

• AML Compliance: There arc five open position as follows: 

• There are currently three open positions for New York (tw’o - IPB, one - DPB), It is 
anticipated that all positions will be filled by the end of 1Q05. 

• There are tw-o open positions for Miami. Management is actively recruiting for the first 
opening. Expect to fill position by early 2Q05. 


January 26, 2005 


2005 Compliance Report Guidance 
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January 26, 2005 


2005 Compliant Report Guidance 
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CAROLYN M. WIND 


■»— » Redacted by the Permanent 

Subcommittee on Investigations 


Jeanne G. Ebersote January 22, 2008 

Executive V.P. - Human Resources 
HSBC Bank USA, N.A. 


Deiivered Dv Hand 


Dear Jeanne: 



I was toid on November 30, 2007 that I was being terminated effective 2/28/08, due to 
the fact that the Board had lost confidence in me. I 



I disagree on the extent to which my organization can withstand 

cost cuts and still maintain an effective compliance risk mitigation program, 
i also believe in an open dialog with the Board andjt^ommittees^jhicJ^^ 
against the desires of some in tho organization. 



J if U>e Board has lost confidence 

in me based on my comments at the October, 2Cto7 Audit Conwiittee, why 
have I been allowed to continue to run this critical department without additional supervision or 
any direct follow-up from Group Compliance? 
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Carolyn Wind 
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Fron*.: Samor GARCSA 
Sent: Tue Nov 22 17:31-SS 2005 
To: John F ROOT 

Ssjb'ac}; Re Ms.tO' Re. HBMX- CCftj?PLfAMCE ISSUES 
Importance: Norma! 

Altschffient&: Doc Link.iilm 


John. 

Fi’id ':!":lD5C'1‘M3r ci'^wersuiboW 

Rnnraii 

.4s 1 meniifiiicx! In yon Ri:1wr.i vra'. t'VMie sware otsraunhcr of conipiwncc issues 
rjyritijj his I'eceiii, bai bt ief visit tc HBMX. I{ Hiay be iiwi d laiiiibcr of 
i!s?sc a?s is mii'er is pwesss sf bjisig r5sd’.-a!, 

il wouif! b: lalplul la gawsn u;iilcrstaucnio olwocrcwc arc wilh regard 5o 

Riciiard i«d a mcciing witbCHbV. Tiicie appears to be sonic discard oiuhc 
part of CITDV tliai v.c iia’d. wiib ihc imprestiim Ciat we would cortinoe » 

!h>!? 1. iH'u SCC: wHlrnwrct? by HflMX >v-N«GHQ Pe5lH!}K *br t*»'i(jus 
iowi -es$o»B irvert was some scrsilii'iiy loiiiisiwikulariv Riven ihw 
ilioS': SCCs wgipUd inckide iocs’. p;.S:|icisu raid itpiablcs. 5 U/jw jhsi wc did 
ioifiuHy CDiisidcr hi puit of iupfctnettu(ii?:> H.BMV's $CC cu5»onier bo??. b«i I 
iiol iivviire uiai we rciciiiiirfY recciw deiaih oflheir<k{aUs nor were we 

The CNaVInis r oly vwbaiiy ^‘veihiiis issued CHoV docs uni wsm MX STC'S 

H ijMsars 'i«i whilst cfcdii OAttlirAnsaeiiouj jiie.i>r wnibepr.xesiedofi 
tbeUK v.'Ti'r! jcr-'crilic rouung tfth? relnsui meisessj passes tJtroug!! ifcc 
LS first. If this case Utn we mav srtil Im-c an issue -irpcnaeiB on 
li5w rmieh imerveiHion is theoretically possibU on the pen of the US ie?. I 
vQiider if you could cIscc’k ibis wkb Renwrt and-'or UDIO 

Whirl ifsuisaclioiis are reuied iluougb the US wlicrc llic ira;»Mcut-ns are 
OIWA’Cd foi fi fr^nou of ns«<»dfiir ‘aier •-ra*><r«' w the Uk, 4 tog lUe 
could possibly exist wacre utis titiiuoetions couid be inquired by a third 
pan?. 

i was aware uui credit card stutetRuis are stiil beinu yruiTCQ in liic US. 
buJ I ti-onder whetlwr ws haw a delatite date by which tlris v. ill cease. 

Cictlii curO siaieiiit:iis we priitied hi Mvako HBbtX Cutupi'diKC dcicctcd dyl 
Heselwid was having retnoa scesss to HDMX data in Wltirl. \V» icintedisirly told 
thnn to stop. I'lte issue is tlici KBMk inionnatioii u routed ilirougb ibc U:> flinj 
llomelioic could hare icuK'tCevtvSS lucui’ iiiivi'i’.%ii>oij uoihkilcxi iiiUcv. 

Tlieni is Ai^arendy a Csyuan rsl.HiKt$ brancti - iww much kwwledge do wc have 
of this opcniiiou 
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Hicre )$ a c:syiiiai! island braiKh for HBMX. Since there is a restriction br 
Mcxicafi Lsu io open acccutEi to nauincic* i*i US*1, ckcC|a To* SMite 
!!' 0>e Mexica'! L'erdc'. es an aJirntain^ forntc*" Banre fnt^ireie 'onsl dfC'tW 
10 o)>cit iliis branch wxcrc cheques accouiBs <o NaiionaB coomee ouenca In 
'iSO. 

!’ is also ksKJ'A'fi thill these USn sccounis were issued also to non Mc’cic.w 
MaiioiUls, 

HFtMX iiiis trsnrnijilsiliiy for PjiiMJa M/ nrcoHectimi *as fl« iWs ss a local 
iiicorporjiion, could yoacorJimi Eveiiii'H iSa kluil-y :acuq»r»led 
cisif;' de !reijsuc:ic!ts !br Pa)J2!!'.2 pass ibreui;!! the US-^ TPgstrs'ay 

i'lieUSA I P gaie\cay iscurrentiy usedhy PJBvrntt. 

Tiiere aprsats ic- be 2 P.rei3tipr It^enurionai c^rettc-tt in Metico. 

Ciitss-b'-’idc! 'uf'-rrs! Progiaoitnc was, «hs oJsfkE felation^-tips cooid l)c 
SBV, rcrcrrocl i?om France «e Mcuco. but where .iniVHtisa goiuiac irenukd 
coru;cct!0n sviih Mcxicotj.c. sontcbcff,- irovKi|: ai'^ c» the basis that tijc 

refetrji wss in 

relaiiomoati txinlinjieiisioiner. There api«3re tow sm* siq;(;i»noii(i!ai 
Ff ijise are in the pfactiec of sendit^j •s.-alk rx refjfrsb lo Kissbo 

Prerfiii:? Mer.ico is asVing ibe pi>>stbi3<<)’ for wjJCuiit^ an aecos lit lii ttSoiX 
teTOHly trecit anotiiercoitrtrj' to an rwiiKSEf ciwotiscr. Thr jfR,tKd!3:e .sx’xer 
was iK>. Ut:r ufU-lE'stantlu’t-Mvas tfal (his prcdtict wits gntng lobeollererr asnii 
Jdditionul ssA'ics w ilreiidy kiiowq KSDC cusioniers with existing 
reiailoKShips. 

RicImxJ was uiadea-Aisre ofiSieJ®:l Gw’.jfjsey (HUID) imj^hi be coiumspIiumK 

the creaitcn «f i rep, oO^ce In Mexico 'Vhiist thss 

wdl require a 05M >.7 pioccss u may fee worth cticcidiiawiti) Mar'* Tayter 

;r«tcisci>' Vi-hai ts imcntied'wiKJiiic gcisfcsd; to she cfTicc. 

Airdpca ’wiiidscr sent an e-mail tofcmsudci Bnsnclto and my-scifia witich is 
requesting tr< rcqu-rciironis farlTBIS <0 ?^:b arrp. afftcc mBrs”), 

Arjsentrra S'wl Mexiciv ss nit ciheoiarive w lire relerral proceii Nn fiinher 
queries recetveil 

Ji ripiicars ‘iBi wenre likely ir>l>e lined in relation (o a lack ol'KYC Ihr 
sredii uiitl lioUeis is this >uiiKduit^orw{i«.li ncuicdwjie. 

We liave trot received iribnolicn freer the recutaioi ni ihisrejiord. 

I assume ws Jrsvs 0 Cntss-bottler M«kf ling Giiide rei^plire cc’ir-pletsd fbr 
Mexico, ajid tnst llits reiynrrs rtwrers to be reiernc 10 the a«" 0 . ft will be 
helpful if you couM :lrc:k and sa^fy yoursclflhai it is up-to-date. 

Tlie Cross-border Markeitite ts in place, was reviewed w'lih i-uctana Shcrsrrf 

Appareni'y 'i-eresre nigiiiflfA.nt «<ite5 with rpjanj 10 iitenxc of CAMP and 
tits moving of money laandcdnsriiiotniiirieDcross-bonic; • is liiis sotticihii^ 
wbicfi has b:rr> <fisci&»cd, 
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Dc;!j' Irar. 52 :;ii>i 3 Ircci Hogan which is ifes rnain baslang appticalicn for HBMX 
arf ir^Hslcrrrd ID a tcsi Hlc. this SfUiK life is SKh Jo the UK Itagughoui 
xnapplkaitoji ulOKii ai ConiicCt Dirxi Sccuiny Fr&Sm! iipplicatKir; 
encr/pis^hc ic:".! rJoalciig ihis i'-r.-eisns Afamra^ths alerts iissifdby 
liic rtcicciioii nieccis an; (iqiictnJ by CAMP. WuS rcsiditie Ul IDC UK. 


i nerc scDnis lo b? some siigEcsiioii titai Leopoido, win I beJie''elMsiusj uiton 
i.t' ilic jcjiior AiML pasuion. iiijy be nwvaig sn. 5s ihis sosarihissg c-f wSisch yew 
i'avf i»isy 


Jclci .f'.QOT.'HGHQ.'KSBC 
22ni/2f)i>5 0l<'di5ara. 

T.-> 

Ranvin GAPCjA'HeMX.'HSBCw-HSaC 


Sni)jeci 

Memo- ?.z HaMX-COM??JANCF5S^RS 


From; RainonGftRCiAmBMX-liSeConlK nov JCM 

To' John F RWT/HnHQ'KSprtrPHSnC 

tc; 

bcc; 

SvihjecJ. Re; HaMX-COMFLIy\NCE ISSUES 

Jchii, 

5 sm woikin}' oti tli* tespoiKS. 

Regards, 

Rainoii 
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Jetui F ROOT/HGHQjHSBC 

L\S''l i/ 2 fi 05 07 ' 4 h a.m. 

Til 

.ILimoii GARC5A/KBMX,^SBC$^SBC 
cc 

Sub'cCi 

H5.MX- COMPLIANCE JSSUC$ • 



Ccuid >ou prcrvidc iirc wiu> ali&^vcrs on b‘K isfics iiciCwK uktiC-itow- plca$£: 
TiiBiLk you. 

Regards, 

lobr; Reot .... 

Forwarded by John FROC^'T/HOHQ/HSBCofi 16 KovCMOS 13:4,1— -- 

David W ’ a.AGLEY.'HGHQ.'KSBCOTS 55 Nov2lXi5 15:27 


Msmo ... 

!5 Nov 2005 15:27 

From: David W/5.AGLEY/KGHQ.^SBC Tel; 7WJ 8645 . 

A4 207s9J86^5 
Mail Siw: 4902 
Setilby; Marion 0 ROAO 

Ta: John F ROOT/}iGHQAlSBO:^>»lSBC 

co; 

b«: ■ . . ■ 

Siibjen: HBMX - C<»<PI.IANCT. ISSUES 
Jotjsi 

As ] Kuniioncd le you Rkherd vw ir.ddc owarc oF a liuniber orcooipluDce i$$uc& 
during his rfeew, but brief visiaaHRKfX. It .lay be ihaia nanibtrofihtse 
«7c already biown w you siiAor in the pr»cc5 of Iwina resolved but it 
would Ik helpful <e gain an uvufcritiadingC’fwiKn: vc arc viih regetd to du 
HKU«5;- 

Rlchard tada tR;etinswktl;C7®v. There a9|->ssrs to he son* dis^uiei on thic ' 
[MnofCNBVtJat w« hold, wit>kTlc impression (hat we would comiiux k> 
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bold, a lisl of aJ! SCCj HBMX wsL»js«GM<5. Perf?^ forcbv’KJas 

k>C3[ >!Kro $osn; uiKiiivitv io this netkuiaity ghcR tteu 

those 5CCs v-'O'jid tiiciudc iuoa! politkiaiu aod AMsblcs. I b»w iba W6 did 
itviially rotsslderas pan cfiHtp'earentatiartKSMX^SCCeuslotucrbasi, hist J 
was IKK awaroiliat wc regiilarty rceciw: deals of their itoafe ter wen: wc 
iiivoJvnl ill i'leir appitjval, 

Is aepeats tliai xvhitsi crcflil card SrsnsacifonstiTc, or will he processed on 
iiK UK Wl'iifj >:ro'ercl£ routini^of tlic rcleveist aessiiises losses mroaghilx 
US Rii:. ifihis is iIk ca^UitHwt Bay s^ni^’eantssucdflJewleTHoH 
how iiwdi inteivciincn isilieoreiicallypossHtltoriteiianofllieUS leg. J 
woodoTiS yott could check ihb v.-;tliRBSiattJiud’orH3io, 

! tvTis av/ate ihal credit card starcirinfls are being printed m the US, . 
but I vi-ot;da wtetJsr we 1i?.ve » defioiie date by wfacb sltis <vai tsasc. 

Tbcrc is apparciniy a CayunHi Is5isa«lib<»in;h- luiw in>tn* kiwvicdgc-dowc liave • 

onitts opcretiesi. 

KBM>i lasicspoitsibili'y fs>r P^tiana. My rccoilcciion was uSl {hi& is a iocsl 
irKBrporetkit. could you softf i;W- Eves? tf^ tt a locally itKOipwa'ed 
emily do ireiiMclicins for Pflnana pass Ihromh w: USA Tl* gnteway 

There appfsrs to be a Preiuicr itKcnationa} opmiion ui Mexire. You can 
cltecfc with Shiran, but stiy iiRdcrasKdingoftfie Preiiacr uKcrnaiioiisl 
Crcjs-lwfder Refarral Prosjantrac wss tka exstiag rebidcnidrips cai:!d be, 
say. referred from Frartce to Mexico, btii where there was « gmimc intended 
cotateciktu williMexicQ (Le. smiiebody ntoviii^.lliettO and on the basis iktd Hr 
refErrji wss m relation to lus oslsting caslonier. There oppcjsrr to he seme 
S’j^estion FmiK? are in rtte pegetice ofictKtins wallt-inreictTalsto 
Mexicc. 

Richsinl was made aware of the lhct that Jene> (HBIB) nigin Uc comotnpl^ing 
the crewioo of s rt{>. oCIicc in Mexico. Whilst this wiH rcs^uirc a GSM S."? 
proesss it ma.v ks •■vortlt clseehios with Mark Taylor precssety wtet is intended 
u'ljcn he gets back to the otucc. 

R appears that we are likely ic be tilted in rdai’Ott tea lack of XYC for 
credit card ItoltJers - is this someittirg of whieit w« are aware. 

i assuute ws hove a Cross-border Marketing Guide template f'»oi5'leic(l for 
Mexico, and 'Jot this rsjuires nouets to be referred to tSc ACO. li will lie 
Isliifbl ifyou coiiW olitxk snd iatJsty yourself that it is ujhio-dsw. 

Apparerely there lire signilkiuii issues with regard to fie use of CAMP uiui 
•j{Kn'i!K‘S«SofEnowcy bundchat infomistiOJ cross-border - is this seinetfsiiB . 
'wliKh has been discussed. 

There seems to be some scjgcsticn ilatLcof.'oido.wlsoIbeSies-e lias jtttt taken 
the senior ^VL posiiioiv nwy 6c tnovaig on. is this soatcihitig of which you 
.lUvCaityklKiwIvdgC, 

An eclectic mix of issues w ith »btolt I am sure ftonwit can help. 

■Regards 
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Djs'idSiclsy 
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Confidontisl 


I I - Redacted by the Permanent 

Subcommittee on Investigations 


CGRPORAi t, INVtSTMEiNi BANkiMU' MAHKi. iStPRJVAi t } 
AUDIT COMMITTEE: 

AGENDA riTM: 


* I 

i Q»7 COMriJANCE REPORT TO THE CI8M AEOIT CO VI.MITTEC | 


Me-.XiCQ 

1. ISSUES ASKING 

( 5 ) New Issues 

PLEASE PROATDE UPDATE 
(b) Matters Reported Previously 
(i) HSBC Mexico SA (“HBMr) 



t CNBV Fine - failure to meet Mexican money Isundcnng 
detenf Rts resjuirsmeats (dQ06): On 9 Dt«nil>5f 2006. a 
nRC'.olaling MX.N S4L464 (USD 76,013) was imposed by 
CNBV for failure to fneet Mexican money laundering 
dclerrcT-cc requuoments folSov-'ing an inspection visit m 
S^tembftr 2004. CNBV I'oport was issued in March 
2{W5 atid, amongst a number of issues, the ilndings 
Included not considering the risk exposure of the customer 
to determine the appropriate visitation process, not 
ifnpleinentirig procedures to update annually (he flies of 
hijab-risk customers and poliiicailv esposed pentons. not 
defining iniemal criteria to detenuine customei's’ risk 
cvpcsurc and q delay in formalising the Communic&iioii 
sTtd Control Ccmmittce. This committee was established in 
Januan’ 2005, after ibc CNBV inspection, as a result of 
revised .Mexican regulations issued in 2004 and is 
responsible for sending S.*.P.s ic the CNBV ihrouuh the 
Compliance Officer and for issuing isioney laundering 
detcfrence policies. .All the rcconvmsndations contained in 
the CNBV T^ort hnve been imNementsd. liBMI's Ls“ 2 l 
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Redacted by the Permanent 
Subcommittee on Investigations 




Rsd3ct0d Mat0rl3l 
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= Redacted by the Permanent 

Subcommittee on investigations 
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PLEASE ALSO COMPLETE THE RESOURCING TABLE BELOW. 
NOTE THAT WE NOW REQUIRE THE FIGURES TO BE SPLIT BY 
BUSINESS LINE. 


Reeion'Butincss 

li.is 

Authorised 

Il«idcns3t 

Aclua} 

]!cadccunt 

Comments 

MT.XTCO: 




CliSM 




HSS 




dfohai 

JnvesUnetil 

Bunnsn 





PLEASE PRGVIDc, UPDATE 


TI'i 6 busitiess: css&6 SubituUr^l Ii’) tiiCt'crtcie UiK CTBK! Cuuipltiu^ice heudcoiinl by 
one F7T remairis under review.. 
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' Ftriwn; John F ROOT 
S4(^f: Moo Jao ?.B C3;21 :00 2004 
T©:Da-,idWJaAGLEY 
Subject; MLD REOUATORy RePORT 
importance; Norma! 

AttachmarRs: i:r«83_0.3if 


■David. 

Below incase fine: Rafren’s views otthctwordsrnrogulatory ct^'ts cn Silas's money-taunderiog 
dotarrence pragramjr.e <fiO EngSish trsnsistior. of which has bean, can! to you sopsratsfy). 

Regards. 


John Root 

Fopa-srdsd by John F .ROO^T.'HGHQArSSC 

rr805g@bital.ci 




‘'Su5ao.A.WRIGHT@hsbc.coia'” et al 


!>aS6.’i»2!)04 0Q;1S — 


ssj- ar'22Jan20S4 fares' 


To: 'SuswA WRiCjHTQihBftc com* cSusanAV’vfth^HTQfnbuhl cpfn> 

cc; • '•john.f.rooiQhsw; com“«:John_F_ROC>T/HGHurhSBC^»te5e(n6a.com» • 

bcc: 


Subjecl; MLD HEGUUTCWTr- REPORT 


■ •• 

VBALtsiJay I Vi9veiy«<i t«n> Xium Uie BeriXIilV Cou!«is»luii> xey&xUiriQ 

the two in.ipeci’.ibr.s on. ML-r ■rofif.Te.ls, prActiced in Janv-sry and August 

2003. 

Both report.?! »ri9 beS.ng a,tre>fly it tranFaieni-Tn. T XorK? to h»ve them „.•' 
■ceady by the end of tc-^Sey or tonicitow luor.niny. X en elteody preparing e 
eomplete time-table to address all the issues ohseevod by the 
-ConirJ.ssicur. 

At this momeftt, I hs'.'* sesne i;-sltl4l coHr.er.tsr 

The first rrepoct (Jaiioacy) is more agressive than the aeciOiiu. in terms 
of the nvffiber of pbsmrvacions they are making. In my view, the mo.ft 
important: ieouea are in regard ho the operatior of .sy.etems to detect 
suspicious tra.naactions, and the adecuscy of the existent MLD handbook 
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af;d 'cirsuigra.' Th*' first " •^intf'‘l'3‘‘nBl:"3'new''‘oT>e‘''artc!"I' thinr" "it "i's '"b'lsing" 
adr^.'Eied ty the C.h.'-!? systsso iis^lsaiaritatisri. The second or.a is being 
actendend since some ineaths ago and it will be solved by subnittinc a 
new MI-Q 

handbcoK (which will be ready by tbe 4?et deadline) ■ 

The second report !'A'jg«at> is a better one, althatsgit the CiJEV ir.sistc in. 
tl.e systen-.s issue. ?!3>sy also found deficiencies in flies integrEtion 
which arc- to be corrected ASAP iPor etanple - for personal custcTiiers in 
b cut of €'} liloa that were r-ewlewS'S the cnbV detected that the 
"profession" field is r.issiiig; for nan-personal custoner.^^ ir. 17 o-.it .of 
2Ci, the CtJBV did not found evidence of domiciliary vi.‘«i.t3) . 

Cr.B” is slso !T.s!<inq soff.a points that Kd plan ta wor.tsst, like trs.ir.ing, 
where they consider chat branches enployees obtained negative results ir. 
sr i-iLh' exa.T.. 11.2 af ICS. J»iy paint, is that es-ipleyees indeed failed ir, 
sorsft qiiePti.onB. but those regatding technical is.4U«s flU;* the citneframs 
the Da.-ih has t* uspori t.-iusual traasacclons) wbicli one aiiplcyee is rot 
supi>o5ed to kno-w. On the contrary, they answered correctly to s.ll the 
guesiricri.s i's=;la.r.ed to coxa Issues - 

•I will .kaap you Informed. 

Dealine Cc- ari?M^r v-eports is < and i$ c-» esbruary. 

Regards,. 


Ra 3 i 3 Gn 



Lb informaclBn corttenlda en' estc Correo eiectrOnico "igs eontideheiai. 

Piieds ae pzivilegie legaiinente. 3i usted no es ei deotinatario cstad 

;iD pued« 

cdplar, ce-enviar, abrir o user cualquier parts de 41. Si ujsted ha isoibido 
sate ffensa^e 

pat error, por faver borrelo esi esmo tc-das las copaaa de s« sisteTna y 

notificiaB oL remitentv 

InmeJlatamente poi el Correo eleotfBnido. 

No pn^d» 7nr:»(* ryi» tss coTnnnl<-sri<in«s Tnr^rner !«*sn ftpnrtsinee, 

a«giiC4S, libres <!>: <t£toz o rizus. 

lill rnwitenfe no acepca obl.j.gaciAn por error u omislofl que se gen'sren 

vomo reaaltado. 

The information oontalned in this E-nsil is confidential . It nsy 

also be le-gally privileged. If you are not the addressee you may not 
copy, forward, disclose or use any part of it. if ifou have received 
thiu mossHge In error, please delete it «n<> all ce(iies from vwue 
system and notify tbe sender isinediotely few return li-maii. 

Internet cownunieatiors cannot guaranteed to be timely, smeute,' 
error or virus-free. The sender does not accept liability Cor sny 
errors or oni.vasions which arise ss e result. 
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" Froin: Graham fHOf.?SON 

Sant: Tue Oat 29 23:26:05 2008 

To: Matthew J W KiNG 

Cc; DavJd W J BAGLO'; Emjl 30 h-ALOKS«§i‘ 5 St)c.<».'r,-nrac; Lewis J P ‘.^VILSCN; 
Alfredo, BOLANOSighsbc, comm* 

Subject: Fw: HBMX - KfOjeclo ReslsujackM^ 
tmportance: Normal 

A.ttachmanta: fmage^O gif Ooc Unh-htm; Miouta junte de GierreProiResi - ENG.doc 


Matthew . , „ 

1 attach ibr ynjr infermadon tns sen' explan^iy correspohdanca rsiabng lo above, which outlines ^e 
resutts of the receni project suclit compietsd by GAiQ. 

The attadrmsrTts titat wara inducled in my sma3 to Enilscn have been rcmov'Cd as they are in Spanish, 
although !n their ptace !s an EngliEfttrar^tetjcnorih© cktssng rnsstir^ mShuiss. 



Idewis wll Keep you advised of devek-fsnenis. 

r iease let rne Knch# if you raduiie any cfaiii^mion on uhe foregoii'g. 

Rsjsrds 

Graham Thoryson 

Head of Group Audit Latin America & the Caribbear. 

Telf52)S5 5721 8236 

— r<jt',wi^c;ijytii‘a'^amT1-IOMSON»'KBU>>H5RCt-r!2»tiy20vi804;S?.p,ro.— - 

ETniI*onALON8QfM8P«;HSBC29.Ta-20rj8 04:-«6 T© Crah«riTHCMS0NWDMX(Hr.BC@H50CM 
P'f" „ J-'J* KKEUWBMX/HSSCaHSBCtM, Jch.n « 

RENDALUHeM'XA-SBCOHSBCCtf, Chris R 
ee»irLET«9MX'MSBC©H5BC04, Lewis J PWtLSONfGAA ■ 
AFtvHsAP/hSBCiSlHSBCSS. *<-Kinardo ARANA' 
<,eonanJo.ARANA®.hsbc.com m>;>- 
Re-HFBfctX-ProJectoReslaLraeiorT 


Graham, 

Thank you for the up tc data. H i$ dieappc^nyng the resufi of the audit assesarnant. 

I am more concern^ es this is not wheri i was assured by HBMX manapamertt in the iast EXCO 
wlvari the rretter was reviewed. 
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Lcoking forirtri to see the final at^ft report. 
Rds 





Graham THOMSON 


- — Ofigiua* Message . , .. ■ 

Faroai; Gtabarn TH0H30H 

aeofe! 10/28/2^106 0«:2a ?M CST 

To: ftnilson AL0N30 

Co: Lul« PSHA KECiJbj Jc-hA R REaJDRlL? Chris R BENl’LiTY; l.ewis J P WILSON 
ButpT»ct; HHHX - Progecro KesrauraciOR 


Emiison 

As rscrusstsd ! snarled the racent closing mestlTie cftha 6AQaa«3itcftfw Bbo'y'8 prcj^ 

The aiKiftOfS in comoiotina their review of Phase 1 of the Project, nrerteci its control risk as amber for • 
reasons stated In the altachM agenda. The oeiaijM IPGs, which are also attached aitd w!l! term the core 
cf ths audit report, have been teMewsd and agreed ay the b'jsmess units. They .had rv5t irt ihetr final form ... 
been signed off by the project sponsor, John Rendall. Attached is e e^’ of the ebsing meetino mlotites. 

The key issues that were ideniHieo in me auoit arid which are being addressed by rnaragetnem induce 
slow progp'ess with rsmediatirig PEPs/SCCs end other high lisk custaners. with scrr>s 40% of the KYC 
records of PEPs/SCC customer segrr>ent3s at MAOGOB (internal deadline) not yet temeriiated. These 
accounts are now in the piuce&s of closure by KBMX Lepal. 

Jct'.R Rendallin responding tc the auditcofislusiori, expressed his frustrstionet the slo-« progress 
achieved by frte Project team. He enquired how things could be im.0royed and was aaviseo mat perhaps 
the htstohoal resources assigned to oorrtpiets the ta^ had been iftderesCmsted. This resource issue is 
one ofths High Risk IPDs raised by the auditors. 

Separately (t has been reported that checks done by CVP on visit reports completed by brsneh staff, 
wliich are a key cumionent ir> iCfC procedures for PSPs and iiiotret risk inistorners. ixutiiitue to reveal art 
unacceptable level of 'manufoctored" visit reports. The oceuracy of these visii reports wiB be key in 
rerrtadiating the Cayman island (Cl) position as the HBMX CEO has deierminad that nil Ci customers 
should be treated as high risk. This station was discussed in e further rrieeUng that i held wiih Luis Pena 
and John Rendell on Monday, when it was aonflrnted mat management would be applying a zero 
tcterahce policy to .offenders. 

The scope of the audit dW not extend to rcrdewing Cl customer KYC, The KYC tor accounts operted for C! 
ouaiomore wIS be verified centrafiy and rcmcdislsd in Phase 2 cf Project, despito these customers prior to 
ihe ceo's embargo on business, being able to «mi«e»e account opening at many of the branches 
and being subject to the same CNBV raquiremertls os onshore customers, it is is ar'iticipaiec that the 
KYC for approxirTwtely 1 ,000 ciistomars Classified in the Cl Yed" seotnsnl for which frlas am bsino 
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received ccRUaih/, sh.oa!c! be rcfncdistcd by 2 i6ct6s deedgns). 

Currently Die business owner and compliance ere slffl cfecussing with GMO CMP the prodtict parameters 
itMi «t'e ie bd appiiucl to (ifi Uie euuei'ii aivt reiauiich lite Ci produci. it is iirtpcrnat'ii that tbasa 

rSsc'Jssions rssuit in praeticai product paremdsfs as 9% C3 portfcHo is an importertt soitm of funds ftsr 
H3Mx and it is hoped the rep^cemenlproduciwillbe shortlv submitted to the now products committee 
and then refaarched. 

! slisH fot-iV5<'<! s copy of the fesspohis ©m^' with or.iy s ct^ of ftsa eScsing meeting minute (in English) lo 
Matttiew King and David Bagluy. Before doii^ so. please advise if yoo have any conirnenis you vuish to 
add. 

Please let me know if you reouire &ny ciartiicBiiQn on the Awegoteg 
Regards 

Graham Thomson 

Head of Crrejp Audit La6h America & the Carlbbejm 
Tfll (52) 55 5721 8236 


(attachment “Agenda de Ciernj Pfoyecto de ResfBuracicjn v4.(kic“ detetfttJ by Emilsen 
ALONSOfHBf.5X/HSeCJ 

(aSoChment “Apeiodice ).>J3* deleted by EmSson ALONSOiHDMX/lfSDC} 

[attachment “IPOs Restauracidn 4 Totales.doc" deleted by Emibon ALONSCt-'HBWX/'HSSCJ ' 
[sttaihrTient T^i'nuia junts rte cterre vi.doc" deleted by ErwlsoR ALC^ISO.’HSMX.'HSSC] 
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From: Warren G LE^MIMG 
Sent: Tue Dec 23 0d;44-:44 2C08 

7o: Cattierine BJ3SERY 

Cc: John F ROOT; David WJ SAGIEY; recr-Atl E T BENHETT 
SuDlect Fwr RV; Anti Money LajrwerlnQ; Shock plan 'Update 081215 
impoitance: Nornia! 


CaiherinE 


Sons C'f ihercqior.ircs in biiK rai.'cntoraqwcstjnis^BasIheyans’iU'erwCuckl . 
wlU dtsciiss with Ranun. I Rrow ihai Rainon bos ciaUeDgAd (be ic^i position 
before, ihe question is \v!»^Kr those ctisiicngss hsTr-c hcsi supported by (Ik; 
burine?'?' WiKsjhcr iVccTring i>f acctnniis k HJcgal (jr not is not ihe 
question, iis u risk based- ui»>ysis Lhat U required wegbing the 
? 0 :iscq;>wces of a custonwr brinjinf; 3 snail caac sgs^ as -versa? the risk 
hrcmiinning in hnnk cnsinmcrs whn wc think arc pmbnhiy money taicndcrii^! ' 

lit ic! you know licw r.jy discussio:) with Raffion goss. 

Rc-fsarcLi, 


Wanen LeamitiB 

DETUn' HEAD OF CCM7L1ANCE-QM0 CMP f HSBC HOLDiNGS PLC HSBH 
CanatU Scjuare, Canary WhRn', Lcndijn.E14 3HQ, United Kingiljm 


Phone 020 7995 AP.07 

Fax 020 79314715 

Email ¥.'2sTcnl0snrir.£;?|!b5SK:.co-A\ 


— — FoFwarcjed'tiy Warren G Lr-^MiNOAJMO/HSBC c« 21j‘52f20flS 08:08 

Ranmn GAR Cl A/WnMX/HSBQ?!H5DC04 
Dec22 2008 iS:41 

MaitSia: idyyo 


To 

Wamn G LCAMlNC‘CMO;1ISDCiwUSDC 

CC 

Sisai) A WRiGHT HCHO-'HSaCAiHSBC. Jainte J SAeNZ/HBMX'HSBCsrHSBCW 
Subject 

FwrRV: Anil Money lainviertng: Slthck Update 0*12 1 5 


Entity 


iViirrcti. below please find restKiucs iolHuc. Regards. Rmixiii 


Mensaje arigiRal — — 
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1 ndf '.Lai iberfhto lx » fccosoQ {(« reuxdiuiDO procrxninc in 

the 3151 J«m 7 . Given ilat the Cayniaji sccouws and CMB accowi? bsvc 
barely staTted tfiij secr» te be overty ainbiliouv Am i coirctt i* assiurimg 
• tiia a lara® ct'sutVhavebscr dedicated tMhisrok. If so are 
ttKV Staffed from Cotrf/iiance or frorc (Vc business as your resources seem 
sircichsd already. 

Tnerc a.*c 3 irciTtbcrs of tas AML Staff wao are dedicated elmast fuU time to 
u)>d!ti;iig a>id teviewiiig dstitbases of ilMusfinds of aceounis and dciiis other 
fl{)emir:na! work like jimiingtlifTereneoion to the ensto^ner files. 


Redacted Material 
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di^nding on :!« d«gr« ofintsgralisa Hswevw.lhc AML s;s^a t»l 
rcnKiJtaliisg liK Hies direetty. 

Also, i: u ois- -.irslersiandins ttel shs iKKsncss sre deEcs!;:^ mca 

rcsdirtcs in urclor lu tiuikt: ^igiiftlcant aeivaiiKS iothc rcmcdi^dmnGf 
accoiinls in lliis tei pliasc of rcsinafAiicin. 

Happy to discuss. , • 

Regards 




Ranxjn GARaA/HBMX.'HSSCS'KSSW 
Iwc !3 iijOi! 

MsiIS!rs:H944 


• To 

Warren C j.EA.KSiN’G»CMO'tiSBC>ff'H5BC. Susm A 'iVRIGHT/HCHQwiSBC^ifiiiSBC. John F 
R W3T.'GMO,'HSBC#HS&C 


David W J BAai.EY=GMO'HSBC@HSBC 
SubjKt 

AniiMoisey Lwnvicring: Shock pi»o-UpAmctWI215 


• Eaiiy 


Delow pSeasa UskI WHkty itpon <Ki ih« S'dbjeci Reiiuxis. fLviton 

Fonv^rdedby Rsnwn GARCfA/Hb\4X.41SBCon i5/i2/20UX p.m.—*-' 

Edufmki MF.SSMArHFR.-HeMX/MSBC 
M;‘ia/'2(»8Dh]8p,Ta 

Tc 

Ru/uon GARClA/HBMXHSeC(U>HSl}C(M. Lorenzo RAMlREZ/HBKLXTiSBCi't? HSBCM. Luis ALVAMZ 
TRfLLa'HBM.X.'HSeCi^.HS&COa. Csrardo \aGU£B..LS/{IBl>LXn{SBCi^HSSCM. ismcio 
VERA/HBMXJHSBC^WSBCW. .!cihn R RENOALL«BMX/HSBC(Jl*5SBCW. Lars 
REIDINC/HBMXUSBClfftiSBCW. Roy CAPLEmBMX.'HSBC^HSBOK. Leonardo 
ARANA/KBV-XflSBC^.HSBCfM 


SufijMt 

Amt Money Laundering: %iDck pbu • Update 03 !2i> 
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BascttfittiiurlfccM nfcchng 

DECISIONS TO-DATE 


5td«;ug Jaiiirarv I, IIS3C branchas rnMesko wS te "Dollar Free": 

-We win !)0 lo?5ger buy ot sell &;iiL'is >ucii&1e a) ANY biaXb 
(cratomeTs or lOii c-Ltsion*n). We wiH. os an ahetE^ve. olftr 
;rdVv!c7S cheques !o caitciriic;: r-u^'. ASsoc373<«nc»ciB>w)lbdraw 
rJollars ju H SBC ATM? loc-ateij af airports (s»ninr Jw l S) or ftwn any • 
ATM in ilw world with ihcadebit card. 

•Ws will r.o Soager accept deposits of t&sb deCars to aay acec.xi at 
any branch (dollars or pesos) 

On Janitaiy 51,2009: All accouaiscfzhcrcsMnssonprsjccEWiw 
piopcriv docun»v.cd. Olberartseihc closure process of ibcscacciMmu - 
will Icgiti 

Before Jsijuarj’ 1 , 21)1)^: At least 4 urandics will bs closed as 
uiaeipiinJTi’ aC<ians.'uJ3iuia:y,K-i>>ci>rar>cl>cs <10^20} will 'aveafS 
the sialT dismissed based on suspicioiK octivrty 


AlJaccor.wsot'Ca.sadcCambksorriir.iisrfiwlwSiigcnsptoyaessf • , • 

Casa? <Jf Citnihio) will be closed. Hoy wiK review ll* Up. provided by 
Cs'iJipliiBKc to aajr tire closuie ptote». "Reiiicsjidoias' wiE be 

Tiie nwiric w be incUtded hi ihe- BSC wilt be: Numher ol’accoams wUh 
rtvo ur tuyre SAR. The inre-uiiorj is that when accuutas reach 2 SAR are 
cicss snncdliateh'. Cem^istKs ?v' 3H iraeje '.hs iiuonnstion cicnslily and 
writ provide the IrironTtsdoii fbr 111? BSC. 

litKnaiiop-'il ciitfttj cf HS9C wilJ be giveft the sjBM {rcainwy as 
dotnetilk clkms, jitovidcd proper tdon-.ltcaiicjt i> po$$il>le 

Metals iratisaciiwH will jOso be eUmipjtted 

SlMling JartLary 2009 ilw gnaup will alia fociis OH Nix? tfansaclinns 

•;Tbe foDowlng are dircclives of MC> 

All jtxfT should b? made awitff iluif If rhere we persistent biwHes 
el'KYC in a ptirticultir brwteli. the bra;Kh will ^ closed and all staff 
dtsmisaed regardless of hew nuch busirtss we will lose on account of H. 

Evciybody (tbai is rcqdicsi io) has in iltcii BalaiKcd Score Caid the 
need IQ irippleiEeW CAMP te :li« raaxi5T«i!ii- iachding !he closing of all 
accomus that have two or raorc suspicioiu (ransaciiesB highlighted 

<Direcitve« freni EA^ 

Bexhraarh HSMX against KBBR. HBUSMIBK; and HDA? in lenns of '.‘olunie of ' 
suspicious intnsftciicns- Ramon- TBD 
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TO DC ITEMS TO IMrLEMEKT THE PROGRAM. , 

SuTirirv: 

- Sa-ni Emiison ar»i Luis i^fi benciHuarfc ofHBMX spbsi HBBR,KBUS, HBEU 
and HDAP in icnns af vohtmc orsuspic'swsinsisactions- EImwh-TBD 

- Viia Pre^siiJ Crati - Ltitnaido - jutuiaiy J5 

-FcHonS^ ci'ciosurcoi' accounts ot ctsos de car>i^ (iS sinsSar) ' 

Ramon • December 3 ! 

- ComnsDJicajon strategy ftr hiid» nsk iocations (e.fi. Cd. juaiez) - Ro? 

• Sccijaiy hoiliiK lor cniploycn having. » k^tricRtun ite - Jeha 


F$f tte Jaissis.-y i dsaJUnt 

• MijViiiorinfiproccu fur USDkitpi cy (be bribes - LuU Alvarsz 
' Visa ti<(vc! ciSTri; February 1 5 • LeiOTa' 

« Debit card faraccourns inlJ&D- Jaimary i5- l.oreitto 

• CiO^rc of trsndKi; 22 and 2-4 c.f ucccmbcj: rcqati^ I7nnag:i^ 
ssfeboxes 


For Oic ^anitjir)’ 3 i deadline Ictosurecfimiwopcriy doctanenccdaccownsj 

• Propose lung Wnii saiulaui forO-dB • Gaai^ ■ TRD 

- Aitdit oKCMR Hies - Raitida - J»»>u*ry 15 

• Frerze oi'uccounts iiiifirotKi ly clocupiciised (c comply vrilii vtiiitokilstteia 
witit aitlliorifv (Btised o» BR) 

TO DO ITEMS TO TRACKTKE PROORA)*!. 

- Weekly irsckijig repen on ilic adnevtniaMS oitnilctiam - Gerardo • - 
Weekly, by Friday 

• Weekly tmekins repor. af USD er-wned • LuUAlyarez- Weekly 'jy 
Friday 
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From; David W j BAeLEV 

Sent Tue Jen 27 06:35:07 2009 
To: Susan A WRiGHT 

Cc; David W J BAGLEY: Warren G LEAWNG 
Subject: Re: fw; Piess Retease 
importance: 


Susan, .. ... 

t tinjik verbally we should sary someth^g along irieioBdwing lines* 

;HSBC as a Group is ccmnittetj to mairit^rttr^ the highest standards of AML controls with both rdbust 
Group standards, but sleo ct»«rva»ce of the letter and spirrl of sfl tu'es and ''sguiaticns 

It is clesr lha! Mejcco is feeing real chaSenges In co.'nbaPjng ^ Krtiyiljss of drug trafficlors end those 
involved in iltegei sctlvity and that the Me^ncan Government !a cwnmitled to sesKinfl to coirbat these 
activities. 

M 3 reauR HSf.'tX in dialogue wiih Mexican suSxrriliss b oonstentty rsvfovving AML controls to reject the 
risKs of doing business m Mexico, v^iist being aUe to support its l^itimate client base. Recognising the 
addiuonaS rtsks posed by irerrssctkjfis in Ciisi>, parlieutaiiy USD, a doctslon has baari taken to testrici 
tran.«*:!lof!.« Ry non-.ciKtcmftrs 3r>d limit the amount c? casn mat the tjank v.'i!i accept from sxistmg 
customers. 

will continue to moi'nitor the p:»iik>n and adjust policy as required to reflect the risks and to do all vue' 
esn to o\.t>id our services being used inappmphalefy. 

I do think though lhat HDMX have to be advised lo be thought^jl about the fACi that there is ctearly 
scrutirry from the North. ! am surprised lhat HBUS stm have cambic ciierts. 

Regards • 
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From; ^rreo G LEAmiMG 

Sent Fri Oct 24 13:42:57 200fl 

To: Dsvid »V J 3AGLEY . ... 

Subject: Fw: RV; "v/: HSMX - CAYM.W A^Ot’MTS 

tmcortence: Nutriral 

Auschirionis: image__0.gifi Doc LrJtftlni 

Fft, as discussed ,,, 


Warren Learning 

CCPUTt HEAXp of COMK<*.NCE-eMO CMPi HaBCHO-WNOS FtCHSBH 
u CSAdCla Siqd«T«i, Cd'iiry ATwf. Lvndin.Hl4 SHQ. U-^AM Kingdotn 



— - rorreSr'dfed by vvatTei'i G LEAmKI-^'OMCiKSBC or* ?.4iTCi’2C08 «3;42 — — 

I'o Ramon GA.RC!.»,'H«yX'MRSC®HSBC-f>4 .. 
tc Susan A Wl^lGHT/llGHQi'HSBC 
Subje ,c^ ffy. c,*; ugyx CAVM.AN ACCOUNTS 
et 

EnSiy 


Rai»on . 

We are ccrrespoi'idiro separately tn respect of rS'tauncliing the Cayman USD account produabci could - 
you pSeass update us vrhers we are on the remedial and whether John received a response from Uiis? 

Many thenfes 

Warren Ueamirig 

bEPUTr' HSAO OP CCAtPLIAHCE-CtAO CUP | RSBC H0L0W05 PLC HSeH 
a Csnaas &)U9r». canary wr4r(. U-iKisAXU S!4Q. 'JA&«Ciai«dwx 


Warren Q L£AldNOA3MO/HSQC CKrt 23 2006 

10'68 Phone no. 765 16207 

44 0 237 3016207 Moil Sac: 76770 


pi»iifQ2ti reel 0207 

»,«C3i&7»i<5rr& - - • 

Sinel! wf.:asifa8!V^t>aahfr b;.ai»n 

— Fcr.varwa VWrac Gl£AMIiVG^r40.'MSeC on 23.10, TCSa ;C-54 : — • 
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Adrian CRISTIANI^GMO/KSBC Oct iiiiAloa jq Vferren 0L£AMNG.'^MC.'HSBC©HS3C 

16.46 waji Size: «ja3 

c« 

R»; -RV; Fw: MEMX - CAYWAM ACCOUNTS 
ElUifr- . 


Wsrren, 

TTistiKs. 1 will fellow up with tiie business s.'id comB'bacXtd'ycu. 



HSBC Sank pic 

Registered Office: 8 Canada Square, London E14 5HO 

Registered In England - Number 14259 

Authorised and regulated iyy Pie Flnancia! SeMces Authoijtj' 



Otiglnai Message — • 


Wacscii C LBSMINO 
S*ut; iq/10/20C3 16:39 GDI 
To; AdtlAli CSISTIAKI 

Subjeoti FI-*: RV'! 5V! HBKX - C&rtaR ACCOOMTS ■ 

Adrian 

From the atiashed it appears that , 

1. 'ihe F^rnedialionls notprogressingtoplan . 

2 . the new product dnWils arn sttll with the biisiriess to ctetArmine the finst fnrm th?! jt will , 

We will Ibivzard (o ye^j a response ffoni (he business when we *«p<iiye ii biit a( ttiis stage iiiwe <s Bille else 
that we can do. Very happy to discuss. 

Regards. 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8873501 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00468 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1563 


Warrsfl Lssming 

DGPUri' HEA[> QF COfj(PLlANCE-QM0 0.!P|HSBC MOtOMSS Pi.C MSflW 

6 Canaca Niiani. Cansr/ vwwT. LoniBn.itA SKQ, uwtoa Ku^aon* 


ptwne 0207961 620? 

Far 020 796 14- 19 • 

En>ji! rVjrronieainiryiJShshj.cijTi _ • 

— f-OTivord^d cy Warren G LEAf.iilNG/(ai/0/HSaC on •5WI0 ii:M 08 lS:36 — 

Ramon <?ARClA/KaWWHS8C@HSBCM Ocl To ’Yferan G L£AM!?fG' <warTBn!S3n’iR3@hsii.corr!> 

10 .?00e irv10 Mail Siz*: lfi?M ^ 

a*® «y:Fw:HBf4X'CAVMrVJ ACCOUNTS 
cl . 

Eoisy ■ 


VVarren. Adrian's pmp^al or, ncl accept^ig cash has been sen! it Id the txjslaess as an irisCriictloni i will 
foBow yfj due compliance \o it On reti^dialipn's topic. Uetow '<«<£?« Snd sslfez^sisnatory mal! sent to 
Pens t-y Rerdaii, ! expect to have e response from CEO today. I wiil send also today to business and 
prcdiicl the instfiiction stotir^ tSai if tfta product is re-iaurschesJ easting sccsunts have to be frozen 
and remediated as and when transacJbtsiccc'jr. 

Regards, 


Ramop 



John R RENDALL 


— Mfensaje ofioinal — 

D«: Juhij R RSWOALL 

Snvi«uo: 1C/'09/2P08 07 j 52 PH CC7 

P4U'«; Luis ?SKA KESEL 

CC: I««n«rdo Ramon CARCIAj Ccfardo VIGCERA3 

Aaunto; Tv. ' CAIHAH ACCOJilVS 

Luis 

I have becons coriceTnad about tha plans tor the wsy fipiv^rd )tor»> 

there appears to havo boon very limits progress with ths enhanced K^'C precis ' . ' . 

our current enhanced KYC process is »^oi»erou$ (c. I00cuestions)8r!d, given that staff a^cohtintiing 
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to do -««rv bsdly on site visit reijorts. ( am net OF^istc about tiieSKety qua£ty of work going 'ornanj 
. as cur PIO rssime tscomes bettsf joinetkip a« nesd to be cs«fu! abctt the risks cf feilures wrt Caiman 
processes leading to ‘good* customers gettkig classified s ttigh itsk, prompting closures etc. 

. Leonardo and RAmon share these coneems. 

VJs ha-.'s worked the product err. and GMC ^ 6stsUis^ 7S'.tsed criteria for opening nevv accounts • 

. there is sti!! rrwre work to do dh ttisss. sppedalhy wr. agreeirg SmRe on vsiurr^ss of cash deposits. 

Onsa we have dstermined a final set of cash limils rules and processes ftir new accounts, wc witi apply to 
old as well, i iiave asked Ctvir Co work wiSi ptoducl on wf<eltter we can samy sherten our rEPSrSCCs 
ei^ancsd KYC to create a mom mariegeable and specICiC process ft>r this product catSvOi'y. 

: Finally, wrt ti>6 axlsilng cuslorrwr base, a lot rework has beendorte to anak’ss the riskprofites of the • • ' 
i account hnkjars. We have asked the Dh/isiDnal tHreciors fo focus on the highest risk cases • 1,314 
custofTKifs (2.6%) and ihon tfia highish risk cases 2.027 cases (4. tsi). The gaotJ news is that 47k (33%) . 
i are vii?wed as low risk. We ftave also dedupUcaled ear^t category aoFinst the Restauracion processes - to 
; avc^ doing thessiTift prQcesse.s hvtceover. 

: ifwc want to achievs ttis best balance betwaeri customer service and rsk-b^ed PLD. ! believe that we - 
need to change the plan as fs'lows:- 

imolefiteni an agreed set of new fwoduct parameter? and apply Lhe tmnsacttoralKy rules lo the rJstiog 
.stock too • nh wKI be manunt at Srst 

imp'rement a more sireainired ‘‘enhsiiced KYC* , have ic ccunters^iwd. crocked in Operations and 
tested by samfHed checks (as we are doing wiut site visit repcits) 

drop the anhsiwed kyc for exatir-ig low risk custcrw.'s to allow s& our efforts fo be focused on the high®- 
risk cases 

While the last point sounds like a s^nltlcant change, with the revised product specrticattons and the 
enhanced transsetfona! monltorirg bhat we rvow h>swe, 1 b^ve It is a batanced and more risk-aware 
proposal. 

if you baitevB this te a viable solution to the concerns rotpressed eahier, I wouM suggest that we work with 
GMO CMP und with LAM Audit to gutfhoro fbodbach stKi Input before formally proposing as a revfeed 
^h. As we still have a trtor^ and a half to go b«for« our deadline. I think 9'Et i! Is an o^rtuna tints tc 
propose a revised plan. 

! also foot that the new produ ct should go through the New Products Committee process 

• We wilioonfinueta wofkontha itarw mentiooed above. Abo please be reassured that as far as everyore 
across teh bank 'is concerned today, the plan Is unchanged. Would weiiixime your ficxjghts. 

John " ' 


-For.«fdBCfty'vforinRRENDAll7>!B*.5X'rtSBCor.05.-l.'i/MSS05:r»p,ta~-' 

LuitPSNAKEGEUHSMXfHSBC 31>07(200B Tn 5n»lsw» ALOMS(yH8MX-'H£BC@H£©C, Davki VV J ' 


Ccnfici6niial '■ FOiA Tr6atfii6nt R6C|U6St6d by HSBC Bsnk, USA, N.A. K55C OCC 8873503 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00470 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1565 


11:43 a^m. 3 AGLEY/G^tO(li' 33 C@HSBC 

jQlin R ^£f<£>,^UHBMX<-HSBC@HSBC, Marlon O 

• R0AC>WGHCVHS8C@HS8C.^te^th^«' JWKlNG'GGMiNA 

OHUrHGHCvHS&Ci^HStiC. i^chaei F 
■^OGHEa»„N/W(S«i'HSSC@HSBC. PJci-srd ET 

. ... aEJ«eTT«H5BFVHSBOaHS3C. Andy i^NT.iHBMX^ISBCaHSac. 

Cranam THC»>lSON/HBMXfrlSBC@HSBC. Leonarto 
AKANArHaWX^SfctCgHSBC 
Siibie- Re; MSMX-CAVT.lr!^ ACCOUNTS 




Th€SC‘Vj» cif DDA CayiTian accounts wars b^ng Cp8n6<f, of^md arid advartisad in Mexico <uia bank . ... 
wa* finftii fer this fecentiy). M«wir.«tn law prrthitMts Mexican berks to offer dollar denominated deiwsHs to 
:M«>ucans, wrii uie exception of residenes bi border zones. 

Staitinp tbie iact Monday. </fe ha\-o cancelted tfte service. We wfB establish 3 process of enhanced due 
diligence KYC tor tre 3S.000 custcrrr&'s honing U50$400miBioninDOA deposits in cayman, we wrii 
di-yide these accounts SiTongs-: the Q Divlakh-al Actors. They' KYC process will be ccordlnaieij by 
Compliance end witi end by December 1 according. After this date we wHl cancel all the eccounts that we 
we.re not able to complete files on and vyifi send cashiers checks to all the respective ttfstoTtters. 

For irre^iure, Mexicans who wish to open a dollar denominatsd account will undergo a referencing 
process, sr, whsih tJia acocursls wS! be promotsd and opened by the bank's staff in b proper offsbcra book 
as we do In out Premier offering. 

We have an additional challer^e because cayman also holds CDs of Mewan customers. The amount 
there is USDSi.i biiUon from Er,o43 cusioiTicis. V«e will jPlictw Hie sei'ic eril'iancad KYC procedures, 
.whith thcsama Docsmtwr 1 deadVne. 

Unfertunstalywe will likely lose some d^xslts as we do not expect ms KYC process tosuccesd 100%, 
b'jt we wW offset a siottlficant combo! and fegufetory risk. 

Regards. 

Lufs Pefla 



From: - Ci«vicSWJ3AGL£VAy.tOiWSfiC 


;Te' R(ChsnlETPGNNenwseHJHSBC®HSBC • 

: Cc • Miefwsl r QEOOWS'3AN«e!-ia'! J5SC®HS3C. EmSfeaa AtC««ai!BM.X,1-!S5C®HSBC. Matthew J W 
Kit4Q/GGM INA GHClilHGHtOrHSeCigHBSC. John R REMDALu^eMKrH3B<:4;HSBP. Lus ASKA 
KeG6U'HBMX.1n68C@HS8C 
Dote: 31.f<l7/:00€ 10;3'4 am. 

Subjeci: HBMK- CAYMAN ACCOUNTS 
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Rtchafd 

We have been in discussions with HBMX CMP with regard » certain potentialty suspicious transactions 
iSenSfied by- routine tcnsschcn rrcr^riitg, Tlss sjitsai ra;x}rt has widened inis a rrere ganarai issu-s as 
deisilad below, WhiSt we continue to tbflcw 14:1 with HBMX. ) » e appropriate to prowde an Initial 

report as foSaws; 

I am a'.varting fcrlrter dstaite of bie saapfebus sothrfl)' idsnifflad, but In brtef it appears that our CAMP 
monitorin g systeim joerpfled slgniffcantusPremittafifie'S hebg mad e by a nurrfc er of customers to n us 

i«oorts have 

been files and'Riwa^«^>UyTnaSSc? fi^nt^JSrreiated sethAy passing 
through other banks. This led to a review of the way »f» which H0MX operates USD-denominaied 
accounts through its Caynian branch. 

HBMX iTOlds a Categof)’ B tankj-os Isterice in Cayman which aifcws them l* provide tariking servtcss 
enywhero oShar than to Caymsn rgstdenls. 

The liseiio*. inrieritod from Biisi. allows Hewx to provide USD-dcrvombaied sorx'icos to persons 
dcmicfisd In Mexico. Msxit^n rsguiatlcn Sipparentfy prohibits {rdividusl Mexicans (i.a. ncn-corporate) to 
hold USD-denominated deposit accounts In upvico. The branch curr'anfty hobs usDiDOrn ss.ooo 
accounts. Tltere is f>o physbiii presanoe b Cayrri^ aitd sSeeijv^y ^onc and back oRbs services are 
provided or» the ground in Mexico. AI!ttO’.rgh HBIl<X were recerily fined USD50.00D. for 3ie inepproptigle 
prurmtion oF these ser<,ices in ktexco. i am ativised that CMBV are aware of the enstence of iha 
acccTjots s.nd servioss and have raised no cencems. MBktX are howevo! sensibly nT.-sewing Uie ppslEon. 

I ha'/s also asked CMP to revnsw whether ihsi'e are a.nys!rrt!af operations int_ATA.M. 

There coniinuss ta be a real focus nn the fovel o( IKSD-denrirnnatsd aeSHity in Mexico by CNQV and 
okhsi bodies, and tiie extent of acfivUy b Utis area. This account base has to therefore be seen 

as high-iisk Som an AML and repotsfiorai psrspecth's. 

Apparsmty an audit cerried out in 2003 of ffte Cayman branch aefivirisa was rated as below standard and 
lOantifivd significartt KYC w^skriess^^. ti wiil irnporiaiK to nisuis Sad tl lese accuunli. wil! Lti) ooversd 
by the various ectMunt leme'J^’on procssses underway in H3MX, and ss a prta.nty area . As s prscautic-n 
KBM.X hv^vc issijed insbiidk^ns that r»o new nccc“.;nfs be opened pendinB 0 review of these aclivitjes. 

We are also checking whether any simhar acth'R'ss exkt irt LATAM. 

I wil report funder in due ccjurse. but thought it important to provide preH.Tiinary repoits. 

Regards 

David Sagtey .... 


Warren G LEdM!N>l«MOJWSaC Ocl Cfi To 

18:17 Wnonij rt6. ?g5 -jqjO” 

44020798-!eKi? Wail 812*: C1CM3 

Sub|* 


Rarw>ftSARCJAWBM>yrHSBC®HS&C04 • 

vtahr. F R0OT/Gf.1O,t;J>BCat-VSBC, .’Susan A y«tGMT.’HOHQ/H3'8C' 

Fw; H6M.K Cayman Strategy 


Rafwrc ■ . . X •• 

Adrian Cristani, Head ?f Wealth Managbrner^ giobaity has asked whether the final product proposition 


Redacted Materia! 
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hGs been anxndsd foncw.-ing Bjs coir-TCBte set out n iT^‘ atteched fioic. For tfis record he aSso eppooes 
acrj?piirw3 cash ilRpesil'S W jyeh atoognte, b teen te enswn thfrt feuaincss in Mrasicf) tnke account of 
compliance concerns but tbst the new product be launched soon. 

is there any chaioe that you can respond or caB me today? . . 

Many thanks. 

Warren Learning 

DEPUTV HEAO OF COMPLytNCE-GMO CMP } HSBC HCH-DWOS PLC H3BH 
& C?n»c8 Square. Cafiar/ Atiart. L«rv)on. EM 5HQ, NRflogm 

Pf*re 020 79S1 6207 

Fax 020 /991 4718 ' 

Email warfanles ’nlOQiSTtthe.ca'W 

\__FQrw6raerf by vVarreo <7> LFWJitvGHiiMLtfHSiSC on 0e»“13<20f}8 13:12 — 

Warren G LEAUINO/QMOmsBC Oci 03 2003 jg ^fnon&^oc!0.iueMXyHSBC^SBC04 
t7;35Hnoneno.7BaiS2a7 ^ DRVtd W J BAGlEWPAta'HSeCgHSBC. John F ' 

' 44 0 2\!j? 9916207 Me*l Sire; 612064 ftOOi/GMOrHSeCiaHsiSC, rSuaan A tWIGH i7HGFi<i>iSBC®HSBC, 

Aiiriori CRtSTIANiXiftiGrrtSBC^HSBC 
Re CByron Sbategy 

' ' ' .. =t 

ErJBy 

Ramon, 

Further to our discussion last njght. tiiank you for th«6 updated Cayman Strategy, 

i also had a discussion with Addan Cfistani this morning ss te progress in both rerrsdiatfen of extstiftg 
accounts end proposed strategy going foewsrd end undertook to provide him wih both a summary of our 
postibn and an update of prograss (which the attached Strategy wITi provide'). 

For this reason I attach a cop-yof recent correspondence that Shave had with ycursoM and John Rertiail ' , 
?77otoursrMce. 

SubjecttoanycomnwnbthaiSu&enmeywishlomakeisheisoutdflheofficeiixiaybuireturnson 
Monday) it appears to me: 

The proposed strategy would stiti individuete to dspesrt cash up to $10,000 er>d for corporates to 
deposit cash up to $100,000. Ouradvee aseietedfornymenioof^B deptombsr to Mer'ia Seiezar. b that ’ 
no cash deposits should be accepted to such accounts. 

Would you please clarKy that all existing customers wi be vtfidated agaiftih a blacklict which woutd 
iuduclUHil OFAlC fbts uckJ VtA'/idcliouk tfyuu use Uib 'ni Kttincu. 
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quss’iorinaire. 

For Corporate custorrers tive $hou!d complete KYC on the orMjarfying ber>Brigiaries nr>d accounts sIxjuIcI 
abo bo SOitciiOj ayatnat VVtjff. 

rsspeci of remsdtelinn axercisewe weak! exi»ra’h^afi ret! anrt amfcer Rcontints arefraran te 

pravan! any ♦raojacifons on thosa accounts iwrtS ftwenh^riGed KYC is con’ptett^d 


t am nappy fo discuts if you nave any nue$fLon$ 


fteoarce. 


Warren 


Ramon GARCIA — (i3/!0/300g 1^:31:37— P lease ,f:nd attacted Englisij.transtaripn lo a 
doc’imen! with our Cayman Sft-aiegn,-. I hops this inforyttaltor. gives voa mors light o 


^Twn SARCIA/HSax/HSeCg! 
03 2X3 14:31 i.tui! S£1323 


To Wirrsa Gt.E/Ae‘,‘G.‘'2f.tO.'HSBC®H£SC. Sussn A 

Wn'GHT/r*OF:Q'HSSC©HSBC, Jahn F R00T.<-MD/HSSC@HS5!: 
no OsvioWjeAG(.EVrGMCi«SDC(3!H55C 
HSt.'tX Cayrmn Stertogy 

Cl 


PSease firYJ attached English irflfHiaticn tr> a rtocumtiritwith <iii.'C9y(ri.inSfrfWAgy, ( hope this tnterrrwtion 
gives you more iigni on were are we on this tone. Kegariis. Ramon 

[anaclnmeiM “Grand Cayman strategy Update a.cpi" deleted by Adrian cRISTiaNltGMO/hSDCJ 
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^ Reasan^ng is uiat i^utated by sepCT 

Reosrds 

Vv^iTon 


HSBC HoidiRga pic 

Offjcs’ B Sgiisr^?, —'^4 SHOi United KiHadPiTt 

Rejister&d tn Sngiand nu.TJiw 517967 


John R ItENDALL 

— , Orisioai Msisage — 

Ftsa.: P. Ri‘Nl‘P.l.i. 

SsMt'. 2C'Q9/500e 11:46 C!JT 
Tni W»ST9P. n- LEWSliiG 
Subject; P«j C«j 7 !HJn ^.ccwnts 

whet is reason for i(eeci’:D kyc,' iiocuTenis scp^ifste ? My cuncbm is lh»f wi; will eiitj up doing Liibi nudiy 
fcf gocfi 8;45!!f'3 cusiorsiers ths? 3:s 3!fS2«y '.'.■el! identissd and C5r.scqu9f!t'4ji accoytr closufe 
pronieans fcv^ryf/itng mat we naw been working towa'ds witfi Kesteu'3r.<on .s Mr us » ider'ffv' ciir-mers 
prcper:v once 

Jchn 


^V^r^<ip. G LEA^lI^^0/CM.a1ISCC@^lSDC 


Warren G LCAMI^ia’OU 


(ft h49na SALA2Aft^5Ms^HSBCSriSSOii4 


Rsdacied Material 
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ZauS/zOM tD.OCioiii. _ Jnhr f- HCKllrtSMCJftiSHCrgMtiW;, jortn rt 

R&ityUlJHatVHSECgHSSCai, Rsmsr. 

tiARCIM13M>jHSb!j<gHSBu, Susan A Wf<l‘jMT^HC-iH-a'H5BC(&HS6c', 
Y^tmn Q LSAMNG^CMQyHSBC^HSBC, Da rd W J 

Subja cayowi^ Acco«n«s 


Maria. 


In response io ywjr propossis we note; 

Nci crS- should ths infonnsUcn frrwn {he H^.C< acciOi,T.Js and Cayrran Sfanch occounts be ssparaEsd bot 
in addition it shoiild bn mnrte clear that Hua accniintnpRntnQ/KYC dor.umnntatioa ahoiild be alsn iieid 
S6)>ata!ely VOu 5'iOuid COnlill'ri wiieJijcf UiBlc 1 $ aTiy Cajrriliari icyal lcmlii*iViciit fOf it bs heVj If'i CartTian 

or arrangements m-sds for s be rrede BvaPabte to Jfte Csynan autftcjiSss. I understand thst Jonn Root 
has been SMr>g aauce ir< tnts area so that it ycu have not received any aavtce frorn Cayman may aoie 
to assist 

Susan wc' id ly? keen lo rcvio\v toe rv^hnncoci KYC qncstionpfllre. 

Vvo assutiiQ utat ijte vdikiBiion oi pr ospecbve custoniers d((air!5t iHaokiist vrodkJ jrioluue Bii OF AC iiscs . 
CojIc! y'su please adwse what ths bfeokSste inchide. 

it is our recommondation that no cash acpos'as snouid be accepted to suen sccouns. 

Vkfe agree that accourts should only be opened for ewshrtg HSMX customers who have held accounts for 
sU months 


I would he happy (0 discuss hirthw. 
Regards. 


W^rron 


! Jn or der to contip uc openi ng 
USD Cayman accouns as reoucsted fav TtrodiiCt area, we would be craicfal if vou c 


Mi>ri9 5ALa7AR/RRMtr.'HSpnAi-($BC(W Fep 

IB flClOB 20' 40 St»; dk’C 


VVarran G I.EAMtNQ/GI.40/HSat:^5aC. Susan A 
V^lOHT.'HGHOhlSBC^hSBC 
UohnFROOT/nMailSBCQIfSeC John R 
rENOAtUlfElf^X'M5SC^-HSBCC4 Samon 
GARCIA«eMX)«SeC@HSgC 
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a 


FnJIty 


Wi’affen ana Susan, 


In ordsf tc contlnu® oosnlng USD Csvniofi sR^courits ss rsQusstou by irfoduct arsa, ws vvouki be gratofu! 
if you cCTuicI give yf: i?n opinirin on the action pSsn ijnpien»ented >n HBMX fegsrd'ng these accounts 

The main issues resaraing these accou&ts arotrtaloiiowtng; 

Moxitan rcQuiations 5st cot that uSD account csn be opensu onSy in borcior zcncs. in order tc offer USD 

socoin'i 0cn?ss tne ewintry, openoc 9 [>rarich localed sn Gran Csyrnan in ’990. 

In JULCo CAMP rrtoi'iltcxii'iy liteiibTiad SigilinCaMi USD teiiiHlarn^ tri<idu by a rtumwi of 

custoifeo? to a US co.-npany ahegedly .‘nvoitfetJ Sft supplyirg aiVcrans to drtQS cartets. -ScARs hsvs been 
riled with toe autoonises. 

On 2SJUL03 ahseponing of U£0 DDAssndCDAs toosted &scayrri3nv?33 siispsndtKl sfiH s revicvv of 
the process follcwsd by HBMX » operate USD accoums ttirough Us Cayman branch was comTenceC. 

On JUlOA hBMX CEO itfsti ucted btal aa customers with USD ecceunts located in cayman branch 
shotii'd ha'>= a contynSte iderHir 2 Cs;iDn nfe and sn ^hstted KVC by G1DEC&6. Ttie custurneis werB 
oia.ssifipfi in fn estgWi?h pnoHries ip conipfele t-'>ese act'ons considering customer' transacUona! 
activity as toikjws; 

CAVSiqAnS ACCOUNTS 



CuetOihers W^te dbas^ifi^ci accord^g to irahlc tights corsidenng their trensacrisnsi activity ss foEuws'. 


RED SSC status fciseWisted psapis and custcrrfsrtiw'ift sasor more rsports to the authodh' 

(SARs), 

AMBER Ctistcm^rs slered by CAMP sy^m wtthnut $.AR$ 

WHl rt Custoinets who a»e not tnc-turind in the tv/o above categDfes, 


Legat and Convilanos sreasnavs issued an ocinion as foiiows, 

;«S;. ;«• ..J®. ._. 

• ‘Sir •••}%<— •Tig-'iw- 'igrf ’'> 18 ? - -ay - 




CW! 




j'deraSTc Impleft’enl t'e'KKw'ng cbn'tj'!^ wf^'fTlvere egread ir 9 wcrfeng group wlto 


Redact9d Mat 0 nai 
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pi'odiiCi ofea iri ofdcf (0 cciDu'iuc ofTerirsi acCDuiu. Siey wBI be impsemcnJsd iri tAO SiaQcS' 

- A!! new cusiarrsfs shO'JSd t3i cti sn enhanced KVC Oueslnnnaire: in case the RM does rrat complete the 
KYC timoly. ttw account will oocancoisad. 

- VaiEoaiion or prospect customers against Diackiists. 

- Cayrrian aooounts can fce opened ortV by castffirieis ifcioi e-rTKsr&h okJ MXN Aoccunt. 

- A ma'^mum cash depciftit emwrt was sKas Wnws' 

USD iO.DOC for iridividuals 

- Aconmistsen for cash dspesits ha paid bycusioinsfs. 

Wo expect ine aoove irtotrn3i>c>n is uss'u; tor you io aive an ooinion, sc inai crsduci arcs can ccriinuo 


Maria dei Conaueio Saiazar 

Pb»« 3 ds is Refb'na 5’1?, Piso 5. Ob! CaeuNli'r'ot. M4:dcs D T.. C-F. 06500 


i s« Sr J5 £7 =t 
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From: Luis ALVAREZ 

Sent: Mon Jul 26 23:53:29 2006 

To; John F ROOT 

Cc: Ramon GARCiA 

Subject; Major Issues OutsLending 

Importance; High 


iolui: 


Please fiiid ihe aiKwer oulstandiiig below. 
Best Regards, 

Luis 


USD [uymenis ~ whai are the results of our investigations :iHo the high 
voiujTKs from cainbios and, increasingly, brokmges? Please address the David 
Bagiev naie (4 July) on tlte need to include brokerages (casas de bolsa) >n 
heightened SCC procedures Your report should inchide an analysts cf tlw 
Cayman accQuiils (ntcludmg the recent SARs)and alsodisciEsihe CNBV and UIF 
and U3 invesiigaiioiis. 

LaJ^e USD Deposits: 

In order to miiigate risk in HBMX, I OOK process was implemented (castoincrs 
who make USD cash deposiu exceeding lOOkwhilun a one-month period). It tias 
been identified that 974 cvsioniers made cash deposits for a total anKNini of 
USD J08 Million from Jan to May. These cusiomers are classified in our 
moniioring systems as high-risk customers and an enhanced KYC must be 
performed for iltcm. If any custouxtrs do noinKci requirenKnis, accounts art 
closed. 

AnoUier action being taken is that Moncy-Exchaiigc Fimts (5) ilui Itavc a 
bustrwss reJaiionship with HBMX arxl Imemtediaty BsoiJcs are being examirted by 
Product to decide whether to cemhiuc the rclaiionsliip with ilicbankontot. 

Tltis decision must be confimwd at tire next MLD Comnimee nrecting to be Ireld 
on.liJUL. 



AH accounts identified in ilrese invest igaiions have been reported to the 
auiiionties aitd reievani business lines have started account closing 
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praccdurcs. 

Rigarding CNBV and UIF issu«.H is related (a an enquiry made to the 
Insrilulion informing that an iiivesfigaiion n'as opened in relation to 
dilTcroH traiisaclions. Tliis investigaijon is underw^. Therefore. difTcicni 
data are now being provided to respond Dicse enquiries. 
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From; Marion O ROACH 

Sent: Wed Feb 16 11:56:55 2005 

To; Stephen K GREEN 

Cc: Richard E T BENNETT 

Subject: DISCLOSURE LINE - HBMX CMP 

importarrce: Normal 


Stephen 

I refer to my note of 21 JANOS where I gave in^ notificalion of the serious allegations recei'/ed via the 
Disclosure Line. The disclosure made by three membefs of the Compliance function allege that senior 
persons within the Compliance ftinctlon fabricatBd records erf certain mandatory anti-money laundering 
meetings and provided these false records to the iocai regulator CNBV. 

It was agreed wHh Sandy Flockhart that these allegations should be investigated by the local audit 
ftjnction in association withGHQ CMP. 

The final report has been received which confirmed the tottowing:- 

The relevant martdatory monthly meetings had not been h^d between July and December. 

Attendance sheets and minutes were fabricated to disguise the ^ct tiiatthe meetings had nrf taken 
pleoo. False records were produced in response to a request fromCNBV (received during a routine 
examination) for sight of the relevant minutes and attendance sheets. 

Two junior employees admined Involvement and knowledge of (his fabrication albeit acting under 
instructions from Carlos Roshin (CR) toe former Heed of Money Laundering Deterrence within HBMX. 

CR admitted giving the reievani IrtstrucUons and to being solely responsible for the fabrication. To his 
credit CR was entirely open and candid in responding to questions and immediately tendered his 
resignation. This was accepted. 

Raimon Garcia (RG), the Head of HBMX CMP was unaware of the fabrication, but was toun'j to be 
culpable given that he had failed to ensure tost toe relevant meetings had taken place, parlisularly as he 
had been designated chairman of toe relevant comminee. RG has been given a final written warning, and 
will not receive any bonus or salary Irtcrease for the year ended 2004. 

CN5V have been advised and it is not expected that any action will be taken. It has been ag reed that I 
should advise FSA in a low key manner which will then hopefully close maners. 

The need to closely oversee, supervise and indeed support RG on an ongoing basis Is recognised and 
we will do what we car from GHQ CMP to assist in this regard. Overall RG has performed credibly, has 
worked very hard, and would otherwise be hard to replace, in the circumstances whrist wa vrili need to 
keep his position under review at this stage i endorse toe decisiort to retain his services given that his 
failure is limited to one of failing to supervise a very senior and trusted subordinate. 

t will provide an appropriate report to 6AC at the next meeting. 

David Bagiev 
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i-ron?: Ana T NUrlN 

Sent; May 14 16:07:47 2K)S 

To: Kar! SARCLAY; Derek WLEATHERDALE 

Cc: Dawd W J BAGLEY; Jonn ausson; ASson N rtLL 

SiiujeCt; RMM - Count^Y Risk 

Importanca: f'Jcrma! 


Kail 

I just trisd to cat! you rs your RMM cjusry and hcpsftjSly we can taU; Jater. 

> D4II8V9 you r^avesignt Of our country Rsputstionai Kisi( laoie Dut, as previously cKSvUSsaa, untassmere 
are some specific concerns tiis not f^opcsecj to the highest nsk counties as a of coui^- 

Thore are however two co'jotries to which we woultl siqe jo drew to RMM’s ettenijop on ih* b? si? of 
c-nieria yni.i are i.isiPQ:* 

Venezuela • the Chavez regiim and ly^iicaircorm'te^iai envL'’onmeiK in Veinezueia, together with ihe 
levsl of ocrruptton. presents us wrth a siy-iScant rapulatons! risk when accaphng und/or rroirttaining 
r^tionships with certain Venezuelan goveminKit/state owned bodies and also certain 
banks/indiviidusis/wn'^Miinies who sis known to be assoctatad with and to hava Penefitad ihe 
Chavez reginta. This is hjuThv exacerbated by the poor reiationship behyeen Venezuela and ihe us and 
Chavezs stance ano' support of countries deented to be oooonenis of the US. it is believed that the 
Group will need to consider a specific pofcy/ptoccdures re doing business Wilh Venezuefa to rratiagc 
these risks These risks have already been flagged, hAve been tSscossed n GRRC and a nutmtoerof 
dsetsions reached to restrict certain areas of activity. 

Mexico • there are specie risks in reiation to pressure fioiri ate US wiSt regard to tlie laundering of Gse 
proceeds of drug }r£fp.p.king ih^ncygh Mexican caste d$ caml^s. H^tX have a number cf customers -.•.■ho 
arc carrtotosfmoney service busmessas (MSBsfwnh unks to tne u& ana consequently payrnsnts from 
HBWX ere made through HCUS. Whilst enhanced due diligence arid Srarsacfi'on mcnitoririg fe. being 
irrpiemenred these ere notoriously diffcuh busiftesses to inoottor. particularly as In many instances their 
Dusiness is trsnsactW via 8 rnuititude ol agents who can very trorh ierger businesses to K?n>jr 
shcqs-Travei agents, etc. Ttvou^ the Banistme actprisssori the Group stiso has an MSS in tht; US 
(Bancosa!) which operaWK? thremgh a number of branches ana whW> is managed by HSBC Ei Salvador A 
specific review of ibs opsraticiri is to be errangod. Vvlih regard to Mexico, mere is also US cc icern with 
regard to ihe amount ef USD cash dspesifs and transactions between the US and Mexico end HBMX hes 
been identified as one of the banks with the hignest level of acOvAy ai ibis area. A review of oix 
irvolvement in this area is currently underway withir. I tQMX.I-^<tX andl-IOUG arc also iiaisirigwith 
regard to MSB traffic end banx no^s business. 


Regards • Sussn VAiffw 


P.S. We have subsequently descussed. 
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From; Micnsel F GtOGHcGAN 
Sent: Wfed Jul 2 e 1«:19:04 2010 
To: "B*ata aARASQVA” 

Subject; Fv»-- RCO NORTIH AMERICA 
jmportance: Normai 

Attschments; irrag«_ 0 . 9 !T; Doc liRk.^fm; Senkjr CMP ot^Mves ^OQ doc zip 


Fp 


HSEC HokSings ok*. 

vr'hcss address is 0 Canada Squsra, Lond^K*! Et4 SHO. Lfnifitd Kini/dorr, 


David w' j BAltLEY 


- — Ofiginai Message 

i'^rtaa: uavid K j BAulE'i 

Sant: Q^/ie/IOlO xlSrlS PM GMT 

io: Michael f GEOGdBGAN 

Co; ;>Duqlas fi.iN7 

Subaact: nCO JJPRCB AMERICA 

Mike 

i sRsch a series pf e-maifc; ss rsqusstsd ki wiw* 1 raised reservaltons wfiJi reflsrd to various ohanoss 
msde \“?r>ifn fre Cornplisoca in North Arrwicn, hoth in raiatton to the most recant o.nsnjje (vvnore 
Janet essumed a combined roie). but also previously wnen a decision vas made to comtrins he roie 
ur>d«r Oave Gioboris durir^ SoUiy Menta’s tin're. My only additlonsi i>;^vnerrU wouid 

Copcams in rslatian io Jhe frtsst rscenl appcintment ’.vers hsij^sred by the feet that ! had prevousiy had 
raa! concerns about tne appresert taken when Dave DibDcns assumed me rois on the retirerr snt of Jim 
KajffiTiart. 

T>i' 5 s»f 0 s cfeerly reflected in some of the feedback ! 90 * from the function when the toiewss combined .as 
a combined Legal end CompRsnoe role, detailed in one of the attachro. 

I fully eoceptev that eiarkfan, rvvl and Richard had trie righi to make 9its caii, aidrough as i said to you in 
Va ncouvar l now v/ish 1 had Ceor» mere wedforous. orvd in th© current way my roio operates I om 
confident that l would have a far stnonger say 

I have noted my sssessiriont n the mirj bullet point of Uie new of lith Jun^i, wiiich given wtif^re we stand 
now oiearly unjgslifiad. ,AJ 1 ! weute sthy is that at that stags corwj^iancs risk management was rated as 
'setisfacrorv’By coin OCC and FR 6 , there had been no oarticutariy adverse aupus, and n tar.-TBof 
caeperatson arte Intaracticn wtm GMO qmp, Janet had acted approphately. 

Dgvid Sasfs>’ 
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— =orwjirctecl t^y rvter>criORC«iCHJHGWO^4SBCfli'j2a«Tf2(?'0 i?:5r- 


5av!<! W J BAGLEY/HGH<a/HS3C Sent by Manos O HCyOi'HGHQWSH! 
Apr 23 200? 1 7 Q7 Phor^B 3W ~9&1 5a<5 
*M (2079) 20 7991 3645 *^atl S!?e; 3279 


cNNETT,'H3SH/nSBC@HS5C 


NORTH AMcRiCA CMP 


Richard 

Tliirys i»i Noift) Arherica iiavs se^ied down siisthoy In iiiat ihe temnnmry sirurSiire is up and r'*nninrj, end 
ths review of ihs best way to struciurs rraaets is ongoing, I \a’!g rsrnain ciosciy invcfvsd in mil , snd nave 
aireaoy giver, my views as to wtiat issues need lo t» addrossen m new sinjcfyrH, | an iiy wever 
kirepsig in oicsa conisci Wiili I^eniisn snd In a coriVeiaStion with hirri fcCcnify tno ibiiowiriQ piiinis were 
clerified, 

i-le confirmeu that he has now had a frank conversation with Dove <5it*ons with reyara to tlw true nature 
and extsrit oi hS role going feiwsfri. This s obvious!)' considerably reduced and may even premp: a 
review ol its package. Branda-Ts assessment was ihot therw was a distirKd possibility tvj{ Date mjy 
r^lds ^> 6 1 'Dic is sufTlcieriily so as to wani to rno'/o in tiiose cifC'ij(TiSia<>C56 Braiyian fuiiy 

understands that ws '.viii.'isad a rieif head of contpiianes !br North /rnarjcs and is open minded as 
whether this srjoulo be s recruitment or secondment. Obviously it is helpfiji mat ho is open mnded, but 
we will hs'vs m see if in feet this occurs. 

Srerjrjar) p^np ri cieor that gStratePy there probahiy Is an intsnt'on to retirm !o a shgls head of business 
fuT fiorSt Africa and that therefore in our pianrurvo of the structure and going forward we snomo 
anticipstd sfid expect that this will uittinateiy be iiie stiuciuro. 

fvegards 

DsvW Bagisy 

— rotwa-ded by Meron O ROACHfrlGI-O-TiSOC on 2G'Or/2O10 17 52 -- 

David W J BAGLEYitlOHa'HaBC Sen) by Ovvo W J 
BAGLE-y/GMOrKSne May 15 2007 07:54 Rivjne n> 7991 «45 
'•*•5 t'2079)2D 7391 S645 fAili Siv»; 4S.;e 


Tft Rrhprd E T ntiNNETTWeBHtHSBCSHSaC 

Re' 

cl 

Entity 


Richard, 

I have gsvern !h!s some thought and wonder if ther^te In fed the need & either decido right now w raise ft 
at a dinner ne>d week ifihii wiB rtot happen unni 3Q. l doncttninn that mere are objections in principle as 
this is a wa!t-cstaM)3hed rredaS fer us as a Group but think thsra ara number of issues on wMch we would 
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need w ds comftDiiabie before going anead. These inciuae- 

t ha«a reai concern that this is a ve!Vi» 9 j(jbar)d « Janet is stepfang op to tan-ie over LOA It li; asking a 
lotto also ask her to take on manepsment ofstlofCMP. R s hsrt sno*jgh teing 3n RCO in ary 
jurisaiction bm tne regutaiorv piessures in the USafegreatsftrtan anywhere else in me Group etu me 
iT.ix of taisiiesses and reguiafcry bodi^ s extramsly compSex T»i6 screofthie combined IGA and CMP 
tea TO would be a> big a team es Gnywhwo cisc in iogalandcompiience. In prewus discussiotis Ihe 
key afiribuiefgr the RCO role was seen as being sirong management skitis ss much as technical inpjL i 
have ro feel tor bcw good a nianaijef Janet Is. accef^ng fully her sWI and exper ierXie as a ia.v>-er. 

I am concerned that this rray tse see.*! es apotentiaEccst'&avng siar^ss st a sen jar te'w^l. I /.’ culd hsvs 
thought that st very least Jane! would need someone with consicerabta experience undemealh her to run 
the compiiarica fonctiori- is this sornetiiing tiiaihas ■>36n<j^cu$s&u wiiti Qraivianariu Paul, t am 
strynniing fci 5 se hovr one pe.fson wSI be eWe te gI“ 6 you ®dd I the level of Infcrmatitwi wn .need 

funclionaSy as well as deal with all of the issues in front of Boaids and Audit Comminoos-ihte i ihinK 
mbdita Cist an RCO ecjuiveleot is r««ded under d)e Head. 

i$ this somatiiii'ig witichneeds tobsubcussmi wiUi thcr Bi>er(isoi Audit Coiniriiiiees in U5A. 

Shouio we see whet the reacticiA of oof piuviaiy leguiaMOiS ii'BQlit be. 

ether then simplrhying Kte reporting ine at the ve^- top I am stripling to see any rsa! advanlriga other 
than nowniiaay a cost saving, when t amwary ahou? tor me above reastins, bulcan .see snm? risks- do 
we want or neM to do Shis m w-hai s st#Sha most diflicutt jurisdiction for cempitance. i do recognise mat 
‘we would rwed to find the right person for an RCOrcte. butwouM hs^^ todo this sn*/ft2v euen if JS '.V3S 
pi.e in chrwgft \AWiat do you see as beino rT*an advantage 

There ere some issues between LSA and CMP and we wouid need in make sure that we rmnags ihesn 
rersoiiGifties sliOuid not however be aliciwed to get ki 0>e w«y if we think this is the ripiit decision. 


Regards 

— FocA'Srded by Maron O RCACl :/l)G»G'!SSBC «» 2Sr07^10 t7-r.S — 

Dwviii W J BAGLEY/OMChHaac SenI by Marion O ROACrtrMGMQ/«&&C tc Richard 5 T f:EtVNETTrHS5«H/rt9BG@HSBC 

Jun 1 1 2WS W: I J Phone no 0645 

4i 0 20 7S9i S545 Sw'p: 53955 _ . 

aunje j |A^r yLAR TCt'ICW- amET 
c( 


Richard 

I understand tl'tai you will be conduciing Janers tiaiAyfrar raview on a face-io-&cs basis ii ilvs inargius of 
the Legal ExCa. I am a!sc> workfog on ats basis you wS! do the same for Mai. 

I thought, therefore, it might be helpful if ! gave some feedbac* from a CMP perspecrive. The key poinis 
ftre- 

i huvb revflivm) a copy of Janet's baianoad sooiecard. Vi^ilst this foiiows the soitil of core RCO 
obfociives that I set (’wtiicti f irjtended to be stondaici across the funeticn) Uto letior hss rot Of.'en fo&rwed. 
This IS a query that 1 have raised with Janet I have macte h dear that regsnjiess of precise wording ! will 
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judge ricf psrScriTiante agairist tiie sams cntsns as tne oihsr RCQs. A copy of cur stsridard yoneric KCO 
Objectives are attsci'-eci, 

Q'.>sra!i ! was 3 !iGle troubled by the Essence of sny form ef i!icasa''c» of sf! objective nature !n bor BSC . 
Everytliing seemsd to be based on reoiwia! CEO arK^ yoiy teedbac*. I would have thought that where 
specific actions wore rapuired ss psitof, ssy, s plan or nuirtserB wars involved around a budget it vi-culd 
be possible to set objective r^asLWS as opposed to mecelypJdgmente! metlere on the part of Brendan 
and you. 

Ovt»«iii i wouiJ lafc Uie perforinariCBof tl«s North American Ccwf^jliaritas ftmeiion as a firm ’3‘ bui no tnoris 
thsr> this, f think rnstters have been barKUed appropriate^ In accordance with cere Group standards 
atthoi^h there ars a rtu.ntbsr of areas wh^’e I have some ooncems. 

As you Knovv, | retain concoms that sentbining what were four rdes in North America into a single person 
is too mush ragardtess iirfths fad that we ars ^ifjrJwg oa" aeSvittes within North ATisrica asa wtfole, 
Havino saw this, ! sen only eppiy ttie standards raquiied end not >natca allowances -Specific sfeHs of 
concern have beon the fact that it was necessary for me to identify that a specialist AML director is 
rc?qulfed wc hsve hsd t !*.umber of cpensticrjat issues ks reSatton to OFAC ccmplianca, isapinared that 
QFAC pmcecliirps within thp hi.'ifion arRs baxw not hRsn mnsidered and l arri alraM that i think She 
CorTipiisnco funcrioii snd Issues teas sticn&n th^ maiters teg^l Thai, hcvnev&r, iViay be jesrified aod 
as i say core stervSsrds srs rret 

Overall, however, the furtetion is responsive, rrteets standards, and I recognise that it is sensible for me to 
dirfict enquirifts ofhe^than thrrujgh Janet to avoid unnercssnryhtjrden beityg ptoceh upon her. 

One final poirrt is that! do Itih^K Janet tiaveis nrihS! eiuiand I am not always sue iliat that bBvei is 
■strict-V .necssEsrv - ! wander though If Sis is ahinc^n efherhsvt.ngtoamany dut«s SS eppesed to tost 
travel being excessive. 

Regards 


mmmw_ 

— r&'*sr<Jfedl^ M&aWi 0 hCACH.'MGrlQ-HSiJCijn <8.^.'c0*0 IT 48 - 


David W j BAGLEY/HQHQfH3SC Sent oy kferion OROACHjHiSkrQ'HSBC To Richard E T BENNETT/HSBHWSBCigHSBC 
Jun 2i ibOT U,3e Phgnend.TSSI ^ 

+44(2370)20 7951 8WSFtaiISav;6I»4 

North Anwor-e Gomplipnc* 
ct 

Erttiry 


Richard 

As you have seen ! he\'e lielsed cfoseV with Jenetwho has been extremely active in corrtecUns !he Itey 
members of the Compliance Unction, sxolainina the changes to them and seeking to provide some 
raassursnee. The comment made to Jaitt-t di.'or.lty have beoh retasi\.-e}y oonsTucl!\«, with perhsps the 
most vociferous concerns expressed by Carolyn, both trorn her own perspective htii also from the 
perspeciive oi Denise Reiliy. lo ihie catter case i (I'lmk Je>'KH Iws been 24 >ie to uke pfumpt steps to 
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fBESsufe Deniss, 


I separately have spuken lo kiath Carolyn and Lesley knidzain. i have to say that tho responses Qlveo lo 
rrw direci \"er9 perhaps less fexcurabts. paft^/ Because t not be thesriw*.*.' ’ins manager b-jt also 
bscauss I think they have had a Sate rrore hrm to msih through die ramifications- It is also fair to say tnat 
Lheir evoraii rttorala is probably slsc by tha ysriara! isv^ of charioe and unceitainiv' in Noiiii 

Amarioa across (be whole bireiness. txrt just CoiTipItence. 

The essence of the core points made to me are however k follows;- 

They ore fed up wifft sena! menagament changes and iheunceftaantics Uiat conie wilh ihis, 

They CO not psrticuterfy mind reporttng (3 Legal as opposed to s Head of Risk butcannos understand 'Ahy 
a newfua time RCOis not beirtg soponted-Tneypcfit to the model elsewhere across me tiiroup 
accepting that there is a reped into Legs! but nowhere (wUh the exception of Middle East) Is mere a 
lawyer who aKo wrt<i a? fhp RCO ¥v*tho«< si Con^pfeipce specelist •jinde'^rMfh iham. Asgieably in the 
Mkiuie cast ian Biien peifbint tfiis isfle in aii but name. This fe noSiing to do with Janet they cEtfinot seo 

to manage a very latge legal function ana a compliance function, tneir concern ihererpre is mat 
Cortipiiarics v>i!) be jAisbed down below Legal and th^ also thirik It adt^rsety retiects upon ctern as 
individuals in that there were rwt seen as being (it to discharge the rote of an RCO. ! haue done what 1 
can in this regard, but as you know this was one of my key concerns and rernains, and i cxi tina me 
structure hard to octend as compared across the rest of the Graup, particularly given the complexity of 
the regtilaton; eriVironment !n the US. Having said tofolyn. Curt and Lesley are ali very exesrienesd. 
Tncrc ere undoubtedly some ,oefsc>rteiity Issues as between certahiy Carolyn axi Janet end some 
misvust wiuiin CMP o' IGA af* J ;t« way ifiey ate tteaied and suppofted by LGA, i nave obviously rnade 
the point that tna singte irtanagsrh^it of both furtcticns wi! hopeftrily seek to address seme cf these 
oivisions floing forward, 

Thera is a Q6naral creditiimy issits in convincL's people (hat nc mrtoef changes are envisaged snd cvera'i 
the impression was that iliev have been dowrigr^ed m importonce and influence. 

There was a sepafeie co-ocern on the pari of Lestev as to wneirer she too would be put under Annelle I 
sae no reason for this, have no bsss tor suspecting ihaf tfJs Is tnlended b'jt I thhik it woiid bs very 
adverse were there ever any auggestew tha-*. say. within HpUS Carobyri would report to Eremareco. 

HpiO, Curt (c Susan Gexiige and Caneoa Lestey to Amiefie. I poteted out that say, witriin Hung iCortg 
Paul Kedtey doesn't repcft lo the senicf C!9M lawyer nor does Non Ramsay report to Ardrovr Jsettsoh. 
Further Keith Ford is Head of Legal n f^EU but Chris doesn't report to him i will speak with -tenet as this 
mav be something wc ere abte to expiiciity adoress. Subsequently confirmed Inst this is not envisaged. 

I have r>ot copied til's note to Janet as 1 do not want in any way to interfere wbst have been genera!!/ 
positive direct mieTictijn?, it «s rot surprising that si thte stags people a" rot wholly on board and i k'low 
we are committed is giving it a try. but i would not went envoody to think that inis Is in any wav goirkl to 
be straight few.-ard or without ftek or challengo ! will continue to do owerything I con to make it work, hops 
that it will settle down and ! wl'l continue to worV. closeiy with Janet. 

Regards 

David Bagtey 
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Confii 


From: ANNE LIDDY/HBUSmSBC 

Sent: 12/30/200? 3:08-35 PM 

Tu; DAVID W J EAGL£Y/HGHQ/H36C@H5BC 

CC: CAROLYN M W1ND.'HBUS/HSBC©HSBCAMERSCAS 

SubJ&c;: OF AC; PLC wire on behalf of Msi!! Bar^, PLC 

David, 

- - - Fcr.vsrrfEd by Anne liddyVHBU&I^SK; on 12/30/2fK)2 03r10 Pf/. 


Elizabeth pretomastro on 30 Dec 2002 14:43 
Note 

30 Dec 2002 14:49 

From: Eii/;abe0i Protomastro Tel: 212-3<5*6oS2 

Titis: Vies Pfssiderit Locatior!; 452 S?h Ave, Fiaor 07 

WorkGroup: 

Compiianca Mail Size: 48356 

To: Csrolyn M W1nd,'HBUS,'}iSBC©HSBCAI‘4ER!CA£ 

Anne U<My/H8US,/HSBC@HSBCAMER!CAS 
Denise A R8il!y/HBU5/HSBC@HSBCAMERiCAS 
Subject: OFAC: FT^C vvire on behslf of MaSi SartK PLC 

FYI, the atladied payment from PIC was rraected on Frlitey. Ppc^ftiber 27. TTie 
ofiqinalor is "Bank Meiii PLC" -and iiie BBi fieid reads "'Do not mention our name 
ir. NY'. 

I have advised Nancy's group to continue to reieci such (U*tum) payments 
containing that iTiBSSdye. 

Forv/artied by Eiizabelh PmlDmasira'HBiJS/HSBC ott 
12 j'30’2CG2 C2:45 PM — —— 

HBUS Fax 

•12/30/2002 12:16 PM 


Subj&Ol: Olsifibution rax fium "302 636 20CS* 


Status: R«ce!V9d 

Timo: December 30 2002 12:16:02 
Pages: 4 

Rsceiver'e Name: BSA Fax 

Receiver's 

Receiver'a 

Catling Fax Machine ID: 302 636 2005 


» Redacted by the Permanent 
Subcommittee on Investigations 
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From: David W J BAGIEV 

Tge Ogf 2? 09;A1 2055 

To; Ajay BHANDOOLA 
Cc: Qar,' BOON; root joho f 

Subject: Memo; Re: iran - STRATEGY DlSCU-SStON RAPE? 
itnportsrica: Noiira! 

AttachmenJs: im, 036_O.gif; lrr'39e_i.aif, Dec Liok.hUT» 


Could you Sase wlt^ Gary on youi i<‘.i(iStceiiCSuS(C»i» onSic irsn sarveSons and uib assessment of tl>o 
ses vices '^e ars currently providing lo a number of I ranian banks. 


A i a y BHANDOQJ ^i ^/TlJvi F Cm MEM.'mBME/'KSBC on.2.' Oct.ZOOj 05.;3S 


27 Oc. ZCnii 05 


f tern: A(ey BnANuOuLArnU rCra VicnvKSHionSSC Te<; 57i 4 507774$ 


David W J 3AGLEY er a; 

To; Davie vVj EwG'_SY/fHil-QrHBBC@hSSC 

ce: Gspy BOON^WGR PCM M£M.«eME;>t33C@HSBC 

hec: 


Subject Re IRAN ■ STRATEGY Dl9Cl,j»5iOts PAPER 
David, 

As discussed on the phone fhsts is a lot of work ihat Gary has already done on this In understaixling 
OFaC regulations ano possible payrrient; processes. Can i suogcsunei jonr Root soeaKS to ca^ as a 
starting pcint to pick his brains. Gay is traval!i-is cn iiosir.ess at lie iTior-Wit arid wii! be back on Thu 30lh 
Oct. 
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Ajay 



To riavid W i PiAO! KV.<HnHOfHSBr@H! NRr pr aJ 

To David WJaAQLEY/HGHCyHSBC®HSBC 

w. ltmWOBRlEM,'GGM PLGGHO'HGHa'HSSCgHSBC 

Jchri F ROar/HGHd'HSBGQHSBG 

Stevs SANNER/WGR PLO MeMiKBME/H3BC©H3BC 

AiavaHAhiDOOLA/RM PCM MEM'i-6ME/HS3Cfi§HSBC 

btc 


Frum. David h HODGKiNSON Tei. 37 i 4 5077462 


Oijr Rsf. 


Su&iebf Rs: IRAN - strategy CMSCUSSIWJ PAP'R 


David, 

T>!3-k you ‘Of oopy’r-g me on your note addi^^ed to Danner 

HSBC 43rns uSD7,5m e year froiti busipet-? <tef!'»fi3s with {fsh and w9 be’iava LhsE there is sigriRcant 
br^'tenA poieniiai fd; grfmti). As we discussed at ihe H6ME board on Thursday, we are vary keen to 
ensure that we look at the varices issues -.er/ oloseiy and try tc find an acceptabJc way to offa'' the 
manmum range ot services ^ssiDfo witnoutjaosardsrig tne Gmun's nnsitir/t yi the u S Th<<: rtMv 
inrtistive was rfiscussed wim Yottssef Klassef and it was re wrtv sug^siad contact wrth Pauf Lee 

tiVe 'very much i^preclate your concftms, and rose of Paul Ue. and sit' happy to incur some e>pen&e to 
investigate n the fg»tes! yg^ipus fDptJons wHh respec’ to DSD payrTtenls and other businoaa. 

Regards. 

Uavo 
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Frors; Tony P COLLiNS 
S^nt; Thi! Dec te '!7:17;4>3 2C05 
To; Jorid ^.LISON 

Get Gflvid VV J Sw^OLFV, MoJcCffT* G EASTVVO^O^ Rod MOXLEYJ R wVrtLKLR^ Niy^S J A^iRl 

aeotf ARMSTRONG: Quenhn R AytWARD: Brt^n w RICH^DS: Gary BOON: Jo^'n F ROOT; John R 

VViLKiNSON; Susan A WRfGnT 

SubjMt; Memo: Re: Iran - U-Turn Payffcnts 

tfvipon^cd: Norma! 

Attaohiments: image_C.yit b'riejisf_1.&»f, imtioB_2.gif, tvfeiSFyirrtPfucessino-dDc: Meii Rev.doc 


The process-fig ot tranian paymenis sna tne suDsanuent reputaEtooal nsK invoiwea pas been a major 
tasking point during the Sasl fs'« yea^. Tuose Sscusslons began due lo ttis number of Iranian pevmerits 
frozen by HBUS, the r?ijhs,ftqne»tt piessure placed upor by the Fede'g! A'Jthort'Jes end ou' own 
fears concerning our glot>3l reputalino 


Oi-AC Sanctions state tnat ‘ US Uepositoiy inatitutione may har>dlo ’’U-Turn'' transactions { cover 
paymenis invoivirtg Iran that are by order of a third country bank to another third country barMcj , 
pri>vided they do mt difecily ctedti ur tieLit an itimiartaccouii?.". Hie subsaquen! piessure by ihe 
Federal Authorities cauRort HSUS to rreva tf?e ge^ posts subtly, evsfiliiidly advigirig Shut Seiiai 
P^ymer'ls atone would b* acceptable in orderto receive fiiU disclosure 

The ;»!iticat siluation then changed in (ha wakeof S/T1 which i wcuid guess strenathenea HBUS resolve 
for full diof.losurs. but whctrisr the adoption of the cnginal Sndnrgs which hsvs new bnen proposed are 
still valid ioda’y sh.ouM be put urtdsr ctoser ccryfsny. 

During the previous 7 months RMS have investigalftc! the franian issue with an open mind, taking into 
consdera^Oi) our repuiatioi'tai risk, ciirtwfii amS (jus&ibly future Iranian buskiess arid the technical, staffirig 
and financial implications, The most irr^itent issue was obveusly to ensure that vve complied with 
current OFAC sarMons ano to effect pavtnents witntrie minimum of repuiaticnw risk, cover payments 
ms; this critarts snd with uhs propc^ed addition of stl CFAC Sarictions to the Profea Wolf database and 
trie e>!tra tacurity provded by theORAC Backstop esjeuee-. London, we betioved ihsi Cover paymente 
were the way forwarci. With this in jfSnd. we were under the impression ;nai Group Compliance would 
ennthot LsgnJ Courwji with 3 iHew R> pursui-tg fficir egraamentthst Cc-zar paymants wai^ acceptable, 
and to subsequently oppros.'ih HBUS wSh e new recofrvnendaiioo lor covtr' payments. 

it has now been confirrnad that Da reason 'or iiot coiitactinQ Legal Counsel at Kie ouisef was to ensure 
we didti'l incur lega* expense wiftoui firct dfecusslng the apprcsch with HSUS. We oncsrstanfi tha 
reasonins but believe we have tost tne impetus oi tne original plan to persuade hBuS to accept cover 
payments as valid pavTicnt msthed. agreed by boD OF AC and hcpe^ily Legal Counsel. HBUS have 
Derafofs r^tsrsted their desire Sor fuf! disclosore ss per Derr crig»na! dccusslons pro 8/1 1 , 

Assuming that the example of nayment formaiting provided for Bom Me'itwitinow be riuprtcated for ak 
our Ifanlaii accounts, HSUS wiii theiefor* need to open separate piocessing accouns for ail our current 
and future customers v/.hjch will subsequently be entered into Del: OFAC litter !i a 'token" to ensure that 
every transaction is filtered tor Lev'estigatior. 

HSUS will therefore require fuaher FTE to process these payments but a business proposal rciuding 
actual pricing has yet to be agreed. the 3 original FTB required tor Sank Mailt payments only? If so, 
hew many will be rsquiimd tor afi Iranisn aocoonH? W-th the deadline only a few weeks away ws may find 
ouiselves agieeing to pay costs that in the fuUne nny not iircve finannsai^ sourtd. These costs spam may 
f!ss as our Iranian customer base increases. 
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if CLElomof tfsnsfcrs srs to az sffectsd by MT202. fts custcrrisr.T&iSt ^put rd £6 !c er^urs itist MP$ 
pr&cBsses the payment through the serial mettiod. It is possR^ie that if Fd 50 fe lef! Liank, MPS will send 
ou! 2 x MT2CI29 py me cower metnpa. 

Vj.i!! ail Diii- Ifsnisn castomers fce required » sign Terms and CoTiuiUens" ftApiaining ihst H3SC will roi be 
!la!>‘e fv sny payrnerts we process ostrsQ art MTIOO senss payrrseitt mgewd? What stance wi!! we take 
with those customers who cfoni wish w sign? 

MPS cannot loccb specific payment hypes for a ^>edSc customer base and send them to a repair qiious. 
Tnerefore tneoniy option would he to set a rmrtcer cn as the Irar^isn accourtts and maniisiBy check each 
payment. I* no action is taken, an >''i$riC>3 tomDarik(>te»ooin(l airtSSTT' caub<t>g an autwnafed cower 
payment to be effected via the US. if MPS cannot be amended, where wi!l !he onus of checking each 
payment iav? Which ever deodnmant is Mosenfofihte task, time win be r^ouired tor a business plan to 
be investigstod to discuss tuluro ststfrig fevets s<u costs. 

As It iS illcge! to tamper or amend a payronl insiruction it may be deom?^ as "sido-sfeppinn'' current 
»arictions, what action will be takan Uvu^gstOn/GiOb^i when an iisMaily sent fviXtCo faiisr lo repair due 
to a formatting sssus other than the payirsent being a 103? ft wi! atoc bs nocssoar/ to ro-cdusatc our 
customer with regard to formattinQ and especially Fi^ ?2 with the cwnmoniy used sialemenl * Do not 
rrrfintwn !rsn" There te efeo fhs legal irc^r^ttoits concefn jig Iriierest cSairns if i-iSuS hofci s valid MT202 
payment tor fur^»ef investigatfon Who will pay ihese costs when troth the custorrier and HSEU believe 
the paymeni r-nmplles with OFAft -sanctionsT 


rcr the sertoi rrioihoci io have any citotice of success, it will require our correct inierpretation of a Ll-Turn 
iransacSon tor c\'Qr>' stnds pay.mc.nt. a M! bjsinsss proposal to Include staffing ievols in HSU£ and 
HBEU plus costings and the «K reantoot ef the customof. Due to many banks closing (heir Iranian 
business, ! Mculd expect our cuBtOiTicf base io increase signiiicantly when iiiey realise that HSBC ie 
happy to process USD psymsnts This fsteocaiisss ctoocsm. 

in conciusion. this meihod wis require an exirernely d:lncvl( tronuo: process wnich takes us ore sic? back 
in our ^ht for STP. Group Coenpiiance have ad'i^ed that *Due to the ciicranl regulatory ciimaie, si! 
paymenis must he transpareni* which increases the likelihood Of HBUS seeing someVilng (hey don’t like 
and holding {ij.nds for investigRii<.>it''fire3zingas¥Oi$. Wltti itt^aro to U-Turn osyrnents. It all comes down to 
interprelation. to asKItioh. their isan sstremelySrrvied amount of time avf^iabtoioset therequirw wheals 
ift motiem. My viaw ts that the serai mathod requires a large amp«nt of work prinr to convnerioernent e 
disproporttorate amount of expense and a higher than average risk to the banka reputation being 
daiiaved by ^ futorp psyrrwnt. 

Regards 

Tony 


“ Qh .n iT>ec 200.’ 17:50 
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rroni: Soun A' 


Tri; <wiZ5G&4 
44 207S &2SS34 


Tq: Nigpi.J w'HiR.et ai 


To; Mfsal si “nfciR/RM iS WEwriBMt'HSdCfiriasC 

Gscff ARMSTR0.''iG'H3£U-'HSSC@H£SC 

CKjenim R AYLWARDM5BKfHSSC^J3BC 

Bner W RICHARDS.'WDSK'^'SBC-®HS3C 

Rod MQXLcV>H 5 EU 7 ri 55 CifiiHS 5 C 

Csry eOOM'MGR POM MEW1».«£RiGDOS^5BO 

JalMi F ROCT/KGWQ/HS3C@K3©C 

•toftn Al L iSa’^/HGHO/HSRCi»Hf aC 

MsiioTri G EAGrvVCKDDffiilCB^I iSBC^iSSC 

John H WlL.KfNSON/HBELVRSBC@HSBC 

J&rarry R yjAl.Kt;R.'H8EU/HS8C®H^ 

Tony P COULiNSMBeu.’HSBCl^HSBC 
David Vv j BAGLC'r.'MGHOhisBC^HSBC 


bcc; 

SubjflcU Re Iran - U-Turn Psyrrenis 

Furtfisr to rry rscsr.t smaifs pienss aJiscftes propcsetf U-turr! prccsss-'^rccccJi-res forwartsi £y 
Carolyn Wins, 

Could you pisasc acvrsa Uonn Ai»son ol ycxjr comments es soco as possDle. ci may oe worthwhlfe 
curi'>«nii>y ariolhar uom'arynceoali and i^you would Ilka us to arrange this please ler me know. 

Regards 

Susan V.fi1jjhi 




CGniid0riti3! - FOIA Tr©3tni©nt Roc^usstod by HSBC Bank, USA, N.A. 


'3976 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 


PO 00000 Frm 00493 


Fmt6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS 


PsN: PAT 



1588 


From: Niy^i WHITE 

gani; vy™j flap 22 15:41:53 2QG4 

To: tain STEWART 

Cc: MarSyi'i H SPEARING, Aian RAMSAY, MaiucAn G HASTxWOOD; Guutf ARMSTRONG: Fhii BAiKcS; 
r>sv(iH w j B.AGL5Y; Jchn ALUSON; Nige! J ViEtR; RodMOKLEY; Aiay BHANDOOLA 
Subject: Iranian u Turn Payment 
Importanca: High 

Attschmsnls: jma3s_Q.gif, sna8e_2.g!f, IRANIAN P.AYME>4T PROCESSING 

PROPOSALS noc: GHQ CMP CorrvnwiTs re Iran uTom Paymerris.floc: RKponse fromPhii Bsinas in 
nomoliancc oomFricnlg ra irar. U Turn Paymanis.do: 


iam 

□iaCuSaions Oil (hs qucstbii o* iran'-an U Turn payrnents have non been compIateO, and ifie aiiacriuO 
oaper pr&vjcJgs rsccmirsendafKrs tor thss Arturs handfinp The prepssa! is 10 corn^niie is pro'.'sis this 
servioe. subject to the processes cieteitefl « the document 

Our objectives - within that decteton of continuing the service - am as follows: 

1 . To proteci ihe Bank by avoiding aciioi'is which mieh! iead to us beoa accused of detiberaieiv 
circumrievigstirig the US OF AC icgissatian. 

2. To ensure that traf^c directed to HBUS corr^tes wSh OP.AC tegfelatton and spsc-ifrca!!'/ the dtsclssur* 
rules, to protect OLT US liKrce, 

j. To oisoe the seoueswation rrsKwrth the Iranian barks rainerthan ourseivos as far as all non-Group US 
Bank iraffc b correerneb. 

The propcssi has been reviewsd by GHQ Compltenca. which unit rrsds s nurriser of cemments. These 
nre attached hsiow tor your retprenca and hove been addressed via en e rngii response from PhS 
Baines. This is aKo attached below. 

If) summary, ail invtotvcd psitieshave sigrted oiTonihe proposai, and iftenexi step is tor GHQ 
Compllsncc to engage with their ceiteaguss m HSUS to obtain their agreement. 


! will be nrnteA!! to roceive your enrSofsefTtent, tstd epprotei to reguest GHQ CMP to execute that next 
.step 

Regards 

Nigei 
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This paper sets our (be snangemeiits oirrendy in place foi tbe processing of payments 
oridnaring front Iranian Financial Insiituiioos ht^lighoufi nsk areas and suggssitng some 
changes lo existing practices 

Background 

There air currcmly US originated OrAC sauenoas against Iran but these arc not mirrored by 
UK, UK or EU s-jnctioiis end IhcrtTOrc oof binding m respect of paymeni^ made by H3EU, 
Tijcre is hOwcvCi an impacl ifthese paymculsarc made in USD oi enter US iuiisdictkiti 

A nurriber of years ago a procedure was devised Mdicicby Iranian FI customers put a cautionaiy 
note OB their payments ia Field 72 sayisg ^pttcally "'Do soi meDtiori irau” Tbe pay menti fell to 
a repair queue where HSBC operates remove references to Iran lo prevent possibility of 
sequesSratioB hy the US aiithorities fn New york OSher warning messages inserted include 
"care Soiscuoocd country' . ''do BOt Toute vsa the USA” and take no rcsponsjbtJiiy for this 
peymeot”. If should be stressed that the \-sst Tnajority of payincnte arc valid, falling within the U- 
tum exception psyments which ere perntsssible by the US authoiittcs. In sny event, such 
transactions would be deemed to be bona Sdc tinder EU cs" UK Icgislarioti. The processing of 

from the majeritj' of these paynaerts when they le 2 \'e KBEU. Many of these payments ere in 
favour r?f Customers of the HSBC Group or HSBC Grcaip enhties thcmsel'.’cs. 

Iranifitt banks who have used this prsetiee are Bank Mel!! Iran Bank Idavksxi Sark Tc’srst 
Bank Kcshsrvazi and Export Development Bask of Irss. 

The vssi majonty of payinersts have bees siiccesstuliy ctlfleted, although ntore stringent filtering 
in US by the US Banks and, driven by the Fed, has meant that more payments were being frozen 
or ip.vcshgatcd prticttlarly following 9/*l. Ibis culmiitafed in a Bank Markari payrnwi fer 
USD7.^m in (>:(ober 20<>2 wbich would have been sequesTated st HBUS but for the persert?! 
intervention of HBF.l! Senior Maitager Payments, 

Iranian Paj'ments 

This payment had bean sent by Ac serial route and it is still uncenain as to whether the freezing 
had been pnecipilaied by OFAC or a ilericai error wiuiin HBUS. This incident brought into 
focus the risk associated with making these payment aod tbe need for a srearer uDderstandmg of 
valid or U-tutr payments versus rhose which could be seized. 

HBEU had already been proactively pursuing an alternative processing solution after being 
prompted by a Compliance Officer visit in June 2002, when the above pr'acticc was challenged, 
In tho kttowledge of a lightening of die Fed’s approach to saociion legislatiou, which has 
prompted h small number of bauks >o cxii this business aud otLtes to be subiect to fiuaucial 
penalties, our primary aim is to find a means of conrinuing to suppon payment processing for our 
Iraman customers, whilst vrianagltig uperadonal auu feijutafiorial risk widtin acceptable levels. It 
should also be mentioned that there reoain some US basks sedve ic this markcL 
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Ctirrertpwirion 

• W<; i.LndCTStsnd that Deputy Chainnsn HBME (Hodgkinsoti) and HBEU have h?cn 
coinmuiiicaliug lo coollrni there is a definite appetite for this business and obtaiD suitable 
sigD-off have noi seen evideoce of the nutcoine of these <!iscus5'f>ns although we note 
the su^oTlivc email leccivcd from Robert Gray dated 21 June 20o4 and the most ncccrt 
email to ourCEO. 

• HBEU CMP have expressed concerns with the cuTTcnt payments practice but do not believe 
it is their place to exit this buMoess- this Is a cemnnereiat decisitw in iheir eyos 

• The Current siruahnn is that payments crmrimie to be snhinitfe<i by some Traniar customers 
saying "Do not mention Iran” or one rsf {he other options highliijbted above and processed 
manually as before. This proccdun: catrics a high degree of risk, both linancisily and 
repuiationaiiy as we could be seen to be imervening in the pmccating of these payments to 
avoid OFAC legisiatioii- rather iban simply supponrag valid U-tum transactions. 

» HBUS arc tincomfortabic with the existing practice and with the involvement of US legal 
Counsel have proposed « soltitioo iaccaporatica adaptations to MT202 cover payments 
ensuring that they uonlalu disclosure of the underlying payment details in Held 72. Tois is 
discussed in more dstaii below. 


• An MT2ij2 performs a dual role within payiucnts. ll can be used on its own as a bank to 
bank nansfer, for e.vantple in settiement of a FX trade, and incorporates full disclosure of the 
rc.miticr and beoeiiciary. The MT202*s other role is to provide cover for an associated 
MTiOj and it is in liicsc instances that ihe remiaer and/or ultimate bcneuciary is not 
disclosed. 

• Paymem -Sci'viccs Compliance certificate in Dec 03 was caveated to mgbligjtt the fact that 
(be present practice is oontiniiing, acctuioc risks detailed below The June 2004 certificate 
has been sitniiarly caveated and there is now a need to develop a robust action plan to ensure 
that clean sign off can be given at the next opportunity, 

• Current volumes of Iranian payments business through HBEU arc difficult to quantify 
precisely, akbough the most rccent daily volurncs indicate a total of betweer 10 and 50 
payiHKtils per day with appru.xiniaiu total value of USD 300.000/USD 1,000,000. Cciicral 
Bank payments typically arc made at certain limes of die month and tend to be much larger ic 
io Che USD 10 luillion value level. 

Additional Risks 

• Retniiaiiyiial risk if au Irtuiiaii jwymciit is enbeted by HSBC when it contravenes US 
sanuiioiis, 

• Personal rcspwisibtlily atiacriitic to HSBC staff who arc involved in anietiding and 
subso^ueiitlv processing these payments. 


Ccnfid6ntlai - FOIA Trcfitrn6nt R6C{U8st@u by MSBC Bsnk, USA, N.A. 


8 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00499 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1594 


* Pinaocia) risk from op-erationa) losses resulting from HSBC having to lefiind a cusion'ic; 
whilst funds suing in a Stizcn acttainl -widi OFAC. 'Iiijs can involve bod< capital and 
interest although limited interest bsnsfjts can be aecroed on OFAC frozen balances and 

• Potcchsi mcoiue loss, and rcpatarlcaal damage wHth Jrac if wc witiidra'.v from tim processing 
of these payments. 

Possible solution* 


t , SWIFT \1T2,o? co' cr payijicnt wth full disclosuT?. 


problems with this approach; 


aithouch wc have the undernoted 


i) (i is at vaiianca with JionTtBi iiiBikei pmcficc tuid could result in duplicated 
payiTieiits. Most banks will ooly expect to see a tnuiirviuiJi of details on an 114X202 
message and a practice whereby wt <}U05c the fUH beneficiary name in addition to 


ii} From HBEUs perspective MPS (the UK payments system) is set up in such a way 
tSfti ^eid ?2 ^^^Tbctivclv disclosure f*c^d) is s protected ticld sn MX202 
cover and cannot be accessed (ameud-sd) by operators. It ittay be possible to h»ve 
this changed hut this would be 3 substaitlial piece of work and may well have 
implirafioos across the Hank, It woijlii not be (fesirgbi? to open this tVJd for 
manipuiation as it ccniid mtroducc new areas of risk jc fraud Add'hortany it 
would have implications for our Wolf flitentig, as v/e would have to ensure iliat 
we are fiiwring MT200 series messages. These ore emrentiy exciuded from 
Bitering on the basis thai This traffic rcprcsccis pure bank ro baik paymcsiTS 
traiTic. 


Hi) Unless the MPS erihanccnienis in ii) above were implemented, MT202 with full 
disclosure would become a completely manual process carr/ing the disadvantages 
cf them being prone to human error and costly Additionally, wc would not be 
offersd the protection offered by filtering, ns MT202 sersa! cover payments are 
not presently filtered by Wolf. 

IV) b'tance of other US banks. Even if we cfFecr paynseDts perfectly from UK, there is 
shll 3 divei*:(ty of opinion and stretii*gy i>y us hanks fhemaeive.s. whtch means 
that we cannot guarantee that paytnems will definitely not be froeen at a later 
stage TTicrc is an clcnicni of ‘‘gixy '' even in the U-mra legislation or at least rhe 
inierpreiatiou or' it by the major US Banks. 


2. SWIFT Nrri03 serial payment option. 

This is She preferred HB£U oprion but sufftts from a couple of significant disadvantages. This 
would involve a request to the Iranian remitters to rciaove their special iristructioiw in field 72. 
MBEU would treat the payment as a serial psymccC. 
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Ths r3(’c cha!]erig%:s H3EU would ha^'c to tfiSCi here woidd l>c: 


Allovvinq Iranian FI paymauss to STP 'AnUiont by HBEU itprcscnts a 

SiEC’.ficanT shirt in approach. 1 here could be some reputatJOTia! issues wsih the Iranian 
FTs unless this chaniie is ckady communicated. The ftnancia! risks associated wih fijnds 

pnTgnliailv Sp-jog teqtiEjt^ed WOUld RCed tO be arc^ted wSU-.-i'Sf. 


Frcim a system vievk'nninl., thi.s tnferslbaisonic fonn Tnamia! intery'ermon and venrication 
is mandatory. Affirmation that ihc MTlOj paynieni qualifies as a U-rum payment would 
need TO be confirmed by liBLiS before the final payment is effected. The same issue 
woiiiti artsr foi payuicins direcicd io mbci US banks and wbcir we would be uticcnaiii of 
diCir procession airaupciiieii{;^iiiieT|ii%[auoo of OFAC lej^siauou. 


ii! Adopting a nj’e vwftercfcy HCFU Loniatt payciciits prior to passing uiens to US FIs 

phrases such as "Do not mention Iran" hi their instructions, but vve do not fully automate 
these payments, v^'e will be relisni upon the .operators of the HBEU repair queue or Wolf 
operators to act as judge and 'ury as to whether dte payments shDulci be pioccsscd. 

Each payrnen! would be allowed to automate thro»J<th HBtU? paymerts system but 
mention rt Irnn wnuUi piYunpl refeiraf to ilm WOI.F queue 111? role nf ifir W(^l.F te.sni 
w'ouid fnen be to validate the item against set U-turo rules and release it. it would then 
be for the uexi US Dank in me chain to validate the item, rats would include liBUS who 
would need to saiis^' themselves as to its validity within OFAC legisiatior. Both of 
these activities incur costs and wc would only undertake this work on tlic basis that all 
liability for sequeiiraicd items remain ibc leipon^ibility of the Ixauian reniitiiag banks 
This is a conscious and spccifiv eliaiiie die cunc-ftt appicach whem the Uatiian 
Bnnks rely upon us to “dean” payments for tbem. There would be a need to ensure that 
robust checking nicchanisnis arc in place within KBUS to ensure that all ImniaE 
payments arc intenogated and meet the relevant kgislatioa 


Our preference would be to fidlow the solution ofTered to 2i). This is because the nawrs of U- 
hjm payments, (payments invoivnng Iran, which are by order of a third country' bank for payment 
to another third country bank:, provided they do not require the US Back to diiecily credit or 
rtehit an Iranmn account « e piyymeots most «ot fiiAtise in tbc US) dercand that the US undertakes 
some manual scruiiDv of racb iiem Any reputatiOTal nsk would be raiTic^tf^d by tlie Iranian 
customer (a fmaocial iastitutiem) takiuc responsibility for subniining ouly bona fide U-tuni 
paymenu and HBEU W oif filter dcicciiog poicutial tcnonst-linki'd uaytDCius. 

HDEIJ will continue to idopi an inicmal best practice whereby it views and releases pavmetils 
taking nn oveiview of this trafTtc using ihc WOl-F> ond Country Validation Backstop queues but 
this will purely be foi- internal rnonitoring purposes. The overall approach is that the li'aniaii FTs 
will monitor their own payments rrsftic and to ensure that only valid U-tum payments or 
payments which are permissible under the tcnr.3 of US legislation are submitted to HBHU. 
Efibetively the risks associated with sequestration woyld be placed with the Iranian FI rather 
than H,?BC 


Rsdaciod Matsriai 
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inc proposed soiurion wou'id mcrcfoit iovoivc mcfoiiowiog components: 

• We can continue lo process MT2uO series idstructiens from Iranian Fh in respect of Bank 
seitlemenr irstrucTions 

• All commercisl payment insmicrirms must be sent wa iwiT loi serial mute, 

• Full disclosure TO he evident end ony references to “Iran" in customer paytnert mscnictions to 
remain wuhnut material aUcrariOD. 

• HBEU PsymeDt Serv'-'ces lo un'icilake their nonnal checks, particularly those h’-ghlighted by 
Wo’fftlim-. 

• HBUS 10 have opportustty to valitfete all Iiaiiian payeuersb; using existing ililering !ecl!n’ques 
(and reiesse, if appropriate). 

• Sequestraiiyn risk to be borne by Jrantai* remitting hank. 

There Vidll he costs associated with the manual interrogation of these items and we would only 
feci abfc to siipoori this approach oo the basis flia! loss of principal, interest, a-td F.X cosis 
associated with delay wcoiirj be the responsibility of the Iranian BanV, An appropriate fee 
stnicfurc for the mamwl inioTTOgatiCHJ of these items by HBEU/HBLS would need to be agreed 

.^rp.riarm« u^iiig the fiilK' aiilnmnled tkTTKyif «ol*>(inn 





HDEU 

HBEU HBUS 

Run’j'ncr 

Beacfisiarv 

PavnKui ivee 

BMl 

AciioTi 

OLici 

Iranian FI 

Europern FI 

USDU-hsro 

CotWry backisep 

Paj- 

.'’ay 

itinian Ft 

USFJ 

ll$U nonV'ilim 

W-OLF 

Pay 

Frcc7e/Sce>{ 
OFAC approvui 






so pay 

Iranian Ft 

HBAP a/C !R nstionai 

USD U-tiim 

Couniry bxksiop /Wolf 

Pay 

Pay 

tiUtiun FI 

l.!3 Ft US ii.«iuibii 

USD tkj)) U-lurii 

Couuiy hwkwvp('*V<>{f 

Pity 

rrrcic/Secii 
OFAC SpprcT’Ci 




The way for%vard 

HBSUs view Is that if wz arc to coatinue to support our Iranian payment business sc^utions need 
to be ceotred around 2 above. In order to progress on the basis cudined, tbrcc areas of Che 
business would need to be comfortable with our proposals and take action accordingly: 

• RMs to contact Trsman bank customer base. Iranian remitters would need to be advised of 
our revised procedures, sripuladuj riaat they must only suLmi! MT133 serial payments, which 
do not include special instoiciiotis in field 72 sueb as “Do nut mention Irau", “Care 
sanctioned coiiatr>“' and “Do not route via the LiS''. Addidonslly field 56 should be 
populated to assist routing. Their risks and responsibilities would be outlined, specifically if 
payments arc frcscc ia the US and the possibility of increased tariff would need to be 
considered due to potentially increased costs in HBUS. Acceptance of sceju^stratsoa risk by 
the Imcian bank would also need to be incesperated into any proposal. 
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« II3US to agree to this so'uticxi. Tne MT202 covei payiucui piopusetl ih tniatucpuiblc it) 
HBEU and MT102 jcria} pa^iTicnt iraite 15 »t» csii cpinicn t«ic oiily vtstile atid twiisparciit 
soiutiOTi. Actioss *0 be takcu if noc U-tum payiscriu arc idciitified roquirc io he atycod An 
appropriate fee structure wouad need to be agreed to reflect costs fissocisted with the 
interregatio?! of Iran payments traffic in KBUS. This ’.vottld be aeconiinodaied through a 
dcduLtioi! frem the final payTocni made to the beacficiary. 

* KBEl) end Group Corupliancc w endorse any pre^sa). DGcondihonal sige-off of the 
proposed course of action would be required from Compliance. The comfort ftetc:^ woiifd be 
in that alt Iranian paj'Tner.ts will be subjected to checks through the Wolf filter or Country 
ValidaticR Bnebt^ is KBEU (RMSl and. in crjciaHy, liBUS will utilise its owt, filters tc 

Cosnmuslcatifls Plan 

!. Draft letter wording to bs agreed with Nasser Homapoiirf, Senior Coentry 
P.eriresentative irsn. 

2. Occe agreed Relattocship Managers to v/nre to Iranian fi cusfoaers adtesseg thscs of 
these requirements and soch leitere to be hand delivered by Nasser Homapour to Senior 
MsT).'' 2 emcpt m ihe iritman Pls. 

?>. PCM Dubai to visit Iranian I ls (suggested) one week after 2 above) to citstirc that they 
arc Silly aware of the foiTnaninn requirements oi'tlincd in the letter 

4. HBEU to moniior traffic and refer any prabiems to 'Nasser Hornapottr so that local 
)nicr\cntion can take piacc where appropnaic 

This shpitid enable the (mnian payments business to continue without compromi.sing the position 

of die Batik. In order to expedite inis solution a onift reinpiaie letter (beiow) to be sene to iJie 

Irtoian custoiucr base advising ihcm of the changes has been developed for consideration. At 

this stage there bas been no Gtuup legal input into this draft. 
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Driif! cusfomer Jetier 


US DOLLAR PAYMENTS 

I am writing lO iDft>rni you uf tliu ncccssit>’ lo amend rhe way lo wisich HSBC acts as your agent 
for US dollai' payrnents and how we propose to continue to handle the USD pavmcnts business 
we on your behalf. 

Yoti will bf fiware tbitJ the rcgulst<My climate has changed in i^pecl of cross border vayuietils. 
particiilsriy those which 8rc dcnomiiiAicd is US dollars and involve Ccttaii! n&tiicd (by OF AC) 
coiiiitrics. Over the last lew yeai^ we have beeit able to service your US dollir paynjcnts 
business by ensuring that our Sucntion iS drawn to the fact diat each paynien: reiniKeij fay ri uniaii 
Banks is a U-turs paymest arid then take approbate action. 

In the light of the changing cavircannent the iuclasson of additional test ssamplcs of 

rcquiremcnis v.’c now propose the fclicwring ehseges. 

i) A.!! USD MTIOO series jaymeet instructions should be sept to K5BC Bank p]£ via 
SWIFT MT 103 message. These will be processed ttsing the ssral payment method- 
Your M'nOO series messages ic Bank to Back transfers arc ucaffcctcd. 

ii) Field T2 should not conuio any special cautionary insTuctioos. These include but are not 
resmewd to phrases like "Dp rot mention [ran’'. '‘Care sanctioned ccuriCt^’” and “Do not 
route via the US" Payments which continue to be sent wirh these irsrnjctions v.'i{l bo 
cancelled ard Treated as null and void by our paymeof prwessing areas. 

it) Field 56 should he populated Ky ynn with the code of the imermed'ary hank who wij) be 
ctfccting the payment to the hciwrficiary bark This lotofroarion should he rcad'iy 
available from your beneficiary customers. 

Fuiniment of the above requirements will enable us to contintie io effect US dollar payments 
efficiently on yom* behalf. W c must stress, however, mat due to me corupicx and varied nature of 
these types of payments, the risk and responsibility io the event that payments are sequestrated 
by the US regulatory auchcrities remain your responsibility. Any interest, foreign exchaisge or 
Ciinsequwinal costs, asssociaied with a delay in the processing of such payment, whilst enroute to 
lliu' bciiurici'diy a ill bv uunse by yuurscivvs. 
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To reficci I'ic rtwj to reintbuiSc cosis ei^oclatcu wllh Incsc payments ii >3 suKKcsa-d tJiat these 
paymeuts are marked ‘'charges beaeficiaf>” so Ihat a deduction can be niadc and fne payment net 
of such charges. For those payments roarked “'cbaj^es our" aay costs will charged foyouiselves. 

We would ask you to erisuie that payinent insiruettORS incorpea'ite tiie above 2 coriditions as 
soon as possible but no later than Z ) Augi»f 2004. U would be udpfal if tlic Inip’cmcncaiiorj of 
this proccdiirc could be made under advice to me at least one week in advsiice of ilte change 
being made. 

! ’.vouid like to emphasise that P.SBC greatly appreciates the value of your business and ycur 
long-standing relationship with as. We rptjuest yottr sssistaccr to implenicnt the abcr.-c course of 
action. 

If you have any difficulty with the imptciocnehon of this pn>posal or wish to discuss Paithcr, 
please STTScse to contact me on 

Yours 


Unqiiow 

in order to ensure that wc do not agree a swtahtc way forward with the ensromer and then have 
an issue with HBUS, it would be appropriate to obtain your agreement to the above course of 
action and then obtain an "in princitMe” agrecmcni from HBUS via Compliance Before making 
proposals 10 our Iranian FI customer base. 


Confidential “ FOIA TrSatment R^cjusstsd by HSBC 5snk, USA, N.A. 


UU f 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00505 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1600 


Ffoni; Msrivfi 0 ROACH 
Sfirt!; Wftd Dec 15 10 3-2 06 2004 
To; Marilyn H SPEARiNO 
Cc: Csviii H HODOKiN’SGN 
Subject: IPAH - O^AC 
imcJortance; Normal 


Af tbe Group CEO's reques! I have kew nim ininrmed as to progress rnade in raUfion to the above 
matter. Corisequetti jpon rriy havlrtg ad'viaed him Uial s sXiirYtpiianl aoluiiou had agreed in qriocipia 
wiih HBUS he indicated that he did jitst warn !o ccsisidar the issue sod perhaps discuss wiih the Group 
Cbgirrnain. 

Do we hitve snv view as » trte possible vatue of our belnp abie to astiress this issue ct payments inrougn 
tr.o ',,‘S irt isrrri of the pctShSlaJ commerciaJ valaa ks 1h.e organssstion Doth :h terms cl gjcisting business, 
but perhaps rners importantly in t^noj ot future iruiantips i wo'.il't orit eoggnst that w* peeir to try aop 
intiucnue (iiu cktbaie at liiib sl»je \9tw indeed i donTif^''ik ^ wouki De Crruden! to start iobbying at litis 
stage) but It might bs hsipfu! if ! was arjrsedwiih the Siety valusto the Group if ws a's in etfsot mcking n 
reputaiiDna! risl! nysr possible re^rartf lyfffl jud'rsmset 

I think !t will probably ba sertSible fc^ us lo oantlv continue however to proceed assuming that we imay get 
sign-olt. 


Regards 
David Bargiey 
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Frcf«: .Ajay SHAHDOOLA 
Sent: Sun Apr 10 14t77’S0 ?ni)5 
To: Ddoid W J SAGLcY 

Co: David H HODGKiNSOM Uukhlsf M KL’SSAEM' Alan KS^H‘ Chnstep'icf G L5Vi",S 
Sub>ec:t: Re Fw IRANIAN RUSiNESS - OFAC 
impoilanco: t^rrnai 

Attachments: ifn?.gs_0 gilt imags^l gif; Iran USD P3ymente.f1oc 


Dave, 

1 sfTi 4f:c!csiri3 tfts paper cn saymants sll^aiivss fcr Iran S:>r you Incksde any POfttons yoj see 
refevant in yOus own paper. 

Re. me omer paper on me extent anrt nature rt the Group's Jranian husiness mat had requested tnjm 
(>■9 iran o^ce, ! uelieve is Cei Se&vo Jeieoiy is viariiug uie UAE kniioifow anO lie wii! oail you uit 


Regards 



Dg^,iailQPGK.I^SQ?< 


David H HOOCKItJGON es t©. Chnstcphsr 0 LUV.IO.'HDWCllSBC 

Apr ?05S n di KFRRURMF/HSBT 

AievQtiANDO’PLA'HSMEttSec ec: MuKntarM 

KUSSAIMfHOWE.'KSDC 

DA'ndWJBAGLSVrrtGHa'HSSC Sui^cct. Fw:lRAMlAN' 
Bl'S'NESS • OFAC a? Ref Ycur Ref: 

En?it>': HSBC Middte Esst Limited 


Gsr.tfemen 

Citsn yrw please make sure, this suiwnary everything sort sonO your sitematives p^per to DavVl 
Sapfey a s a p. The phneipei poncem i have ip nul 60 rnu<;ii alXAri Oui etusiing busii>es6 Pul Ihe imusvl oit 
the iraniai h'erarchy «f HSSC Peing seat! » *flc a BP* and as a re^uit bstng s^siuSed from the opening 
up of (ha Iranian oan<ing market when it finally occurs. 

Regards 
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Devij 

HSBC Bank pic 

Rsgstsrad Office: 8 Canada Squats, Lond&- E14 SiQ, Unted Wngdc-m 

Roistered in England - >iiirr*sr 14253 

Autfrorised and Regulated by Cie FfnazMii^ Sendees Auttiwity 


uavid 


J BAGLtY 


Prom: David W J 

a«nt: OH/Ch/^UQt 17:S2 

To: LMvid H .iOeXJitiKSON 

Cc; SsRser H'..<-Vs}'03;p 

SiAbjflCti IPAtOlAN eusiNE^S - OFAC 




nsnsely sn RS-tessiTifinl nf ihe sxtenl and nahir? of WW inv^ieo tuisW^S. This is nfierte.d p!*rtiy ss fiart nf 
iiid !i»K CrvCi (cwtifu equaiiuii , but ijlSo Iiojame wo wiii t'leed io iwih to'ifiyde oau'i umicibiiI ly^^ uJ 
bu$incss and assess how we’Ailldeal with legacy issues. 

Haying spoken io Stephen, pron^sted by «sscuSEiehs ^e'st'ng to a specjfc transaction tor NPC. ha has 
instructed me to orepere s paper fry the end of next week for consideration by the ChairrriBn sening out 
sn analysis of the issues and With rWwi-43ieivSstb«s. This t5fhst3t«6 makes it very urgent that ! receive s 
draft of the above business S'.fnma^ as qi'ickly as possibsi. even if in pert ccinrieted torrr by Monday 
close at the iatRst, Vyw wIS ! recxignise hav# an nppoilimrty to discuss this furUier on Ttiesdsy. 

It ts I'Otaii as bad as it seernsas Ute conyei'saiioo iodaygaveso.recieari.'cssibk' ailemaiive appioaohes 
to an outrKihl ban, 

Richard Cole has kindiy offefd Jo provkSe a sunmary of the PEf business in HBEU. 

Happy M speak over the iiyeekend. attho'jsh Satyiday em i wW be tn iHe car cfl 'fit v/ay up Nofth. My 
mnbte i? 078OS And eir »Ns evening i wil> si hiscrveijr" sbn-jf 6!r" on OiTJtfl WC14.h 

I am anxtous to avoid rushirg titis exercise, attfiumh Uus is now ineviJabie . and if ttiera is anything tiiat 
can be done to expedite ihe e&ove wOtU \ wouid be giaie’ui 

Regards 


p.-Hva.rli-c! h/ Div^ WJ£AGl£'i>!a!<5<’MC-RCoii OS Au» i-OCS !7:Cii — 


CcnfidBritls! 


FOIA Trc3uii©nt RsQUcStcd by rSSBC Sank, USA, N.A. 
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15 318 MG 


Ssrt by; Ma'^or' O W0*CH 

NdSSfti HGIyIAPOUR et ai 

T&: ■'ioiwr' HOMArOoR<nS3L"rBSCAr*AC@8{SBC 

CC! ri B^rtOrVrlBfd&liSSC^H^aC 

ijcc: 

Dear Nasser 

My nnrlerst3n'1i-’>2 is !^;3! yOii ar»3'OJv>rWfV>y aiw h ♦rw p'C>oes5ol<Jpcu'^»''t'ng tiie extent of G'f’up'S 
ifatiian relaled business whioH rntyW be eiiecied wore there to be any change in i'ne Group's poiicy 
rewards irariiactioiia that m^h! bs aflacted by OPAC rotetsd torteems cvw if cprtiucieei through tcivUS 
iftcofpofstod Group ertsSes. 

I recoqnise tne odvious concerns irst these oreposals vnti rase witft vtHi, but we are cijnentty in 
something of an ambiguous posttion, where > am being raquirod to giue a compliance view on a esse by 
case basis, swh that his cleehy desirable tor us to fesolv'o our fna! policy and spprosch ss soon as 
possible 

I wtiiiid iia Qi'fllefo! if you wouW confiimlhal iriy »bove uiiiieivtarujiiiy cfyogi iowivernent b coritci arid if 
so would you please provide (r«e with sorna idea of how far you have reached irt tl>« process, 

Regards 

Dsvid Ssgley 
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ir#?iinp Acfotiiite snd l^SD PeymAnts 

Gh/cr.'nr’To cvc’y^-ue alicmaiivis to contiase nuilLtsgpS^fneriU&ciD iTaBixi Batiks accoviriS'vvKb HSBC to 
protect our {r2D’?j rnmcMK while rsisinsi^gary passible IsgA regsiaaiy ssr ropuialional risk HBUS, 

A nufiibcr c,-raI‘i5rtialivcsHav4b«en svaiuaied »i’Ji ifeu^^ provided in Ac Bnnexitres hoyrever t'ncrc s«m to be just 
ii Use an aiternate USD carrespoMwit 

This Uthe iTcrntn’ortlefl sltcmain'c aeii « rof o’iJy »sy b> wWls pt^mepB, l»'^ Tnde nnd comTsstris!, can 
conttDue lobe made wiihocinay risk to mBUS or to cut iutinB faimness. Tins Cots ool mean that HDME would 
aggressively bccorac tbc Iraniiu payintaUsaoV.btili.'lsicad would just be <iWc lu cununu.,- vyti-i (]ji,-t.x]>J6itg 
poytscais 0*31 arc ijciog done oat ofiroa'an bank asscastswtd: the Grosy. 

: An alteinaw tlo HBUSi U$I> t<'r*esocaceEi wcHdd be used ftit tlBME UAE {'utl tronsparency ot' 
the pupssc of the accouBi witl be loquitud wilb (be cosTotpondcai: hence acoirospoodcaiis uttUkely to agree to 

nanirs held iviibdtftersn) oUicts .■Krossthr Gmup could be ronv«l in HBME Wartrei mttlltgcnce is that other 
iiauxs iikti BNP etc iire fuliowing siiniiisi processes. 

Pros. - LiiniinnlCS HRl.iS nsV 

• Easy In se* i;p at cxisiinu eysiemt ran be used wnhoui any maeuai processes etc 

I: is 'be best 3':crr>oiivc ;s continue all ^'pes of ifunsaaioiis iriciiiuiitg coinufcicio] paymenu 
Cons' - Thcro ’s ns clcnjcnt cfHSBC “TiHp Hslt (Uiiraigl: HBMF), whscti cor be tsiligsted 
tliTouah iransparcjicy and full disclosure. 

• Loss af itveiiues for Group (HBlfS) if entire H3ME UAB business is moved. 

^'i'.b the cu'.TCE! ca'.’irortjrjsni :t saay be dtfllcssft te find a v.ilUng US ccjircpsndrr.t 

.icH’j/i.s.‘ Evaiuiic ibe loss ofbusmcwioiAc (jroun.asa tvnnlc 

Itiiiiuic discHssiuiu with select banks. Caro is required since this announces cur intentions in a small 


h Irea sunPcf undiBB 

This alterostivs woiald support the existing Trade. Project & Expdft Finaflce sud Stftic'.ared Finance hiatTsee^s 
only and would nut supporigenerat U$0 connneKial payracnis Tticrc would be some felatiOBsWpnepcnaiwions 
since the imposition is uutuiiled howevti. sbtmpis would be rnude ic- luitiifriisc the impact so us ;u prutect our 
Riain busincsicj. 

MiffinJotofy- All nou-U^Daatpa’tisofloo'jar b?t*>Vs i>nd coms-oo'cs anv'-i'hriT tr the g.rt’up can ccmtimie. USD 
accounis cun ctiruinue to iw ieik isji enubr tiwd only fur ihe piqsosrs specified below. 

1 . USD paytseuss to H£3C acewana tr. that country (InlcTna? book tronsfess) 

2. Fos'cigTi cui'!V£Ky(!twt-USD)payKH"9a 

j. Receipts of fiin^tUSD « which would be orimarily Tta<i: roUicd. 

4. reribdic difundiagorihis account lo ii'sowTi accouiUswiih c>w<e< luuiae.y.. Boiik Sadeut HSBCUKlu B.iiik 
Saderal. UBS. Switzerland. 'Ihcsc paymciaswoalvlbcTreisiury dcFistiiRg iransaciioas xid no: commercial 
payments. 

C!aplfic(it!:si: pei!:ft“ed- A Treasury defttadiesj trassactiois would !?r poid to lire Iranian back raaicrihaii a third 
party. ThCK iraBsactions would he py wayof a cover VTinii <hr<H>.<n ilic US -At per ibe legal opiujop received all 
psynients ivquii'c full lepcntini; of the underlying mtuiicTion. However, since these are irezsury defundirg 
transactions, titer® is r-o undcriyisg traasactic-B ind wc-uld comply w;* 'J-Turn reguladcBS. Clanficaiion would 
nerd iol><' songhi «io whrlhef thc« poycDcntscan bemede ihroupb HBUS. 


"rn.v - Minimises HE'JS risk, 

- Protects the aaiohusicessesofTrade andPraject finance 

Cons: • There is a signiricoot chnofc id Uic icnus of Uic account iJut would have morhet rc;t®re(i<;sinn.v 

- Since commerc!3l?.iyni«insc.K:fl!Hb« iitiJe, ilieos is ttptcicd lo l« some loss of buamtss, 
Anlmr-. Seek :!artf:c3tiw: as io whether Trsasor.- dcfaiudiisg irsasact.oits can be made through 

HBUS 
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- tsumatc Lhc bss onraniancwsucss U lbi$i^on Wuscl 
Ajingjurc 1 

Ihere are ottier ai'.eraalKes tiat have been eoBSidcrcd, however they would all cause greater nsartet renercussinns 
aiid wouid jeopardise our iraoian posiiiosj.wait lOQ cunibersoiae/risky u> iini«ei«saJ, heftce are uorrecoinmemied. 
Ihey bavp been listed below; 


]. Use the HK USPcieanng system 

}r{cr}-,oduh^y: L'se ibc Dollar clearing syricm$oi»iskic US'.o iiwXc piiyiTreaiw wtitoorrcspcimJciit biiaU. Tlic 
paymeris be rcsiricicriio spscifl: ban's wba have aecoautc sn that ceisi^j and only prior psytr-rnt 
armneemenis can ‘pe nin'Ke 

Cc.'w,' • Ar addiuooal large HSBC endjy wtiuld get javalvsd. 

- 'rhis appro.Tch woiiirt rcouirc irmsRaicriCy with HKMA HKMA have worked with TITD on ibeir USD 
rayreemji system, Iseiice any request ittay be routed lo the US FED ror approval. 'Vviih the large KK 
Infrrssis of HSBC, tbs issues n civolrin^ KBAP would probably be similar ev the isstif > with HBl.'S 


MIm t^ f UTtg C.entril hank> USPxcCDBBtsscnices 

Mcihocicfo:^- rhiarjcia' lostiialiooiopciisirig in the UAC arc pctmilwu >0 opco USD acaouali with lHc uAL 
ce’M’ a! b3''-k ai'd tiiabs USD h* c:*,'h o'Jisn Ba."k5 gcRerary do ftol usr !h:s iystim, since i: is new, net 

liiWigkl mrniiyh aitii thrre is no benefit over itietr existing cotrespondeats. However wc could encoorage spKific 
iixw uuiils io w>C ileac acrviccS. noy HSBC OfO'Cy bdux i!lai fiOciCi ifr tliahc iraoiaa piiyihcao WuuIlI open j USD 


P.-ci: ■ 
aipt HHUSi'islr' 



UaE C crtral Bank 
USD Accounts 


S:xt Rani 
•<2y L'SFH 


Elitniri 


nd siPiciuTe d firion:,? payrncnis can conttnys te be made 

- Only a small Group enlily isiovtwved (IIBME). 

- Paysneuls can only be mixSc lo I'AE Financial iosliiitf ians iF.ai Have acctninU witn 
dic UAE centra! bank. 

• There arc no banks uswg this sysicm at present i»nd «i therernre atayte difficyli tri gel a bt'nl> lo n^rcc 
!o fills icf uti: c<«»vcni<T»c« only, O'her comoensatiotis wouid need at be liscd. 

• If boalcs do agree this would mcari paymects only lo spcci^c prt-amingcd beaelicirries 

• Thrw- would br ? need for ]»wcsks to make these paymenis 


6 


3. Make caywcBis in o 

Me/hi/dvlof^': {naian DCs itsd ether psysnents arc generally oil teleted. hence Iran’s 
USD They do bovc allcirtate EUR nccnuoissci upasa conimptiKV. however U5D ij 
currency. Wc would Ibcrcfoic convert USD payutenU, Mitobuy EUR auu tcraii EUR i 
fereign exchange Iransaction at the beuefisHsr) bank. 


requirement is gecem'iy in 
: ciciirty ihc- prcfcrjto 
vidi ihc corrcspoudixig ccmcts 


R.-<nri liH.iV 
<4y HBME 


1 

I CrinveTO H’ft j 

! 


1 iIMKi 


i 

1 fnHBfU 1 

i 



Pit!< • i'linitnaies linUSrisk atnr« there ienoUHn iavolvenfiit aia^l 
CVviy • ExprnsivE (Ccsts 3 pips Tex. equivaleni to say 5 basis ooints) 

• Pdsk cifnflrkciiuoveEscnu These could lx quite aibstanda! 

- A dispcoMtiontcoakc .'rdjMnyp«yajc!]t$ihro!ig!i unasuty deals is rcouired for both HSBC and Lhc 
recfiving "wink. 
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HSBC Profile 


> HSBC Holdings pk 

• Incoiporaled in England and Wales and heacquaitertid in London, 

• Lead rcg\iiator is Financial Services Authority (FSA) U.K. 


HSBCO 


> HSBC Group Companies 

• Located throughout Europe, Asia Pacific, ‘.he Americas, the Middle East, and AJrica. 

• Approxiniatcly 9,500 olTiccs in 86 cDimtriijs and tciritoiies with 300,000 employees. 

• Serving over 1 00 million personal customcis and approximately 3 mdllion conuBercial 
customers. 

• Super-dsed by approximately 540 central banks and regulatory amhorities. 


> HSBC’'s Business 

• Major lines of business are Personal Financial Services, Consumer Finance, ComiTiercial 
Banking, Global Banking & Mai4icts, Private Banking and Insumnce. 

• HSBC Group companies exectite approximately I ’.I million cross-border payments (in ail 
cuiTcncics) monthly, 2.3 million of which arc in USD. 

> HSBC Banlc USA, N.A. O^BUS.) 

• Primary business operations include Personal Financial Services, Comnierciai Banking, 
Correspondent flanking. Trade Services, Banknotes, Global Banking & Maikets, Private 
Banking. 

• HSBC Group affiliates clear virtually all USD payments through accounts held at HBUS, 
representing 63% of all USD payments processed by HBUS, 
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HSBC OFAC Sanctions Initiatives - Overview 


> HSBC is cointnitted to complying vvitlt both the spirit and specific provisions of all relevant 
laws and regulations. 


> HSBC plays an impoitanl role in furthering inteniationa! efforts again.5 t money laundering and 
ten-orist financing. 

> HSPIC' Cjroup and HBUS are active within the industr/, including the Wolfsberg Group and 
tlie New York Clearing House Funds Transfer CoiTuruttee and OFAC Working Groups. 

> HSBC’s global policies regarding sanctions reflect the Wolfsberg Principles, are developed 
from the center by HSBC Group Coiiipliarire and are cndorKtui by HSBC Executive 
.Management 

• Commencing in Match 2004 and continuing into 2009, HSBC Group Executive Management 
issued a series of .saactions policy directives applicable lu al l Group offices. 


■ HSBC has adopted a “total transparency” policy, re([uiring Group compaiiies to use. fully 
disclowd serial SWIFI messages when imiiating USD payments. 

• HSBC lias applied a Group v/ide policy restricting business with Iranian entities, which was 
implemented prior to the withdrawal of the Iraniurt u-tum exemption. 

* Payments are subject to review against OFAC sanctions and sanctions imposed by multiple 
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ttSBC QFAC Sanctions Initiatives - Policy Directives 


HSBCO 


Daitc 

Policy 

March 2004 

EstJiblished an automated payment scanning system, “VVOLF’’, to be Gioup-v/idc (Firensoft is tlie vendor). 

Group List includes (a) United Nations sanctioniai entities; (b) Terroiist H.sts iF^sued by the relevant Competent 
Authorities la UK, EU, US, and HK, and, ( c) US Office of Foreign Assets Control SUN list. 

Novembei 2001 

Remrjder that US citizens: working abroad are unable to execute traasattions related to OFAC sanctions. 

July 2005 

Reminder that all Group tr£nsa>:iion5 ip. USD must be in «imoliance wirJi OFAC sanction'!. 

Als-3 rcquire^l tliat all Group office USD Inuiian payment trarrsactions, which ore pennitted under the “U-Tum'' 
exorpiion to the OFAC sanctions, be routed ihrouj'h a segregated acw urt v/ilh HSBC Middle Bart for special 
review to aisure compliance with the OFAC Iranian sanctions program, with resttUing pajmonts being ma,de on a 
liaiispaient basis. 

April 2006 

Required that all U:SD payments initiatetl by Group ofliccs be i-cniitted to HGL'S as fully disdaiied serial 
poym-enta. 

October 2006 

U-tums no longer permissible (OFAC regulation cfTeclive November 2008). 

Augu};( 20C»7 

Group introduce*! a requirement to supplement the loctil saiicLion,s and terrori st lists with a Group m[a«mu:ii 
standard list of sanctions find terrorist names. This standard is applie^a to ilransaction scanning. 

Sqjtcrnbcr 2007 

All account relationships with Iranian banks rnu-st he: closed, regardless of currency. No new rdalioimhips to be 
established wdth entities or persons in Iran. 

May 2009 

All clitmls musi be scanned against the Group List. Group's strategic direction is to replace existing loail client 
scanning systems with the Group client scanning system. Security Compliance Data Matching (SCDM). 

June 2C09 

All HSBC olliccs required to apply the Wolfsbcig and the USA Cieuing House Aasoci-ition LLC payment 
message slandards in respect to inlemational payments. 
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HSBC OFAC Sanctions Initiatives - Overview 


HSBC m 


> HSBC has taken proactive measures to ensure Group-wklc atlliererice to the sanctions 
policy, including; 

■ A global Compliance review of oonfjnnity to HSBC sanctions policy (4Q08). 

• A benchmarking of HSBC’s sanctions policy against peers and an effectiveness test of 
HSBC’s paymient scanning tool, I'ircosoft nQ09). 

• A Group-wide internal audit ofsanctions compliance (commenced 3Q09). 

> HSBC has implemented traiiiiiig programs to ensure consistency of approach and to mitigate 
risk, including: 

• Group sponsored OFAC Training. 

• Anti-Money laundering Training Program. 

• Compliance and Reputational Risk T’raining, 


760611.448 


1615 


1616 


I u ! 


S I 

a2 

Um W*J 

w O 

• !h 

2^ 

#=-( w 

r S 


- 


» U 

u ^ 

^ u< 

^ o 


Confidentiai - FOIA Treatment Requested by HSSC Bank, USA, N.A. HSBC OCC 8874202 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00522 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00523 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 


O 

O 


O 

> 

-H 

<i> 

3 

zi 

73 

(1> 


X 

G3 

O 

m 


cz 

</} 

> 

z 

> 


T 

CO 

CO 

o 

o 

o 

o 

Co 

CO 


H BUS QFAC Compliance Pr ogram - Ove rvie w 




> Adherence to OFAC sanctions is a key component of the HBUS Anti-Money I.aundcring 
(AMLj Program. 

> Overcight of the AMU Program, as ^vell as issue escalation, is provided by tlie Board of 
Directors, Audit Committee and Risk Management Committees. 

> Ali four required components of an ,AML pioj^am are applied in the inaiiagemrait of the 
HBUS OFAiC compliance program: 

“ The assignment of a Com uliance Off icer to oversee the progrem; 

• The development and cxecutioti o{ P olicies and Proced ures to ensure adherence to 0 FAC 
regulations; 

" Trainin s of impacted perscnael to ensure their underitancling of the regulations and the 
roles they play m ensuring adherence; and 

• Indeoenden t Testin g to ensure that policies, procedures and training are executed 
appropriately', 

> The program is implemented on a risk based approach, utilizing the Compliance Risk 
Mitigation Program (CIUVIP) framework which defines requirements for conducting high 
level and detailed risk assessments. 
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HSBCO 

HBUS QFAC Compliance Proaram" Compliance Organization 

> The Compliance Function: 


• Assists line management in meeting, its responsibilities to comply with both the letter and 
spirit of all relevant laws, regulations and standards of good mark.ct practice, and assists in 
resolving compliance deficiencies. 

• Provides indcpcndciii; reporting of compliance matters to r-enior Business and Compliance 
management, Wi.h lO'Cally and at Group, and to oversight committees. 

• Develops and implements a compliance management framework to keep pace with business 
initiatives, changes in market practices eind the regulatory environment. The ifamework 
includes policies and procedures, monitoring and review' progrerns, and training programs. 

> The Compliance Officer: 

• The designated BS.A/AML Officer for HiSUS luis a reporting line through to the SEVP and 
General Counsel of HBUS, who acts 'ds HSBC 's B.egional Compliance Officer for North 
America. 

• The BSA/AML Officer also has a ftinctional reporting line through to flSBC’s Chief Money 
Laundering Control Officer, 

• Both the HSBC Chief Money Laimdering Coittrol Officer and the Regional Compliance 
Officer for North America have a flinctional reporting line to the Head of ilSBC Group 
Compliance. 

• The BSA/AML Officer is supported by specialized staffi including tbe OFAC Compliance 
team as well as staff who develop organizational policy and other aspects of the compliance 
management framework. 


iiiiMiiiraiiiiiaBiiiiniiiMiiisiiuiHiinisiHiiiniBgiiiissiiBiiiiBiiiiBimiffiiHiigniiiraiii 
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HBUS OFAC Compliance Program - Policies & Procedures 


> The HBUS AML Policy is v/eli defined, consisitcnt wi.th indii.stry standards and HSBC 
Group requirenients. The Policy is uralated, as necessary, and approved annually by the 
HNAH AML Director and die Board of Directors. The AML Policy includes OFAC 
recfuircments, covering: 

' Rales and Responsibilities 

• Scanning New and Existing Customers 

• Scanning Transactions 

• Scanning Employees and .Ser/iee Providers 

• Blocking & Rejecting 

• Reporting 

> Business unit procedures implement the AML Policy and include OFAC requirements. 
All procedures are updated in conjunction with llie AML Policy and approved annually 
by the BSA/.AML Officer and the relevant bu.sines.s hatd. 


> HBUS OFA.C Compliance has developed an afipfoved deskbook manual detailing OFAC 
related tasks, including the handling of: 


Escalated OFAC items 
OFAC Communications 
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HBUS QFAC CoinDlianc e Program - Traiming 


HSBCIX^^ 


> Annua! AML Training 

• Bnteqirise-wide annual web'based AML Training contains a section on OF AC requirements and a 
skill check to challenge understanding. Each cmploi'ee musl score no less; than 80% on the final 
assessment that includes OFAC reiatw questions based on actual cases. 

> OFAC Coinipliaince Officer Facilitated Training - Biitdnesjs/Operatitms Units 

• A-pproxirnatcly 2,000 HBUS staff members attend a trainer-fac ilitated program anmiiiliy. ll details 
the regulations and cases that occurred during thu year. 

• Attendees include: Payment Operation';, Payments A Cash Mamgemcnt, )3at:knoles, Private 
Banking, and the AML Monitoring Teams. 

> Targeted Training for Payment Opcratioiis 

• Regular .specialized training sessions are scheduled with Pa^Tnert Operations to review recent 
activity and discuss appropriate actions. 
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> AEinuaHndepeiident Audit 

• HBIJS deems OFAC requirenieots as “Hi)^ Risk” and therefore the program is subject to 
an annual independent audit conducted by the HBUS Internal Audit team. 

• Audits have consistently reported Satisfactory coivirol lisk ratings. 

> Regulatory Examination 

• The HBUS OFAC program is subject to examination by the Office of the Comptroller of 
(he Currency (OCC). 

> Internal Compliance Monitoring 

• Business line compliance monitoring programs are in place to lest adherence to interna! 
policies and procedures. 
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Filter Man a ge m en t - Over view 


HSBC 



>• HSBC utilizes a vendor product, FircoSoft, for automated client and transaction scaruiing, 

> The main components of the filter include: 

• Aitiiioial hitelligence. 

• Matching Principles. 

• False Positive “Hit" RcCneinenl. 

> In addition to OFAC, HBUS also scans entries against: 

• Maritime Atfachmetit.'s. 

• AML Compliance Targeted Names. 

• HSBC Group List (UN, EU, HK), 

> HBUS has the ability to add and update, lixal list entries in response to infomialiori 
uncovered during aixount activity monitoring and due diligence efforts and'or peer 
communications (i.e., tion-sanctioned interests). 

> Filter list entry procedmes are in place to ensure the timeliness, appropriateness, and 
effectiveness nf entries included in the filter, inclusive of exclusiorrs built to reduce “false 
positive” hits. 
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HSBC<C1> 


USD Payment Statistics -- Faict Sheet 



2001 

2009 

Daily Average iPayrocnl Voiumc 

58,515 

1: 5,000 

Daily Avei'age USD Processed 

$185 Billion 

$:rr; Biiiion 

CHIPS Rfljiking 

5* largest USD processor 

3'^^ largest USD processor 

VaUiuie llre&kdowa 

15% Cerparatums & NBFIs 

23% Banks 

44% IlSBCGniup Accounts 

18% Internal Bianchai^/Dcpts 

8% Corporations & NBFIs 

26% Banks 

<>3% HSBC Group Accounts 

3% Intonml Branchc&''Dapts 


rf’ of FayitiCiit IVleasaigwsSbipinid by the 
Finer for Review 

Daily Avet:ag.e; 1,580 

Daily Avt^age; 7,620 

Number of Staft Assigned to OFAC 

Payment Cti)s/Cei(iiral Sa'vices: 5 

Payment Ops/Ccntral Services' 15 

Support 

Compliance: 1 

Comphenec. 3 

OFAC Blocked liems 

Number of Items; 218 

Numtierof llem;v. 426 


Value of Items: $10,479,296.40 

V alee of 1 terns: $19,562,6 18.19 



Pvnte: Fiipires are as of June 30, 2009 
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Hit Revie w Processes - Client & Tra nsaction Scanm ing 

> Clkitt scaaniiig siicludes: 


• New customer relationships. 

• Existing accounts that have undergone a chtmge in name or acldrcs.^ field, including 
country field. 

• All new accounts lor existing customers. 

• Re-.scanning of all customers against OF AC list updates. 

> Transaction scanning Includes: 

• US and FX wire payments. 

• Trade transactions 

• Accounts Reconciliation Service. 

• Pnvaic Banking In vestnienis. 

• Piccious Metals trttnsacfions. 


)> Escalation & Reporting 

• Possible or ambiguous matches (of customers or transactions) that c-annot be 
determined by operations teams are escalated to the OF AC Compliance Team for 
further investigation, review and dccisioriing. 

* The OF AC Compliance Team liaises, as necessar/, with T^^asuiy's OFAC 
Department for Imal disposition on the.se complex matters and in:5tructs the 
appropriate parlies within HBUS to sake the required actions. 

• For transactions, this may include approval of the payir.ent transaction for processing, 
blocking of fjnds or rejecting and reporting the iransactiori. 

* The OFAC Compliance Team liaises with Chief InvcstigatorTIU regarding 
appioprialeness of a SAR filing. 


liSffliiniiiiPiiiUMiiiiiiiBiSiBiiiiaiisuinnHiiHniiiiniiimnHiiiUiHiiiHra 
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Hit Review Processes - TraBsactiori Scanning 




CPSOFACtiutW' - ' 


1st I.evr4 

umi dep3!ifioi» iKajwyiOSiii' ■ 


Ntx s poccivud hit, 
Rcvkv/cr 
Clicks on 
“CooriiTn” button 


I’rtrccivoi hit. 
Rcvwwn 
O.KiSW 
"iytiUTi-.Te’' Initinr. 


[ :r' UV'il Rev»?wcr«v‘ctvs 



Pa>T.K-ntBiovedio j 

H i:nd di3i?r.tilioits 



Oi-AC Ojfcf 

j th’: ■Kiyinciii 

! 

qtlQUe 


H 


reftnedto 
OFAC <iefcriive«c 






referted to 
0{\^C C^ontplwio? 


AppfDVC,’. t * 

Ulook, 

infwinalion 


titaj^cHidi 
Chief lnvc3!!|!atDr/PI 


ilMiaffllliBI!l 1iHaa illiliigiHglilS gii»!iill8BBMiBlgaigBliiiaWiilWlgliiiaHiiiHiiiiffliiilKafMiiiM 
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Hit Review Processes - Review and Disposition 


HSBG^D* 


Opemirtoiis/Bu:>iijiess 

Monitorfing/'Review 

- Oienl Scanning Output 

- TransacUon Scanning Output 

Research 

- Oi«m Infonuation 

' Tninsaciion Information 

- Conduct Internet Searches 

- Search Eixtcmal Databases 

Analysis 

- Review transaction activity and 
results of research 

lOecl-sioa 

- Approve 

- Hold for more intormtUion 

- Block Acrount or Funds 

- Reject Transaction 

- Escalate to 0>mphancB 




OFAC Compliance Teaiiii 


Analysis 
•• Review case 

- Liaise with operations/husiaess, 
as appropriate 

- Request additional 
research/infoinuition. as 

necessary 

- Outreach to related parties 
(Group afllUalss and 'or i?cer 
banks) 

- Liaif« with OFAC, as necesstiry 




Decision 

- Approvt! 

- Hold for more information 

- Block Account or Funds 

- Rqect Transaction 

- Close account 

- J::scalate to Group Compliance 

Recommendation 

- S AR/NoSAR (liaise witli Chief 
lavestigator.'FiU) 


Chief Investigator/FIU 


SAvR Validation ik xApproval 
-Validate SAR filing is required f 
JUcord No SAR decitiion 
-Review'approk'e dralt SAR 

- Liaise with Law 
Enforcement as appropriate 

File SAR (FJU) 

- File SAR 

- Update infernal (racking 
database 

- Confirm ftiing fo Compliance 

Repelling 

- Quarterly SAR repotting to the 
Boiud 

- Key Risk Indicator (JCRI) 
Reporting 

- SAR and Multi-SAR analy'iis 


lirniiiiMgtaiiiaiiiiiii iiiBiiiiiiiiiHiiiBiiitaHgiigBmiiiiiiisBiiimiWBiiaimimiiiiaiiiBiaBiiSM 
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Initiatiye^& In dustry Chall enges 



> HSBC’s Initiatives hiclude continuous enhancements and iinprovemenls to the OFAC 
compliance program, for exaimpie: 


* Filter screening and payment systems enhancements. 

* Ftoc<‘Ss improvements. 

* (jroup policy and pmeedure changes. 

* Specialized training programs. 

* Client Education. 

* Increased SAR Reporting. 

* Adoption of nev/' cover message type or us<? of serial. 


> Industiy Challenges include; 

• Conventions from raulliple jurisdictions Impact of Non-Proliferation ofNVeapons of Mass 
Descructlon (NPWMD) classification on Ininian vessels, i.e. blockiiig^rejection of 
documents. 

• Islamic Republic of Iranian Shipping Lines (IRISL) vessel name changes. 

* Use of “General Trading” businesses in DabEii established to move goods and Tunds 
to/fiom Iran. 

* Increase*! scrutiny has caused some financial institutions to err on tiie side of caution. 

* List entries have increased significantly overtime (OFAC SDNs, Non-Sanctioned 
Interests, Marititne Attachments), 

• No standardization of list naming. 


iisiMifiSMiBiiiiifiiiaiiiaiiiiaiisiiiiMaKHmmHHimmiiBiiimwHiHii 
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Note;* 

HSBC Frofale 

Pages 

Man indicaies office iii Tehran - may need to bepteparexl tc disca-js fDiivid BagkvI. 

HSflC OFAC SftDCtiooa 
Inidailves- Overview 

Page ^ jic 7 

May need to be prepared to discuss why wc are applying OFAC pjobaliy for USD and msi i.ither 
currencies [David Biigipy). 


Page® 

OclolUe iKTichinarkiJig nndew -- OFAC njay be interested in knowing mors delei! on this reviev/ 
and the rosuUs [David JJagley}. 

ilBlfS OFAC Co'mpilance : 

?roflra«» : 

- Overview 

Page 10 

Mfiy nciKl to b« prepared to discuss Ixov/ we fislc a3S€!SS our OFAC program. 


Answer; We utilize Ihe HNAH CompUance Ftisk Mitigatinr. Progra.Ti (CRMP) whidi iiidudn.'; 
an annual ussessmcnl eonductal by Compliance of OFAC regulation a^,,jinst each line of 
buiiiness. The business then conducts (annually) a detailed risik assessment ulilizing more 
granular risk templates dts'/eloped by Complicnce - indicating controls, etc. Results of the High 
Level Risk .Assessment drive the 0)inpliance Testing I‘rogT<im in tams of frciqucncy and 
coverage. Examples orbusincss lines scared as High Risk ibr OFAC iti tiie High Level Risk. 
Asscs-Kment are: PCM, Banknotes, Private Bsnking, Rdail/PFS. 

- C'ccnpJiance 
OrgfltikaUoa 

Fagc 11 

Discuss Corporate Gavemance and Botird involvement/ieporting. 

- Policies oiiU 

Page 12 
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What is our position on Iranian entities? 

Answer: We lake a hard stand against Iranian criities, to the point that we have added over 
3,000 non aamrlioncd interest Iranian businesses arc companies kjtowu to trade with Iran into 
our filter. 


Page 13 


Specializeil training conducted for PCM, Private Banking. Compliance ofTiceru conducting 
monitoring, particular Group entities. Operations staff. 

On-going meetings with the Operations team to discuss recent miiwes and remediation, lu; 
well as items appropriately stopped, 

Pagg 14 ““ 

Note l)ic comment regarding CRMP above, 

[ In higher risk businesses there sue specialized risk baited transaction monitoring in place to detect 
i violations and suspicious patterns, 

i Exampile; PCM was conducting threshold violation monitoring and detect-sd large wires being 
; sent to a customer in Greece (shipping company), ^lien asked about the sudden increase in 
j activity they explained that they lease sbi[)s to e Chinese ctnnpany which purchases natural gas 
j from Iran and ships it to China. We placet! the name of the Chinese entity in the filter, discussed 
j the violalion with our cmtomcr's attorney, notified the correspondenl bank of die originator 
i (Otinese company) and Hied u r<^iort with OFAC. 

'i ~ 

; Page 1^ 

I Ncn>sanctk)iiied entitles include: Trading companies ojicrating out of Dubai which were 
j identified by HBUS or a peer bank as ti-£.ding with Iran, vessel name changes, businesses 
5 identtfied as cran sact ing . wit h Ir a n etc. 
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j Hit refinement current efforts -since mid July we have identified and implemented 63 
j exclusion niles(go<)d guys for naine.s of individutilss and financial institutions) reducing false 
! positives by 82fi hits in a 2 day period. 40 additional exclusions lulefi have been identified and 
, are in process (should be imple-.nentcd within the next 2-3 wks). 
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. On the Filter Hit Rate chart (next page) note that we saw a slight drop in the filter hit percentage 
in Sepi 2007 as a result of a Hit Reiuneinent Task Force project that v/iis put in place in die 
j 3uinnicrof2007, post the GPS/Fircosoft implementaLion in July 2007. 
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FILn-RHKRate 

(ijutirtn uruioi n««Miagoa>KUi OFAC hll«, nui I24sl 

©ejo'J&^S^^^SSSSc^S s?s 

4 .t ^ 1 a 1 1 1 ? 3! 4 5 1 1 S 1 H J 




HU Rev’Uw Procm«s 


~ ClleH< Scauiilng 

Page 20 

Scanned using Firccsoft on ft nighdy batch pinccss and output reviewed through 
!CKO. 

- We scan authorized signers and beneficial ovvnets on all of our Pa'tail niid Corporate 
accounts. 

- We have a progiaan uitdenvay to scjin secdridary users on accounts transacted on-line. 

-■ Transaction 
Scanning 

Page 20 

- JAT ACE{ projaqt under way to be compliant Septeraber 18, 2009. 

- We do not scan papCT «:diecks. (Try not to bring tlijs up volutitniily.) 

- NOTH: We do have an enterprise vride poiitj! review pn^grani in place wherctiy 
checks received through jjouch 5erYi(;£:s are reviev.'ed for red Haijs i)y pn>fessing units 
■whicb irxlude the requii-cuumt to reviev/ for OF AC ccuntiic;!. One item wa.? 
id«itified and reported to OFAC. 
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~ Page 21 

- 4 eyes on every payment stopped by the filler. If eficaJated to Compliance - 6 eyes. 

Initiatives 


- Oii-g;oing 
Activities 

- Specialized training for 0{>eralion:i staff reviewing misiied items and discussions on 
potentia! remediation of protocols 

' Client education: IPD lias ciafted letters (.0 distribute to clients .involved in Tnxie, 
stating our position rel ated to trading with entities in saficitoncd countries and the use 
of 'lanctioned vessels. 

- Middle Market worked with Group afTiliaie^ to cruft a position paper on declining 
relationships with European entities with known Irgjiian operations. 

- InteiTa) policy related to SARs foi rejects and blocks involving US entities was 
established in Nov. ;^308. 

- industry 
Clialtertges 

- OF AC may ask how we are handling incoming covers (not pjlly disclosed from non 
Group aiTiliutes). Answer: If we detect a cover tha t hit far another reason, wc rtwisw 
it and require full dt.iclosure llnough a MT 199. We i3o not stop all covers (Some 
harks do) 


- OFAC may aal; how we arc handling Inmian shipping entities. Aniswer: We have a 
staff in the UK who research name changea Once identified, the new names are 
entered into the filler, Recently we had our firet ejiperience with a I.ettcr of Credit 
citing use of an iRISL vessel. Wo filed for a liceiifie which imthorizcd us to reject the 
docurnenls and return them to the exporter, our customer. Since then we have had two 
similar incidents. 


- May ask about Sudan... In Jan 2009 we implemented a specialized review process in 
Payment Ops for hits involving OFAC w*untrife5, including Sudan, 
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Vulnerabl liid&& 



Issue 

Background 

Action token 


Systems 

- Installed new payment system (CiPS) and 
filter (Fircosolf) inJuly 2007. 

Filter rcflnemeut current efforts: 


(rrPS & 

- 

Continue to work with FircoSoft to remediate issues through 


Filler) 

- V/eiu froin a token based fi Iter to fiijyy 

logic. 

- Identified issues related to: 

- aiCs - GPS issue - BlCs iiol expandin;^ 
into text - expansion issue rectified in 
4Q08. 

- Line splits -GPS issue (i.e: I Rim) 

which resulted in tire filter not 
identif.'ing ihe item because of the 
inserted space, wdich was inserted to 
avuid a text wrapping issue. Working 
with IT teams for solutions. 

“ Lmbedded words - Filler issue (i.o,: 
lianmaletials)- Industry challenge. 

ongoing dialogue as well as structurcid weekly team meetings, 

Firco, Compliance and IT staff area part of the team dismjssiojLs and 
work together to dcKument and icac-Ive iwues and test new filler 
cnlianccments. We are fakiitja now filter rele ase in Nov 2009 v/ith 
anharxenicnts HSBC has requested to improve our filtering 
capabililiM. 

In addition, nicenlly met with Fircosoft in tlieir NYC olfice with 

NYC senior Ecct manager and 3 senior product developenVownere 
from tlicir head office in France to discuss filtering challenijes, such 
as embedded words (which is ao indartiy clmllenge). Firco 
indicated in our meeting that another U.S, customoi' recently had an 
issue with an embedded word, firco is actively working on this 
industry wide issue and balancing the issue of missing an embedded 
word against the polcnlial impact of false p«7.sitives ba sed on filter 
iilgoritiim chaijges. Wc’vo requested that our Firco sccoun^ 
manager put together a business pioposal to come onsite with their 
devdopars to work with HBU3 to biainsconn ou fillorini; issue.? 
faced by HBUS and the industry - and i n particular the embedded 
word issue. We do not cun-ently have a date on pro(x>5:a! timing, 



Imninn TKKif. a <:enniis issue 
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i Human Increase in filler hits has ificreaswUhevotunn? j The following activities have been implemented oi arc currently in 

[Error handled by both the reviewers <tnd Compliance. , process: 


Specializeri review of <x>untry sanction hit review process and 
Coini’Hancc qiiality control review proccssiis have he€:n 
implemented. 


Rit workflow intprovementsi (designated sy.$lein queues). - 
Including creation of a new process flow which is currently 
manually executed and will be vsyslt-mically executed by year end, 
The flow isoIate.s OFAC cjuiitry hits for particular rmiew. (Iran. 
<Sui1nn, Ihjimr and Cuba). System enchanojinents will also isolate 
non OFAC related hits (i.c.: Maritiine Attachment hits) from OFAC 
SDN hits. 

Filter and paymijtit systems e.-ihanceTincnt5 to Improve die 
presentation of the hit aitd related transaction information for ease of 
leviesv. Due for release 3 of GPS in 4Q09. 


Hit refinement to create better quality hits and tnamige the “false 
positives.” Project team et:tabiir>hed. Exclusions input since July 
2009 have resulted in reduction of S25 false positives in a 2 day 
period. Ongoing effoits. 

OFAC support staffing, netxls analysis undenvay. 

Incim'iioiT of HBUS identified ‘Non-Sanctioned Interest Entiti(*.s.’ 
(aka Grey list) in Group list for Group-wide USD payments 
scanning - imphanentexJ elTective 3 1 AUO09. These aj-e mainly 
Iranian entities, which is in keeping with Group policy in terms of 
not piocessini^ USD pav p ierits inyol y mi^ I mn ii m entiu.^ ;. 
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j Group policy lo adopt HBUS iitandard of “Second Level Reviewer’ 
j proces:; (i.e.; ‘4 eyes approach') Group-wide. Not yet impletncnUxl. 
. No date yet sol , Historically has been met with some resistance by 
i line businetts. 

i Specialized training programs have been designed tind iinpUcmertte-i 
! to assist specific awHeiiccs in the review of the matches - 
Specialized training for dedicated siaff responsible for reviijwing 
country sanction hits and trruning of Group entities who process 
USD payments through HBUS. 

Tn the process of enJiancing individusd employee perfonnaitce 
accouiu;il)ility pco{jiarri r« human error and MfS to track “repeat 
oftendcis". 

nmniaa Error Stats since receipt of Cautionary Letter in OCT08; 

OCTW- 14 
NOV08 - 11 
DE.C08 - 5 
JAN 09 '2 
FED09- 4 
MAR09 2 
APR09 -- 3 
MAY09 - 0 
JUN09 • 2 

Total of 43. 
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! Ntui- 
Saoctioccd 
' Interest 


Removal of 

F'aymcnt 

Information 


; Note that the change iti review process for country sanction hiti was 
I implemented ended In mid JAN09. Specialised training has also 
' been implemented. 


Vessel names are changing. 

QS FIs are indepcndcTitly identifying 
lianian bu-sinesses operating out of Dubai 
and the Far East. These result in rejects and 
subsequent reports. In the event the entity 
was unknown to HBUS, wc place Uie entity 
on the filter. Wc now have over 3000 non- 
-Sitnciioncd entities in our filter which cause 
us to review ail potential hits related to 
tiiose names. 


Originating parly removed reference to Iranian 
sJup hOci HB'US rejected the same payment 
earlier the same <l<iy. 


Inclusion of HBUS identified ‘Non-Sanctioned inlereit Entiti'^s’ 
(aka Grey Its!) in Group lifd for Group-wide USD payment; 

: scanning - implemented effbci:ive 3 1 AUQ09. These are mainly 
Iranian entities, which is in keeping with Group policy in terms of 
not processing USD payments involving Iranian entities. 


Exiling the reiation£hip(iref| 

Created and implemented a reject sutvcilkince process to 
identiJy/prevent similar situarions from occurring, 

Ihii amctcrs input into GPS to cktxi rc-eflcctcd wire include: 

- Value range (-iv- S 100) 

- Date range (2 weeks) 

- Debit party i«x»unt number 

•- Program in early phases, will modify based on leaiTiings. 

2 Comfort Level; 

- Transparency - Group has implemented lending edge policies 
re sanctions compliance (i.e.: fislly serial inelhod for USD 
payments, stopped prOi::essing U turns prior to OFAC revoking 

th e U tu r n eiccrapti o n) 


■ Redacted by the Permanent 
Subcommittee on Investigatioof 
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Tone From the Top - Set a stroni; tone- Irom the top -• HSBC 
takes this 5:erioiisIy, evident in the iaauancc of Ch-oup p^jlicie.'S rc 
OFAC. 

- Cover Pnymeats- within IIBUS, when a cover paynsent is 
stopped by the filter and sscalated to Compiianct; we hold the 
payment attd request more information from the origitiatirig 
party, such purpiosc of th.c payrtsent, good/secvices involved, if 
gooJs involved w'C request vessel nainc, ultimate l^cncficiary of 
the paymeni, etc. Infonnation received is reviewed and asses:jccl 
then a decision ;is made re payment disposition (process, return, 
reject, bkjck. bold fl^rTricre info). 
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General Audit Rfjxnt 

HBm X - kV~ C nruSD rorrtid dud Itivta tiPeBt A cewnntt is Gracil Cattsan Jao'i Hrv 2( >(tf> 


1 EXEaiTi\T. SISMMARY 
LI Bacts^nninJ 

HBMX offers their rJienta the opriisi to open L’SD cyrrent and investment aecounts tn Grand 
C'avmaii so that ciicnis profit the advantages of that ccuntrv. such as cat fre-e invostnu-Tits. 
ander CQiifideiiiiaItu terms 

Al .KOV05 HHMX reported c currcTlt accounts located in f.ltand Taxman, the 

rciexant branches hold re^ixmssbslity for the opening, rnanagement nnd eoatrol of such 
accounts. 


The audit 'Aws coatlucted by Rau! Aguirre and tlFXJjjH G.arcin of Group Audit Mexico from 
2.''DEC05 through OeJ.AMOo ll'is is the first audit of the KYC process of USD current 
accounts based in Gtand Cayraan coudutird b> HBMX GAO 


Audit objectives 

The objectives of the audit xverc to assess and report on. 

« the eppropr'ateness. efficiency and effectiveness of the internal control 
environment and the susceptibility of that environment to failures tn interna! 
controls or breaches In authority in relation to KYC. 

e compliance 'vjlh Group aod local policies and procedures regarding the evening of USD 
accounts in Giand Cay.man 

* the adequacy of account file ctHitplefio't. 

» tiic accuracy of the information input io the CfS-Hogaii sysiem against the information 
coKiained in acccust files 

* the security in the ndimmstranon and custody of account fifes 


1.3 .Audit .scone 

'ITic scope of the audit fieldwork cmatlcd, inter alia, a nn-iew of the K'i’C of ftS USD 
acoount.s located in Grand Caynian. 

« Accounts hb statuses 1 (new). 4 (dormant with balance above M XM l k ) and 99 { A ctive ) 
• The account files that were reviewed covered a total of 26 .HBMX branches’ 
corresponding to 5 District Officer, of the PFS Mx*tm region, as follows 
ZOlBOl - Branches 17. 99. 77. ^<^4, !9:0 y mi 
ZQ I BP.1 - Branches 1 9. 4 1 . ! 236 v 


ZOIAIO- Braacbes 39.59, 561, 5M. II. «7. )5'’4, 30)7y .W 
201AH • Branches S^y 3009 
ZO! A 12 • Branches 55. .53? y .301 1 

• Adequate completion and existence of account files as per inremai ami external policies 
(Art 115 Banking Law and circular letter Depvisi0-i5y 

• Adequate custody ofsecramt files is per Bank's regulations (ciicular k*tfer AdtnrmOn) 

• Reasonability and coasistcniy ol'tlie infonn.tnon captured to CIS and Hogan again.sf the 
dociijnentation iiialntamed in the file. 
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Central Amlil Report 

H6MX -KVr of rSD t ur iTin an ti Invcstmcm \ccBtnU > tn Gr and Caymag Jaauan 


1.4 ConcUision 

Dcnveci froru me frndtnps noted iti dw jhoccss to open USD curfcct and in\cs!aicnT acccunii’ 
m Grand Cayman and K'l'C prucos. the a<uSii<.ar<. ha\c assessed i«ie conrro! nsk of the 
District as Beio« Standard, niahdy due io llic ki v isSiKS detaited below 


More than .’0"a of jLCiiurii ftki that xvtre reviewed lacked the relevant visit report, which 
weakens Oio position of HBMX in terms »«' the KVC proca^s for these r^ pcs of aecounts 
(Grand Cavnian), panieularly those accounts opened b> forctgncfs In addihon. m of 
flics reviewed the visit reports failed to include imitcHal information cnabimg to have 
adequate KYC. 


V'cakncsscs v*.\ 
impeded to dci 
between the ir 
OrnisMons were 
impeded the s\ 
f'aroi£n cliertfs v 


;re noted in the supervision ever the account opening process, whic!) i'l'io 
:oct prontpilv any infcmiation nussing in accoimt tiles or ;neor)si^tcnl'ies 
iforstanon produced by the client and the data captured in Civ-flnuan 
: noted to the references that should be capPJrcd at the DO^R screen, which 
stem to detect aov duplicated references. In addition, the amlitois identified 
vho were leput to the system as nationals. 


In addition to the forqtotng, c. 10) of accouor files were not found ar the Branches, No 

actions had .appeared to be taken to insmict PJvls to complete client’s file again. 


In p-anieuiar the auditors id’ent'fied That for acci>unLs opened by foreign clients. thu^sL' had 
priHl'jced e,\pired immigmion lortns and that Branch staff did not niaintam a copy of all the 
pages composing such dcKumeni This siniation was due. in pair, to the fact that circular 
Iciic Depv<st045 |Pfoc«*<U'rt' (n «-^wn current and icirn accounts! is not clear in the pitKcdure 
to '.•jpeo these types of acrounis (Grand Cayman! 


The andttnr?; wish to thank PFS Branch siafl’ tot their assistance and cooperation during the 
course of tlic audit 


m 
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Crt’ocral AuiJiJKqiorl 

HB MX- K\C fif Current Inx^mrat ^^neaWjn G rand Caym ag Janu ao 20i>6 



COMPLIANCE RE!^\TED RECO!VLME\^OATTO\S 


Appendix ! 


coiibidcred li^s foilcwing rccOTim-jndatrons « ctc comnltancc related "siics 


Recommendation 


1 I & 1 4 Branch ‘Lhoiiid ensure that KYC and accuunt opening documeinaiioti is complete 
and ill ccMiiptiancc widi regulations. 


9 


i 
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Ffom: Sandy Ficjckhar) 

Sent: Weo Apr 04 15 1 3 37 2007 

To: Graham THOMSON, Matthew J WKING 

Cc; Lir A TESTER; Paul A THURSTON. Sttyio PiroA 

Subject; Re- GROUP AUD!T COMMITTEE APR07 

Importance: Normal 

Attachments: Doc Link htm 


! bcdncvoj need lo shen iOiiK luxl k ihc*':?". Lskento ;;nprc\c 
(.1ocu;i)cnt«iiicii.!he iiiiproveiiieni mFiducjario.tiEiationalisationof 
FiAivas.dii w c kiioi,>- th4 issac bui in Fiduci.irio as r.tnaol lay oi 

(lie lisK liicrc ui:i he siiiccrwinmiihe I4CI IhJI <H credit cards Ihc 


liiC iipdSiiiig ill F.ikiii 


td prowih paui5 axl taianciiii: of 
rsHcciCil :o pnor ycsr» and iSw 


ilic ca|cro tV/inds wcic oreaniscd ciiiiE evenis .iivl il«i ptcvctwot «'m ''crv 
dinii-ijlt tinic'^ liaiT spoke up .dig pcsriiWc there wos pressure put on 
iHeni As inr rcaulaioiv fines we Ime Mopped itgining these whKb nw be a 
i=i.ike bui ,1 iuiiu'lk;!' weie ivdcrc ilie past adnitniMratioa decided to clcur 


Tills type o;' analysis should helnouRlii ir. ihe Audit atlcmion 
I would ;i()precwie il yoti could coasidet sutliait anuKvi^a^a will baielil 
iiicmhen: ti;iaeni,iiHhii{' ol our ewiroiuocm 

RcutiriK 

Sandy 


fiOii). Gniiuni THOMSON 
Still. 04 05'4<.]‘M 
itf Maniicw J W KfNCi 

Cc 1 1/ A TOS IT-K.Paiij ^ IHl.RSTOK Sand\ riotklian, Sergio PINA 
Sm Sulucci Re, GROUP AUDIT COMMIT! t£ - AVKtC 

'w' 

Maiibcw 

III fusixiiise IP yoiireinuil 1 lOiToittm si, folJows- 

Tlic iivini sysieimi- we^tucsses inHBMX. « belt J believe rcr.wiii uciiila/Kjing, arc 
at follows 

nS'C ai idonnlicd ut bra:ieh and contimions audit repons. 

Tlie l.Kk '.ifadecfitate di'cymcnlalinn .nid filing sisiems which retnain irornllK 
I'onner Bitai days, evidenced niou iliarph- -n ilw ic?:i! cj.esb P.nn.1s juid Sic 
oiislinritng Tntsi ca>cs. wIeic we enijiinuc ro he at risk 

Lftck ol <1 comiiliance cnliiirt evidcficefl im iIk moM senotis wnvlby the 
iiuinbcrof.y.ai; derolculnmv .un! more wiciesiwcin! general neftliceocelm 
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ilic number ol iliic}. we receive n'om the rcpulaors lor avoKbWe enors- 
e g Iiiilmg io fcgon birmch otKnings.w senior nrarwecnicni sf^irinieais. co 


Uscr:Kce.\s eoinrol .md ['eij.svrMds- 

Ineonei'icn! Ml piodt.cccJ by Fmaiice. the Business and CRM w hich tvo- lunrteieiJ 
eaxiy idcfflificatiou ol piobienc. as w-cJl as liaitipcnnc cfiUtivc decisiDii 


RceatduJii opCTxuiie losses and cred;! tiirH fnnre, 1 jpociid the 'oJlowinu 
CO'UIuvUiS 


Cij Lu;sci - Tlic trend m aOV' tdiigSii ihc auenuoii ol MaiiagvnKW.'md a>,i}on 
"S bs'.t j, lalea to !";:ig.wc tiisscs. A Aviking isrcuisis bei’ijz csuioiished lo 
imuiovt the rcimnmn 'I’li'c’ii'ess and coffipisicnsssi. accuracy oi thcGoidiiii 
dainliasc and ;ii;f:!>'Si‘ oi'cvcius, based on reccuiiinenrlinous made recesth' by 


GAO. 

LicQii Cards - A rcMCw ol credit card I'l.mds which was iIk most signiifcsni 
coiitribiMorio Op Ix-ss was roceatly completed b? GViOaudlhchiiSfaessis 
responding 'O !"c report's r3coiro”crii.lsmviis and .ire pnuiHg in place a senes 
111' slops HI nnproye the oualiiv oConrcanirntid pawctUion.-nsJ iiiariSjcnvi.! 
so S5 to redute ljuI riniulbatl m v.ii)iiii local nidiisiT> norms 


'Die iorsgoin^ \s ,i> d-svussed with raui Tlitjrsion. These etHnitienis will be 
included 111 my rcf.ion to the »cv! HRM.X .-Midn comiiBnee 


RegartLs 

G''<ih:ipi i hotnscr. 

Hcjil oKinnip Aitdn l.sim AnH'f.'ca & .Mcroeo 
rc!l.‘iJ> 55 5'?21<OJfi 


Matthew } 'X' K.ivG OO'd IMA GKQ.-llCHQ-HSaC 

Seniby Lt^ATFSTbH 

IC'IM/’tXl? 


To 

Gruli,ii:i THOMSON HBMX.lISBOo HSRC 


StiliieO 

Rc GKULP AUDIT COMhfITTbE- APRtr 


y.tt) I pbasc ’iiiv e a respoase lu the artached iod.c> as ! need in liiialise ms 
OAC p/ij.vTs Tirsi ib'WL’ tbi'intTOw 
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;vu,iiiew J iV King OOM !NA GHQ-HOHQ-IISRC 

GCW !'HQ-l)Gh'0 

Scui l.y I 1/ ATLSrr.P 

’R/i)i :(xi7 i i.l'-J 

Phone No i; ! 1 "’ll 

++I Id) :'J‘i 2) Ph 


Oraha,-!! THONJSON HBMN.HSBGaHSBG 


Subiec! 

(jWfXl' NGDITCOMMlTlTt- AT*R:)- 
liitniy 

HSBC Hoidine-- pic - iSGHQ 


9 


Cirnlwm. 

Could you Mii!ii3tan« ihciliaiii systemic ».ciiki)c«oy ii)HD-MX whirh yoi'hcHc'e 
renwm ontsiiiylnip. 1 itpprecisic these nw> atreDC\ Iwvc been repoiied. but 
vrciumabiy some iEi\c btcriaddicasal ’A'lh.'rc do sumcloiiihc using 0 
think 1 iricjticncc oCopcraiing jyists .inficrcdti cord iraods'' 

Hfjjuriti. 

Maithcw King 
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From: John F ROOT 
Sent; Wed May 17 11;06:33 2006 
To; Susan A WRIGHT 
Ct: David vV J BAGLEY 
Subject: F'.v internal Audit reports 
Importance: Norrnal 

Attachments: im9ge_0.9if; ifn3ge__1-gif. image_2 gil RESPUESTA CONS GAG0S01 tS v-r doc GAQ 
Corripliarice 0501 1 8. doc; Repty_iNA doc 


As you csn see from the dccumsnt s^sched or. the fight {the one m English, with s suirimary sf ths 
HBMX Audit findinos nn AUL atvl CAMP, and AMI 's rpsponse^). the audit nninis are being sUonniy 
rejected by HBMX AML. AML is also alleging errors of prodedure, e.g. audit nnoings that were 
documented in Vie Tina! report, but not in the exit interview Many, if not most, of the recocnmendaiioris 
were 'rejected’' or downgraded *n imponance Dy AML, whicn is Certainly a heartfelt, but rather unusual 
forma I reaction, lo an audit. Most of us just accept audit recommendations, wne’.her perceived to be -fair 
O' not, and proceed to iriiplerae.nt them 


1 have iei the oust seiue a bit, aS AM L inaiiagerriemcleariy feel aggrieveo, bui closer montonng is 
warranted on 'lie specific audit recommendations 


I would be glad to explain the Mexican winkles For exar-pfe, a RAp is a payroK account, v/here the 
account holder is the employer AML seems to be arguing that monitoring is done at the employer level 
ihrough the business, ratherthanat the employee level. 


A number of recommendations trouoie me. but the one that most sticks out is apparent lack ot montjoring 
of ths (relotivsly few) AML staff m the field This raises a 'red Sag' tn a place ‘xke Mexico, where the drug 
cartels are very powerful and utiiqiHtrMis with ^ay. Brazil, progress is usually made by Ihe Federal 
government, net stole and local authorities, it is therefore vital that the centre hold, both with the Federal 
government and with HBMX AML. To aver, as the audit does, that "we do not really know what our man jn 
(he field is doing" is a warning sign, if true. AML of course vigourousty deny tliis 

The translation is a valiant attempt, but a bit choppy The original Spanish document reads betler, 


John Root 


— ^Civvaided tiy JulinF HOOI.'HGHa''HSBC or. ' f.T-f/SXo 10 <2- - 


Leopoldo R SARROSO.'HeMtOHSec HeMX 

08/OV2OOe 20 22 Mail SIzo •'007138 

To 

John F R0O7rHGHCyHJ>BC@HSBC 

cr 

Rarrrin <5APCIA'HBMV;,'H«:SC@HSBC 


Sutrje 

li'lental Aucit ivpuit» 


bnliiy 

HSBC MoKJiiigs ;)lc HGHO 
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John, 


Please find enclosed a copy of the Internal Audit Report made to HBMX-CMP. and the response sent to 
INA. Both documents are in Spanish since a ^anslaied verson was not available at the time, however, ! 
am also including a sumnnariscd verson of the INA's findings with our responses. 


AdddionaCy, The supervision visfl earned out by Dte .Mexican FmatCial autitor iltes has uoauluded foi the 
MLD departmen!. cur exist rTwefing wiP ake ^ace May 8. 2006 Deriving from the ’.afks, and Ihs feedback 
itsell of the auditing process our outcome wiH be sattsfactory. the only two findings that will be issued are 
related firstly, to the necessity of im{Serr«nlir^s a High risk customers quesliornaire, which will be covered 
by the undergoing process to comply wKh Mexican "UBA" recent requirements, that we had lau.nched 
Ihrougnoui the wonigroup that seives ihe purpose, and secondly, R is a requiremeni of me CNBV lhai 
whilst opening a DDA acccurtJ by a customer ss no longersn obligation to cor^fract a icsn by domestic 
reguiat'iori. ‘Kronei’' rrvjsl be monitored for AML purposes as wt^l as 'Horian’ 


A number of recommendation were also issued, however, as m name implfes tfiey are net enforceable 
We think that if actus! results of the audil are as describ&d above, our department has accomjilished the 
necessary impros.-errcnts to be at a significam level of performance, and could be comparec or taken as a 
Icsdcr of ihe function within the f.*>e»csn Rnsneial sector I wiS confirm if the HaS meeting" w.th the 
CNBV was as expected from the above comments 


Best Regards 
leopotdo 
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Internal Audit Main Findings to MLD 


INA has issued a set of findings fiuin tlw programmed Audit, we have listed £>elow the most 
reievshi, or those where MLD do® not concur with IMA: 


Ref. 


MID Reply 


High Risk Findings 


The iviLO Depanment does not use CAMP in 
ils entire fuitcho-naiily 


We do not Know ol any internal 
fcquirertiant. nor regulatory that 
nhflgates an area to use an application in 
Its entire functcnalifv, even if it is not 
totally applicable to the specific needs, 
additionally, the fep<xt5 .not used a^e 
mostly intoriii^ive, and nol opeiefive 

TTte firKlinq v.'as not accepted 

4.3.7 

MLD does not have a ofoper corrtft^ over fte 
users and pftviieges of CAMP. Ike test 
users, users from staff not working in the 
area, etc Additionally, MLD must estaKish a 
process !o morjtw such users manageoient 
penodrcatJy 


We have argued that the hardware and 
software requirements to access CAMP 

IS quite difTereni to that of the traddionaf 
H5SC usee i.nefefore. even that we 
accept to have some users thst should 
have been deleted of revoked, il !£ 
virtually impossible to access CAMP for 
areas ditteren! to MLD. ai! irentioned 
users will be terminated, and the process 
to rriOfiitor such users control has been i 
documented V<Je do not concur with !h© 
Risk level graded 

4.3.10 

Two months ago a change to CTR fCurrency 
Transaction Report) report was issued by 
MID as 3 consequence of leguiation 
chsngRi;, whoro an mchtsion of Ta.'c 
Identification, date of t^hh. and the Mexican 
CURP were required, where IT has 
developed a semr-automatic process to 
cortect such repoil, MLO must Me an iT 
fequ'rement to automate the report. 


TlTe IT requirement will be presented; 
however, there will be no substantia) 
change between the semi-automaTic 
procedure established. and the 
automation of such prpeerlye since 
virtually it does not embeds any 
difference to the actual procedure We 
do not concur with me Risk Level, ihe 
fthding was accepted based cn the fact 
that If was oraded as tow risk. 

4.3.11 

MLD has IT fma! user developed applications 
that do not comply with Group Standards. 


We wli document our IT routines, in 
order to hand the-m to IT. which is a 
process that is underway, il is important 
to nwition that uiust uf (he routines are 
at the Interpreter levei. conforming a 
wodcltow 

4.3.12 

There ties not been earned out a review of 
an of CAMP’S detection parameters by' the 
MLD slaff, nor a formal procedure to uodity. 
monitor, or give maintenance td such 
parameters 

1 

'We recognise the ne?ed to periodically 
modify, monitor or give rramtenance to 
such parameters on a yearly basis 
however, we consider dial due to the 
recent mpiementatton of the applications 
by OPSCO a wrtole review ol aii 
parameters is inappropriate We , 
consioef that this should not be a High 
Risk SndiuO but onlv s fecorrimendaLon. 1 
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Ref. 

Medium Risk Findings 



4.1,1 

MLD does net have a training programme in 
piace to properly tram slalT over CAMP, aid 
MLD 'natters. 


MLD saft IS property trained in 
coiipfiance with Aiticle lie uf the 
Financia! InstifulioriE Act, snd the 
equhralenl Arficie of the insurance 
institutions Act. As for CAMP, stuff was 
drained ijy HSUS staff last May05. and 
since analysis ana Supervisors use 
CAMP as an alerts manageirient 
application, w'ry iimitert trainmg is 
required 

The firtdinq was not accepted 

d.1.3 

Tnere aie not tonnaiised agreements wrtfi 
other areas Suppiy data Eo MLD 


MLD has fbrmalisec an agreernent o? 
this type vvitti CIS to uifluk list" 
customers who are reported tfirough out 
the MLO Committees, MLD basically 
receives irtfbrmation from PIF, and LGAj 
uTKler noryperiodc basis and it depends 
upon paiicuiaf cases As for IT oniy the 
CTR Report IS received to ba transirjttcd 
to the autnoritles 

This finding was not Included in the 
Exit Meeting nor in the irxlividual 
discussions of finding with our staff; 
ftisrefor*. it was not known until lhe[ 
date of release of the Final Reoort, > 

41.4 

WLD upcountry staff ooes not have a proper 
working plan, and as well the adequate 
supervision 


Upcountry staff is located in High Risk 
areas in terms of MLD. additionally, their 
ftjnctions are reasonably designed, and 
supervised specially devoted to 
important Unusual Activity reports ?nd 
special cases given tr^ir experience and 
profile 

The finding was not accepted 

4,1.7 

Even that the MLD head did stated that 
goals have been ssf. there is no ewd^cs of 
such plan. 

There is not a perception of change front (he 
analysts starvl point of the new 
liv^ivageriieiit. smue dte aleits unalysis have 
not changed. 

-■ Lack of supervision by leaders, and 
managers. 

- Nil comrrunicauon from Suo-directo'-s 
and the Director 

- Lack of scoftss to systems (C'prre di^rio, 
Spei. Ordenes de pago etc } 

> Work overload. 


PerceptiOii of change is an abstract 
concept 

The methodciogica' process of alerts 
analysis has changed dramatically, 
simplifymg the process, thus reducing 
workloads, and not allowing to have 
back tegs. 

Exficnfivft leadership « a praipgative of 
the line ol command, this a vague 
perceptiori issue. 

AH relevant informatbn is analysed 
through ‘Hogan*, there is not any need 
to have accesses to applications where 
transactions are contained in 'Hogan* 
Processes are mae efficient, we do not 
concur with the fact that there are 
overloads, nowadays analysis are 
atlending strict working ftours 

The findirto was not acceoted. 

4.2.1 

There is ito evidence thal closed rwn 


We have 3 stages in out workflow tr) 




Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8874387 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00560 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1655 


i reponea aler.s are supervised 


Even tfiQugh strategies have been set in 
pace to help make more efficien! the alerts 

dr'idiysiS picjccab, the wuiKtUdii ruriiains 


There is not an adequate follow up to the 
MlD Commmee resolutions. 


OFAC and Worid-Chsck listings are not 
i vended by managers, and supervisors 


Lack of communication between LCOs and 
I subsidiaries related to MLD tools 


CAMP doss not allow the ntcniioiing of 
some products such as RAP accounts, 
Concentrating Accounts. Credit Cards and 
iransactions of remittances compancs. MLD 
does not have a p:an to cover said products 


supervise such alerts, firstly, the work 
done by the analyst, secondly, the 
project leader validates the work done by 
liw aiiaiysi. wittch finaify, is confi/Tned or 
denied by the manager, a trace ss left by 
the tierarchy level accepting Ibe alert 
I 

;This finding was not included in the 
Exit Meeting nor tn the individual 
discussioris of finding with our staff; 

I therefore, it was not known untii the 
I date of release of (he Final Report. 

1 We have estabjisl^ strategies that lend 
i to manage property our alerts, we do not 
rave excessive workloads in ou< siaff, 
.and ouf fccliof is that the finding is a 
value /udjj«nenf 

The finding was not accept ed. 

The first etemeni of an MLD Committee 
IS to read and follow up the former 
session, we accept Uiai in an exceptiunal 
number of cases there has not been 
proper follow up. but in some of those 
cases there were inaccurate agreements 
thatcan not be complied. 

T he findin g was not acce pted. 


A periodical process w.i! be established, 
j IP order to compare our alerts wi*b such ■ 
i listing, including the use of a new list of! 
Latin America SOis. 


LCOs from the subsidiaries are invited to 
Ihe MLD CormvfiUees. IhtiiBfute, tliun 
mTOfvsmant with the subject is high' 
addHicinalty, accesses to Woild-Check 
are K! be regulated by OPSCO and 
CMP, altogetherwith the implementation 
of “WOLF- 


CAMP does not monitof RAP accounts, 
•t was rtecWecl not to monitor them since 
tlie accounf holder is fbJIowed up by the 
business. As for Credit Cards, there is 
j mopiioring when tne customer has also 
a cheques account holder of HBMI. 
Remiiiances companies a^e treated as 
jscCs. and as such they are currontiy 
j attended by ClBM, also the payments 
' are limited to non customer thresholds 
. As foi coiiceritietmg accounts, and 
i specificsily the "Casa de Bolsa’ account 
'issue has riot Deer accepted and is 
I being reported by (he MLD Committee 
j setting specific instructions lo the 
I business to close tne account, and 
instrument other vehicte for those 
j customers 

{ OuftoQ tne Exit Meeting the p roducs that. 
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4.2.7 

Despi'e the fact that *WOL?* has not been 
iTipicmenfftd yet in HBMX an sRernate 
method to monitor local and international 
remittances to prevent ML operations has 
net been estaDiisnecI 


were rr»nt«oned as not monitored were 
fliffererrl tc ttiose rlriaify printed m ifte 

.repO”- — 

MLD moni!r'‘'‘ng of this bTinsacKons is in 
place throughout CAMP reviewing 
"HOGAN" a system to monitor local 
remittances s not pmspccteo, sirtce 
CAMP fS m ulace for thiHi fact, and Lhs 
use of WOLF ts aimed for OFAC 
Comoliance which is restricted to a list 
which is not restricted to AML Out also to 
USA enemies, and not to unusfiai 
transactions that might peiTorm a ML 
susoected acuvih,' 

TTs ' 

To eotabi.-sh tnrjx.-shcKit the MLD Conxn'ltee 
aoreements to have a central database of 
sees 

We have r.ompliad with the compromises 
to keep a central database with ail 
customers under this category with the 
business throughout the MLD 

Committee, we recognise that follow up 
must be enforced with the husmesR to 
enhance this process, and a rtew 
database .has been purchased tu also 
enhance our currant data. 

Tne rmdino wa» not accepted 

4.2.S 

c<JCK of tyfiow Op and uuiW up of fTianagerial 
reports that allow a p^ope^ mean of contfoi 
regarding policies that should be Allowed by 
other areas, saecificaSy in ter-ms of Circulars 
BanmexOtn, sndS»ntert)09 


Regardi-ng Circular Ban.TOxOM the main 
responsibifefy rests in MR. since this 
circular pursues punishment to 
Colleagues that Hunk the MLD 
evawation. As forSirilerOOS, is related to 
KYC jjrocedures, wharoas ft was argued 
that another Circulai CMPPLD0&003 
establishes KYC policies, mciudmg 
schedule visits fo their customers by the 
business. We com.meniea that on our 
starid potnl theie is an adequate 
circulation of said policies. 

The findina was not accepted 

4.2.10 

The MLO depaili'hem does not intervene in 
Tie detection, and analysis of MLD 
operations tor some subsidiaries 


We are evaluating, the acquisition of a 
application from an outside vendor, who 
appears to nave implanted its system m 
HSBC UK's Private 83riki.ng However, 
application? for the Bo.nd Company, and 
the Insurance Company had been 
developed that marginally comply, 
specially for the Bond Company that nas 
very scarce activity, as for the Insurance 
Company In general it is monitored 
throughout •Hoqan’' since most of their 
volume IS related lo Bank-insurance 

4.3.2 

There are not letters signed by staff with tr>e 
iBc»ptjon af responsibilities when user 
KjeubitCdtiOiTS are issued within CAMP. 

There is not an adequate control over 
privileges of Hogan’s users from forrrer 
cuiteagues of PFS 

The related staff is par! of the MLL> 
departimenL additionally, ai! staff has 
signed confiderttialjty sgreemenls wat 
iftcKide ail sensitive issues 
, IT norms expresses that the transferring 
'department must ask for cancellation of 
o-riv:ie<jes. and access to coiieaaues 
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9 





depar^.*^ the area by advising Logical 
Security. 

The hndinq was not accepted 


VvTiiic there are strategies to make the 
analysis of CAMP reteted S.A.R more 
efficient, those strategies are not yet 
sufficiently solvent to make the analyst 
workloads acceptable 

To evaluate the system parameters to 
stratify alerts by complexity and to ven^ that 
the staff required is proportionate to the 
tasks required. 


VVe have developed automated 
strategies and iriethods to make the 
analysis of said SaRs more efficient 

The improvement of the quality of the 
analysis is not correlated with the 
Hiciemeril of Uie staff c<ew 

WwkJoads are within medians for KBMX 
The finding was not accepted 

4.3.3 

It was ioenfifieo tnai an user in CAMP has 
Systern. and business adrrsntstration roles, 
as well as Money lauivlef^ Repodirtg 
Officer (MLRO) privileges. 


Corrected, the MlRO user nas peen 
eiirrnnated and a read only user has 
been ass^nsd in contrast A$ for the 
System Administration function, and the 
Busitess Administration fu.ncton, there 
are different functKins that guarantee 
proper segregalion 

The fihdina was trot accepted 

4.3.4 

To assure an alternate person for the 
functions related to CAMP'S System 
Administrator, and the Busi-ness 

Administrator, 


Eduardo Alvarez who is the MAL 
Compliance Officer, will be insirucied, 
and trained to fulfil such tasks as an 
afiernate. 

4.3.5 

It was identified ohst the WtAs Access. No 
Access, and Read Access roles are not used 
currently by any user It is recommended to 
terminate such roles if there is no use for 
them, 


CAMP'S roles are giver, by default, WLO 
did not create those profiles, whereas, 
we do not think it is reievant to terminate 
them since a probable profile might be 
required in the future, 

Hie (indina was not accepted 

4.3.5 

It was fourta that some users have 
Hcr«ss accounts and other users that do not 
belong to the WL.D aiea 

jCA.MP'5 new yersio.n was rsisssed last 
! OctOS and it does not allow the 
i Admanstrator to perform such task, it wn(! 
ibe requested to the Logical Security 
[area to correct sucn differences. 

: MLD accepted the finding graded as a 
: low risk one. 

4.3.8 

MLD IS not property using accesses profiles 
as established by the ap^icafion's manual, 
specially related to Business investigation 
Unit (8IU; usenS 


We explained INA that B!U users do not 
have capacity to close daily alters, which 
IS a HBMX specific need due to 
le^ulaiion We alsu explained INA that 
this issue was repoited to HSUS that we 
were not using the BiU users, snd only 
the MLRO for the lack of functionality of 
the DIUs. 

The tindmo was not accepted 

4.3.9 

There are soime lifoitatons to tihe e>ten! o' 
the analysis of the MLD alerts, since tools 
along dte area not standardised for all 
analysts 


We do not understand «h.cn theoretic 
hamo obligates that every single analyst 
has the same tocis to analyse the aferls 
that are assigned. 

Since, we have cknereniiated tasks, and 

Bi somo cases ihe accesses are given to 
the whole depaitmenl. which is the case 
of Bcia93. as well as me accesses to the 
Brancti network lournsls, we can not 
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assign the same tools to every single 
analyst 

llte finding was not accepted 

4.3.13 

MLD hss not atlencJed fjfopeiJy eirwi fuyi 
(fiat were generated cunng .AUGQ5. 

We wM nuijiy HBU3 Of sucn conoition, 
due to the importa.occ of such Error logs, 
we consider fhis ftndirn tn he Overstated 
i Id terms of RisK. 

4.3.14 

It was detected tftal the MLD DepaiVnent 
usei. semi-auforratic processes to generated 
irforrtvjl.'C.') of the aSerts are ptesented 

before the MLD Committees, as we# as. the 
infbrrralion sent to the CNByV Not using for 
the purpose dual controls. 

j We have estapiisheo dual controls along 
■ tne line oi command of the area, from 
' Sub-directors to analysts AOdtiioroily, 
the file that is tra.nsmitted to the CNByV 
iis a text file that is submitted throuph 

I their Web Site “SITTi' 
i The finding was not accepted 

Ref. 

Low Risk Findings 

4.S.1 

Insu/ficien! determHiabon of Operational Risk ^ 
associated with the MLD area. I 

Lack of evidence of the review of Sies of j 
c'jstonieis leponea to the authorities. 

Review the SLA .signed with IT regarding 
respor^se times, inputs, and outputs 

CAMP impleirientation documentation is 
insufficient. 

C-oord'ngte with IT the a',it(MT>3ti!St of the 
implemented process of cases presented 
before the MLD Committees 

'iLflO wifi review properly the Operating 
Risks not detected. 

i There is not express obligation of signing 
jihe tile, there is currently an electronic 

I evidence of the analysis. 

{ We win review the SLA. ■.vith IT 

i 

' OPSCO has control over such 
documentation, and fney were de'ivered 
to INA uui nig the Audit 

This IS not viable since CAMP can rot 
outomate the process, it will have to be 
done thfoughool other developed 
application that wouid contain all 
lequired stages cf tne Ln-orkfiow 

( 

j 

i,. . .. 
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Key issues: 

• Tne report was car^testec! by MLD mctudrg most of the arguments deptcted above last 
NovemL/er '4, 2005, whereas the rHial lepoct vres ctsueii by INA an DeuBnibei, 2005, not 
expressing our arguments to their findings. 

• The GASM 'General Audit Standard Manual’ states on its "EXIT MEETING" section the 
fcilowing. 

■'Exit Meelings 


if IS audit pobey that eyii inffirviews are held with senior manr'gement on coirpletton 
of the audit fteid'worlc On a smaii audit it is expected that ai! points which will be 
raised ^ the tinai report are discussed. For larger audits, the meeting nay be 
restneteo to me Key points, but oeiailea presentations snouia ne macje to 
depoilrrent heads coverrsg the Icmer risk issues 

Agreenert or d'sagreemept wrth audit recor»'p’en<l3t'OPS af exit meei'ngs should 
be documented Effective use of Summary of Concerns and REcommendaiioris 
(SCRs) Of Interim Progresaon Documents (IPOs) should reduce the possibility of 
such disagreements arising at this late stage of the audit 


Atiditors shoi-ld, nev'srthetess. maintain a healthy dialogue with managemsht 
throiichoul the audit sOvisinQ of the progress of the audil work and of any 
significant issues as and when they arise ' 


iNa s report should De submitted to tne CNByV as required by ins government entity we 
recently made the CNByV a presentation of our new procedures and the exlem of oin 
capac'V to analyze alerts, and in genwai » manage appropriately AML related issues, 
Which is cuTentiy an area of high concern for the airthoritifts. the mpon as it i$ written night 
generate misleading appreciations by the CNByV, and might also create misIcaOing impact 
from our presentation, which we think was made in view of all enhanced piocecures on the 
department. 
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From: Graham THOMSON 
Sent: Tue Oct 26 23;26'05 2006 
To; Matthew JW KING 

Cc: David W J BAGIEY; EfT\ii£on.ALONSO@hsbc.cQn me Lewis -J VVILSON; 

A!freclo-BOLANOS©h5lx:.convmx 

Subject: Fw HBMX - Pfojecio Restauracion 

Importance: Norma! 

Attachments; imaga^O.git Doc Link-ntm; minuis Junta de cierre ProjResi - ENG.doc 


Matthew 

t aitach for your information ihe sell exfrfanatory correspondence relating to the above, which outlines the 
results of the recent project audit completed by GAQ. 

The attachments that were irtcluded in my email to EfUlson have been removed as they are h Spanish, 
atthougii in their place is an English translation of the cfosirtg meelifig minules. 



Please let mo knew if you require any clarificabcn on the farego.T!g. 


Regards 

Graham Thomson 

Head of Group Audit Latin America & the Caribbean 
Tel {52) 56 5721 6236 

•— Forwarded by Graham THOMSON, HBUX/HSeC on 28'ia'2008 04 52 p m — 


Emilsan ALONSO/HBMXTHSBC 28<'1[V2C(» 04:46 


To Graham THOMSON«3MXrHSSC(S!HSBC04 

lu» PENA KEGIF17HBMX/t-l5BC@HSBC04 John R 
RENOALL/HBMX'HSSC@I-(SBC04, Chns R 
eeNTLEY/HSMXHSOCeHSOCCM. Lewis J P WILSON/GAA 
APM.'HBAP.’HSSC©dS3C03, "Leonardo ARANA" 
sLecnardo ARANA@hsb5 cam mr> 

Subje HBMX • Projscio ftsstaurscion 


Graham, 

TnanK you for me up to date, it is disappointing tne result of me audit assessment. 

I arr, mors concerned as this <s not what I was assured by HBMX management >n the last HBMX EXCO 
when the -rsKsr was reviewed. 
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Looking forward lo see tiie finsi gudit report. 


Rds 


Ernifson 






As requesled i stte.oded the recent closif'g rr^etlng of the (5*0 audit of the above project. 

The auditors in completinq their rewew of Phase 1 of the Project, graded fts control risk as AMBER for 
reasons stated in the atladied agenda. The detailed fPDs, which are also attached and will Form the core 
of the audit report, have been reviewed and agreed by the business units. They had not in their final form 
been signed oft by the prefect sponsor. Jonn Renaaii. Attached is a copy of the closing meeting mitiutes. 

The key issues that were Idemilied in the aud«t and wh<ch are b^g addressed by managerr«r<! include 
siov/ progress with rsmedtaL'ns PSPs.'SCCs and other high risk customers. v.'!th so.me 40% of the KYC 
records of PEPVSCC customs segment as at 29AUC08 (internal deadline) not yet remediatsd. These 
accounts are now in the process of closure by MBMX Legal, 

John Rendsll m responding lothe audit conclusion, expressed his frustraP'on at the slow progra.ss 
achieved by the Project team. He enquired how thiitgs could be improved and was advised that perhaps 
) the histories! resources asstg-ned Jo complete the tesk hed been underestimated- This resource Issue is 

one of the High Risk ipds raised by the auditors. 

Separately it has been rsDorted ihal checks done by CMP on visit reports completed by branch staff, 
which are a key componeni in KYC procedures for PEPs and higher risk customers, continue to reveal an 
unacceptable level of "manufactured" visit reports. The accuracy of these visit reports wll) be key in 
leritedialing the Ctryrtisrt islMoti (Ci) pcsiiioci as iiie HBKnX CEO has ueleunineci Diat ali Cl CuSlOhieiS 
Should be treated as high nsk This situation was discussed tn s further msets-ng that i held with Luis Pena 
and John Rendalf on Monday, when it was confirmed (hat management would be appiying a zero 
tolerance policy to offenders 

The scope of the audit did not extend to reviewing Cl customer KYC. The KYC for accounts opened for Cl 
customers will bo verified centrally and remediated in Phase 2 of Project, despite those customers prior lo 
Ihe CEO's embargo on new ousiness, being able to compieie account opening at many of the cranches 
and being subject to the ssms CN8V foquir8m3.nts ss onshore custorrsrs. It Is is antlcipsted that the 
Kve for appfovtmslely 1,000 ciistomers classilied In Ihn Cl Ted” segment fbr which 11le.s are being 
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feceiveO cenirahy, snourd De remsciated Cy aiOCTOB (an internal deaonne). 

Currentiy he business owner and compSanceare stB discussing wifii GMO CMP the product pararr>eterc 
tngt arp to be sophed to lift the current einbar^ and r^aunch the Ct proditc-t. tt is impodant that thesfi 
d;scus5ions result m practical product parameters as theCi portfolb is an important source of funds for 
HBMX and it is hoped the repacement product will tte shortly Submilied to toe new products aomrr.ittee 
and than reiaunchad, 

i shail forward a copy of the foregorg email with only a copy of the closing meeting ninuio (in English; to 
Matthew King and David Bsgley. Before dong so, please advise if you have any comments you wish to 


Regards 

Graham Thomson 

Head of Group Audit Latin Arnerica & the Caribbean 
Tel (52) 55 5721 6236 

[attachment "Agenda de Cierre f^oyecto de Restauracidn v4.doc" deleted by Emilson 
ALONSO, 'HBMX/HSBCJ 

[attachment "Apendioe !,)ds“ deleted by Emiison yU-ONSO/H6MX/HS6CI 

[attachment "IPDs Rsstauracion 4 Totates.doc" deleted by EmSson ALONSO/HBMX'HSaCj 

[attachment “Minuta junta ce cierre vfl.doc" deleted by Erralscn alonso/hbmx/hSBCJ 
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HSBC<» 

.!>j5wi5?c5H!if^u'K!!s Brafiches & Continuous Audit 

Minutes 

Closing Meeting- Res'iew <rf Rcstaitracion Project 

Date of meeting; 23OCT0S 
Time of meeting: 1 1;00 hre, 

Venue: Room A901 - Audit department 
Subject: Closiag meeting 

Attendees: 

Cliiis Bentley - EnA 
John Reiidait - 
Grahatu Thomson - INA 
Carles Ramirez - ChsaocU 
Geraitlo VJgueras - OPSCO 
J'jsn Csrfos Valverds - OPSCO 

Laui'9 Ordofiez- ITA INA 

Agenda; 

I llic result of the audit conducted of Ae project was discussed and agieed. 

The auditors have assessed the fWal risk grade of the Restaitracid)i project as Amber. 
The auditors identified a number of related processes Aathave been strergthened. yet 
sliiJ there arc risks that have not been mitigated. Key factors Aat contributed in addition 
to ilte risk assessment induded: 

a. Id accordance to target dates defined for Ac project, of the issues that were advdsed 
to the CNBV, 2 remained outstanding: tbc integration of 7,941 SCCs files and the 
cancellatioo of accounts for which Acre is no file integrated after 15 days of 
opening. In this regard, CMP indicated the CNBV has been kept informed of the 
progress made, and that no regulatoiy breaches have been iocuired by the bank. 

They acknowledged, however, Acre are still issues to be completed internally. 

b. Gaps were noted io SCCs tdcotificadon and mooitoi'ing processes, since Ac 
identificatiou of customers performing high risk activities is primarily based oa Ae 
control applied by the network. wiAout ibcre beios mocitoriDg acovictes in place to 
support the idemificaiion. CMP inoicalcu PEPs and black listed custoiuefs were 
being detected, that Phase 11 of Ac project will include oAer high risk customers, 
and that dicy were aware of Ac need to have mooitoring activities in place whilst 
system changes were implemested. 

c. It was considered little progress has been made on files integration for customers 
wiA transectiona! levels above USD lOOk. being ncccssaiy to rake actions to 
accelerate the process. 

d. The impact of account cancellation on Ae business, customers and costs should be 
analysed against Ae risks Aat have been mitigated and accepted, as this will allow 
having adequate controls. The need to adapt the processes quickly to support the 
decision-making process was disctissed. 


Gluria Rusas - Cpciatiuiib 
Ramon Gflicia -CMP 
Joel Rics - CMP 
Ricsolo Zamora -IT INA 
Sa^io Pifia - BR INA 
Enrique Carmone - BR INA 
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O 


ti ijanwidwE dc! mvTiua 


Sranches & Continuous Audit 


c. It was ccHumcaitcd that decile there were scratches in place for historical files 
incsgiation, these had nor been fbtmaiiy approved and, more importantly, no actions 
had been taken to follow up this issue. CMP argued such situation was due to the 
fact that regulatory prowsions wriH change shortly. They acknowledged, however, 
that an approach oriented lo comply wifh new rcgi^aiions may be 
implemented/incoipoiated. 

f. One value added issue th« was not in eluded in titc scope of the Resiatiracidit 
project was the adaptation of processes to make the most of files digitalisation, as 
this will allow improving tbc operational efficiency and reducing fraud related 
losses- 

g. ia regaids to the project, attendees considered major issues were budgeting for 
Phase il of the project, and resourcing, 

II. Since USD current and invesnnent accoonis located in Giand Cayman were not 
consiclereu fur the Resltiuracio/i project, they were not included in the scope of 
audit fieldwork. However, it was meutioueiJ such accotiuis would be considered in 
Phase II of tlt 2 pr^ect 


2 IN A presented a summary including the assessment of each of the 7 sub-projects, with 
particular emphasis on sab-^jeefs 2 and d. corresponding to Special Categories of 
Clients, where the risk grads was assessed as Red. 

Finally, !NA explained main issues were project mansgeroeot, budgeting and 
resourcing, as well as BAU, which refers to thenerformance of ihe processes that were 
implemented. 

JR commented that significant cffoils have been made to remediate customer files 
inlegratioD; that It was necessary to take quick decisions and actions, and tliat progress 
hasbeco made, considering all this started from attending an “emergency”. 

SP indicated tbc background section io tbc audit report will include the comments made 
by JR, and the situation that gave rise to this project will be also included. 
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DavkI Bagiey 



W*in» 

U/*prrDM 07:55 



To: OaviC W J QAGLEY.'TKa-KWSBCSHSSC 

sc: M8rjonOPO.*£H/H<>IQ«SBC@HSBC 

Ws-Tert G LEAMINGWIA LGA MEM'I^BUE'MSBCftHSBC 
be«; 


O 


Subject Rs.OWf-CORRbSPONOENTBANKINGSERVICES 
David 

I have been in regular contact wlOi MukbUr Hussain and hs toam on this hsgic which is siUl open. The 
curtert posifion as briaisd to ma last week wss that we have not yet found s wsy to handle major USD 
ctas'inn business, and | am anticipatirig having to ajiplatn this W the Central Bank on my visH (□ Teheran 
in earV May. i neve asked our people to put forward the basis on which they believe this could be 
urxdertaken wHh the lowest level of perceived risk, so that ifciniuiTtslancas change we know our preferred 
way forward. 

Reearda 

David 
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From: DavM W J BAGLEY 
S«nt; Tue May04 07:46.-0 t 2004 
To: John ALLISON 

subjoct: Ke; IRAN • CORRESPONDENT BANKING SERVICES 

Impoftam: Normal 

Attachments: tmage_0.gi^ Ooc Link.htm 


John. 

t om reluctant to extend until 30-6 unless ihere Is a dear and agreed solution with a cieftnile end 
proximate implementation date. 

I would be grateful if you would discuss and then update nw next week. 

If we have to shut tfiis down we will also need to be In a posMori to advise SKG why e>eneRing approach 
will not work. 

Thenks 

Forwarded by DavkJWJ BAGLEY/HGHQTHSBC on 04 May 2004 07 40 


Me m O' 






From: NIgti J WEIROtM B MEMTHBliE/KSBC Teh 071 4 5077S22 

Vai-iizc‘ 


O 


David W J BAGLEY etal 

To: Oevid W J BA<a.eY/HQHQ«SaC(8HSeC 

ec: David i-l HODGKINSONTOCH MEVVHBME/HS3C®HSec 

Muktitar M HUSSAIRrCEO 'B&M HFSMitiaME/lfSeCQHSaC 
boe; 

Subject: Re: IRAN • CORRESPONDENT BANKING SERVICES 

OavkJ. 

David has asked me to respond to the attached as he Is out of the offiee at present. 


Redacted Material 
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To this end Gary Boon end I have already had discussions with John Allison and he agreed to speak with 
Rod Moxfey in order to work out a suHabte sotuQon wlo^ wW enable us to continue with the exlstbig 
paymerts. At this stage 1 am not cartain of ne timeframe needed to arrive at this solution but I should 
know more when t speak widi John, Gary and Rod tatar Uiis week. As such I should be grateful if you 
couid extend your dispensation untii and If ix whatever reason this is unrealistic (e g. if systems 

enhancements era required} I will advise you acconfmgty 

From a specific bank relationship perspective end Indeed ar^ overall Group Iranian strategy perspective 
we need to And a satisfactory solution to enable us to oonfrnue processing the existing payments and 
avoid a situation where accounts are closed. 

Kind Regards and I hope you are well 



Nigel 


— - Forwarded by Oauid H HOOGKINSON/OCHMEM/HBME/HSBC on 04/22/2004 OB;56 AM 

D«vid W J BAOLEY HOHO To; DavM H HOOGKINSOf/DCH MEkVHBMEA4SBC(SHSBC cc; Wir 

iaA(ir2004 18:40 JWI 5645:44 MEMd4BMEA4SeC9F£8C Subject: IRAN - CORRESPONDENT BANKING SER 

2070 915645 Sentey Minor O 
ROACH 


□avid, 


O 


Thank you for prorrct response of 17AFRG4. 



sanctioned the continuation of these services pendir^ an earty reso.i.'ii.n <.t ifio tonscrd. but .t 
clear from your rxite that we are some distance away from ilnalislng our thinking such that we can could 
go to HBtJS with any proposal with regard to a way forward. 


In the circumstances, I feel that there Is haie option other men (br me to recommend to hbeu that the 
exlsHng aelMty be dtsoondnued given die risk that we are p^ing for HBUS. unless die solution under 
consideration at your and gives us a setlshtctory option. Would It be possble for details to be provided to 
GHQ Ck^ as soon as possible? 


Kind regards 


Redacted Material 
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David Bagtey 
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From; lain STEWiM^T 

Fri Aug 06 14.-07:33 2004 

To: Michael F GEOGHEGAKI; OavU H HOOGKiNSON 
subjact: Re: IRANIAN - PAYMENT PROCESSING PROPOSALS 
Importance: Norma! 

Altacnmeme: Doc Unk.Wm; IRANIAN - PAY'^ENT r^OCESSiNo PROPOSALS.wSC; IRANIAN 
PAYMENT PROCESSiNG PROPOSAiS.rJOC 


Pccignss rcpan. TTiis wt|{ delay u a bit buiwcarcgcilhiKthcic. 


Forwarded by lain STF.WAaTABEUVHSBCon06 AuglOW 13:59- 

E>avid W i BAGLE Y/HGHQ/HSBC on M Aug 2004 1 1 



06 Aug 2004 1 1:37 

From: David WJBAGLEY/HGHQ/HSBC Tel: 7W1*M5 
*4 2079 918645 

MailS’W: 12242? 

Sent by: Marion O ROACH 

ToiNiyel WH)TE/HBEU/HSBCig‘HSBC 

K-Iair. STE\VART-'JBE’J/HSBC@HSBC 

MarilynH SPEARtNGfllD PCMiWHEU/HSBCtfiHSBC 

Alan RAMSAY/JBEU/HSBC^HSeC 

Nigel ; WEIR/RM IB MEM/HBMEmSBC@HSBC 

GeofT ARMSTHONGrHBEU/HSBC^KSBC 

Phi! 3A1NES«<DBKJ«SBC(^SBC 

Brian W RJCHAIlDS/MDBi:/HSBC@HSBC 

Rod MO;<LEy/HBEU/HSBC@HSBC 

Tony f COLLINS/HBEUrHSBCl^HSBC 

Ai«y BKANDOOL ATIM VCM l.fE.M'HSME/HSBO^KSBC 

Gary BOON/MGR PCM MEM/KBME/HSBCt^HSBC 

Jertniy R WALKHRrHBEU/HSBC@HSBC 

Michek CROS.'HBEU/HSBCtgHSBC 

O 

Subjecl: Re: IRANIAN - PAYMENT PROCESSING PROPOSALS 


Nigel 

Thaitkyou Ibr your two notes dated respectively 4 and $ August. 

My Iniiia! reaakin is tbai ilie vr^>P<ndl> ^4 robust, andiiicfclbro aioro 
litely W be sceeptalJic tiiai wc onginal comcmplated or propomd. I do 
however think ihai we sliould consider the paper in (be Ibllowiitg way:- 

? would like John Allison to look through lite paper. Irom a pnciicai 
perspective given his knir;. ledge of beth payment processiog pracnces. but 
•Iso from the pentpectN* of il*« proposed use of ilte WOLF system. 
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Wc wilt aJso need lo make a fresh appraach to US lawyers Tor lOEir 
cci'ifirnution tiai the prcp<»Cu approach m’Oi^ he OFAC con:^R: (ss HBUS wi !! 
look lor this conircm) and in order to da so, 1 suspect ihn we will need 
Jolin 10 lake Iheni through Uie practical issues and (echeical terms hcrom 
they will feel sufTicieinly able to coiiHrm their legal opinion. 

Uiifortunaitly Jolm is curreiuly on leave, and does on reium to the oflice 
imiii )6AUG04. ] will ask him 10 lake ihcsc steps tbrward immediatety on his 
return. 

Please let ihc know ii'itie above is goir^ fo cause aptohicm 
Rcjuuds 




Nigel WHITEyHfiEU/HSBC on 05 Aug 2W4 «703 
Mecio 

1)5 Aui>20O4«7:OJ 


From NigeJ WHlTE-tiBEU^llSBC Tcl- ryj ISMS 
44 207 99 

Mail Size: 116746 

To: David W J BAGLEY<KGHQmSaC(|;)HSBC 

cc- Isiin STEWaAT.'1SEU,'HSBC@HSBC 

Maritvn H SPEARINO/HD PCMmBEU/HSBC(»KSDC 

Alan RAMSAY/1BHJ/HSBC@HSBC 

Higei i WEIR'IIM IB MEM/HBMEmSBC(<f^HSBC 

0«frARMSTRONG.‘HBEU.l!SSC@IlSSC 

Phil BAINES/MPBiyHSBC(2iHSBC 

Brian W RICHARDS/MDBIC'HSBC^KSBC 

Rod MOXLEV/HBEU/HSBC@HSac 

Tony P COU-INS/HBEUmSBOaiiSBC 

Aj4/ BKA-\'TOOLAlRM PO.f METii-MBMETlSBC^KSBC 

Gary BOON/MGR PCM MEM/HBME/HSBC^HSBC 

leretny R WALKfRmBEU/HSBCiglHSBC 

Michele CROS/HBEUrHSBCl7§HS0C 

bee: 

Subject: Re; IRANIAN- PA YMEffT PROCESSING PROPOSALS 
David 


Funturto my e mall did ycsienlay <c (h« above, please see tiw Miachcd 
meaase Reifi Baines. 

Phirs point is appivsite, and ihos we wilt need to make a chstngc to the 
proposed lener w the Inman rrminiqg hordes - as defined below. 


Wiih Wod regards 
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N,gcl 

Forwarded by Nigel WWITE/HBEU/HSBC on 05 AuglOW 07:04 

Phil BAiNES/MDBK.i'HSBC on 0* Aug 2004 lit;05 


Mena 

04 Aug 2004 IS.'O: 


o 


O 


Froill. rtiil BAiTNcS.'MDSK/nSBC Tc': 79Si 2769 
44 20 79P 1 2769 

Mail Site: 110562 

To; Nigel VHITBHBEU/HSBCgnilSBC 

cc; Malcolm G EASTWOOD.'MDBK.flSBC^HfiBC 

VateTie ROLLEmBEU/HSBC(MHSBC 

Nigel J WBR/RM 13 MEM/HBML^SBC@HSBC 

CeofT AJlMSTRONG/HBEU/HSBC@HSBC 

Brian W RICKARDS^DBSG'HSoCt^riSDC 

Red MOXLEY,>HBEU/HSflC^S0C 

Tony P C0LL1NS/HBEU/HSBC@HSBC 

Ajfiy BHANDOOLATIM PCM M»</HBMEmSBC^r)HSBC 

Gary BOON/MGR PCM M£M/HBMt/KS3C(<?HSisc 

Jerer.-./ R WALKER.liBEU.'HSBClSHSBC 

boc: 

Subject: Re; IRANIAN - PAYMENT PROCESSING PROPOSALS 
Nigel 

] have ^^oken with Malcolm re tny aiuched note and speciltcally the proposal 
lhai wecatKel aity peymcnisUuit com&ins a tttcnclve in Field 72. Whilsi 
«lie iwyinent sysieiTis "UuukI" iusniily uvd reject any psymcnu with msishve 
in field 72 10 enable us vo reTum iheriL we carmni be 100% cenain that this 
will operate perfiKlIy every day. For example, a sysiam glych could arise 
such ihat apaymcnl of this Type could be processed or human emr could 
KSuU in siach a payment bci>tg processed, if ihcciMliesu]l wcreihuKhc 
payowni ws* subssriaeoily fro.*ii in tlie US, Ibt Iraman bs.'A couidJusiiTtably 
claim recourse on us as a consequence of our undertaking lo cancel such 
paymenu . AcconSiiigly, Malcolm and I have concluded ibai the safest option 
it 10 dekie iIk nKssage in our Icucr odvismg dint we will cancel payntntis 
wiih I'HTTrilive in Field 72. Wnilst this is providing a roduesd elicnr 
service St ewmea dur. itw full onus of respnwlb»l>ty is on the remitting 
bank and ttot on HSBC. 

We wooM appretiaia you noiiiyingCocnpiiauee •tfcotdktgly. Tlteonly antervdnwtv 
required is deletion of the sentence in tite proposed lener lo the Innian 
remitring banks under ii) whkh reads 'ntyments whieH continue to be sen 
with these ioetruetions wit] be cancelled and treated as null aod void by evr 
paynietH processing aroas." 

Matiy tbiitks. 

Phil 
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FvrASr«fcc! by PJsi! BAJNES.'N'»E>BK>HSSCe7sfM >7:^5 

Phil BAINES/MDBK/HSBC on 04 Aue 2004 1 1 «6 

Memo 

04 Aug 2004 11:06 


From: Phil BAtNESAiDBlC'HSnC Tel. 7991 2769 
44 20 7991 2769 

MwlSiTc: laifiOS 

To: Valerie ROLL&HBEU/HSBO^'HSBC 
cc: Ni^l ] WEIR/RM JB MEM/HBME/riSBC@HSBC 
WiBci WHrT£/HBEU.'HSBC(^HSBC 
_ Ge!>frA!tMS'niONG/Haa).-'HSSQaiHSBC 

O BrsnWRICHARDS/MDBKTHSBC^HSBC 

RodMOXLEy/HBEU.«SBC@HSBC 
Toiiy P COLLlNS/HBEU/H5flC@HSBC 
Ajar BKANlXlOLAyRM PCM MI:M/HSME.-HSBC§'HSSC 
Ga-ry DOON.WCR PCM MEM/HBMEmSBC#HSBC 
Jettmiy R WALKER/HBEUmSBC@HSBC 
bee; 

SubjflCJ; .'te: IRANIAN • PAYMENT PROCESSING PROPOSALS 


Mekoini 

! hsve spcksii io Vaierk ibis ntocnLng rr c few >ni><or aBKitdniaiif ki iIk 
docuoieni. 

More in^xinaDity. I warn t« be abtoluteiy ceraio ihai we are emnly 
coufonaMe with the proposal ths: w-s will esneeJ 23 d rerjin any payniern 
mstruclioris (bsi have 'gpeeial cautionary iiEtnxtioRs'' in Field 72 for 
three reasons: 

will ovir niten always pich iliis-up? 1 undcr&iotMi Ujat tlK WOLF filter wiH 
only pick-up refereace (e Irut, net messages S'jch ai "care sancticned 
coumiy"? 

are we in bread] of OFAC regulations in doing 4o7 
the otius sIvHild be on the ramtting bajik, ik>( oureelves as we state io page $ 
ofour PftKCSJin j Proposal Paiscr (relevant ptfag»apl>s sttselicd betew). Whai 
happens if one oftlKsepaynKnCs sHyn! tivougboor system aud is then froeen? 

- the reitiilting bank could clobu on us Ceruoisioppiog andreiuiniuB the 
payment? 

Our preffesnee would be le fellow l.be soltsionofleredin Ji). Tliis is 
be««iue llie nature ofU^urn paymentt, (poymeres involving Iraiv which ere by 
order of a third ceontcy bank forpaytneni to another thud country bank, 
providedihry do not require ItM U& Battk <0 direcily credit or debit an 
irshlan acoiuni i.e psyntcnis must no: finalise in the US) detnand that the US 
undertakes some manual scrutiay of each itacn. Any ctpuisiionai risk would be 
Tnitiguted by the Iranian cwtotner (a finandat iiistinuion) takins 
reaixirulbiHiy forsubtnioltig only bona fide U-tun'pujinenis aidHBEU Wolf 
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aitei ceiecDng }MlN)tia) lerron&i-IiiikH poyiuents. 

HBEU wiit caiHinue to adopi an itacmal best practice whereby it yievs and 
releases payments taking an overview of this mfne usb% the WOLFs ajid 
CouiKiy Validation BaeVstop qneues bat this will puretybeliK'iiiienuI 
mcoiioring pujposes. The overaJi approach is that iiie Jnnian Hs wiil 
jr.oniior their own paymems traOlc and locnsoTc that only valid U-turn 
payments or payments which arc pcnnissrblc under the lenns ofUS Icgislat ioit 
are Hibmiiied to HBEU. Eflbciivcly the nsks associated with sequestrmion 
would be placed with the Iraoiait Ft miter than HSBC. 

Hapw to discTFrs. 

Rcganls 



Valerie ROLLE^HBEU/HSDC on U4 Aug 2004 09:45 
Met! to 

04 Aus2U04<K;;4S 


Front: Vslerts ROLLE.'IlBEU/TiSSC Tcl; 799 12301 
44 30-7 9.9} 2300 

Mail Sia: 93723 


To; Nigci J WEikIRM IB MEM/HBMcj'HSBC^BSBC 

m; Nige! WHITEfHBEU.'HSBC^SSC 

GeoJTARMSTRONG/WBEU/HSBC^HSBC 

Phi! BAINESiMDBK/HSBC^HSBC 

Brian W RlCHARDS/MDBK/HSBCCt£HS3C 

Rod MOXLEY/HBEU.-HSSC^HSBC 

TeiJy P COLLINS/HBEU/HSBC@HSBC 

Ajay BHANOOOLA/RM PCM MEM/HBMElWSBClSHSBC 

Cary BOON>'MGR PCM MEM/HBME/HSBCC^HSBC 

Jeremy R WALK£R/HBEU/t^SBC«f/HSBC 

O 

Subject; IRANIAN • PAYMENT PROCESSING PROPOSALS 
Nigel, 

For your inrormatin). 


Rcganl», 
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Maicolni 




THIS PAGE IS 
INTENTIONALLY 
LEFT BLANK 
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From: Oavid H HODGKiNSON 
Sant; FrI May 20 13:54:53 2005 

To: Nasser mOMAPOuR; (Ajfctitar M HUSSAIN: Jeremy H Barion; Ajay BHANDOOLA; John 
BLANTHORNE; Richard J CCLE; Michss! J HODQES; Osvid W J BAGLEY; A^y BHAWDOOLA: 
Chris»c¥>hftf G LEWIS 
Subject Iran 
ImportarK*: Norma) 


L. 


At a meettns with the Group ChaHmsh attd me Group CEO, it was decided to mansge the USD payments 
and sottlements business by transferrtifl USD accounts of Iranian banks hlstoficaily held with HBEU to 
mBME and using a tnsrd party corresponcenl in trie us cover ar»a other veHd u turn payments, wnest 

n is agreed to aHcm' ttie business snd comf;^tmc.nts vWat Irsn !s> ccrtdnue, marketing oi new 

buci(iggG 4^ exionding our current portfbtia end nctivKies sfiotM be suspended fof the bms being until the 
exiemal political situation with Iran has improved.. 

It te appreci«ed that maintaining thte position wil presef^chaHenges. butthe^tentlal Impact of a 
worsertnQ situation with the imematiortal community on ow business in the U* and elsewhere cannot be 
Ignored. V*«^ berieva that this approach prsssr.-es our ability Id respond appropriately as the sttusho.n 
evolves, enhancing ogr comrritment as ertd when cifcumstancesease. 


With best regards 
David 


O 
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From: Vivian CLARKE 
S«nt: Mon Ocl Ofi 1S:41.4S 2&CQ 
To: M!C^,as! F QEOQHEGAN 

Subject: SKG WCMJUD LIKE TO DISCUSS THIS E-MAIL PLEASE ; ’IRAN- U-TTJRN PAYMEt^S* - 
importancs: Normal 


Raoards, Ext.i£S3S 

FORWARDED WAIL 


ktamo 

OeOdXM 15 t? 

From; DavIdWJBAOLEVAfOHQrHSBC Tel: 7M1 8045; 

pD79)20 79ft1 B646 

Sjzc; ok- ' 


Sent by: MaronO ROACH 


To: Sttpnen K (^%E£M/H£iBH/H&aCMERtDiANShSoC 

^4^c^aai F ^OGHSGWIiHGH^HSRCgHSSC 
DevM H HODGKINSONWGHQAHSecgHSBC 


Sublet IRAN- U-TVRN PAYMENTS 

Pursuanl to OCL0S0047 ‘ComcHiance with SenctionS' Oroop ofltoas are permitJeo to initiate ireftssctiofis 
in USO which are cemptiarn witn the sc-caSad OTum Bxsrr$>iions under the OF AC country sanctions 
relatins to Iren. Giv«n the corr^xlly of the reieverTi exemptiore all such paymeniB are routed via HOME 
DUB where a specialist unit has been established. TMs unit carefully scrutihses ail su^ payments and 
satisfy themselves (hat those payments are cempsant with the relevant exemptions. Given nowevar that 
the sipnifnani regulatory and reputaliona! hsAs assodattO with any potentist breesh of tne OF AC 
sanctions, pa.*ticuleily reiattns to imn. those payments am else subject to a subsequent check by HBUS 
CMP. 

There are weekly conversationa between HBUS CMP and H6ME DuB so as to ensure on an ongoing 
basis that a consatont and accurate approach is taken to judging whether the evemptbrs ere being 
properly applied and KBUS CMP have expressed themeetves to be satisfied with the process. 

Hevtog sakj this however I believe that the risks assoctoted with these USD U-Turrt payments rsave 
Increased following the actions taken by the US government in withdrawing me U-Tum exemption from 
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Bank Saderat During my recent ufsit tolh« USio sUsimI 8 WonsMrg meeting I was discretely advised 
the ftMlowIng by a reliable source:- 


Under SacreSary Lavoy ^who Cavld HedgkinSieft and I met recsnUy) and the more hawkish elernerns 
within the Bu&h administratfon were in fevour of wilhdrawing the U-Turn essmption h'om ail ir^ian banks. 
This on the basis that, whilst havlno direct evideftte against Bank Saderat particularly In m labon to the 
alleged tunding of Hezbollah, they suspected an moiot inarsan State owned banks of invoivement in 
terrorist fundaig and VVnC procuremeni. 

it appeanEMi (h^t the ebseroe of explicit ewidarKe against banks olher than Bank Saderat tod to some 
opposition from the Stale Department for the withdrawal of the U-Tum exemptior) against banks. 

Certan US Government bodies have howevar msda it krwwn to a number of US banks that, be WMD 
rei-dtect trartsacuons are Inpo^bm is dstset •hey wetdd runsn unecoeptabto rsputabons! and 
risk were they ft contlnoe to process U-Timt vansaettofts. The essence of the statement appears to be 
rX that as WMD related transactions wouM be heavily disguised (where even as a trade transaction 

y documenls would to effect be falsified) there <s no Safeway fora US bank to be Involved in ewwt a U-Ttffii 

exempt transaciion nowestor stringent ilH> soiutiTiy or rrionSoririy. The clear implication msda was thst 
being found to be involved in e WMD fetsisd trarsaettoo, even if whcXIy innocently, would result In 
sign'rficanl arxi severe action being taken against such a bank. 

There were very strong indications that a nuirber of US banks were therefore considering withdrawing 
from all U-Tum related ac^vlty. If thb happens those continuirto to this market are latsiy to have an 
increased concentratton. 

Although i am sattsTted that wc have put appropriate conjrob In place to rr^nage the U-Tum transactions. 
t am concerned that there are rmw Increased risks to continuing to be invg tired In U-Tum USD payments 
which would justify our reconsloerlng our epproa^. I do recognise Utal the significance that tlghter>lng our 
poVey (0 withdraw from u-Tum permttted trensaettons woun have n terms of our Iwiiddie Eastern arxl 
■reman business. 

I would be grateful for your views. 

Dava Sagtey 


a 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8874732 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00584 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1679 


From: Matthe-^ J W 
Sent Fn Apr 20 10-^1:51 2007 
To: M'ctael F GEOGHEGAN 
Cc: David WJ BAGLEY 



Mike. 



' j I am told the Mexican autnornies are taking a veiaiivaiy Denton attnuoe to our invoiverrvem witn this 

custoTOf. wfsteh is tertunato fceoauss the rettew hoa te.-ealsd a nantber of ’t/ssks'Asssa. A series of 
maccurate. and poasibly fabrlcaied. vtoitreDORs seem w have been Hied bi' (he business which resisted 
arry reporting of susc^torw a number of times. For its part, tha Moneylaundering Department btled Is act 
as a proper cneck and balance, t have suggested a thorough review or processes wtlhintris 
MoneylQundertog Department end of ffia Moneytaundering Comirvnea to ensure they ere roDust. dd 
fl!s s report with the sueiorWea sn 2004 which has protsabty seen oar savins erase. 

There ace also a number of personnel decisions to be laketi. 

I have not heard the businesses rasetjan to^e report, thuigh it was commssioned by Pai^ Thurston end 
there was a maetirtg yesterday to discuss it. 

Regards, 



Redacted iviateriai 
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Report >’o. GAO 0700W 


GENERAL & TRANSACTIONAL BANKING AUDIT 
HBMX - MONEY LAUNDERING DETERRENCE 
GROUP AUDIT MEXICO 
DECEMBER 2007 


O 
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<3AQ G«n«rai ATranuctioiiai Banking Audh Report 

t^MX - MONEY LAUNDBtiHG DETERRENCE PECB^ER 200? 


1 EXECUTIVE SUMHABY 
1.1 Background 

In Mciito, nnanctiil insutuuuuS oft icQuiccd to coiT^'y with Piicsl authority (SCKP) prtrrssiotis to 
dciei-. detect and report crioimal-fiad sansactiocs. Likewise, HBMX is required ID compiy wi* 
Group regulations defined in fte CofsjdiarAa Officer Handbook (COH), containing sufPplementarjr 
guidelines to local regulatjats. 

The Direction of Money Laundering Dejerreoce (DPLD) reporis to Ramon Garcia Gibson. Head of 
HBMX CompHftftce, who ia turn, lepons lo Jofao Rendafl, KBMX COO. The DPLD is under the 
rcsponsibtliry of Lcopoldo Rodriguez Barroso. 

The areas involved in the process (business lines) arc respcassibic for applying AML processes 
defined and issued by DPLD on; 

• KYC 

• Files iniegraiiDn 

• Prefer input of ctiHotncrs' information in die systeca. 

■ Vdidation of slors 5 ctit by the DPLD and effberive icsponsc fbcrcto. 

Due to ibc foregoing, ibb review was oriented lo icview DPLD operatiohs. yes it covered s number 
of areas involved ia nhe detectiis* of ML activiBes sr.d compliance with govcniiag laws aad 
regulstions- Therefore, this was a theirsd 2 u<ht on Mosey LauneWng Detefrwee (MLD). 
SiroulCaneously to ihe pcrtbrrnance of diis review, a foUow-up over the issues raised fnjin ibc 
referred audit was conducted 14*00 request m die authorily through tegulaiory reami 141- 
ii'S67804/2(K)7. The major issues derived from said icvicw are described in section 4 hereof. 


Audit Objectives 

The objectives of ihc audit were to assess and report on; 

• to assess and report on the approjxiatcness, cfRcicQcy and effectiveness of the interoal coatroJ 
enviroameiit and the susccpti^iiiy of that envitenmeat, CQ a sample basis, to ircuds/failure in 
ioicireal contJoU or brcacbos to autboriiy 

• the reliabilify and integriry of froa-icisl and other eperating matters. 

• lue appropriateness and adequacy of procedures in place to essure coetplissce with local, 
Qitioaal and istematioosi laws acdrcguUtioQS. 

e compliance with Group aad Iocs! policies and procedures. 

• the design, iasplemeatatt'an and effectiveness of ethics related objectives, programmes and 
Ktivitios. 

• thccveluadcm andproieco'ea of assets- 
1.3 Aodit Scone 

The scope of audit fieldwork entailed, inter alia, a review of: 

• the fcliabitity. functiODality and deployment of source mfontatiem from the CAMP system. 

• the reliability of CAMP gencraled alerts (peer groups calibrabon) 

• the efficiency in the media monitoring process (articles in the papers) and the process to keep 
blacklisn updated. 

• monitonng oftrarisactional volumes of customer credit receivables. 
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SAOG«nBrai & TrsnssctiCKis! Serdting Audit R«p(Ht 

HPMX-MONEY LAUItflERlNO PETE RRE NCE DEC EMBER 2007 

• the quality of the analysis conducted over CAMP alerted accounts. 

• the follow-up given over customer accounts reported and alerted, in accordance with CAMP 
generated reports. 

■ tdenrilicadon and monitoring of high risk and politieaily exposed clients. 

• departmental structure, attention capnciiy artd analysis of CAMP alerts, as well as other media. 

• locally managed inronnatiem badcups. 

• controls in place over customerfiles integration, 

» actions tnkeai for Group staff training and degree of compliance with iniemal and exiercal 
policies. 

• configuration of system conmK pantneters in line widi regulatory cuitipliance. 

• idendficadoo, monitoring, analysis and fullow-up of CAM? alerted custoiricr accounts by way 
ofCAATs. 

.'"'j • review ofi sample ofalans to ensure qu^ity of analysis and j-usdficaticn for the cases thst were 

decided not to be reported. 

« follow-up of issues ffid rccORsmcsdatioa; made at tic pnr.'ioiis BU±'f conducted of CosnpHance 
(eaiy AML related issues). 

• cor.fsguratkjn of access security to strengthen adequate approval, segregation of duties and data 
confideoliality. 

The MLD audit was cooducted by Ftaocisco Baniga (Team Leader), C^oe Magafia, Silvia S. 

GCArdlez (AlC), Lizbeth Galicis. M«r1a Ojeda, Dsa Cnia. of Group Audit Mexico (GAQ), as well as 

Ricardo Zamora, Jorge £ Conzaiez and Blanca Molina of Group IT Audit Mexico float 03SEPO7 

through 08OCT07. 

Previous audits related tn thi.s theme are listed below: 

■ Report ruference GAQ 050118 dated DEC05 of audit conducted of Executive Direction of 
Compliance, which covered the DPLD, when its control risk environment was esscssed as 
Below Standard. 

• in SEP07 GAQ conducted a review of the impiaucctatioo status of rccommcodatioos made by 
CNBV in regulatory return No. 141-1/867804/2007 relative to the review conducted of DPLD 

irJULO?. 

• Report GAQ 070066 ^cial Reriew of DDA and CDA Accounts dated JUN07. The objective 
of this special review was to conduct a comprehensive assessment of the process of acccunt 
(DDA and CDA) opening / completion of account 61e documentatioo, aprpSicatiOD of KYC 
orocedures and related controls in order to comply with Group and local regulations. 

« Special review of ease (report itferencc 

GAQ 070036 dated ARR070 

• Report refertccc GAQ 070085 PFS Strategic Ccetrei Unit. 

Even though the audit report reference OaQ 050118 ctTnespondiog to tbe audit cosducled of the 
Executive Direction of Compliance assessed iheirmotrol risk enviroDoient as Below Standard, as 
this W 1 S a themed audit, the scope is driferent for bosh audis. The scope differs from previous audits 
to a great cxtcct, and cosscqucctly this is considered a first time rhersed audit of Mosey Lausdctlog 
Deterrence. 

1.4 Conclarion 

Tbe auditors have assessed (he Overall CoatroJ risJ: of die Mosey Lausdering DeArresco theme as 

Bdow Standard. 


Redacted Material 
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GAO General & Transactional Banking Audit Report 

HBiaX-WQWEYLAtJMDBtIWG DETERRENCE OECEWBER 2007 


Even tbcxigb progress bas been made to resolve existing high risk issues, these remain uarcsolved. 
Key factors that contributed in addition to the risk assessment included: 

CompliiBce Governance Structure The auditors idenlifted (he need lo review the cunect 
govemarce structure of this funcDOft, i* order to assess the creation of a comniittee in HBMX. with 
the ncaia purpose of defining and approving HBMX policies and procedures, and defining the 
guidelines (hat should be followed by the Comites dc Cotnuoicacion y Control [Anti-croncy 
lauaderiag committees (CCC)] in Knc widi Croup policies, further, the auditors ideotined areas of 
oppommily to improve the struentres, roles and lesponsibilities of the various CCCs, which may 
coambute to have better goveroance on MLD related activities. 

Regulatory compliance 

Quality and cvcspUtCResa o' customer fiSc wOvumentation. Based on the result; of dii; 

review, the auditors concluded that despite the actions takes to remediate the nsn-compliasce with 
minimum regulatory requiremenis iijr file fetcgraacs’., it has not been possible to fijlly rectify die 
delays to r^ularise the files already identified as per CN8V USA regulatory reojn) (i.8m) and to 
make necessary amendment; to processes and controls in ondcr to prevent ibis issue &o(n relapsing. 
In MAY07 it was sougbl aa exteusioD to (be CN3V to rrctify ibc inwgration of (he lOialiiy of 
cusiomo^ files, nowever, the reguSaior was advised an 86Vt progress had been made is terms of file 
inK^ttoD and ccraplctcocss. which may be questionable as stieb figure was obtained fnKD as 
undspendah’c source efinforsatior. (ACDO). 

2.' Know your customer • KYC. Breoebes of KYC pc^ictes and regulaocns were identified as s 
result of the lick of supervision and indepeadent controls of Ihe business areas which may allow 
detecting breaches incurred. 

2.' Regutatory returns. As a< tbe date of the audit, there was a delay to report (o the authority a 
total of 4t89{) accounts that reported unusual transactions that look place between APR and 
AUG07, thereby hreochiog the regutatioos The foregoiog was mainly due to the failure to 
promptly respond to the increase in the cases due to changes In the criteria as to whether die cases 
that should be tabled before the comminee. it should be noted this situs ti cm was advised verbally to 
the authority, yet this is rtor sufficient grounds for exempting the insriturion from being sarctioned. 
Training on MLD Based on audit findings, tbe auditors concluded tbe trainiDg strategy should be 
reviewed, as it was noted the staff of BrarKhes reviewed were not sufficiently knowledgeable on 
the policies and regulatioos applicable io terms of deterrence and detection ^ mosey laundering 
activities. Additionally, the auditms noted incoosisicocics in the infarmatioB iiblcd at tbe CCC, in 
terms of tbe suaber of sretf io the p^roli. whicb exceeds by 16% tbose reported by HSMX 
Traniog &. Devdopmeot. Tbe above situation may evidence the nining coverage does not 
necessarily reaches die totality of employees. 

HBMl CCC. The audixirs ooted Seaior Maoagesneat's littic attcsdascc to cosimitTcc mcetiDgs. 
ddsys in dccisioR reeking regarding account caoccllatios, ead delayed ssnetiocs of casn to be 
reported to die CNBV. amcog other areas of improvement. 

Systems ■dmlDistrariaii and operation The auditors noted breaches of Group system security 
standards. A number of instances identified air described below. 

Tbere was inadequate user edkninistration in the CAMP system, wbicb may lead to misuse of tbe 
inforaation stored therein. TTiis same issue was raised in the previous audit report Ref. GAQ 
0501 18 dated DE(:XI5. section 4.3.7. 
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GAQ Oeneril A Transictlonal Banking AuOft Report 

HBMX - MONEY LALINProiNG DETERRENCE DECEMBER »)07 


There is a high reliance on one single person to perfonn key activities, without actions being taken 
to train other staff that may psTftsra sych (Sates ssi the event of a ccndsgcncy. The processes that 
may be a! risk in terms of their csatiral^’, m the case the person sccountable is absent are as 
fol!or'«: Parameterisation, CAMP and WOLF systems user administradon. administradoo of the 
MLD module in the SFCIF sysTcto This issue takes ftuthCT lolcvance 95 that same persem 
developed the Workflow aimlication that is used to analyse the warnings that may be repevtsd to 
the author! ries. 


To date a partial tronitofing is applied over transfers by way of using WOLF. During JUL07 and 
AUG07, WOLF generated 7,217 warnings. <jf which 858 eases {)2S) were not reviewed, posing a 
potential risk that criminal transactioas may not be identified which may have an adverse 
rrputarional effect on the Instiiuriim. This ntuation has prevailed since cxie year ago to date, 
without there being any dispensarion from net reviewtog the totality of cases warned, as a result of 
iosufticient Operatioos statBog. 


The audit (»3 identified I repeat reconunendatim) and 11 partial repeat recominendaHcms from 
previous audits. 

Miscellaneous low risk rccomoiendatioDs (MLR) were advis(^l directly to audited managements 
durinfi fieldwork for their implemeatatioa and, thcicfcne, no response dicreaf is required. 

The auuiiors wish to chabk the caanagcineut and staff of all areas involved in Money Laundering 
Deterrence for their assistance and cooperation during the course of the audit. 


O 
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GROUF AUDIT MEXICO 
AUDIT REPORT SUMMARY SCHEDULE 
CtiQ KEFGitTABLC AUDITS 


Q 


Nsnse of Amii! 

HBMX-MONXYLAUDERiXGDETTRRESCEfMLD) | Reptiois: Mexico 

Butiuessor 

Cisto Bier Creep 

CemnlSupi>on High 

Aadit 1 HBMX 


Date 

iuhoxtii 

Risk 

Control Kitk j Overall Risk 

This Aailb 

DEC07 

Hirfi 

Below Staodaid Kifib 

Last Audit 

NrA 

."«'A 

MfA N/A 

Kanreof&MfcicH 

The areas involved in Ik process (buiiixss Ibics) art iespOits3>>C Rtr flying MLO proecues (fcltiicd and 
luucd by Local MLD Dcpanineni on: K.YC{K4iawyourCiiMeBief|, lika iniegrtuni. vtopee input of cusiomen' 
Lniartnatton iriIb system. ^'s!^datlsaafa!erBsss few the DPLD and eiTectivs respa.isc!.h*r5ta- 
Due ici die roregoing, this review was orkttucil id review DFLD opemiora, yet it covered a non^tcr of arms 
lirvolved In iht deleciion orMLaciiviitesaixi campliiiDcewhhgoveniniglawsurwl reflations 


CanOashii sf Acdit 

Mais ccHRroi wvdutesxt itSencified diring dtc auiH were s MIowt. 


^•! .. b. h«- •’ !ala f. . CJ' . nj« J 1 imHrg 

TUTccu of see idcuuncsiou aod nwniionriR acme iIk raworic. 

- KBKfl hu liccn given in exieruicn b> l)ie ReBufeur ffom May D7 m Miy OR to ensure thu a porlw! ef ihe 
dteni files (known ai (he UQA projeit-iboul t ficn cuiiamen) uc congiSeieil Dix to our cencems with the 
;:hshi!ny OltlcsysX!!! tsedio n»S8‘.;s:hssp»ctUUB»lear»'.sucti; ^sr: rtofcsrAis in;ehttun ts bctt '4 
able ui inKt this deadJiie. 

- As 8t May 07 HBMIluid wiviied the Regulaior we woe at SCV* wlxreas all audii utiipin hoih in Oils sudil 
aud the legolar branch audiu coodvcied over the year give a niucli fewer peKenrage. Tlx latier nunrber is hard 
to eslrspoisfe &om a san^Se basis btii is as low as 46V. of u>e ist(cg.-a!i9n, usssiir^ Jn: job bi liotju to <uch 
icm. bi A moi^'hi h very cl>alte<»irw 

- The UBA miruber cxehKfes (he alonsi 6 ovition other dienu ihe Croup hM in Mexico which are tubjeci lo 
HSBC 't own MLD policies, where senipling alto gives i nir.ifet low ntanb^ oi^ conrpleic files. At this probleni 
haibeen ideiUitied WriW flK)4iiS «gO ihC CCO Wit iip(k>iriied lAOveiSee and coordinate U lack Rxee U rrurage 
tins nieilcr. fiiHhcr deiails >ip<>e»« In the repon 


- Deiays in reporiing inuisualiniBeciiaus lo ihoResuloior due to iarreased njmbcro) cases lo be uncironby 
tk AML CddBanee *nd slow dalsiorj-nuJiJno :n the process 


> Leek oi'iu^iem ondenianding «i the IT pmetsaet and tools rmrssary icerhoice MLD ociivitiei and 
eapasHy u evicterced b* iIk liek of i niitbie system to mck clierK files KeiintDor. made^ie sbi% lo screen 
Uiek lisisxnd iudequaie moniutrinf SCCTCP'seit. 

Tfiinirm 

. We aKe noted tix ncM to re««uis ihe ovcnil approach to MLD mining as a nsiih oT failures (Tguiarly 
idemiflediiibrweheudiK. and iha ueed leupgnHletevefalerilw ITtysieinslnusetoensufebeKreagml over 
I both Regulaioiy and Gnupinlieies and procedures. 

To enaure vtai (here Is ene everaii liscgni approach to tcsolvc the issuo. hi viow ef the inimber and in iruny 
caut MfieaBWS of *e wuknessts •dsniifled. wc twuW recommend the t'wk'Oi’ ef an Oversight body, 
possibly a KBMX Mowy luaundanngCortMiiKce.toiniplemcnt boihs thon and lonyerienn plan to ensure ihsi 
ibe issues nised in ihis report can be Ibliy adibessed This body wiO need to tiave sulTKieei empowerrneei sitd 
proacQvhy n drive through soare of the nteasuNS needed to cooiply whh botit leeal and Croup policies und 
proesdureSs espmialiy itt the titne periods isnvtved. 


RespoaK fren Maustpraeot 

_nre_li 2 ljjt£ 22 ejojfie^odit_»sdue^Bj_ 21 *ii!i!L 
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Ficsn: Lab PENA KEGEL 
9«n(: Wed Nov 26 23:24.43 ZOOd 
To: Emilson ALONSO 

Cc: John P Carn lare.rekIing@hsbc-Corn.rnx; Lewis J P WILSON; Michael F GEOGMEGAN 
Sgb^ct; Rs; Visit b CNQV - Findings and Ret^uiied Acuona 
importance: Norms! 


Sure will do, regards, Lucs 


Emilson AI.ONSO— 26/1 1/2C0S 05:06:55 p.m — DcarLdia. 

(j 

Fmra EiNfscn alONSO/HBMX/HS&C 

To IpkQhsbe.eam.rrK 

Ce: Mfchaal F GEOGHEGAN, John P C«fr/M3MX«asC®HSBC04, Uwis J P VVIL5C»ifrBMXAeBC®na8C04, 

lare.t«idlng@h&bc.carn.rm 
Dste- 26ril/20C» 05:06 p.m. 

^jt^eci: b CNBV - Pindings and Requmt Actions 


O 


Deo’ Luis, 

Fotowins the Group CEO’s visit to GumermoSaticts, fassidsnltrfCNBV, I would See you K> prepare an 
setion pla.n in order to address (he addltfonal issues related to money iaundaring, export of cash USD to 
the USA, via the braruh r>etwoilc and about the detiiuyuency In credit cards. 

Thes action pim should encorrpessee the fbRowfng areas of work.' 

Money Lsundering/Expon of US 

- Wantllicatton the voiurnes and tha type ofctienisle that's currervBy using HBMX branch network to make 
ca$h USO deposits for remfttanees to USA. 

- immedbtB elimination ofthB MtW of service in our branches, coroorme clients tr»Bi require such service 
should be approved by you on a very exceptional basis. 

- Identify (he branches wnere this Wnd of a aettvihr «» more frequenVhighBf vobmes in order to take the 
necessary administrative acdons b eikninsis potential money bundaring probleme (inclusive with the 
imrradfsts closure of soma branches X 

Credit Cards 


- In addition to the acdorts already in progress rdaied u> credit analytics ( appilcation scerss } and 
coiSections, ft is paramount a gresisr effort to show the CNBV the ecLk^n9 that have aiready been tetcen in 
order to ranegclisle deilnquertt contracts on a mcMre favorable lenms with our clients ( restructuring ). 
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I klndV ask you a report wWi ttie acttons io be lahen and a weekly backirg report on the achtevemerrts. 
rds 

Emiison 



O 
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Ffom: Luis PENA KEGEL 
Sent; TTiy Nov 27 0l3;41'13 2008 
To: Emilson ALONSO 
Cc: Mich89i F GEOGHEGAN 
Subject: Re: Fw; Money Laundrying 
irnpoffence: Nar/Tisi 


O 


TTio two immediate actions we are taking ere: 

Staiting Decerrttier 1. Wa wvifl no lorger buy or sell dollars In cash at ANY branch (customers or non 
customers). We wit, as an anematrva, off«r traualars cheryjaa to customers only. Also cuEtomars tsn 
withdrew dollBis at HSBC ATMs located at airports or from ar>y ATM in the world with their deOii card. 
StaitinB January 1. We wifi no iongar acc^ deposits of cash dollars to arry dollar account at anyui^nch. 

W© are quanSfyins the Impact of test revenues. On the flipside, ws wB save She operatlr>g cost of 
transporting end saportirrg doSar bills. 

Th's should take care of the proMem. 

Regards, Luis 



From; ErrtlBcm ALOMSOrHaMx/H$BC 

To; 'Liia Pena*-‘lpk®hsbe.com.ftK> 

Oats- 2«1ir2aoe 0a;34 p.m. 

Satjoct: Fw; Monsy Laurd'y^ 


O 


FYI. 


•> — Original Message — ~ 

rew: Klcheei T GEOGHBSAH 
sene: LJ./2«/2:00e U:21 PM >3KI 
To! Enllsor. AI^NSO 
Subject: Honey Lsundrying 
Emiison 

it occurs to me; 

We should stop any Qotlar remittances or accept any Dollar payments unless they are dona vta a 
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OfStaimf's ffixoont 

We should stop shippifis Dollars 

Wa should bench mark HBMX CAMP and other search enoina systeirs with HSUS (they have some very 
sensitive behaviour monitors) end see whether we ere flrtding as many suspicious transactions as we 
should be 

Look ibrwerd to hearing yOur ideas in do« cou^a 


HSBC Hold^gs pic 

Registered Office; B Canada Square, London E14 SHO, Unlled Kingdom 
Registered In England number 817987 


O 
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From; Ertlson ALONSO 
3*nt: Frt Nqv 28 IT.OA.i S 2008 
To: jTilchaat f geoghegan 

Cc: “Luis P«na"; ’MaWiew J W KING"; "David W J aAGLEY" 
Subject: Fw: Final draft for MBce's isKer 
importance: Nonnai 


MicbabL 


pleaso find bebw Die reply to your comments. 

I Just want to assure you that we wiH prt^rly with bie A/D ratio concern in oro«^ to manage it within the 
emits. 



LiB?PEM A.KEOEL 


Original Message 

retell Lula FEHA KGGEL 

3«nt: 11/28/2006 08:27 AM CST 

To: Emllson ALONSO 

Subjeot: fw; rlnal dr&ft for Mi.k«'a Latter 
Some responses arxd next steps: 

1 . 1 would not mention we are stopping doSar noto exports as we rriBy have some residual smeums from 
ATMs fur example, it Is gclhQ ‘d be mtolmal but net eliminated. 

2. TTie zero tolarance paSsy Is now being anseted end word la spreading out 

3. In January (1 would defirtitfriy not mention (his in iita leoer to CNQV) we are closing hao branches and 
firaig all the staff as exemplary measures. are choosmg the branches these days: brarKhes with 
atypical transactions for amounts or typo. 

4. The next challenge is communication, we era tormutatlng a plan whh several stakeholders: staff, 
authorttias, media arid opinion leaders and oustoiners(tn branch). Wb rwedio make sure W3 
communiaate s proper message; to staff end CNrthorittes ft is centered on control aiv) 2 ero toleranca. To 
madia and eustomani however, wa fTwst make sure ttiat monay laundering and control are NOT tie issue 
(even though somebody may psar mat up). We am mmking ©f meesegea like parsonei seourt^ and 
modem and electronic cnedra as opposed to dolier notee (treveiers cheqges, Visa Travel money whleh 
we wU put together end ATMs). 

5. Last but not least. I wS address the issue otft)ndlr>g. Alber an, Cayman end Mexican dollar accounts 
provide us with U3S2.e baton of cheap hrting. We ore iBcely to lose a big portion of thli if wa tali 
cusiomars we no bnger receive dollar notes. We have to provide an alternative to our customers torffiis; 
Miami accounts may be an aitomative but we wiH have to talk to riBUa of how we get ihia chaps funding 
back to Mexico to lend. Oitierwise. there will be a massive negative irrtpact to our A/D ratio. 

Regards, Luia 

Forwarded by Luis PSKA KSGEU^fBfctX/htSOC on 24'1 1/2058 09:13 a.m. — 
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Prom Michael I- G£OuH£<jAN^GHQfHSBC^h»aC 

To; EmitBOT ALONSOHBMX/HSSC^HSaCM 

Q.. *DavM W J QAGlEY* «JavMlseglev0ft66c.eom>, Adiin WILSON/HBEU/HSBC^IHSBC. 

<Lewis.J.P.VVILSON^»bo.oom r™>. "Uj!* Pfcte* ■c|pk(ghs*>oxaf75.mx>, J W KING* 

<iTiaBhewiATQ@hBbc.coni>, Luis PENAKEGEL#iSMX'MSSC@HSBC04 
Date: 28/11/2006 05:20 a.m. 

Subject: Re: Fw; Final draft (or Mika’s loner 


O 


Dear Emitson 


Not msnboned in the iener but tuscussed betwedo us & itie Is&ua abo'Jt cash uauapcit rravsrrrsnts to 
USA by 'HSBC .do we not want to say we are stopplns ss we'>!7 

Also, whilst it does not need to go In tt>o letter i hope it Is clearto everytody in HBMX. that as we did in 
al stetr should be rmda aware that K there are peisislont breaches of KYC in a particular branch, 
the branch wi be closed and aH staff dismisaed leganSass of how much business ws wlB lose on account 
ofIL 

Fiiiaify I assume everybody (that !s reqiAw «0> has In that Satonced Score CsnS the need to impiemsnt 
C.A.UP to tt)a ingvirnum- Incktdloa the ctosing of al accounts ttiat have two or more suspicious 
transactions highUghtad. 


O 


I believe we all know that KYC » gong to Da an ongohig dnalisnge bts if past espeiiencas in Brazil ana a 
measure.lf you demonstrate zefo tolciarce afta^ss in in^! 0 mer.tr.g KFC then the sparadsns standards 
of the whole business Improves etlhe sametkne. 

vt^at we are doing In Mextco needs to be copied evoywhere else in the region. 

Marty thanks 
Mike 


HSBC Holdings ptc 

Registered Office: 8 Canada Sguare. London B14 5HQ. United KmoSom 
Regtetered in fingiend number 617967 


HSBC Holdings pfc 

Registered Office: 9 Canada Square. London E14 SHQ. Unfled Kingdom 
Registered in England number 617987 
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From: Paul A THURSTON 
Siflt: Fri Jun 2S u1:5S;55 200? 
To: D3'4dW JBAGLEY 
Cc; R RENDAU 
Subject: Re Vsit Report 
importance: NoiTnai 


Tliaiifcs for your rqwn - this is very bclptui aisd coiUtnicih-e. 
ioiinwiii be developing aiiHctionptar.io address liiepobns niUeo, 
vkiil shnieiivii with you wtai conipleitd 

I agree will) ycur caiuineist Ihai we need to review tbe role and resource! iii 
ihc Compiiatv;: Tvuicuon beiwccn the |iiieFor'us,$aiidyls view of Ramon and 
ihc q'oaliiy cf th; cere piiaricc iesre is rot as pvSiirvC as the one- expressed in 
ya-jr report, and in my sh^rn tirnc here, I have ewne to.we why. ForaO 
Ramon's sUet'gths, ] have equally seer weaknesses in addressing key issoss. 
and in tusiTKSs imderslaridiiig. and id my vicwi ibe jury is out oti Ins ab'.iity 
to do all iit.1) we need in HBMX, let alone try lo oversee oUks coontnes in 
:lw legion, i think this is sui>eilong iliai vt-c sliOuld jcview t<e«w-<xit tlK 
three efuJ in a few nwai!>'sun)C,w>K;nwesecwhat progress is be'nginsdc. 

Tlietitte a^ilt for the report, and for the st^onyou ai: providing to iltc 
team here, 


Paul 
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Froiii; John F ROOT 
Sent; Fr! Ju! C6 10,33:11 2007 
To: Matthew J W KING 
Subject: Fw: Visit Report 
Importance: Norrrai 

AttachrrienJB: SUMMART OF cOMPUANCE ISSUES - MoxiCo.Ooc 


As ciiscussed. 


— forwflrned by John f RO')T<liGHQwHSSl nn06ii7i2fH)7 Hi-38 

D«vid W ! RAC’i EV/HGHn^-HSHC 
HGHQ 

Scr! by: Manon O ROACH 
27;0iy2W7 16:25 
KiOiis No, 7?9! 8^5 
■H14 (2P7'>) 20 Sf=45 

Mail Size: 54654 


To 

ruul A THLiRSTONUBrviXmSBC^HSBC 
cc 

John R RENDALUHaM,Xy'HSBC<»HSBC.Gi^n»THOMSON4<BMX/HSBCra>HSBC,Clm!ll 
BENTLEY,/HBMX'HSBC^.HSBC. Ranwn GARCIA,'HBMX/HSBCviHSBC. WarrenG 
LEAMINGTHGHQ/HSBC^HSBC, Jolm F ROOT,W}HO/HSDO&k'SDC 
Subject 
VijiJ Rspc.l 
Hn»itv 

HSBC Holdings plc-HQHQ 


Paul 

I .ttUKh 3 eunirtary of tlK key issacs. 2nd n:y lltifccd cbsrn’artons or 
I'ocotnntcndaiions roUewirtg lbs visit lo Mexico, I hvuM siitss i)a( vi3,its of 
(Ms JiHtiire art not equivalsm lo a Ibnnai Cemplkwc rc\ic*, 

Huving said this ilterc da appe&t ic he it nuiMber ofissues to he resoivee. 
p«rnciiliirl>'thn6e tsktifijj ty sceirale o:igtft»|jucyonRi openhiit prsmim 
plTccrivc Btvl complete Temedistieo ta accorduicc with CN3V rcoiiirtflienis for 
culstinf, sceounis, and coinpVhioij of the recoitinitnda] ethancemeiKS to ilw 
woitongol'the MLD coniniiitee. vviUtngardto this tauerpoimi-teraalso 
needs to he soiite consistency of view as to iiie scope ol that coitunittees 
activity. 

Tliere also scene to he a need to oddnss iJie concents in s nun^cr of areas 
expressed !>> CN'BV, rt eii ifwcdtitoinccessanly conclude iliai iliose cottcems 
arc nil ty justified or supported M the ibets. It is clearly m^onant that 
we get cr-iDV to 6 pojin wlieit dtey are saiislkd that liteic is /m> (.-i^dCfSyutg 
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prpbiciii ot. wSwre Uiere is. <iJ2{ appropriare si^ are iKing«tkra lo acdi^ 

riKssc !;is'jc£, 

FiiiajJy I do lliink tliat wc wii! nc«(l on an ougcuig bash lo muider tis 
nature and extnii of ihe resources currently availab^ In CMP. The need to 
review tiresc rcsoxircos switj io me lo be panit^tiarb' ocirte la reiation io 
tire regional suppon lliat wji! cier.r1> need tc be given by Ramon's leaffi is 
the l-atin Amcpcan ofUces te i5TC<n»ire(ltoovcr?ec Jiitic»ion3l)y.=’nd aHo 
ivithm C13M where ! suspect we are already stretebed given the ^jparcDt 
Sroxv 111 that has already, or is liiiended lo take place in this area wbicil 
appears to t>c growth of both volume and contplodty. 

With, regsTtl \o tire rep-Mt*! rsic i wil! sharly provide Qr?J!ani Mscnaanpison 
with F. noic detailing ihc v,irious steps ihai were disciisscd and considered at 
a msetirg of all the ACOs those jwrisdiciiwis inneiiied as p«t of tire 

itanHlnio acqoisilion. Whtlsi ihtts w.is a veiy positive iDeeting, il is clear 
(iisi iiiuic is a sigiiiriCjtti ;egiuiLil«lvi.-ts>glU luK iui nniiKHis Ivaei H we 
arc ig ersure ihat CotrtpiiaTice precesKS widtia those offices are to br 
hrntjulii in lir.e wi;h Groio i»Hey tcaniremcius. 

! willofccjufM be very hsppyta discus any ofniy csncItnioiissrihMglus 
wiiri ycu or aiiy of lire Team. \Ve wdi coTahiue tc liaise whii ftanton lo 
prnvi.-ls 35 irwch aippcrt a:id help from GHQ CMP Si pesstbls. 3 would Msggcsi 
that il would t>e sensible in allow «Mne time 10 ebpse liefore we. as CHQCMP. 
iindertaVe the ibrmal Cornpliance review that Is required by ihe CompUance 
Officers Handbook (our FIMi. perhaps delaying this until 4()07 or IQ08 to 
allow lime for mnber steps to be taken, aod the AO? 0 ? ptocess being 
uKov.-cd lo consider whiii resourcing levels sre appn^riate aisd required aivd 
can be agreed. 

Regards David Bugley 
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SUMMARY OF COMPLIANCE ISSUES - MEXICO 
1. Anti-Money Miindering (AML) 

CKBV reguiarion requires tfcat HBMX cany out « retrospective le-identificaTion 
progranune so as lo ensure tkat ID and KYC records roT a!i customers accord with 
the stated requirements, lliese requintmeats anlictpate feat fliis should be 
prlwicscd on a nsk-hascd basis. HBMX have already rccogttiswj that they wii) 
not be able to meet dte timeframes stipulated by CNBV and have sought an 
extension of time. Even if this isclcnsion is gnmlcd this issur raises s number of 
Hianers \vliich I thick uted specific resedutioG and-w uccisioss zt senior business 
lave!.- 


There anpeared rn be differing opinions as to how many accounts wen: 
affected, how many accounts were outstanding and therefore no iraf Srecking 
of the progress berag made. } have suggested to Ritmoo (wiio has already 
provided a detailed breakdown to me) that there i$s need to establish an 
agreed method foi reportteg how many accoiiois ars involved and how many 
have been icmcdiaicd against agreed risk categories. This would then allow 
progress To be foiiowed by managneent and CMP. Given the signincaoce ot 
this manor considcradon should he given ro me regtdar rcpxring so me 
equivalent? of Ex C& and to the audit Cijmmmee and the establishment of a 
prejoe* team to overscs; and co-ordina^ whst appears to be e majer 

■ 1 was ccaccncd that there eppeated to be seme weaknesses in rciatioo to the 
opening of new accouots. HM8X currently reports a failure rate of 
Whilst this exceeds the Group lolcraiicc level of 3%. given the nahjn: of the 
junsdicbon o 7% failure rate while high would not he a cause for real concern. 
There us however real doebt as to whether this figure is accurate as U appeared 
That account opening staiT are able to indreate that supporting docacnenrahon ts 
held wfiCR this may rot be the ease. Tnis needs to be invesugated as 1 am rot 
convinced at this stage that any great reiiance can be placed oi< the 7®/o figure 
if we arc opening tK’w acccHints badly it will only add to the remedlaricn 
exercise required by CNBV. and if 6ij js ia fact cubstaBtialiy is excess of 
30% standard Grci.^ policy I'cquircs that remadist action be takon. Acevst? 
andcompitte account opening is a key AML control, pankiilariy in crDerging 
niaritcts Serious consideration should be given as to whether either the 
remeciaTioo exercise ard/or account opening should be handled separately by 
a control resource. 

■ Doth the remediation czereiss and new account opccsing appear to largely take 
place at branch level, I wouder if we can rcalisricajly expect that branches cao 
or will be able to addruss these activities given their focus on sales and 
customer service, br txc^s like acettuo; opening are ofteu cenu'Sitsed across 
the Orcup 

• There ajipeared to be some eonftision as in the stated aims and pis.'pose of the 
MLD Committee. From a regulatory position I believe the Committee reviews 
potCQtial SARs pre-filing and oenfims decisions as to wbeilter accounts 


IMlUUC.LhUiM.CMI’ ^Nl>RIiCUCOS^4UMU^KruI VUMI\IA:4L'tCUUEV- I 
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should bs closed. If the C<Hs5i2stt« is to uadsnaks 3 w^dsr role then the 
Terns of Reference and the list of atarndccs nsay Deed to be reviewed. If tbc 
Commiffcc is to address more Mmeturai AML issues dKn more senior 
business rep.'esettarioo would need to be included if it is to be an eflective 
dertsiuo-niakiiiG body. .At vei> least iberc appeared to be a need for a 
consisteut uDdersUiidins of die committee’s rale. Further it did oot appear 
that ail of the changes recommended as required consequent to the Utiimcd 
issue had been acted upem. This should be seen as a prioti^ given the 
significant issues raised. 

* Leojxildo Barroso appear^ to iadicaie ifet he iccsliis time is ^is cunen! role 

■ As lias been the experience dsewhcrc tn the Group the CAMP monitoring 
systrm produces signiScaotniunbcisof ’Wsc' alerts This is a feamre of all 
AML monitoring systems. Having ^td this, steps arc being uWen acro-ss the 
Groiip to seek to minimise this, and I suggest that Ramon and his team liaise 
with GHQ CMP (John Allison) as well ns continuing the dialogue with the US 
IT team so as to ensure we take advantage of best practice across the Group 

2. THE COMFLIAI-vCE FUNCTiOK 

Overall I saw much that was possHvcpsrricularly the qualitji' of the senior team 
members. The feedbscJc giv'es irotn basioess heads wu generally favourable, 
although 1 did not meet all but^ocss heads. Ido however have some obscivadons, 
where the points medc cen be coosidcrcd as pan of the oogoiog development of 
the function 

* Overall I lisinlt dial the team is lighdy resourced, particularly given that 
Ramon now has compliance responsibility foraoumberofCroupcperattons 
across Latin Amenca. The oversight of these offices is likely to involve 
substantial cfTort. 

* There appeared to be some areas where tbc structure of the fuitctios may need 
to ebatge as it develops so as to more clearly align itself Mtb busicess units. 

* Parricijlnrly the CWM team includes a small team of people devoted to 
Kiasa.Kicg regulatory examioatioos and follow-up. This however covers all 
exsrainariofls, not just those that relate to CIBM I have no issue with a 
centra] team for this purpose, bet there stay as a result be a distorted view of 
bow much resource is in fact ClBM-facing. lo practice there appeared to be 
one full time Cntn])liancc Officer, m addition to the tune spent on CIBM 
tnanen by Jorge Ecriquez. which is view of ovr ambitiofis and the increasing 
complexity of the craasacdons being undenakea seems likely lo be 
insufficiect TberE is already an intention for Jorge to spend sosiC time iu 
Lordor. to consider research procedures. I think this should be extended by st 
leasts fur*er week to sHw Jorge to meet with ibe C.^M CMP specialists It 
waa deer that CMP enr already supporting two innovative rransacttilsnt^ for the 
Mexico Market and would clcariy beneru from support from the rooi'n 
experienced icani in Loodoti. 


t‘\H(XOUl!tJi\lCMrA«JIU,C'OCOSA\SUyMMir« CX)Ml“lJA:<UtR,SUt5-.U«Ko4«: fijeJ 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8874971 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00606 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1701 


• I would QQiTiially rec<siimend tliat key lasmbcrs of Ac C ccara 
sli wU1 attend the Oroii^v Complbncc and AML training coui^s Givai 
loaisdcs, the need to also cover Banistmo Comcriiaocc Officers and larguaije 
issues i will explore whether we can suppon local ddivciy of one-ofT couises 
perhaps using John Root- 

• Carefit) considcrafion will need to be given k> the resource implicatioriS of the 
regional role that has been assumed by Ramon. This should take account of 
any required headcount, but also the need for travel to complete reviews and 
coKiidiiiate tile aciiviiiCS of the regional ACOs { woulu suggest chat the 2iX)& 
AOP pro-vidcs sr obvious cppcrtunii)'. 

.n MEKTTNn WITHTNBV 

1 met wi th Eduardo Alcala and Angelica Prieto at CNBV. This was an extremely 
cordial meeting ond CNBV were overall cxtrcincly positive oboul the bank and 
the improvements they had seen since HBMXjoircd the Group. Having said this 
CNBV had a fairly lengthy list of israes they wanted to discuss with ms These 
included;- 

• Oulsourcing - Asycu tuay be awaie ihete is a new CNBV regiilaiion that 
requires that ad cutsDUTcmg arrSTigcmcrits {new and existing) mast dtiter be 
spprox'sd by or nctified to CNfiV. For gxispng arrangenjents there appeared to 
be a deadline, of year-end CNBV did nor seem to he oppfjsed 10 ou’soaitiiig 
but equally were concerotd to ensure that even where processes were 
outsourced to other oarts of tl« Grot^ HBMX would lx able to continue lo 
funedoo properly (here adequate cutirini>ency arratiginncnis tiibcr witlim 
HBMX or the service pnjridcr may be key): that customer confidentiality and 
data security is protected and that tTNBV would he able to make examination 
visiis to the service pi-ovider. 

As Acre is a ycar<nQ deadline iiisimporuni that all relevant arrangcmenis bu 
tdifjtified snd dlseusscd wiibCNDV as soon as possible. Whilst CMP have 
been able to idcctify a siguificani iiuiabcr of iclcverst services I thick that there 
may need to be involvcmcn! ow business and cpcrstional Icvd to make su^t all 
nilKO'ircrd services wti rnnsirirred 

• Basle n ••• CNBV expressed a willicgBess to consider Group internal credit 
models, but also appeared sceptical that such sundard models could be 
sufllcicr.dy flexible to address local conditions. 

■ AML - CNBV specificatly meiMioned the need to le-ideodfy existing 
customers, ackaowied^cg that HBMX bad requested eo extension of time. 

• Fraud - CNBV raised conoerrs wiA regard w recent ftstid cxpcrioicc in 
rciaboB to oce particalar packaged p-mduct. C.NB V indicated that their 
ceuwem? also ctsvered the irapaf t that Irigb fiatid losses mi£ht have on 
cusrrmier satisfaction and tire hank’s reputation 


r-JHOOi’itU.M.<-MrA.VORtvr.£XOa.VKJMf4MiyotCOHK.;AMt'feUS»E!.-l.fcxl4e4M{ 
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• Brflocb Security -CNBV cicdqotirI ifcatphysica) wcurily of biMcbes was 
soDicthina which they were itiierested in. 

• .Systenis failure - CNIIV de.'«;ribed HBMX as having sanied s yellow card in 
rdscca loa recersi failure ofour banking system, whiefc I believe related ton 
fmiure by sysiems on back-up provided by a ihirri party This failure 
urdcr-scored their interest in oitlsouroing airangcmcnts. 

• Credit Cards - C>rSViBdfcstsdthat}hcybads{Bneq*jesacas3bou!t5i5rapid 
grc'wtt in our card base. J believe there will be. or may already have beer a 
mectiQB with CNBV to discuss thctrconcenis. CNBV were however 
approaching this issue both from a pnidcnriol and o responsible lending 
perspective, 

■ iiesponsiveness - CNBV v«re very toinplementary about ilicir intersenoo 
witr Ramon'sicam, They did howcvcrindicatethaion tweasions ihcrewas 
sn ui'wc tcptaulc delay to (M'ovidiug requested inforroalior.. When i diseuiiscd 
this with Ramon if appeared t?at if does s??ncriroc5 take arcs.*, a little while to 
provide jnfonaafien to CMP for cHayina, to CN3V The fart that CNBV 
raised this speciiicaliy suocests that a reminder should go out to business and 
support areas, but also that CMP should csc&latc any delay to the relevant 
business orfuiictiooftl head. 

■ OmbudstnBn eomplaints- CNBV expressed a cancem dial HBMX's 
compiaint levels were high. What was unclear was whether this was in 
absolute or iclativc terms, but perhaps reflccbcd what appca.'cd to be a geuera] 
csnccro that our rapid growth hss pul pressure on fra>id. credit and opcrsponBi 
controls. 

4. GENERAL COMPLIA.VCE ISSUES 

■ Fines - There arc some areas pf activity, with dinfcHni rcgulaiois that appear 
to impose significaw numbers of fines fc» technical and on the fact efit mincir 
procedurel breaches. Whilst jodividual fines are small the sums we sigBificant 
in aggregate, it dkl not appear that ibese breaches asci lire fines imposed 
ncccssaiily have the potential (o daiMAgc ouv reluionship with the regulatory 
bodies in quustiwt. As the failings appeal JO relate to poor adherence ro 
prKedures (rather than an absence of procedures) the tinderlyins causes sccrei 
to relate ft> operational integrity. Those trackins operational losses generally 
maj find it helpful to have these fines reported regularly so that where 
justified root causes can be addressed. 

• It appeared that Ramon was finding the regular contact wiih the recoatigored 
team lu GHQ CMP helpful. I would eocourage Raojoo to coottoue to look, for 
support, not just expect ovctsigbi, from CIIQ CMP. 


KPMG assessed tbs streagA of our Complsance (generally not just fte 
fuflctino) as on a per with nur j'eers biu l»eh»m) Scotia Bitpk wid Ciri. 



r'.ilUut -.1X11/11. <..wr -Xhi) ittu-t«.u Vi-SWAlMAiiV U» CU«riS.\?lvL - stfuisriific Hlv • 
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^ Tfl tWs end it nwy be 
uscfii! iTwe vrith G^HQ CMP provide diem witosoae updates about Latin 
America pcriodicaUy so as to gcacreily educate them as tosomc of the issues 
ant! diallenges I will discuss this with Warren 


In ftaison with Ramon's team aod GPB we have cooMnenced the reqtiesfed 
review of I'nc pernnned aedvihes from outside including Private Banking in 
Mcaico and cihei jurisdiciloits iit L&tin Atncrics. 


iVilOm J Vi\( U->'AW’KN-r/«-'>S.viOMrtAH. 


• .'•wvee (Im 
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From: Warren G LEAMING 
Sent: Thu May 24 16:59:25 2007 
To-.DavkJWJBAGLEY 

Subject: He advices ^at his own Compliance team are advising him that such cross-border activities 
should cease.-HBMX 
Importance: Normal 


I meet with Paul Thurston briefly vesterdaY morning. He had two significant compliance issues that he 
wanted to discuss, He mentioned which he believes is now being managed through but the 

locus of his visit was cross-border marketing into Mexico. 

Because Mexico's tax scheme is relatively penal (worldwide income) there is a high demand for off-shore 
products. The local regulations requires that you cannot solicit or mass market non Mexican products 
Mexico and at! products sold must be registered in Mexico. He is concerned that there is a targe number 
of staff from other Group entitles vrho vls^. and sell non Mexican registered offehore products tinm HBMX 
premises, principally Private Banking and PFS from the American Premier Centra iir Miami. Apparently 
this has been previously discussed however, a business exceptiort was made to allow visits from the 
American Premier Centra in the interost of joining up across the Group. He is however, concerned about 
what controls/ njles that are in place to manage this cross-border activity and to what the degree is there 
compliance with such rules. 

He advices that his own Corrpliance learn are advising him that such cross-border activities should 
cease. Effectively fn order to be comfortable wHh continuing this business exception he would like to have 
a better understanding of what the risks are and what controls are in place to manage such risks. 

He has requested that a Compliance review taka place m order to grve htm a balanced independent view 
of the risk. He would prefer lhal the review be conducted by an independani compljance function which 
would also be able to visit the American Premier Centre in Miami to review the files in order tc gain seme 
comfort as to what products are being sold and the level of compliance with the agreed arrangements. 


My initial thoughts are;- 

1 . We need to be sensitive to potential politics between Mexico end the US. There is a yearfy published 
Group policy that f4orth America witl be looking to migrating Customers from south of its borders in order 
to grow its business, we need to be a little careful that it is not Compliance that Is dictating a non Joined 
up epproach. 

; *) Conversely Paul argued the compliance card, i.e. Ifiere are many competing and conflicting Mexican 

regulators who impose significant fines as a matter of Revenue raising and he Is also conscious of the 
pwtentlai impact of sanctions on his battking licence. Wfrien I spoke to Ramon today he confirmed that all 
competitors do It and that no one has been fined to date. 

2. We would need to closefy liase and discuss with North American Compliance. It may be that they 
can assist with some elements/atl of the review although I suspect that this may not be seen as 

inde pond ant. 

3. I briefly discussed with Paul that the fact that it appears to us and all the Compliance and Audit 
teams may not necessarily be working as dosely as they should. He responded that the support functions 
generally in the business are not as aligned as they should be that Is the reason why he has appointed 
John Randell as a new COO to assist them with becoming more aligned. In his view Graham is rightly 
concerned that there are not appropriate controls within the AML function itself as evidenced 
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where he believes lhat Complian&e were as much lo feutt as PFS in not having escalation procedures. 1 
have been thinking about having a chat with Graham myseff and wonder if we should do this prior to your 
visit. 

Lets discuss tomorrow if you get time, have a good flight back. 

Regards. 

Warren 


D 
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Actions taken since ISFEB 


A Smjcmr<? and Rcsourcine 

1. Completed planned tcrminaliDn of Head of MLD. About to make offer to 
expenenced Mexican professiona} 

2. Appointed full time pmjeci manager 

3. Created comprehensive prefect stnieturc 

4. Have had hands-on support from Group Head of Compliance. 


1 ttnplementedtiew rules for heightened scruPny of USD-depositing 
customers 

2 Started review 01312 customers with large USD deposits since 01 JANOS 


5 A delayed systems upgrade is now in place 

2 Operarioas processes have been reviewed by Audit and Global Head of 

Compliaaee and have been determined to be robust wkb adequate controls 



D..Quflli&.Ajsy.raPClL2n.,KY.C 

1 we have double and triple-checked that there are no gaps betweeo 
regulations, branch pnxedurcs and Operation procc^tts, 

2 we have completed nrst week's work witbnew process of quality cbec'idng 
wiihia Compiiacce 

y enhanced sign -off processes for KYC aadnew account processes were 
implemented wef OIMAROS 
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I II— = Redacted by the Permanent 

Subcommittee on Investigations 


EC N B V.kttes 

} all UIF (and similar high priority) letters are being dealt with completely 
in-housc 

2 wc have created a team of four experienced Compliance officers to 

manage these cases to support improvements in both speed and quality of 
response 

y vfi have in vestigated ail of die 35 case presented to DSF on 22FEQ0S. 

Upd ated txsponscs on these eases will be delivered v ia Compliaiics 

■jllliHlllllllllimiHBIH^HHBHHH^HliP it thou^, 

confirmed that we can achieve improvem^ts in *peed and quality nf 

responses. 

4 Wc have established a weekly meeting with CNBV to review pcrfonnancc 
wTt high priority cases. First meeting took place Thu2SFEB08 

5 Wc have opened a thrcct channel between UIF and our Security team to 
suppiemeut existing processes. 


1 7nicmal policy has been reviewed and updated 

2 We have created a specific respoosibility for this process within 
Compliance 
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Rectification Programme - 12 major projects in 6 categories 

1. KYC - Centralisation of control of KYC for all new accounts 

- New process for control of site visits 

- Remediation of old files, in risk priority 

- Transaction profile rectification, storage and monitoring 

2. PEPs - Centralised review of all PEP files 

- Revise process for checking and approval of new accounts 

- Formal annual PEP review process 

3. Alerts Process - Re-engineer and strengthen the Alert reporting processes 

4. Information Requests -6 Sigma end to end review of process 


3. Alerts Process 


5. USD Banknotes 


• Review of USD intensive customers 
■ Analysis of transaction patterns through branches 


6. Transaction process - Re-engineer branch transaction processing and records 


HSBCO 

Ei banco local del mundo 
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rroin: John ALUiSON 

3efJt: ',Vec! Jisr. 13 11:36:00 2007 

To:CltvB BI33ETT 

Sulyec4: Fw; GROUP MESSAGING GATEWAY FOR LAM - CLEAR CHOICE REPORT 
importance: Normal 
Attachments: Doc Liik.htm 


Clive 

Any thoughts on how to deal wrth these c-ouniries? 

Regards 
John 

FocVfflrded by Joi^n M.I.lSON/HGHOrHSBC an 13/06^007 11 3S •— 

Neeleeh HEREOIA/HSIM/NSBC HfiMX 

ll/O&ZOO? 16:02 Msii Sw; 26167 

Entity HSQC Holdtr^S pie > HGHQ 


To John />i.LiSON/HGHQ/HSBC@KSBC 
cc CgvB BISSerr/HEEU^HSSCgHSSC, 

Tomas.davidovlch^hsbc.corivnv. Jen H 
CLIRUMeEU/HSBC^HSSC 

Subfe Fw. GROUP MESSAGING GATEWAY FOR LAM - CLEAR 
cl CHOICE REPORT 


John, 

We have no* engaged with Cl and Nassau as we have no leadership responsibiSty this geography. I 
trust they will deal direct with IT. PCM. ct ai and soak alter memsesvos. 


Regards. 

Fonvaraed by Neeiesh HSRSDlA'HS.MX.'WSSC cn 1 1/M/2!X(7 09 59 a m. — 


Ss»f«JyFI«ekhart/HSMX/HS8CC5/06r2M7 0e;34 jo Naslssh HEREDWHBMX«5&C®HSSC 
P'f^ Alan BEATTIS/MSAR/HSBC^HSaC, Antono M 

LOSADA«8AfVHSBC©HSBC. Arturo 
RtV/ERA7NBMX:AH$8C©t1SBC. CJive 
BISSETTrHSEUmSBC©HSQC. DavtdWJ 
BAGLcY/HOHQ/>SS8C©H3BC, F.duardo Palacios 
K8miarryr«MXMSBC©HSBC. Fmilson 
ALC»4SOrHBBRniSdC©HSBC. Gary M 
PHlUlPSrH8MX/HS8C©HSBC. Graham 
MACNAUGHTONIHBMXmSBC©HSSC, Jae 
PARK/HB8fVHSBC©lBSBC. John 
AIXISONIHGHOtlSBC® HS9C , John R 
RENOALLA-iBMX/HSBClSHSBC. Jon M 
CURuntBeu/HSBC®HS9C. Lvia 
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£pyAAuO/H58R/'HS0C4SHSt»C. Lute M 
MART|kcZ.'HSAJWSBC@H-SSC, bjii 
SIMtOfCA^SaWSBC<^S8C. Marian 
^FFERY/HBEU/HSBCfSiHSBC, Paul A 
Ti«JRST0W/rt3MX,'MSBCi§HSaC, Rorrcn 
GARClA/HeMXAHSBC@HSBC, Tomas 
DAVIOOVICH/HBMX^SBC@HSBC 
Subia R«; GROUP MESSAGING GATEWAY FOR LAM - CLEAR 
Cl CHOK^REPORT 


NesSssh, 

As tfi!S is frost cost effecUve solul'on i'ou havt my approval to proceed as proposed. 

Regards, 


Sandy 


Alexander A F=krckhai1 

President & Group Managing Director 

Latin America and the Caribbean 

Paseo d© la Reform© 347 

Oficina23 P'eo 32 

Cot. Cuauhtemoc 

06SOO M^nco, O.P. 

Tel; 52-5S-ci721-3914 


Neeiesh HEREDIA/HBMX/HSBC 


Neeleeh HEREDIA/HBMX/HSBC 0S/31/2CO7 
05:59 P.M 


Sandy Rockhart, Gary M PHlLUPS44BMXiHSBC®HSBC. 
Eduardo Patedos KahuarryHBMXAHSBC@HSBC, David W J 
BACLEY/H<3HQ/HSeC@HSSC, Ramon Garcra. Ja» 
PARK/H8BR/HSSC(SKSBC, Grebsm ivtacnaughton. Luis 
EDUARDOHBBRA-ISBC^HSBC, Alan 
BEATn&HBAFVHSGCi^HSBC, John R 
REMDALUHBMX/HSBC^SeC 
Paul A THURSTONrHBMX/HSeC^MSSC. Emilson 
AtONSOrHSBR/HSBCOHSBC, Antonio M 
LOSAOA'H&ARTHSBCSHSBG. T«rs» 
DAVIDOVICH>WBMXWSBC@HSBC, Clive 
BISSETT/HBEtVHSBC^HSBC, John 
AU.JSCHr'KGKOrHSBCigHSBC, Jon K 
CURLTHBELWSBC^^SBC, Marian 
JEFFERYrHeeu/HSBCOHSeC. Arturo 
RlvERAruBMXnSeCSMSBC, Luts M 
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MAR7?>(EZ/"HBAR/H5SC@HSSC, Uiiz 
S!iii«C»£/'H8BR‘riSBC®HSBC 

GROUP McSSftQINQ GATEWAY FOR LAM - CLEAR CHOICE 
w4 F^PORT 


Afl, 

As you are aware, we have beer) assessing Uie most and Gnxip policy compliant Group 
Messaging Gateway <QMQ) for fcture processing of LAM payments. Attsched is the fwa! version of the 
Clear Choice (CC) and to which 1 request your approval to proceed. 

For ease of reference, I advise ttiat ihe CC report recommends mig raiion of all LAM non US Based 
SWiFr eOdresses to the UKGMG. 

The CC inas collectively put together by* tT, PCM eitd tr* the UK end IT, CMP, PCM in LAM, 
representatives from HBBR, HBAR and OPSCO (tor HBMX, LAM Intemational and CC spcnsorship). My 
thanks to a)i participants. 

Post approval, priority next steps include: 

Definition of ; Project sponsor, Project Coordinators for LAM and the UK Irom Business and IT, Irvcountry 
Business and IT representation and supportir>g LAM and UK Project teams. Action: D»vuio\/ich. 
Preparation and approval of a Project Tcfms of Reference. Action: Profect Coorrf/nsftwe in LAM and UK. 
Advice to aN LAM countries of CC dectskm. Aeflon: Heredia. 

Progress with HBEU IT the need fcr Spanish speaking support coring LaM's working hours at the 
S YTiGC. Action: Heredia with PhUtips. 

tdei^tify agree Pilot site. Actiorv Heredia wilh MacnaugMon 

Fallow on arrtions will include; pfloflSssd list of countrtes to be m^retsd. rol!-oul plan sr>d timstlnes, 
project plans per country, SLAs between countries and the SY^OC. fomralisation of the migration of Keys 
and Access tights, demise of SWIFT Alliance etc. 

Please address any queries arising to me. 

Regards, 


Neeiesh 


(attachment '‘Clear Choice • Non US SWIFT Address GMG Migration • Fif-iAL.dCpC- deleted by Neeiesh 
HEREDI.A/HBM.X/HSBC! 


Da /Id. 
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The coaiact should be Neelesti Heredia boi Graham Macnaughton Head of iniemationei and Eduardo 
Paiacioe Head of PCM should be copied n all correspondence. 

Regards. 

Sandy 

AlexanderA Flockhart 

Presidenia. Group Managing Director 

Latin America and the Caribbean 

Paseo de la Reforma 347 

OSeina 23 Ptso 32 

Cot. Cuauhtemoc 

oesoo Mexico, d.f. 

Tet: 52-55-5721-3914 


David W J BAGLEY/HGHO/HSBC 


David W J eAOLETAiOHQTHSBc Sent oy: 
Marion O ROACH 22/03/2007 H;1i a.m. 


To Sar>dynockhart/HQMX/HSBC@HSQC 
cc 

Subjo GP0<.;P fc^SSAGING 
ct 


Sandy 


! refar toyoijr e-mai! of I4!h March 

CtiN<e Bisseit, Global Project Mariager, GTB has been nominated to assist with the preperaikMi of a Clear 
Choices document. Could I suggest therefore that someone be nominated for LATM to liaise closely with 
Clive which will ensure that a prop&r and complete consideration will be given, including to the capacity 
Issues. 

t am aware from my contact with CMP In Brazil that they were gMrtg some considaration to giving up 
certain payments activity given the chaSenges of passing that aatlvity through the US. We have Indiceted 
(hat any final decision should be deferred in this regard per>dtng a pifoper consideration as to whether the 
payments messaging can be migrated etsewhere thus allowing us to preserve as much activity and 
businesa as possible. There may also need to be a conversation at sorrte stage with Paul Lawrence tf It is 
necessary to persuade HSUS to confiriue with payment messaging pending any migration. ) will however 
advise futiner if this proves to oe the case. 

At my end I will ask one of my team, John Allison, to suppmt CBve. I looK forward to receiving details of 
your nominated contact whereupon I will ask Clive lo make appropriate contact and comrnence the 
necessary work. 
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i am grateful lor your assisiarice. 

Regards 

David Baglay 


— Original Mess^ — 

From: Sanely Ficckharc 
e«nt: 03/14/2007 12:4S PM 
To; David H J BAGLEY 

Co: David Leighton; rleelesh HEREDIA; Pawl A PHOfUJTON; Graham MACMAUGHTON 
Subject: Rc ; Group Messaging 


David. 


ar^ stm'lady Kean tp ensure that payrneni^ c^tinoe to operate smoothly, whitsi beii^o completely 
compient with Group requirements, and to this end would not be averse in principle to re-rouling 
payments traffic via Sheffield, rather than as present, via the USA. 

Whilst Clearly this would need to be fully evaluated, not least >n respect of the cost savings that would 
pfosumabiy accrue, as well as the ebiSity to meet specific Lato requireFTients {tiiTio zone, 

[angijage etc), we would want to ensure that all Latin .American countries met the most stringent 
requirements, possibly by cenlrafisinQ all payments through e Paiymcnts Services Centre such as the one 
we recently commission^ in hlexico. One component of this might be to ensure that we used precisely 
tm same algorfThms am screening parametera as are used by tne U$, but inis too wouid be partof che 
abcvementioned avsluaten. 

Clearly a decision will need to taken soon as we are in the process of defining the migration 
which, until your communication was received were going to be routinely nxted through the UnS^' Sfaiii 
in the usual way. However, you mention (here inay be capacity issues in the UK, and of course these 
would need to be resolved wittioutdisproportioirate cost implications for LATAM. Itwoufo therefore be 
hetpfm If you would advise the name of a contact with whom we could discuss various points of detail 
prior to reaching a final decision, and with who we could work with aRarwards to convert if such was 
decided to be the way forward. 

I look forward to receiving your Oughts cn the above. 

Regards, 

Sandy 


Alexander A* Riocnbart 
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President A Gfou Manoging Direc-tof 
Latin America end the Caribbean 
Psseo <3e la Reforrrta 347 
OScina 23 Piso 32 
Cci. CtAauhfarsoc 
06500 Mexico, D.F, 

TeJ: 52-55-5721-3914 


David W J BAOLEY/HGHO/HSbC 


David W J BAOLEY/HGUQ/HSBC Sent by: To Sandy Rockhaft<WSMX*iSBC@HSBC 

Marion O ACaCH iaft)3/2D07 03.08 a .m. ^ 

G<wip Wossaging 


Sandy 


Viiltii apologies for trie length of (he note se( Ou< below, t need to raise an issue with you which relates to 
payment messaging for large, if not ail. pads of Latin America. This is an issue that has been around for 
some time, but probably now rveeds a strategic high-level decisior^ given the potential, commerciai and 
cost consequences. Tne key ssues are as foUows:- 

You wJi! of course be aware o# the increased significance of corr^rfiance with the US sanctions 
promulpated by OFAC. This has ted to the Group reinforcing arvd reiterating a requirement for all Group 
offices to comply with OFAC in relation to transactions derracninated in USD reganSess of their place of 
incorporation or operation. This policy Is weil-estsfoiished. and appears to be adhered to very dosely by 
Group companies. 

Obviously our operations in Jhs US are oWfesd to compay wSh the requiremens of OFAC in si! currencies, 
not Just USD. This odviousty reflects tne f^ci of either their US incorporatioh. or the fact that they were 
operating virithin the US. Wfthin the US however there is an increased focus upon effective compliance 
with (he requirements OFAC on the part of both OFAC itself but atso our banking regulators 

At present, cross-border payments, regardless of currency, initiated try most, if not an of our operations in 
Latin America pass through the payT7>6nt gateway operated by KBUS in the US. The increased focus 
upon OFAC compliance has led us to cortsider various situations whera transact ions pass through the 
US, but are not initiated by and do not involve our Group companies In the US, They are. In effect, merely 
a service provider. 


Tflis also applies to certain ot our internet otrenngs where servers were located in tne us tor an sons 
technical reasons (e.g • ■ — ■ - • • - . 
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Inis cieaily nss tlse potentis! for sdverss comn^erci^ consequericss, in tfist transac:tt(?n$ (n currencios 
other than USD involving countries or entities covered by US sanctions would be caught even though 
overall they were permitted by Group policy by reason of th^ non-USD denomination. For this reason, 
we are In the process of relocating the net and .com services, and made a conscious decision to develop 
a stand-alone WNif%L system server in the UK where ore original proposal was to host al) Group credii 
card transactbns through servers located in the US. 

Ob^^sly the sinnificBncs of the above is that where payments are processed through the Mew York 
gateway on behalf of Latb American operations then HBUS. fakir® a cautious approach justified by the 
current regulatory environment, will need to ftter afi transactions regardless of currency and reject those 
IransactKtns where they would breech OFAC regardless of currency. This would clearly be 
disadvantageous from Latin America's p^spscUve, artd sgoaiiy j suspect the togistics of hsvs® to locally 
pre-scrsan cioss-border paymenb in att currerKtes would be commercially and operationally 
challenging for our operations In Latin America. 

My own view is ttiat commercially you would find the Introduction of IIHering by our US colleagues 
unetiraciivd commercialiy, sod I do remember tite probieme that 6 locai U5 hotel chain got into wherf 
refusing 3««5s to certain Cuban vbttors. If my essumptlort here Is correct then on the essumpfion that 
you will want to carry out as many transactions permitted by Gmup po^ as possible Ihe most viable 
option end wey forward would seem to to refocaied your payment processing to a different Group 
Messs^ng (GMG) geteway. This however would need your support and the generalion of an appropriate 
business case and clear choices proposal. Any such ptoposai would need to take accOohv Of ipReiy 
impacts upon operailona! support, time zones, perfonnance and cost. We have informally explored the 
possibility of relocating Latin American flows to ttie UK GMG. but this centre has experlertced some 
capacity Issues. 

ViAiiistwe have lived with the eurreni position for some linne. It is (air to say that now that our US 
colleagiies are on notice they feel axtrerrisr^ bncornfonable ir> allowing the position tc ccntiriue 
indsflnftely. !n essence, we wiB either have to have a pass and timetine tor a retocafion of the payment 
messages or will need to turn the filtering on, 

I thought It Important to canvas this Issue with you Ittst. but recognise that you will pmbably want (o 
norr^nate one ot your team to take matters forward Similarly, we wai provide as much assistance as we 
can here in GHQ CMP, having developed some understandlivg and knowledge of the issues posed by 
OFAC. and possibSs solutions and approacbss to resoiva those challenges. 

Regards 

DavKI Bagiey 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8875069 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 


Jkt 076646 


PO 00000 


Frm 00621 


Fmt 6633 Sfmt 6633 


P:\DOCS\76646.TXT SAFFAIRS 


PsN: PAT 



1716 


MINUTE OF LAM REGIONAL AUDIT CO\iMnTE£ JULY 27^ 2007 



HSBC LATIN AMERICA & THE CARIBBEAN. 

REGIONAL AUDIT COMMITTEE MEETING MINUTES 

27^ JULY 2007 

The Audit Comrairtee meeting was held in Mdxico City on 27*, July 2007 in the board room of 

Grupo FinancicTO HSBC, on the thirty second floor of the building located at Paseo de la Refonna 

No. 347 and by video conference linked with London, Sao Paulo and Curitiba. 

Present: Brian Robertson (BR) (as Chairman) 

David Bagley (DB) 

Matthew King (MK) 

Paul Thurston (PT) 

EmilsOD Alonso (EA) 

Graham Thomson (GT) 

Mark Gunton (MG) (part of the meeting only) 

Ramon Garcia (RG) (part of the meeting only) 

Jac Park (JP) 

Osvaldo Grossi (OG) 

Victor JiraeDCz (VJ) 

Rae Scanlon (RS)- KPMG 

Secretary: Octavio Contreras (OC) 


MINUTES OF THE PREVIOUS MEETING 

The minutes of the previous meeting held on 27* April 2007 were tabled for approval. 

There being no comments or objections, the minutes were approved by unanimous vote of the 
Committee. 



INTERVIEW WITH THE REGIONAL HEAP OF GROUP AUDIT 

GT presented his report, which was based on the coosolidation of rqx>ris for the 2Q07 submitted to 
the Argentina, Brazil, Mexico and Panama Audit Committees. He commented as follows: 

The audit assessments of control risks c<»nplctcd during the quarter recorded 40 satisfactory control 
risks from 5.4 reports issued, tepreseadng a reduction to 73% of audits completed compared to 8 1% 
for the previous quarter. 

GT mentioned the Outstanding high risk rccommcndatioos show an increasing position for the 
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o 


M7?</UT£ OF LAM REGIONAL AUDIT COMMITTEE JULY 27<‘ > 2007 

quarter. This increase is due to the inclusion of high risk open reconnnendatioo from 2T installation 
audits in Banistmo. 

GT explained that Regional CEOs now take disciplinary action should a manager record 2 
consecutive Below Standard control risk assessments or record significant repeat recommendations 


GT commented on the key risks faced by regional and country management, the more important 
being as follows; 



customer records met with regulatory requirements. GT highlighted the high level of exceptions and 
vanance between the paper and electronic records that existed m HBMX as evidenced by GAQ audit 
findings. This would require a large rectification effort to be completed if Che Bank was to meet the 
regulatory deadline for compliance of MAYOS. GT also stated that the braoeb staff were not 
sufficiently knowledgeable about classification and identification of SCC {Special Customers 
categories) and fuitber the failures by HBMX Anti-Money Laundry Committee to follow up 
instructions about customer accounts Chat should be cancelled. ?T mendoned that an escalation 
process to senior management is in process of being introduced to resolve these issues. 

Action Point: GT was asked to update the committee at tbc next meeting on progress made in the 
restructuring of the AML committee and progress status on achieving with tbc Mexico account 
documentation requirements. 

GT provided a veibal update that (here were inadequate management and syscen controls over the 
mOTitoring and reactivation in HBMJ of UDcIaimcd balance accounts fails asat 3IMAR07 HBMX 
reported 61,096 unclaimed balances amounting to USD n6.5m. 

CT tabled the minutes of Group Audit Comminees for Argentina, Brazil, Mexico and Panama. 

The Chairman thanked GT for his report. 

4s INTERVIEW WITH THE REGIONAL CHIEF RISK OFFICER 
MG presented his report. 
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MG updated die Committee on the status of LAM Ri^ Covouance iodudiog the Risk Management 
Committee, the Risk Limits and Exposure Reporting ( Market and Operational Risk), and Policies. 

He reported the probiems faced by the loss of experienced pcrsoancl and difficulties in finding 
suitable replacements. He stated the LAM Risk and Watch List and Top of Mind issues were in 
Mexico -credit cards, SME/ SE, in Panama - CMB Real estate lending, Colombia - Pemonal 
Lending (credito al instante). 

MG presented statistics as at APR07 for the Laidn America Portfolio 


The Chainnan thanked MO for his attendance, who then left the meeting. 



O 


RG was invited to join die meeting and present his repewt. 

RG commented that Head of Group Compliance DB visited Mexico 'and Panama frrxn 1 1 to 14 
JUN07 Actions points were listed for coasideratioa and implementation in due course. 

He updated the Committee cm i) Inspection and Regulatory visits and ii) Fines; 

RG explained tiiat due to problems with ASSIST (die AML system in use in Banistmo countries) 
there has been a delay with the issuance of systematic SAR in some jurisdictions. Experian, the 
software provider is assisting with a solution, but in the interim manual monitoring processes have : 
been not detected unusual operations that maited SAR submissions. 

In response to a committee query, RG advised that the business approach to accounts maintained by 
Cuban nationals in LAM was to request the accounts to be denominated in a currency other chan 
USD, and where dual nationality existed (e.g. Paoama) the customer should use the alternate 
nationality. 

!n coimcction with the point raised by (he Head of Audit regarding compliajicc with the new Mexican 
account documentacion requirements, RG explained the measures being taken by HBMX including 
the centralised management and control of imaged documents. HBMX COO was coordinating the 
project which was commencing with a pilot program being carried out in 94 HBMX branches in the 
MeiropoUtao area. CNBV has granted a l>year extension to MAY08 for HBMX to regularise 
custoncr identification tiles for account opened or contracts signed before MAY04. 


Weaknesses were found in tiles integration in the Ceotral America region, Panama, Costa Rica, 
Nicaragua and Honduras and mentioned that remediation plans have been implemented. 
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MmifTE OF LAM REGIONAL AUDIT COMMITTEE JULY 27^ 2007 
Then JP preseoted his report and commented on the ft^owing: 


Arpeatina- a) die effort to stdve documeDtation pn^lems with CIBM cust«ners and PFS payn^ls 
accounts continues; b) Some errors detected in the AML database to die regulator will be fixed by 
July 07. 
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• t ivrHiW SuggRBt 1^1 Ramorr ftnd an ODuoffunifv (n A-<i rKa/*i* ifc.»* .no. ^ « 

0# ms cDtl. ( haw* rnSKle S cteer a* ‘^’ 

with vojin HewX 9ndOi3"‘iafa -i:‘— II. ^ ctoaslv 
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Frgm: Tamara KHAN 
Sent Fil Jun 10 1d:0S:l9 2000 


To: Susan A vwight 

Subjacc Re: Memo: StgnHtcam Exceptton 2000-04 

bnportenee: Normal 

Attechmefits: <maiie_0.Qt^ lnaga_1.gtf 


Susan 
i agne. 

t do net position ts delensJOle tf punted, and mere la tneretkNv a real risk of reputetlcmsl 

t would have diouQht diera Is an aHemsVve way of nandBng fills business whlcfi does not causa 
be accused of sharp practice. If ^^B^ nanagemant «not prepared to drop the practice, you W>Q 
nead ta advise our fap resefrtatlu&a on so fitey eon raise Kate Boerd irteeting. VAa donot, of 

coissa, contit^ ^^^g and we have to be sensiflve to fine In timv vra purvue the point 


Regards. 


Meahew J WKing 


Sus»nAWRIGHT@HSBC 



Swsen A WRIOHT^HSBC 

i4««/zaaa 14:» 

Ta: MeOnewKING^SHIBM 

cb: 

SuCjsct: MtnwSIgniflcintBccepaenZQDO-CM 

Strictly Private and Coniidentiai 
Mattbe-A'. 

Smne weeks ego Bob Cooper advised me diat wbea processing wire transfers standard 
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procedure has hees (o repiece a'lrtomaticaliy the oasac cf iSse remitter with &at 
advised dicm Aat this was contrary to SWIFT guidelines (drawn tqj to address FATF concerns re 
mCHiey iaunderiTig via wire transfers) which require that the full details (oames aod addresses) of 
remicten aod beoeficiarics are included. We have sow been advised dut they have accepted our 
rccornrucDdabon and will cease diis practice as soon as certain systems changes have heen made. 


r this is subject to one ktious cxccptkMi > for USS payments diat are OFAC sensitive 
vili cooliaue to airecge wire transfers on a bank to bank basis so that the names of die 
and beoeficiaTy are omitted, advising die beftcftciaiy bank sqiaratety of die benefidary 


From a Groi^ perspective T consider the ccuidnuation of this practice to be unacceptable and as a 
delibsrste and calculated method to sv^d the US OFAC sancdmis has the poteuds! to raise 
serious regulatory concerns and embarrass die Group. 

I understand that Ron Shaw is aware of the above prc^osals and should be contacted before this 
issue is escalated fiirdier. 


Could we please discuss. 


Regards Susao 

Pmtiatd tr SuMn A VVRIOHTJHOKVHSBC e» 14«A/2iU0 14:07 ' 



Memo 

09 Jun 2000 17:02 


To; SvMfl A W RIGHT 

To: suwnAVifuaKra^cvHsacoHsac 

Fmr\: Bob J COOFCRiHGHCWSSC 790 90082: 44 20 7200 0082 

Siitajeet: S^nttcarrt Exception 2000^ 


Funher to my initia! repoit,« 


ihave DOW confirmed die followiag: 


By the end of June, die practice of automaticaily replacing a remitter's name with that o 
will cease. 
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Hoh'cvct, for payments tHe! are identified as being OFAC sensitive they will follcw a different 
procedure. 

In diese circumstances, for US$ payments, will arrange cover for the payment using 

MT202/203 remittances. These are bank toTs^payments and no imderiying remitiH' i 
bcncficiaiy details are required. They simply facilitate the movement of funds to / from nostro ! 
vostro accounts between banks. 


11 then sqjanteiy seod an MT ICO message (nc^ payment) to the underlying braendaiy 
n this measage, full details of die renuner and beneficiary will be queued. !a diis way 
a payment, in USS can be made for an tiidividtial or company on dt£ OFAC list, v.'ithoutthe 
name bdng 'detectetf by the OFAC filters that all US b8^.s would apply. 

John Trencli estimates diat anythiog 
category. We need to remember that one 

I have spoken to Jim and separately asked London braneb for comment. advise 

that they do not take any action regarding OFAC listings. 

The p«fse«g' issue is a difficult one and 1 csonot ace any easy alternative to that proposed by John 
Treora 


30% of i ^ i ^ s busineu would fall into this 
'5 shareboldeia is also ao OFAC listed bank! 
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From: Rod MOXLEY 
3«nt:TiUj N0v2r 17;27;12Z003 
To: S-Jsgfi A WRlGHT 

CC: E ROOT: JotW ALLISON: John R WILKINSCM; Nigel J lAElR; Oary BOON: Maicoim 3 

EASTVWOO; Jerenv R WALKER; Tony P COLLINS 
subject: Draft irsrilan - USD Paymenl Procedures 
tm^rtancs: .NcrTr.at 

Attachinenia: imaoQ^O.gi^ imagB_1.gif: WOLF IR>^IAN USD PROCEDURE.doc 


Susan, 

This is draft copy of procedure regarding Irartian U-lum paymanis. 

You wia be aware fiom erTSS* today, that I am awaiting daitflcMon ftvm Gary Soon on a amalt 

number of issuee which may meart that minor amendments wB requbs lobe made. 

I Bssurre that this dooument will receive me approval of External Counsel in due course, along with our 
previms note regarding Peyment rrwssages/eTstructiOna recei*^. Fur your Information, RMS wIS ananga 
to communicatB to EPS Livingston any procedural changaa wMch may impact or: their cperetisn. 

if you have any queries, please contact me. 


Rod 

Forwarded by Rod MOXLEY/HBEIJ/HSBC on 27 Nov 2000 17:13 



From: Tony PCOLliNSiHB£Uet%C T«);TWS6&03 

44 20 75S0K503 
M»a sa»: S€tl39 


To: Rod MOXL£Y/H^U»tSBC$HSSC 

Jerenw R WiNJ^R/HB&Ji^SSCfSHSeC 
cc: JanettoKINGAHBEU/HSBCeHSBC 
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bee: 

Subject Drafl Iranian -USO PayfTantProcwkires 

Rod, 

As ptease /Ind stmched the draft Iranian - USD Payment Procedures as discussed aarlier 

today. 



Reganis 

Terry 
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PROJECT WOLF 
PROCEDURE FOR HANDLING 
IRANIAN USD PAVRIENTS 


INTOODUCnON 

USD payments effected by TTanim Banks are covered by Legislation provided by the United 
States Treastny Department. OfBce of Forei^ Assets Control (OF AC). Tbeae US Ecoaomic 
Sanctions deal with a wide variety of subjects such as Iranian Transaction Reguiahems, 
Import/Expon. Travel and Flights. 

It is cssCRiis) that our fissscie] dealing! with Iran do cot contravene or "side Bti:p''cum:DtUS 
Lcgiri.atiaa. Thcnfbrc, every effort must be made id ensure that payments effected by HSBC 
are paid in aaordance widi US Sancttoni. 

AREAS OF RESPONSIBILITY 

It is the duly uf the sending party, be it aootkcrbanlc era customer df HSBC to be aware of 
any restricaons, iimitadons. lawi or sanedesRa which may effect dieir payment. HSBC 
therefore, can take no leaponsibility for any loss, resulting from the intervcDticn of 
government bodies or Central Ganlu applying local conbola 

With this in rnind, every effort must still be made to ensure that payments effected dirmgh 
HSBC do not contravene US Legislation in order to protect die Banks Reputaiion and that uf 
our customer. 


U-TURN PAYMENTS 


Current Op AC Sanctions preclude any payment sent to or from an Iranian acccunt entering 
or exidog tbo US if said hinds ate to ci^t or debit an account with a US InsdluDOD. 

Ibe relevant wording provided by (be OP AC SanctioB on Inn is as follows: 

“U.S depasiiory tnstitudons may handle “U-Tbra** transactions (cover payroents involving 
Irac that are by order of a third coiicitry bank for paymeot to asolher third; cououy bank) 
provided they do not directly credit or debit an Ttanian account. " 

An example would be Bank Melli Tehran sending an MT103 requesting we effect a USD 
peytBCQt via the US to Ovcneas-Cbiscse Baokiag Coeporadeo Siogapore. This paymeat 
does not debit or fmally credit an account in the US. and is therefore des.Tutd a legal and 
appropriate paytaeot. 

Further examples are available at ibe end of this procedure. 
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RECEIPT ONTO WOLF OF AN IRANIAN USD PAYMENT 

On receipt of either an iocomiog or outgoing Inniaa USD payment to tbc Wolf Queue, the 
foiiowiDg steps shraild be undcriaken. 

!. Ensure that the instruction received ?oin|dtC5 widi current US Sanctiotii concerning 

“U-Tum” pavRients to and from Tran. 

2. Check that there is no request in rtcl<172 ‘'Bonk in Bank Details*' instructing HSBC to 
amend or delete any payment intbraiacion, Oa cecdpt of such an cxoraplc. the 
p^mcot must be declined and cfac ciutaaaer advised that: 

"Wc arc unable so act upon cooditioDa! p^sent mssuctiiss, which inquire 
HSBC to amend or delete payment details. ** 

Under no circumslances, should ANY Held witfua a payment order be amended to 
remove tbc name of a Sanctioned country or town. 

3. Coofinn and investigate any listed polciitiaL bit usag World-Check. 

4. Retesss the payment if it meets the above mentioned enieria. 
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Bank Melli Tehran send an MT103 requesting SSSO to be sent account with 

Ovcrscns Cbiocsc BanJuDg Corp, Bioagpon via their sccsuatvndi JP Morgsa Chase NY. 


[ EsDiagatics 

Format 

Bender 

ICLLIRTH 

ivfessaee tvoc 

L03 

kcccsvcr 

USUia32 

Kfessasfi text 

Carder's lefermice 

s2«:GWEJ»Ty 

^nk operaticn axle 

tZ3BsCRED 

lvalue datc/cuircncv/iQierbMik scufed amount 

: saX: OOCS26US&BSO, 

brderina customer 


tntfirmediarY instibitiiw f 1) 

: iaX;CHASUS33 

lAccount with iostitiitioa 


beneficiary ciBtomer 



Iqemiitance iDfonnadon 

i7(»:AeRlL 2C00 EXPENSES 

bchiib of chariKs 

;71A:SHA 


MPS generates the fo)lo«riog MT103 message to H3(JS (do covet MT202 because iDComiag 
iustrucuoa had a SWIFT ins&ucdos id &c!d 56). 


1 Exolanation 

Format 

kender 

<I0LCa22 

Memse type 

L03 

fetecetver 

mMttUS33 

Messaec text 1 

bender's reference 

r 20: 7X210628027777777 

baidc operatioo code 

|s23BiCRe& 

lvalue date/currency/interbanic settled amount 

:32Ai(l00S2$L;SDa50, 

brdcriaa cusuxner 


brderioB iostitutsoD 

;320:aAHK KEU.7. TRHXAN 

Sntenaedtarv iosiitutloa ( 1 1 

:S6a:CHESOa33 

jAcceuci with iosdtutioa 


beneficiary customer 


Remittance iofonoatioo 

i70:ApatL 2000 

betaiU of ebames 

:71A:3HA 


EXAMPLE 2 

BaskMcUiTdtranscadaoMTlOS requesting (850 to be sent account with 
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Overseas Cbiocsc Bsakiitg Cotp, Sii]ag;pore. 


ExDianatHW 

Format 

Lnder 

KELLI RTN 


Us 


NtDLG&22 

klessacetsxs ■ ! 

!5eacl«*s reference 

:2a:OWERYY 

tBankonersbrnt code 

iSSBiCRSD 

lvalue dam/cucreacvruMrbsQk seeded amount 

,a2Ai0O0526USD8SO, 

brderins custtuner 


hcccunt with institution 


^eneficiary customer 

kemittsoce infonuadcc 

;70sAPJlIL 2000 BXPBSSBS 

Cetaitsofebarces 



MPS geoentes (be following MT103 message <firecdy to (be bcncficiaiy bank (assuming we 
bave BIC autbenticatiQn) advising tKem (hat funds are avaiitbia with Aeir correspondent (IP 
Morgan Cbsse NY). 


Eaclsnadoa 

Format 

Sender 

I4IDLGB22 


103 

tofiessver 

ocecacss 

Messssetexi 1 

Sender's rcfcrcccc 

20:4X210S2SG2n77777 

Bank ooeiatioa code 

23BiCR£D 

Yaluc date/cuirencY/incerbank settled amount 

:32a:000020USI>850, 

brderina customer 


Ordenoft institutioo 

sS2a:BAMK KCU.1, TEKIIAM 

Receiver's Corresoondeni 

iSSMCHXSUSSa 

Beneficiary customer 


^minaocc informatioo 

i70tAPRll. 3000 axaSMSES 

betaiis of charzBS 

7aA:SHX 


MT202 COVER 1^STRUCTI0N 

*Plcase note MPS dicpcaa't ioclude the ordciiog bank on dK outgoing message. 
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Fermat 

ISendcr 

«1 01/0022 

Mcssats! tvoe 

202 

feftceiver 

'fnHDUSaa 

li^easare Text 1 

rrassBctioR reference number 

2O!7cai0S23S271777T 


iTalue due^urreacv code/amouat 

32A 9A0537vaDa50 


Account Wil& bistitution 

S7AJCHASUS33 


Seneiiciiuv insdturion 



SbiUl U) Back Dctsih 


EXAMPLE 3 

Bank Mclli Tehran instructs us to pay $500.000 10 

Yorfc Office 

via their New 

1 EsDlanatHMi 

Fermat 

bender 

ibLZlKtJt 

Messaa^ tvTw 

k 

iReceiver 

<1C1/GS22 

blesusEe Text 1 

jrnuiSBCtioD reference number 

•:20tQWB.*H? 

feetsted reference 

;2l!FX 1234 

fVatue dateAucrenev codc/'amsuni 

:32A]»B0527U3D50DaOO.OO 

iAccourrt With Trutisition 



beaefidarv festitutioB 



MPS gcncrmtes the fdlovniig ocssasc to HBUS. 

EzRiaBation 

Fermat 

Sender 

4iDt.Ga2i 

Message Tvoe 

!02 

!tecciver 

<aMOU533 

hlemoe Text 

rnssacdoa tefemce oumber 

:20! 4X21052(502777777 

Iteisted refer cuce ( 1 1 

:21tFX 1234 

t^aiue date/currenev code/amount 

;32A:9®0527OSnSO0OOO,0d 

Drdcrias issntutico 

:»2ArHEt.llKTR 

^cccunt With IitstiRitioR 



iasdtutioQ 
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From: SUSAN A WRIQHT/HGHQ/HSeC 

Sont 7/25^007 2:33;Q3 AM 

To: ANNE UDDY/HBUS/»^C@HSBC 

CC: JOHN ALUSON/HQHOrHSB&^HSBC 

Subj»ct: R«: Fw: Corvsrskin of Clienfc to SoriaJ Payment Method 

Anno, 

No, it ridnt get to me (wrong email address). 

Thera have be«i a limited nurrtiBr of dtspanseSsns gmjRod rs NSBC^ own 
eufltofliers > John Is the ks^r of the dl^Mmsatfons and 40 w(l provkla you 
with more detEUi. (John (riease copy me In). 

Regards Sussi 


Anne Lkkjy/HBUS/HSBG 
HBUS 

2SA37/20C7 02:59 
MaB SIxe: S2S1 

To 

Susan A WRIQHr/HQHOfHSSC^HaSC 
CC 

Subject 

Rtn Conversion of Clients to Serial Payment Mot ho d 
Entity 

HSBC HoUlr^ pic - HQHQ 


Susan, not sure If this got to you or not 

Fore-artled by Afwe Uddy/HSUS/HSSC on 07/24«00r 00:50 PM — 

Anne Uddy/HSU&tisac 
07718/2007 04:87 PM 

To 

Susan WrigM 
00 

Subject 

Conversion of Cllants to Seri^ Payment Metud 


Susan, i was toW today that CavU Sogley lasued a tBspaitcsden’ r»gaidfng the 
reqi^ernsnt that we induce our dtente to move Irotn cover payrrent to lha fully 
fSedosed sertol method. I krwwthau there was soma general dscusslon 
regarding the fact that we were having a dltflouH t^e getting our Group 
of^s to switch (mdniy due tt) systems bsues) to this meu^ that it seamed 
as though we needed to provide more 8me far our cftents to ocnvert as well 
Gut 1 do not recaB that a cBspensatlon was IsMiad In iNs regard. Do you have 
(he background on this? Thanks. 


HSBC OCC 0384172 
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Frvtn: John F ROOT 
SeatiFriSeplS 15:14:17 2CK)8 
To: Adrian CRISTIANI 

Cc: David W J BAGLEY; Warreo O LEAMIHG; Susan A WRIGKT 

Subject: Fw: Caysnsn Accomts 

ImportaHte: Nonnal 

Amchmanta; iitiage O.gif; Doc Liiik.htm 

Adrian, 

At Wanan Learning’s request, below pleaee find a recent bresluiown of the USD Cayman accounts at HBMX (i.e. 
held by a branch of HBMX wHh a "Category B* ofl eh ore Cayman license but no physical preeence or client 
documentatiori in Cayman). 

Tne HBMX "R^ioraikin*' project chaired by JohA Randall, HBMX COO, Is endeavouring (o regularise uiesa 
accounts on a risk-basis. Account opening documentation is gensrally poor or non-existent there is a lot of 
work to dc. Mcney-!aunderlr:g risk is consequently high. 


John Root 


Forwarded by John F ROOT/GMOfHSSC on 13/00/2006 15:05 


Ramon 

GARCIA/HBM»HSBC@HSaC04 
Sep 12 300B 15:04 MeD SIzs: 
37281 


To John F ROOT/GMO/H3dC®HS3C 

CC Marla SALA2AR/HBMX/HSBC®H&3C04 

Sub)ect Ra: Cayman Accounts 


Entity 


John, 

Piease find stlached Irvformatlon requested. Regards. Ramon 
CAYMAN ACCOUNTS 

ri 


Customers were daasffied in emergency ligHs considering their transactional behaviour as follows: 

RED SSC status, black lists and cusiomem with one or more reports to the authority (SARs) were 
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Page 2 of 2 


considered. 

YELLOW Customers alerted by CAMP system witfiout SARs 

WHITE Customers with m coktddenoes in the two ;>revkHi$ ranges. 


John F ROOT/GMO/HSBC@HSBC 


John F j 

ROOT/OMWHSBC^SBC 

11»9/200e 06:51 0.m. 


Ramon QARClA/HSMXAtS&CSHSBOU 


Subject Cayman Accounts 


Ramon, 

CCuSd yuu piesso send me figures for the Cayman Accounts? How many? Total? SARs filed? CD? Etc. Ete. 


Regards, 

John 
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rron: Ren C MRTHESOH 
Seoc: 19/06/2010 10:46 GDT 
Ts: David H J BAGL£Y 
Subjeob: £V; RMK action point 
Dsv'kS 

Fyl. I Bhoutd have ainitel draw on MontiBywt»»eBwa can revia#. Do you want me to wo* wIBi Susan? 
Ken 


HSBC hkildings pic 

Registered Office: 8 Canada Square. London 5HQ. Dniled Kinodom 
Kegsterod wi England number 617987 


Ken HARVEY 


Ordinal Mesaag# 

Pma; R«n KAS.VEY 

1B/O6/2010 12:44 COT 

Vo; Ren C KATKESONt John B C«xr/HBHX/aSBCflHSBCa4 

Sub^eat; 7w: RKh action point 

Kan 

Car you prepare ttie aiteched. Pte send draft lor my review 
Thx 


— Crlglrtal Message 
tecs: Michael C A»0SF.SC» 

Ser.h: 06/18/2010 aS:36 ?M 6PT 
sot Ren KARVBY 
Cc: Andeev ZISSELL 
eub^oat: EHM scCion point 
Kan 

Tie minutes of the last RMM Included the foUowIng action polnL 
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Dougizs Flint presented the report which drew particular attention to the following: 


St 7. \ Mexico : As previously reported. during the implcnicntatiat in HSBC Bank Panama 
of the Croup’s asd-money taundning iransactioD onoalioriDg system (CAMPX it was discovered 
that certain ttansactioD types were not being captured and therefore were sot being monitored, 
pranpeing a review of the CAMP iostaUadoa in Mexico which was linked to the same banking 
system. After investigation, it was discovered that HSBC Bank Mexico’s CAMP system had not 
been fiiUy updated since installation in 2005. This f^ure to monitor certain cransactions to 
Mexico may lead to regulatory acd<n. ACTION — M C Anderson to request Ken Harv^ to 
provide a background paper on the matter. 


I vvouK hesretefu! if you would ptaaso aTWiga for provision of me raquaated backtxnumd paper. As the 
July RMM is early, our tlmlna is such that papers ere nseded by 2S Jurte. 

lam happy to answer arry quesCiorts rfyou hawany. 
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From: Susan A WRK3HT 
Sent: Thu ^ 11 09:13.-54 2003 
To: David WJ BAOLEY 
Sidiject; Re: IRAN EXAMPLES 
importance: Normal 

AKachmsfits: bT»ge_0.oi^ lmage_1.ot^ Doc L)nk.hlni 


FcuwarOad b/ Sucsr A VAIQKTAIGHQ/HSBC on 11 Dac 2003 0»;13 



From: Nigel J WCIR/Rtl 19 MeUTHBUe/HSaC Tel: 971 4 5077BZ2 

Mbil Size; 10438 


To: SusanAWRtGHT/HGHQAiSaC4}HSBC 

cc; Oe<^Araii13TRONO/HBEU/H&BC4^SC 
Qusnih RAYLWAROMOaK/KSSCQiHSBC 
Brim W FUCHARDSMOBKAiSBC^SSC 
Rod McxaEV/HBajAisacoHsac 
Gary BOON/M6R PCM MEMA48MEXS8COHSBC 
John F ROOT/HGHO'HSBC^iaaC 
John ALUSON/HGHOTHSBCONSBC 
MMoom G EASTWOOO/MOBK/HSBCOKSBC 
John R WILKINSONA1BEU/HSBCOHSBC 
Jararry R WALKERR18EUA1SSCGH3BC 
Tony P COLUNS/HSEUMSBCOHSeC 
boo: 


Subject: R«; IRAN EXAMPLES 

Susan. 

At our masting on 300CT03 wa agreed that w9 shot^ oWabi legal counsel opinion on our prafenad 
standard MT103 5 covet payment method befote reverting to HBUS with our ten aecon^i. We seem to 
have deviated from this proposed pbn. 

I believe that the HBUS proposals you are reretring to lacemmend the serial method which Is not our 
preferred solution. ! hope this Is not the esse as I seem to remember it Involved m»iual procasstoQ and 
potential additional headcount In HBUS. 
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I am also concemad that the deadrme of 31/12 Is aporoact^ng repkify and we are not in a position to 
advise our pn^Msed charges to our customers. I themtore suggest an extension to this deadine. 

Kind Regards 

Nlgat 




To: Rod MO)ll£Y/K8EU>HS8C^SBC 

Gary BOONniilGR PCM MEM/HBMEhlSBCeHSBC 
Nigti J WEIR/RM iB MBM^ME/HSBCQHSBC 
John FROOr/HGHQ^SBCOHSaC 
John ALUSON/HGHCyHSBCdKSBC 
Malcolm 6 EASTW0O0/M08K/HS8CQHSeC 
John R \MLigNSO«HS£Uei3eCQH38C 
JaiWiV R WMKERA«EU«SaCQHS8C 
Tony P COU.INsaH8EUai5BCOHSBC 


bee; 


From; Susan A WRKSKT Teh 7992 5554:44 2079 S2SS5A 


Our Ref 


Your Ref 


8iib)set Re; IRAN EXAMPLES 


I am wrttktg IB update you on the current fiftuation wSi regard to our proposals re the processltH) Of 
Iranian U Turn payments, fotkwring discussions with Carolyn VMnd. Head of Compllancs tor HBUS. 
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MTiitst we will ofcoutse stIB need to agree procadures for Payment wtthln HBEU I have asked Carolyn to 
torwerd the HBUS proposals tor conslderalton by efl int^esied parties end wBI cfrcuiate these as soon as 
they are received. 

Regards Susan VWIght 
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From: John F RCX3T 

S«nt: Tue Aug 10 19:40:37 ZCM 

To: Oevtd W J BAGLEY; Richard E T BENNErT; Sandy Rockhart; Ramon OARCIA; MaBbew J W KING; 
David Leighton; Susan A V\m<3HT 
Si^jact: HBMX JULD4 Vistt Rafwrt 
tonportanca: Normal 

AttachmerTt*: irTtBae_0.(^t JIA.04 Vsit Report.doc 


Attached pieasa find my HBMX JUL04 Visft Report 


I would be pud to answer any questiana or oommeriM which you may Itave. 


Kind regards. 


John Root 
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i. SUM>A.‘\P.Y 

Senior m»n«gsrBcn{ his made slgnifieml progress inimroducing Croiip Compliirtc 
Policy and Standards in HBMX. The head of the Comfrfiincc dcparancni. Ramon 
Garcia Gibson, has sa the foundation for an effective CtmplianCii function. 

HBMX coRtrcIs ars much improved froa* the stluaric"th«t existed I2>IS ouxthsago 
Hovnver. Treamry badr-officc operations are a source of nnJ or re^Utofy concern, 
as is accurate and timely reporting to the rcgulniotc. The intioducoDn of the Summit 
programme for derivatives is of vitd importartce. a« U A* hiring of a Sumioit expert. 



"Hk reviewer wishes to thank management for its cooperation in the preparanon of 
Ais report. 


2. Regulators 
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Patncio BusURiCfitc, erne ofrtwfivccomrasssionersof IbcCNBV^Comisioo NkiotbI 

B&scerls y ds Vklores), stain, "la the businns uea (of HBMX], ibe tetouim have 

urived. In die area ofenntrQ]s. the mourcea have not Knived.” 

The CN3V gave ut a "fact ahccC in &)g)ish with the Ibliciwtng "cnaio concents'' 

iisMd below in pertiitfltt pan: 

C^aeratiagid Risk 

• Antf* raonejt Ueodering proeessn ~ Although improvements have been seen, 
some coocens remain regarding dcficicoeicc to process (no system for uousual 
(^rations detection snd a pocFridcntilicabon of prdtitc figures and high risk 
customers) and over cocbol of Panama’s branch operadoos. 

• SyscHDs MigTstieo A Amlitatrility |sac| - SKurity ccotrols and audilsbility 
ccficer7.s due to migration of cmfit card operatiema and derivatives processing 
systems (WHIRL & Sumnit). 

• Comptroller Functwos Need to be FuBjr {rapleneoied - Although cootrol it 
CKCreiscd along most processes [oc], full impIcTncnntion of controla are [sic] 
expeclecL 

a Control in Ftdvcbry Openbont - Control of legal risk of trusts needs to be 
verified, 

a Frnsd Preventioa PoUcies - High ievd of customer complaioo point to possible 
weaisess io fnvd pteventioo policies implemeotstion. 

a Teeboology lo Treasury dli Risk Monttortog - Masual isteffscas io onuury 
operations aud risk toonitoriog bave led HSBC to exeeed iottmal aad reguia^ 
limits, like PVBP ("petaeat Value Basis Poiots" is a nsaaDre of ifiieimi rate 
sensiirvicy] and the centrai bank lidutdity coefficient m;eiimcni in USD. 

■ DRP« still in IrapCcmentarion Disaster Recovery Plans arc Still in 
implementation process; business continuity has to be secured. 


3 
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With regard lo fi»e ncney-lauaderins conceraa cited above, scsior management at 
HBMX is surprised that CNBV should have citpressed concern over Panaiat’a control 
of money laundering, as a presentation had been ©vw to all tegulatora which 
iacluded a segment explaining in detvl how the PaaainaDiKi ^eiations were subject 
10 US scrutiny (which is gencreily held to be titter than Mexico’s). 

in a wide-raogiBg discussion, CNBV regul«'« commented that any outsourcing must 
be able to be audited from Mexico. They do not want ouuourcingto jurisdictions 
wi th strong banking secrecy. 

Other important CNBV cuQinentB are reflected m this report, notably in Section S OD 
“Fiduelaria (rTtists)”, Seetioa 9 on “Staffing”, and Section II on “Panama”. 


MecomHtmdatiQn: HBMX CMP should, in consultation wi* senior management, 
develop a prognmme of specific cccoaunendatkms lo address tbe conems to die 
CNBV “Fact Sheet". 
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A. $ TA NPAED, CON T RACT 


The newswdard Bccounl conmet ban tl-paf^documciiKhatis pncrcally illegible 
because tf>e print is miTiuscuIe. 



B. CROSS-SELLP^iG 



Tbe Trwct deptitmeat is stnissHnf to improve ifae poorcMditioe ofiu files. 
Notwitbsunding a uaior manager's optlmtim ("Most of ibm. K YC is okay" and 
“Meat dcficknncs arc nol related to KVC*^ by far the greatest problem h missing 
KYC documenatian. 

Of a toul of ld.4}4 trusts, only 6,86& (44%) have completed documentation. 2,955 
(20%) of tmsU have no doeumcotatioo at all. 74*» of all missiog documeDiatiao tt 
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KYC-reUjcd. 

Recent KYC rcguUcions aic more stnngoi. lltc Tnuts dcfurtnicm is discussing with 
the CNBV whether fbrmists pre-dstlog Aeocwrula aootarised public deed wiil 
continue to be sufTideDt (i.c., a sworn sutement by a notuy public that be has seen 
the original ideotificauon documents). 

The Trusts dcpaitmcni has budgefed the oquivaJent cTUSD f 3 million for an outside 
law Srrs to review the files, Around 8,000 files have been reviewed (o daie- 

A target date of SSOCTOS has been set for obtaiiUBS alt tnissing docuoteacatios. 
Management has agreed that thcefTorti to bring ibedocumcruatiot) into order will be 
prioritised on the basis of risk (i.c., receat acrive tnuts will be cleaned up befon old 
dormant ones). 

Patricia DusUmente, one of the five commissioners of d>c CNBV, urged HBMX to 
renew its efforts to clean up the file*. He indicated that CNBV would not welcome 
bland assurances of complianoc that were not based on fact 

HBMX CMP should cmitinue to mmittor periodically progress in this ite panment. A 
forthcoming audit makes more specific recommend afions. which arc not repeated 
here. 

6. FIAN7.AS ffii IARANrF_ESl 

The “fianzas'’ area is “troubled”, according to a sotior manager. Aj with iasuranee, 
the products arc sold through third-party agents. “Alt the rciauonstHps were bed snd 
afl of them were cut.” “Tlie area is rcbtsldiikg.” 

X^ce»tinfndetien: HBMX CMP to tovesligate this area end send a report to senior 
management end GHQ CMP with specific tecommendations. 



Around USD Id billion arrive from the Utuled Stais escb year, mostly through the 
branch network. Money laundering risk i$ mitigated by several factm: (I) 
fcmituncct arc gencrany smali (US20^300X according to two senior managers; (2) 
due diligence appears to be adequate on die AML procedures cf US ibird-pany 
moaey services busisessca; and (3)CAMP Retail, a software programme to detect 
suspicious transactions, is Khcdulcd to be irutallcd in the branch network in NOVIM. 

HBMX CMP should sample periodically remittances fiisr! the 
Uaited Seces to determine if, in fbet. reaiinances are genorslly snail aosd in tbe 
ordinary course of bvBtness. 


S. STAFFING 
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SecjoT CNBV regulators were quite upset witb fornttf AML director, who they 
bsHe\'e had "ited*' to then about the adequacy of Ac bank's AML systems. [“Sbe bad 
signed aad coifirmcd [nc] diat |hc AML procedures were adcq^iatc.'] They indicated 
clearly that had ibis perwa not been fired, HBMX would have been "penalised”. 

Uofortuoately, the person’s deputy also performed pooriy, according lo a number of 
senior HBMX managcri. However, HR objected to dismissal of this person, 
alleging that onidoymcnt lew in Mesueo requires 9 solid “paper tnil” of professional 
iocompetence. !n (hts persen's case, the paper nil was appiKnily xmsaiisfaetOfy. 

The maner is still utider invesHgaHon, and Ae person has been transfared lo ancthrr 
aiea.but there remalDS a certain aniewot offrustntion with ihc dismissal process. 

Caries Rochin, (he current AML director, appears tO be both competcBt and dtligaDt. 

AccoinmendatroR.’ KBSfX KR and'oe LGA to summarise io wiidog dtr procedures 
for firing staff (toclitdina senior roaaagemeol) wiA or wiAout cause. 

9. HEADCOUNT 

Approximately ISOO FFS employees have not been prt^iiy accounted for sod ire 
presumed “misting”. Richard Hcaly, art HBMX IT auditor, is invesitgadng. He has 
almost ftr.ishcdhis analysis (250 cases rcinain), md ito cases of fraud have been 
found. 

Xecommenifatiofi: HBMX CMP should file an Excepeoa Report if any evidence of 
fraud surfaces &am the above-refenenced iovestigatioD. 

According 10 senior menagencDt, HBMX is “looking into die evaluation of adequate 
resources for Sarbanes-Oxley [the recent U.S. statute wfaicb enhances corporate 
governance requirements].'' “Wc arc scoping the quantity and quality of resources 
required to fiiifil Sarbos.” 

Reeotnmendation: HBMX CMP sbeuid report periodicaily lo senior roanagetnent 
and OHQ CMP or efforts to recruit staff to address Sathancs-Oxley requirements. 

n. EAt^AMA 

CNBV leguiatoTB expressed soow slight cgacero that the new HBMX acquisition of 
the busioess ic rnatsa atgb: icsdto “regtdstory aibiutge''. They do not want 
Ptnema » be used as an offshore centre for Mexican rticnts. The example given was 
one where credit norms would be relaxed for s Mexku ciieot borrowing through a 
structure in Panetoa, when tbe client would not havei^lifiedfor a loan directly in 
Mexico. 

The rcgulaton reraioded us to consolidate Panamanian c^eraiions tisieg Mexicas 
CAAP. 

Aecenimemfirr/on.' Ramon Garcia Gibson, head of HBMX CMP. should inform in 
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wridog the CEO HBi^A (widi cc^y tothe ACC) of the above scacetiu. 

12. LOGGfNG OF REGULATORY VISITS 

OHQ Audit notes perdsiCDtprt^leniswiQi HBMX CMF reporting of regulatory 
inspeciHMis, sad the responsei thereto. 

A new System to improve the tracking of regulatory visits should be in pisec by 
3IAUGW. 

Some coofustoo had arisen over the need to translate all reports forCHQ Audit It 
has been agreed that a suramaiy of hey iaaucs in Engtish Is sufficient 

13. ANNUAL CONFIRMATION PROCESS 

The Annual Corfirmation process (iD GHQ Audit) t<«cds to be improved to ensure 
that the most up-to-date status reports are included in (he mtuTrts. 

The process, wbicb now is entirely maoual. should be improved with the introductioo 
of a rtew monitonng system by 3IAUC(H. 

14 . 

The most imporiaol issue is the tomediaCe imffoveiceat of back-ofTiee ctmtrols in 
Treasury, tnd most ptiticulaHy the early intre^ctirm of the Summit pregramme to 
monitor derivatives po^tiocs, and (be concomitant hiriog of a Sumtnii expert, 

John Root 
Senior Manager, 

Croup Compliance 
10AUO04 
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From: Ramon GARCIA 
Sent: Mon Dec 15 1S:23;53 2006 

To: Warren O LEAMiNG; Susan A WRIGHT: John F ROOT 
Cc: David WJBAGLEY 

Subject Anti Money Laundering: Shock plan • Update 061215 
bnportancs: Normal 


Salovv plasse find waek!y report on the subject Reoards. Ramon 
— For."Sfded by Rsrron GARClA'HaMX.WSBC on 1Efl2/200S D1iJ2 pm 


Eduardo MESBJAACKEFVHSMX/HS! 
^&■^2/200B 01:18 p.m, 


Rsmon eARClA.'M3MJ</MSBC@!1SBC04. Lcrenzo 
RAMIRE27HSMXA1$BCOHSBC04, Luis ALVAREZ 
TRILLO/HBM)aHS8COHSBC04. Gerardo 
VIGUERAS/HSMXMS&C@HS5CC4. Ignacio 
VERA/HBMX/HSBC®HS8C04. John R 
REfJOALL/HBMXrHSBCOHSBCCM. Lars 
REIOINGrnBMX/HSSOeHSBCM, Roy 
CAPl£AiBMX'HS0C@HSBCO4. LecruniO 
ARANAi^BMX/HSBC4S^iS8C04 


Ana Money Laundering: Shock plan - Update 081215 

cl 


Based on our Dect 1 mesKng 
DECISIONS TO-DRTE 

StaEting January 1, HSBC branchoa in Hexico will be “Dollar Pcee”: 

>\'e will no longer buy or sell dollars in cash at RKL’ branch 
(customers or non customers). We will, as an alternative, offer 
travelers cheques to custoinars only. Also coetoiners can withdraw 
dollars at HSIk: AiMs located at airports (starting Jan 15) or from any 
ATK in the world with their debit card. 

-We will no longer accept deposits of cash dollars to any account at 
any branch (dollars or pesos) 

On January 51, 2009: All accounts of the ceatoraclon project to be 
properly documented. Otherwise the closure process of these accounts 
will begin 

Before January 1, 20Q9: At least 4 branches will be clneed as 
disciplinary actions. In January, some branches (10-20} will have all 
the staff dismissed based on suspicious activity 

All accounts of Casa de Cambio or similar (including employees of 
Casas de Cambio) will be closed. Roy will review the list provided by 
Conplisnce to start the closure process. Retnesadotas' will be kept 

The netrie to be included in the BSC will be: tlumbcx of accounts with 
two or more SAR. The intention is that when accounts reach 2 SAR are 
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clo&e Immediately. Compliance will crack this infocntatlon monthly and 
will provide the information Coc the B£C. 

International clienta of HSBC will be given the same treatment as 
domestic clienta, provided proper Identification is possible 

Metals transactions will also be eliminated 

Starting January 2009 the group will also focus on UXi? transactions 
<ThB follcwing are directives of M6> 

All staff should be made aware that if there are persistent breaches 
of KYC In a particular hrannK, t-h«» branch will be closed and all staff 
dismissed regardless of how much business we will Lose on account of it. 

Everybedy {that ia required to) has in their Balanced Score Card the 
need to implement CAMP to the maximum- including the closing of all 
accounts that haw two or more suspicious transaction* highlighted. 

cDlrectlves from EAi 

Benchmark HBMX against HBBR, RBUS, flBEU and MBAP in terms of volume of 
euapiclous transactions - Ramon - TBD 


TO DO ITEMS TO IMPLEMENT THE PROGRAM. 

Sundry: 

- Send Emllson and Luis the benchmark of HBHX against HBBR, HBUS, HBEO 
and HBAP in terms o£ volume of suspicious transactions - Ramon - TSD 

- Visa Pre-paid Card - Leo.'iardo - January 15 

- Foilow-up of closure of accounts of casas de cambio (or similar) - 
R»Bi6n - December 31 

- c<Mninunication strategy for high risk locations (e*g> Juatez) - Roy 

- Security hotline for employees having to ic^lement the program - John 


Fox the January 1 deadline 

- Monitoring proceae for OSD kept by the branches - Luis Alvarez 

- Visa travel card: February iS - Lorenzo 

- Debit card for aceaunta in USD - January 15 - Lorenzo 

- Closure of branches: 22 and 24 of deoeiaberj taguires managing 
safeboxes 


For ehe January 31 deadline (closure of Improperly documented accounts) 

- Propose long term solution for CKB - Gerardo - TBD 

- Audit of CMB files - Randn - January IS 

- freeze of accounts improperly documented to comply with commitment 
with authority (Based on BR) 

TO DO ITEMS TO tPACKTHE PROGRAM. 

- Weekly tracking report on the achievements of nilestories - Gerardo > 
Weekly, by Friday 

- Meekly tracking report of USD exported - Luis Alvarez - Weekly by 
Friday 
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From: V^ferren G LEAMiNG 
Ssnt: Tu8 Dec 16 11:36:16 20C8 
Tot Calherine BUSSERY 

Subject: Fw: Anti Money Laundering: ShocK plan * Update 061215 
Importance: Norma! 

Attachments: Doc Linlc.hlm 


FYI 

Regards, 

warren Learning 

DEPUTY' HEAD OF COMPLWNCE-GMO CMP 1 HE8C HOlCHNQS PLC H«H 
e Canada Square. Canary Wharf. LoMoe.EK 5HQ, U/ilM Klngeem 


Ptmna 0?0r991 5207 

Fax02v7»1 47ig 

EmaS warranraami ng.ahsbc.corp 

Foiwerded by ViiterTen G L&A_M|N<1WGMryHSBC on 16rt2«»a tt;39 

To Rarmrt GARCIA/HBMXIHSBCrgHSBCOd 

Ct Suaan AVWiGHTMGHIQrHSBC 

(be:AntiMoneyLaun<aer1ng:3hockptan-UpdetB0ei215 

a 

Emily 


Warren O LEAMNGIGMOrHSBC Oee 16 2008 

11:31 Phone no. 79Q 16207 

44 0 207 9616207 Mail Size: 13613 


Ramon, 


Tbahk you for your update. \ know that Susan has commented or the BAR'S analysis. My thoughts are: 



I understand that you have spoken to Ramon about my visit report ard that items wfll be actioned. The 
most Importam ones appear to me to be: 


a) the status of the backlog and 

b) if strict annsfcemant or GSP25 resulting in bte closure of accounts after two SARs is to ba antbrced as 
part of the shock plan, we wW need to ensure that GARs are only lodged once we have the ^propriais 
Suspicion and not just because the dateline has been teeached. 

I note that ^re h to be a tocus on compieUng the remediation piogremme by the 31st January. Given 
that me Ceyms-n accounts erut CM9 accounts have barely started this seams to be oveiiy ambiGous. Am 


Redacted Material 

Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8875789 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00663 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 


1758 


i correct in assuming that a large number of staff have been dedicated to this role. If so are they staffed 
from CompltaTKd or from the business as your resources seem stretched already. 

Happry to discuss. 

Regards 


warren 


RamonGARCfA — 15/12/2008 ld:2?:53 — Below please find weekly report <ki the subject. 
Regards. Ramgn Roroardcd bv Ramon GARCIA/HBMX/HSBC on 15/12/2008 Ql-33 p. 


Ramon OARCIA/HBMX/HSBC^HSBCM Dec jq Wamn G LEAMING/GMO/V4SSC@HSeC. Susan A 

15 2008 1Q;23 Mail Sr*»: 8944 VVRIGHT/HOHQ^SBC®HSBC. John F ROOT/GMO/HSBCQHSBC 


cc Oavid W U BAOLEY/GMQ/HSBCOHSBC 

Anti Money Laundering; ShocK plan - Update 061219 


Entity 


Below please find weekly report on the subject. Regards. Ramon 
~~ Forwarded by Ramon GARCIA/HBMX/HSBC on 15/12/2006 01 pm. 


Eduardo MCSSUACHER/HStCOHSaC 
1&l2/200e 01:16 o.m. 


Ramon OARCIAASBMX/1HSBCQHSBC04. Lorenzo 
RAMIREZ/HBMX/HSBC®HSBC04. Luls ;M.VAR£Z 
TRIL'_CW1BMX/HSBC®HSBC04, Gerardo 
\/IGUERA£/HBMX/H^C®MSBC04. Ignwie 
VERA/HBMlOHSBCOHSQCOt. John R 
RSNOAUJHSMX'HSBC@HSaC94. Lars 

REIOING/HSMX^&C®HSeC04. Roy CAPLCAi8MX>fHSBC@HSBC04. 
Leon»d0 ARANA4iBMX/HSBC®HS8C04 


oc 

Any Money Laur>d*,1nfi; Shock plan • Update 081215 
ct 


Based on our Dcci 1 meeting 
DECISIONS TO-CRTE 
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Starting Jonuary 1, HSBC branchas in Mexico will be "Dollar Free"; 

-Re will no longer buy or sell Qollara In cash at ANF branch 
(customers or non customers) . We will, as an alternative, offer 
travelers cheques to cuatomers only. Also customers can withdraw 
dollars at HSBC ATMs located at airports (starting Jan 15} or from any 
ATM in the world with their debit card. 

-He will no longer acoepc deposits of cash dollars to any account at 
any branch (dollars or pesos) 

On January 31, 2009s All accounts of the restoration project to be 
properly documented, otherwise the closura process of these accounts 
will begin 

Before Januejry 1, 2009: At least 4 bsanchea will be closed as 
disciplinary actions. In January, some branches (10-20) will have all 
the staff dismiased based on suaplclous activity 

All accounts of Casa de Cambio or aimllar (including Bmployees of 
Casas de Cambio) will be closed. Roy will revieM the list provided by 
Compliance to start the closure process. "Remesadoras" will be )cept 

The metric to be Included in the BSC will Numbac of accounts with 

two or more SAR. The intention is that when accounts reach 2 SAR are 
close immediately. Compliance will track this InfonnaciDn nanchly and 
will pr-ovirie the Information for the BSC. 

International clients of HSBC will be given the sane treatment as 
domestic clients, provided proper Identification is possible 

Metals transactions will also be ellnilnaced 

Startt.ng January 2009 the group will also focus on KXP transactions 
<The following ace directives of MG> 

All etaff should be made aware that if there are persistent breaches 
of KYC in a particular branch, the branch will be closed and all staff 
disrniased regardless of how much business we will lose on account of it. 

Everybody (that is teguiced to) has in their Balanced Score Card the 
need to impLenent CAMP to the maximum- including the closing of all 
aeoounts that have two or more suspicious transactions highlighted. 

cDleeetlves from EA> 

Benchmark KBKX against HBBR, HBOS. HBEU and HBAP In cerms of volume of 
suspicious transactions - Ramon - TBO 


10 DO ITEMS TO IHCLEMEKT THE PROwRAH. 

Sundry: 

- Send Emilson and Luis the benehmarlc of KEMX against HBBR. KBV5, HBBU 
and HBAR in tarns of volume of suspicious transactions - Ramon - TBD 

- Visa PcB-paid Card - Leonardo - January 15 

- Follcw-up of closura of accounts of casas de camblo (or similar) - 
Ramdn - December 31 

“ Coronunicatian strategy for high risk locations (e.g. cd. Juaros) Roy 

- Security hotline for empLovees having to implement the program - John 
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For the January 1 deadlln* 

' Konitoring process for USD kept by the branches - Luis Alvarez 

- Visa travel card: February 15 - Lorenzo 

- Debit card for accounts in USD - January 15 - Dorenzo 

- Closure of branches: 22 and 24 of decenibec; requires managing 
safeboxes 


For the January 3l deadline (closure of Improperly documented accounts] 

- Propose long tern solution for CHB — Sacardo — TBD 

- Audit of CMR files - AejtiAn “ January 15 

- Freece of accounts Improperly documented to etwply with conmltment 
with authority {Baaed on BR) 

TO DO ITEMS TO TRACKTHE PROSRAH. 

- Weekly cracking report on the achievements of nilesConas - Gerardo - 
Meekly, by Friday 

- Weekly tracking report of OSD exported - Luis Alvaret - Weekly by 
Friday 
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From: Wsrren Q (.EAMINC 
Sent: Fri Oct 24 13:42:57 2008 
To: Davtd W J BAGLEY 

Subject: Fw; RV: Fw: HBMX • CAYMAN ACCOUNTS 

Importance; Normal 

Attachments: image_0.gif; Doc Linkhtm 


FYI, a? rtisaissed 
Regards, 

Warren Learning 

OePUTY HEAD OF OOMPLCkNCE-GUC CMP i HSBC KCtOlNSS PlC HSSH 
SCensds Square. Canary Y.tsarT Lgnq»i£14 SHQ.UrvtadKinedcm 


Phone D20 7881 6207 
Fa> 020 7891 ane 
Email wrananlaamino a 


Forwarded by Warrer* G LEAWiNG/GMO/HSBC oni4/ta»2008 13.42 — — 


Warren O L£AUIHaKHllQJHSBC Oct 23 2006 

10.56 Phone no. 7£d 13207 

44 0 207 S816207 Mail Size: 78773 


To Ramon GARCIA/HBMX/HSBC|3|KSBC04 

ce Suaen A WRIGHT/HOHQAtSBC 

Sob|e p^- HBMX - CAYMAN ACCOUNTS 

ot 

Entity 


Rarrwn 

We are corresponding separatefy in respect ef re-launching ihe Cayman USD account product but could 
you please update us where we are on the remediation and whether Jonn reoaivea a response trom Luis? 

Many than ks 

Warren Learning 

DEPUTY HEAD OF COMPLIANCE-GMO CMP { HSBC HOLOMGS PLC H56H 
a Csn«4 $3uir*. Canary VhHarT L«n0»n.614 SHO. UnHad Klr<ee»<n 


phons rtfore&i ssor 

Fa4 0207991 a7l9 


Porwarded by Waireit G LEAMiNG/CMO/MSBC on 33^10/2006 10 34 — 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8875818 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00667 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1762 


Adrian CRiSTIANVOMOHSBC Oct 10 2006 
15:48 Mail Size; 2923 


To Wbrran G LEAMlNG/GMO/HSeC^HSBC 

SuhJ* Ra;RV;Fw;HBMX- CAYMAN ACCOUNTS 
ct 

En^ 


VVarren. 


TTianks. ! wiH fcSio-A' u;>wi!h 5he busiaass and come back to you. 


Best, 

Adrian 


HSBC Bank pk: 

Registered Office: 8 Canada Square. London £14 5HQ 

Resistered In England - Number 142S9 

Authorised and regulated by the Tinancial Services Authority 


Warren Ci LEAMINfr 

— - Original Message — >• 

B-rcA; Warren d I.RAMTNG 
ftents 10/ll>/200e 1«!39 GDT 
To: Adzl&n CRISTIAHl 

Suh3«et: ru>! AY: fV: HaMX - CAYMAN ACCOUNTS 
Adrian 

Prom tr>« aRached it appears that 

1. the remedietton is not orogressino to plan 

2. the new product details are stlli with the business to determine the final form that it will take. 

We wHf forward to you a response (fom the business when we receive H but at (Ms. stage there is little else 
that we can do. Very happy la discuss. 

Regards, 
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Warren Learning 

OGPUTY HEAD OF COUPUAMCC-GMO CMP f HSBC H«X[MNGS PLC HSBH 
a Ccruds Squsrt. Cirary Vihsrf. Lonilon.EK SHO.Ontod Kinydotn 


Phone 020 7991 6207 

Fax 020 7991 4719 

Etnail wa«rant«»mir>qOht>c.con» 


~ FcTwardeil tiy Warren G I.EAMINGroMOmSBC on lO/lO/ZOOS 19:36 

Ramon GARCIA/HBMX/HSBC<gH8BCD4 Ocl To *VVamn G L£AM)MG' <w«rr9rile8rr«ft9@fiebc.COrTi> 
1020DS 13:10 Hail SiEc: 162S4 

Sub)D RV: Fw; HBMX - CAYMAN ACCOUNTS 
Cl 

Entoy 


V^rren, Adrian’s proposal on not accepting cash has been sent it to the business as an instruction, i wilt 
follow up due compliance to It On remediation’s topic, below please find selfexplanatory mall sent to 
Pefla by Randall, t expect to hasie a response from CEO today. I wiB send also today to business and 
product the Instruclicn stating that if ffie product Is ra-lsunched aB existing acoounls have to be frozen 
and remediated es and when transactions ocew. 

Regards. 

RahWr 


— M8nsa,*a crtginel — 


0«: John R RSHOALL 
Snvlad«: 10./0<i/2Cl0e 07:52 
Rasai Luis FEHA KECEL 
eC: l.eonardo ARANA; Ramon 
Aaunto: fw: HBMX 'JAYHAN 


PM CDT 

GARCIA/ G*C9tdo VIGUERAS 

Accounts 


Luta 

t have become concerned about the plans tor the way forward hare:- 

there appears to have been very limited progress with the enhanced KYC process 

our current enhanced KYC process b very onerous (c. 100 questions} end, given that staff are coniinuing 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8875820 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 


PO 00000 


Frm 00669 Fmt 6633 Sfmt 6633 


P:\DOCS\76646.TXT SAFFAIRS 


PsN: PAT 



1764 


to do vary bsdty on srte visit repons, l sm not optimisric about the iikely qijality of work going forward 
as our PLD regime becomes better joined-up we need to be caretoi about ttie risks of faliures wii Caiman 
processes leading to "good* customers gsttb^ dasssSed as high risk, prompting closures etc. 

Leonardo and RAmon share these concerns. 

We have worked with the product team and GMO to establish revised criterta for opening new accounts - 
there is sUU more work to do on these, e&peciaNy wrt egreeing bmxs on volumes or cash deposits. 

Ont=e we have determined a final set of cash fimHs rulea and processes for r*ew accounts . we will apply to 
old as wail. I have asked CMP to work with product on whether wa esn sateV shorten our PEPS.fSCCs 
enhanced KYC In create a more manaoeable and specific process for this prrxiJict category. 

Finally, wrt itie existing customer base, a tot of work has been done to analyse the risk profiles of the 
account hoidars. We have asked the Divisional Direebis to focus on the highest risk cases • 1,314 
customers (2.6%) artd then ihe highlsh risk cases 2.027 cases (4.1%). The good news Is Ihal 47k (93%) 
aw viewed as low risk. We have also deduplicafod each category against Hw Restauraclon processes - to 
avoid doing the same processes twice over. 

If we want ta achieve the best balance between customer service and risk-based PLD. I believe that we 
need to change the plan as follows:- 

implement sn agreed set of new product parameters and sppry ii'e PansoctionHitty' rules (u Uie xisiirig 
stock too - nb wilt be manual at first 

irrtplefTwnt a more streamlined ’enhartcod KYC* , have it countersigned, checked in Operations and 
tested by sampled checks (as we are doing with site visit reports) 

drop the enhanced kyc foi exisling low risk customers to ^lovr all our efforts to be focused or the higher 
risk cases 

While the last point sounds like a significant change, wUh the revised product specifications and the 
enhanced transactionaj rrtonttoring that wa rtew have, I believe it Is a balanced arid mors risk-aware 
proposel. 

if you brieve this Isa viable solution to the concerns expressed earlier, I would suggest that we work with 
OMO CMP end wHh LAM Audit to get there foedback and input before formally proposing as a revised 
plan. As we still have a rrionth arida half to go before ow deadline, I think that it is an opportune tirr^eto 
propose a revised plan. 

I also feel that the new product should go through the New Products Committee process. 

We will continue to work on the Items rrtentioned atfove. Also please be reassured that as far as everyone 
across teh bank is concerned today, the plan IS unchanged. Would weicorrte your thoughts. 


John 


Forwarded tw John R RgkJDALUHeMX^iaeC on O^IQfTdOd 06 OS p m. 

Luis PENA KEQEUHBMX/HSBC 31/DT/20O8 To Errtteorr ALONSO/HBMXrHSBC@HSBC, DbvM W J 
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BAGLEY/GMO/HSBC@HSBC 
— John R RENDALLMBM>0H3BC@HSBC. Maiion O 

ROACH/HOHOfHdBClSHSBC, MaBtww J W KINO/OOM INA 
<3HCVH<3HO/HSSC@HSBC. MicnaeiF 
C^OGHEGAN/HGHaiHSBC@HS8C. Richard E T 
BENNETT/HOTWHSeCei^SBC, Andy GeMT/HBMX/HSBC@HSBC, 
Oraham THOMSOM/HBMX/HSeC@HSBC. LeananJo 
ARANA/HAUXA^BRCggHSBC 

I IQWX-CAVMA^4 ACCOUNTS 


These type of DDA Csyrrian accounts were being opened, eftered and ad^rlised in Mexico (the benk 
was tin^ for this recently}. Mexican lew prohfofts Meidcan banks to olTer dollar denomlnateci deposits to 
Mexicans, wttti the exceptbn of residents In border zones. 

Starting this last Monday, we have cenceBed this service. We wWestabUsti a process cnh^ed due 
dAigence KYC for the 35,000 custorpers holdirtg USOS400 milikMi in DOA deposits in Cayman. We will 
divide these accounts amongst the 8 Divisjonal Directors. They KVC process will be coordinated by 
Compliance and wBI end by December 1 according. Alter this date we will cancel all the accounts that we 
were nc4 able K> compfole Ales on and wiH send cashiers checks to all the respective customers. 

For the future. Mexicans who wish to open a dollar dertominated accourM will undergo a referencing 
process, in virhich the accounts will be promoted artd opened by the bank’s staff !n a proper offshore book 
as we do In cur Premier ofTering. 

Wfo have an additional challenge because Cayman also holds CDs of Mexican customers. The amount 
there is U€D$1.1 bilikmfrom 59,&46 custorrwrs. Wte wilt tbnow the same enhanced KYC procedures, 
whith me same December 1 deadtne. 

Unfortunately we will likely lose sorne deposits as we do f>ol expect the KYC process to succeed 1 0O%. 
but we wHI offset a signlflcant cont.'o) and regutatscy risk. 

Regards. 

Luis Pefta 


David W J BAGLEY — 31/07/2008 10:34:58 a.m. — Richard We have been in discussions with 
HBMX CMP with regard to certain poccntiaHv suspicious transactions tdcotificd bv roul 


-rem: Otvld W J BAGLgYrOMOrHSBC 

To: Richard ETBeNNETT/HSSKiHSBCQHSeC 

Cc Michael F GEOGHESAN/HSHOAHSBCdHSBC. Errilson ALONSCVHBMK/HSBC®HS9C. Matthew J W 

KINO/GCM IMA OHOr'HOHQ/HSSCdHSBC. John R RENDALL/HBMXhtSeCiSHSeC. Luis PENA 
KEGajHSMX/HSSCiSHSSC 
Date: 3trD7/2008 1034 am. 

Subject: HSMX • CAYMAN ACCOUNTS 
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Richard 

we have been in diecuseions wim HBMX CMPwitfi ragart} to certain potentially suspicious transactions 
identified by routine transaction monitoring. Ttiifi inigal report has widened Into a more geraral issue as 
detailed betow. Whilst we continue to follow with HBMX, I thinK it is appropriate to provide en initiel 
report as follows; 

f am awaiting further details of (he suspicious activity idanttffed, but in brier it appears mat our CAMP 
monttoring systern Identifiad sloniRcant U3D rotnlttances being made by a number of customers to a US 
company alleged to have been involved In the supply of ^rcrsft to daigs cartsis. Appropriate reports have 
been (lied and have apparently enabled ^e authorities to identify significant related activity passing 
ttvough other bartks. This led to a review oftheway in which HBMX operates USD-denomfnated 
accounts through Its Cayman branch. 

HBMX holds a Category 8 banking licence irt Cayman which allows them to provide banking services 
anywhere other than to Cayman residents. 

The licence, inherited from Kt^, ellcws HBMX to provide usD-denomJnsted services to persons 
domiciled in Mexico. Mexican regulation apparently prohibits indMdual Mexicans (i.e. non-corporate) to 
hold USD-denomlnaled deposit accounts In Mexico. The branch curianDy holds UBO400m and 35,(X)0 
accounts. There is no physical presence in Cayman end eftoctlvaiy fiorit and back oflcs services are 
prov^dsd on lha ground in Maxicc. Afthcugh HBMJC were rcoenfly Sned USOSO.OOO, for the inappropriate 
promotion of these services in Mecca. I am advised foadCNBV are aware of the existence of the 
accounts and services and have raised no concerns. HBMX are however sensibly reviewing the position. 

I have also asked CMP to review whether there are any simlar operaUons in LATAM. 

There continues to be a real focus on the level of USO-denoninaied activity in Mexico by CNBV and 
other bodies, and (he extent of HCMX's actKfty in this area. This account base has to therefore be seen 
as high-risk Som an A.ML and reputattonsi pefspectlve. 

Apparently an audit carried out in 2006 of the Cayman braitch activities was rated as below standard and 
kjentitied significant KYC weaknesses. U wii be Important to ensure mat these accounts will be covered 
by the various account remedrstioii processes underway in HBUX . and as a priority area. As a precaution 
HBMX have issued hstnjctions that no new accounts be opened pending b review Of these activiUes. 
we are also checking whether any similar activities exiat in LATATA 

I win report further in due course, bat ihougtw it importarst to provtcs prelirntrsary reports. 

Regards 

David Bagiev 


Werrtn Q LeAASNGfQMOJHSac Get 08 2006 

15:17 Phone no, 7W 16207 

44 0 207 9916207 Mall Sbe: fl1S540 


To Ramon GARCIArHBMX/HSBC€lHSBC04 

TO Jexin F ROOT/OWtyHSSC^HSeC. Susan A WRIGKT/HGHatHSeC 

SutiJ* Pw; HBMX Cayrrwn Strategy 
cl 


Entity 


Ramon 

Adrian Crlsiani, Head of Wealth Management global^ has asked vjhether the rmai product proposkion 
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has been amended following the comments set out in my attached note. For the record he also opposes 
accepting cash deposits to Such accounts. He is keen lo ensure that business in Mexico lake account of 
compliance concerns but that the new product be launctisd soon. 

is there any chance that you can resporid or call me today? 

Many thanks, 

Warren Learning 

DEPUTV r£AD OF COMPCIANCE-GMO CMP | HSecHOLCMHOS PLCHS8H 
SCMtafia Squara. CanHy WNari. Lortdon,ei4 GHa.UnlM Kingoain 


Phon# 020 7991 S207 

Fas 030 7991 4719 

Erpsil warrgnteaminoffihsbc.eoin 


Forwarded by WaTcn G LE.A,MING/GMOrHSBC on 0e/ia-2006 15:12 


Warien 8 LEMlINQiGMOrHSBC Oct 03 2006 

17:33 Phone no. 796 16207 

44 0 207 6016307 .Uai! Sue: 612064 


TO Ramon QAfrctATHaMX/HSBC^iHSBCM 

ce OMa WJ 5AOL£Y/»tCXi11SBC@HSeC. John F 

ROCT/GMO/H3SC@'rtS3C. Susan A V*.t?IS!fr,'HGHQ,-HDDC@HS0C. 
Adrian CroSTIANI/GMaUSSCaMSSC 
Subja Cayman Strategy 


Entity 


Ramon, 


Further to our disajssicn last night, thank you tor the updated Caymsn Strategy. 

I eJsa had a discussion with Adrian Cristani this morning as to progress in both remediation of existing 
accounts and proposed strategy going forward and undertook to provide Mm with both a summary of our 
position and an update of progress (which the attached Strategy wUI provide). 

ftr this reason i attach a copy of recent correspondence that ) have had with yourself and John RendaK 
??? of our advice, 

Subtact to any commend that Susan may wish to make (she e out of the office today tut returns on 
Monday) it appears to me; 

The proposed strategy would siiil allow Indhriduals to deposit cash up to SIQ.OOD and tor corporates to 
deposit cash up to $100,CC0. Our advice as stated in memo of 26 Septertoerfo Maria Saiazar, to that 
no cash deposits should be accepted to such accotinis. 

Would you please clari^ that an existing customers wtp be validated against a blacklist which woutd 
Include all OFAC lists and WoddchecK If you use Sils In Mexico. 
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You wit recal! that Susan would iilte to ravtew the enhanced KYC 
questionnaire. 

ForCarporsts cuslcmars we should complete KYC on the undarlyinfl beneficiaries and accounts should 
also be screened against Wotr. 

In respect of the remediation exercise we would expect that eD red and amber accounts are frozen to 
prevent any transactions on those accounts until the erthanced KYC ts completed. 


I am happy to discuss if you have any questior>s 
Regards. 

'.'I'arre.h 


Ramon G ARCIA-- 03/I0/2QQ8 >4:3 1 :37 — Please find attached Enyiisb translation to a 
document with our Cayman strategy. 1 hope this iniormation gives vouniore light o 


Ramon OARCIA/HBeiX/HSBC^SBCOt Oct 
03 2006 14:31 Mail Size: 661333 


fg \Mkmn G l.EAMlNufGM04HSBC@HSBC, Susan A 

VVRIOHT/HCHQpnSBC©HsaC, John F ROOTiGMO/HSSCQHSBC 
cc 0»vidWJBAGL£YrGMCVHSeCl3lHS8C 
Subfa HBMX Ceyman Strslegy 
Cl 


Entity 


Please find eltached Enoiish translation to a document with our Caym^ StratosY- > intormstion 

gives you mere light on were are we on this topic. Regards. Ramon 

[attachment 'Grand Cayman Strategy Update 3.ppr deleted by Adrian CRiSTiANi/GMO/HSBC] 


Jshn 
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Point taken, wasn't thinking of the central Restauracion doc record keeping. 



Regards 

Warrei> 


HSSC HotdifiOS plc 

Registered Office; 8 Canada Square. London E14 5HQ. United W.ngdain 
Registered in England number 617937 


John R R5NDALL 

Original Message — 

rcen: John R BSNDAll. 
aontj 26709/2:08 *l!46 COT 
To: Hacren G LEAMIMG 
eubject: R«: Cayman Accounts 

Whet is reason for keeping kyc documents separate 7 My concern is that we win end up doing that nadly 
for good existing customers that are already well identified and viggar consequeniiai account closure 
problerre. Everything that we have been wodung towards wiO) Restauracion e for us to hSentiry customers 
property once. 


John 


Warren G LEAMING/GMQ/HSBCrgHSBC 


Warren Q LEAMINOfOMCWHSec^HSBC To Merta SALAZAR7^«UX/HSBC^^HSBC(M 
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2SIO&ZOCX lOflO a.m. 


ee John F ROOTyGMaHSBC®HSBC, Jehn R 
RENDAUXBMX/HSBCQHSBCM, Ramon 

GARClA'MSfciWHSSCaHSBC, Susan A 'AJRiGHT/HGHOMSaCeHSac. 
Wbrren GLEAMIN6/GMO/H5BC@HSBC, DsvkjWJ 
BAi^EY/V-iS^ianHSSC^HSBC 

R*; Cayman Accounts 
ct 


KYaria, 

In response to >«ijr proposals we note: 

Not only shouM lha information from the HBMX ao:ounls and Caynnan Branch accounts be separated but 
in addlbon it should be made clear that the account opsningiKYC tdocumentaiicn shouU be also held 
separately. You should confirm whether there is any Cayman legal requlreir^hl forR be held in Cayman 
or arrsngomenls made for it be made evallable to the Cayman authorities, l understand that John Root 
has been giving advice in this area so that if you have not received any advice from Cayman may be able 
toass^. 

Susan WTHiW ha keen to raviow tha nnhaocAd KYC quastiortnaim. 

We assume that the validation of prospective customers ag^nst biackitst would incfude all DFAC lists. 
Could you please advise what the blacklists Include. 

It is our recommendaScn that no cash deposits should be accspted to such accounts. 

We agree thet accounts should only be opened for existing HBMX customers who have held accounts lor 
six monltrs. 

I would be happy to discuss further. 

Regards. 


tAftrran 


Maria SALAZAR-- 18/09/2008 20:40:S8~» Warren and Susan. In order lo continue openiny 
USD Cayman accoupts as requested bv product area, wfe would be grateful if voa c 


Marta SALAZAfVHBMK/HSBC^SaCM Sep To 

16 20(1^ 20:40 Mali Size: 


VVarreit OLEAMiNO/GMOrH^C®HSaC, Susan A 

VtftiSirTAtGi iOl l^SC^HSac 

Jchn F ROOTrGMCVKSBC^HSBC, John R 

R&NOAt.UHBM>Cn-(9BC@HSBCM. Rvrxpn 

GARCIAAHBMX/HSeCSMSBC 
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Cayman Accounts 
ct 


Cntify 


Warren and Susan, 

in order to continue openins USD Cayman accounts as requested Dy product area, we wouM be grateful 
if you could give us ar> opinion on the actlort plan im^^mented in Hl^)c regarding mese accounts. 


The mair> issuas regardiir^j these account are ttie tollowir^: 

Mexican regulations set out that USD accounts can be opened only hi border zones, in order to olter USD 
account across the country. HBMX opened a branch bcated in Gran Cayman in 1960. 
in JULOa CAMP monitoring system identifiad signilicani USD remittancas made by a numb« ol 
customara loa UScciTpany a'isged'y involved In supplying alrcraMS tc drugs csrtais. SARs have boon 
filed with ^ authorities. 

On 28JUL08 the openiro of USD DOAs and CDAs locaied in cayman was suspended and a review of 
the process followed by HBMX to operate USD accounts through Its Cayman branch was commenced. 

On 31 JULOd HBMX CEO instructed that all customers with USD accounts located in Cayman branch 
should have a complete Identificallort file and on enhanced KVC by 01 DECOS. The customers were 
classified (n order to establish priorities to complete these achons consideflng customers' transactional 
acttvrty as follows: 

CAYMAN ACCOUNTS 


a m f .-I -r «»<- ^-r w ■ " > " *■ . " *■ 

» ’ll #r |h S St li *»■ * Jfi p a V •«"» jf J s- 

'■ w' nr te luy i®' ► m » *i» " ' -it 

IH. f H: rm! If '1^ !!i^. W P I’..."'? W If IP P* lil -U l!ih % il In' 

WonnatiAM m* aoMiMS vivvgn OiMi 

Customers were oiaseined according to traffic tights consuoring ineir transaeiiona) activity as follows: 


RED SSC status, blacldisted people and customers wisi one or mere repcns to the authority 

(SARs). 

AMBER Customers alerted by CAMP system without 

WHITE Customers who are not included in the two above cetegories. 


Lh ^ ■ sj : . V - *■ * _ _ _ _ 

iiasal-a.'a^'^is - ■i-.s - ■ j-^lEbirnC 

..r ku 

Sr-“ 

B9 itr-TBrc;^ ‘;.z.ass stm vn s* Rt r: frruiV.iRf^ *jvrrjr.nr'r?r;!t 


Redacted Material 

Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8875828 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00677 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 


1772 


pnjduct ar«a in order to continue offering these accounts, they wiH t>e imptemented Ir^ two stages; 

• All new customers should fill in an enharwed KYC Questionnaire: In case the RM does not complete 
KYC tbTwiy, the account will be cancelled. 

- Vaiidatiofi cf prospect customers against blackSsts. 

- Cayman accounts can be opened only by customers wfth 6-month old MXN Account. 

• Individuals can open only one account irt USD eilfier in Cayman branch or tn HBMX. 

-A maximum cash deposit amount was set as follows; 

USD 10.000 for individuals 
USD 100.000 for companies 

- A commission for cash deposits will be paid by customers. 

We axpect the above Infotmallon Is useful tbr you to give an o^nlon, so that product area can continue 
offering these eccounts. 

Thank you in advance and regards. 


fllana del Consueio Salazar 

SubdlredorConpllsne* |H5BC Mexico, S.A 

P»MOO»U Rtfarma 347. Pao S, Col. Cutitfiemoc. MxlcoO.F., C.P. OSSOO 


Phans. i$2SS)57 31 M42 

Fa». !52«)57 21 S7 66 

Emsil. Maria.SA l.AZ ARahs b e.eaf rL.mil 
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ComptlanceB FAQ's. GCL Q7D049 
Sanctiowa aoalnst Iran 


qi 

Oo«s th* OCL apply to Iran nationals residing outside of {ran. In respect of ttietr 
bank accounts outside Iran? 

A 

No. Only in respect of oayments made to Iran whicii should be in accordance 
with the GCU 

02 

Can we continue to have Iran residents as custonieret 

A 

Yes. We are rtot encouraging ^Mng on new customers, however, so long as we 
are comfortable with the KYC arul comply with QCL in the respect of payments 
in and out of Iran there Is no lequlrement to close non-USD accounts. Alt USD 
accounts for Iranian Residants must be cloaed as soon as possible subject to 
the local provisions relating to glviitg of notice. 

03 

Where a aubaidlary of an tmntan Sank <a based and registered overseas 
(outside Iran) would restrictions apply to that entity? 

A 

Yes. The rastrfotjone apply to all subsidiaries of Iranian Bartks. 

04 

Does the QCL apply to International Banks that have branches in Iran? 

A 

Yss. it applias to all Banks operating outside Iran. 

05 

if a non<trade customer wants to send or receive noit-USD to or from Iran can 
they do so? 

A 

They can do so as long as tt Is not USD, however, it will of course become very 
ditflcuft to do so as we will not maintain any relationships direct with Iran Banks 
and any such paymants wUI naed to be diracted to or racelved from other Banks 
who have eofrespondant ratatlon^ips with Iranian Banks. 

Thera should be no trade transactions in aecordancs with the trade guidelines 
available on the QHQCMP Intrartet. Only trade transactions for which our 
customer has a llcenos or are under tha control account as set out In the 
Compliance Guidance on the Group Compilaree intranet wKi beperttiHiM. 
Following SONOVO? when all SWIFT BKE's are closed paymants can be sent to 
or received from Iran for customers via a third party bank however, such 
payments will be caught by Wolf fitters and will be investigated to ensure that 
the Relationship Marugersarecomfonable that they are not trade transactions 
for good that can be categorised as dual use. 

OS 

Will <Ho be closing the HSBC Iran representative office? 

A 

No. The repraseniatlva office In Iran will continue to operate in order to maintain 
a line of communication with Bank! Markezl (Iran’s Central Bank) and to support 
the Group’s existing business. 

07 

What Is tfw Trade Control Accourtt? 


«<AU;ro PAii! 
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A 

Th« 0 nry •xMption to tho prohibition of trad* wKh Iran is for existing customers 
exporting food, medicine or goods for which b specific govemmenta! licence 
has been issued. A control fecill^ has been established to continue to support 
(his humanitarian trade through OTS, it is thought a customer fafls within this 
very llmtted exception the Reiationehip Maruger should contact their Regional 
CMP and Regional HTV. 

QB 

The GCL refers toalt serial paymsms being used for all payments from Iranian 
Banks untii the BKE’s sne closed. Whet happene when we are advised that is r>ot 
possible tor^esitohMTlQS payments? ^ ^ 

A 

if exceptionally an Iranian bank approaches us for dispensation to continue 
using MT202'3 for bank to bank paymanta and providaa good reasons for doing 
so (e.g. systsme constraints] we wRI consider these requests on merit. Such 
reciuests should be directed to the relevant Fto team. We have already had two 
requests from Saderat Bank pfc and Persia Intematienel Bank requesting 
diapaneatlon for thair business «^h HSBC bank Pie and these have been 
granted. 

09 

Dees the GCL apply to paper transactions. >.a. drafts artd cheques to and from' 
Iran? J 

A 

Absolutely, business must ensurethat there are measures in place to monitor 
such transactions. 

QIQ 

Does the GCL apply or restrict trade paymente to or from customers under 
existing legal obligations? 

A 

No, so long as such payments am not for duel purpose use and there Is a legal 
obligation {as distinct from a request) to make the payments that may have been 
made. 

Oil 

What does r* 0 w tMisiness mean in the OCL7 

A 

New businesB relates to new retatlene and new accounts, wire transfers are 
permitted in accordance with the guidance i.e. for indMduals for non-dual 
purpose goods but net for trade unless Its through the control account 

012 

Can wa continue to be parto! local clearing systems ofwitleh Iran may be 
members? 

A 

You may continue to be part of local clearing systems (nonAJSD) as long as 
payments are not for dual use goods. 

013 

We areedxdsed that the Iraplementstlon of the GCL C7Q049 In our country could 
be discriminatory, what Is the Benks position? 

A 

Whilst we would never endorse a breach of a local law in general the GCL 
applies to Iranian entities in Iran and not in local countries so the OCL may weit 
not breach local law in local countries. The GCL reflects Group policy on a 

Global basis and as such we need to achfe'.'e as tnuch consistency os possible 
and to reflect the rest of the Group in not applying the sanetiMis. Dispensation 
will only be granted wtvera implementing the GCL would cause a specific breach 
of law. 
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Q14 Does tha closures of accounts and SWIFT arrangemants menUoimd in GCL. 
070049 afso appfy to branches and subsidiaries of Iranian Banks iocatsd in 
cities outside Iran. Do these messutes aiso extend to branches and 
subsidiaries of foreign banks operating within Iran? 

A Yes 


«AL-ro HA'nt» 
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Iranian portfolio 


PEF has provided hKiltties 
to a number of Export 
Credit Agency (“ECA") 
supported loan to lrar\ian 
Banks 


• PEF has 10 Export Credit Agency (“ECA”) supported loans to various 
Iranian banks; including Tejarat, Melli andCaIja 

• HSBC’s lending equates to USD239 million of which USD9.8 million is 
uncovered exposure. 


• Loans were medium teims and have between 7-9 years until maturity. Loans 
all being repaid on time. 


PEF has aiso a significant 
portfolio of loans 
outstanding to NPC.... 


» PEF has a very close relationship with me 

of Iran (CIB name) and has provided in excess of 20 loans to this 

entity. 


• The facilities are supported by each of the major ECAs, with the longest 
maturities up to 10 years. 
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Loans to Iranian banks 


PEF h«6 provfdstf a number 
ot EGA supported loanlo 
Iranian Bunks 


• Bank Tejarat: 

- 1 direct loan provided by HBEU 

- 4 sub-participations (3 HBEU and 1 HBME) in loans provided by other international 
batiks. 

USD153 million in total {USD6.3 million of exposure) 

- USD and EUR. 

• Bank Melli: 

I sub-participation in a loan provided by another intemacionai bank (through HBFR), 
USD7.7 million (USDO.-I million of exposure 
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Loans to Iranian banks 


Other interaclion with 
Iranian banks. 


• Bank Saderat pic (UK) had taken a USD denominated sub-participation in 
one of our loan facilities. Bank Saderat has been removed from this facility 
following the extension of the OF AC sanctions. 
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• Bank Saderat pic still retains a EUR denominated sub-participation in one of 
our loans. 

• Bank Melli pic (UK) still retains a EUR denominated participation and a 
EUR denoraiiiated sub-piulicipation in two loans provide by PEF. 

• No other issues with Saderat or Sepah to report. 


• Signific ant issues will arise if the US takes further action against Melli, 
I Jor Tejarat. 
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Loans to National Petrochemical Company 


PEF has a targe portfolio of 
loans outstanding to NPC 


• P£F has arranged and booked in excess of 20 individual loans J-Hth 
the support of each of the major EGAs. 


• The loans are booked in a number of Group entities (ie London, Tokyo, 
Madrid, Paris, Seoul and Dubai}. 


• Loans are provide in USD, EUR, GBP and .IPY, 


♦ Maximum maturities on some facilities are in excess of 10 years. 


• Loans provided directly to NPC on a “clean risk” or on a “structured finance” 
basis. 
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NPC “ Structured financings 


PEF is lisgally obligated to 
manage a series of escrow 
accounts owned by (he 
MPC 


• The “stniclTired financings” that HSBC has arranged operate in the following 
manner: 


► PEF London or Trinkaus (Germany) hold a series of escrow accou i^ in th e 
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Iranian payments 


The portfolio of loans gives 
riso to a number of 
payments that need to be 
made or received by HSBC 


1. Disbursements underthe existing loans: 

- PEF is Inquired to make payments under the loan facilities to the intemadoaal contractors 
constnictiogdie mideriyiQg projects. 

- Fuads in USD. EUR. GBP and JPY. 

- Payment; Funds transfeircd from HSBC Telepath suspense account to tlie interaatioaa! 
contractors. 
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Iranian payments 


PUP and Trinkauft are 
legally obiigeited to make a 
sen'ea of paymenta in 
relation to the “Stmctursd 
Finandnga" 


The adminisii*ation of the escrow 
3 give 


accounts that PEF London and Trinkaus hold for 
rise to situation where we are required to make a 


number of payments: 


Escrow accounts arc held in USD, EUR and JPY, 


- Funds arc paid into (he accounts by inlsraatioiiiat petTwhemica! off takers (USD, EUR and JPY). 

- PEF London and Trinkaus arc required to transfer balances between difference sub-accounts at 
certain times during the year. These are intema] transfers. 

V/e are sometimes required to convert balances from EUR to USD (and vice versa). 

The escrows tire debited twice a year to make repayments of debt service. Funds are transferred 
from ibe escrows to PEP / rrinkaus' clearing accounts and payments are then made to syndicate 
members. 


Suipius funds in the accounts arc rerunicd ti The accounts are debited, funds 

tnmsferred to oui‘ clearing accounts and then disbursed to p nominated bank accounts. 
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From: Wamn Q LEAMING 
S«nt: Wed May 30 1 1 :40;1 1 2007 
To; John r ROOT 

Sublet: Pw: Oeskteq) survey - AML precticee In HBCR 
importance: Normal 

Attachments: lmage_0.g(f; image_1.gff; lrrB9e_2.9lf; lmage_3.gif: Doc Unk.fitm; Aciton Plan NOV06.doc; 
MLD MAY07.doc; ReportBusinessUnks.doc; Situation MLPjrlS 


You do not appear to have been copied on this. You may wish to by to get a copy of the document that 
was attached to Graham Ts note and which ha& been dalaiad 

We can discufis when you have digested K 

Thanks 

vVarren Learning 

□ EPurr HEAD OF COMPUANC6-<3HQ CMP 
e CmnadaSquara. Cwwry VWitrf. London. EH 5HO. UMM Kingdom 



> Ferwardod by Warren G LEAMING/HGHOHS8C on 3CUOS/3007 1 1:38 - 


Rarrum GARCtArHBMKAISaC HBMX 2aAiSr2CH>7 
23:5t Mail Stie: 13Q4719 


To Graham THOMSDht/HBMX.'HSBCSHSBG 

^ Graham MACMAUGHTDNrHBM>dTlS&C9HS8C. Alan 

GRtEVE/HBPAhHSBC$H99C. ■pre«»*n9b«ni»tmo.c»m, 
adur>can®ur«x.com, pBul.9ticklandOParKobga.com, 
petenM mentfo't^baftcoaaJ.com, Wanen G 
LeAMtNiAA^GHQWBeCiaHBBC, Gerwdo 
VELASCOhIBMX/HSeCigHSdC. Laura 
YESMTHBMXMSBCeHSSC 
R»;Oasnopsuirvey-AlViLpracttoesinHBCR 


Eidlty HSBC Holdings pic - HGI4Q 
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Graham T, 

Theae is sues have already approached by Compliance. Vie have elaborated an Action Plan 




for She ^plemantstion cf i^oup standards in the rogfor . The Plan was explained to 
AQO$ in January and the deadlines to compty with Hs reeuiremenls have already been provided, that is 
why Costa Rica has answered you that She COH gap analysis will be ready by June. 

iWI 

On the other hand, wa have complete a review on MLD controls in the region, this 

document you wii! be able to observe which rrwnitofing systems exist, if an sutomabc report is' subrr^d 
to the Regulator, the status of MLO Committees and OFAC monttoitng. We are also ptenning to pedbrm 
reviews over the advance in the Action Plan IrrtplemenlaUoo and afunctional compliance review must be 
carried out to all ACOa by 1 009. 

relationship ht region with North Korea, Cuba end Myramar Is explained in this report 


I would strongly recommend to the COOs to provide fully support on ACC6 In their duty to IrTV’l^ncnt the 
Acbon Plan, which we consider H covers (he most Imporiant compliance issues that must be In place. Ws 
granted 2007 to achieve the AcUon Plan goab, however, we are subject to systems developments in hie 
r^ton to achieve total intagratlcn. As an exan^s, CAMP. Gnoup Kfi-0 system will not be in place during 

2007 since HOGAN system must be in olaca fitsL We ara currentiy using Banistmo ^tams ^ASSIST and 

■ 

MONITOR) this prelirrtnary file contains some other detaUs over MLD controls t.j'i.v • 


Regards. 


Ramon 


Graham THOMSON/HBMX/HSBC 


Oraham THOMSON/MBMXTHSBC 28105/2007 
07;M pm. 


Tu *0wr)can, David* <ddununQban«x,cern> 
ee Ramon. GARClAQhsbc.com.rm^HSBC 
Subje Ra;QasKtepsiirvay-AMLpracuc»slnHBCR 
et 


DavU 

n^ny thanKs forth© response; end thanta for dosing the gep on OFAC application to IRMs and QRMs. 1 

am surprised that this had not been picked up earfsr by H8MX/HBPA QMP- 
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Once my analysis oflhe deiaiiad reply has been corr^isied, i shall revert in the event ! require any hjrther 
clarification. 

Regards 

Graham Thomson 

Head of Group Audit Latin America & the CarStbeatt 
Tel (52) 55 5721 6236 


DunCatt, Davlif' <ddurKa<Mgbanex.oofn> 
^AJ5r2007 06:52 p.m. 


To 


cc 

SbDia 

ci 


<Gf3hafti.THOMSON®hJb= co'n.rT*> 


Desktop survey ' AML precHces in HBCR 


Graham, 

I attach a word Ale with the responses to your swvey questions. They are in 5panl3,h but presumably this 
is not a problem fcr you. 

By way of adSlional cemmerttary : 

Point 1 ; the decision to change the reporting parameters to cumulative USD 25k per month was at my 

suggestion and ratified by the Compliance commlQee meattr^ or> 10/5707 

Point 7; whilst no alerts were raised to the Superintendent in 1007, one case was sent in April 07. 

Point 12: the Cuban customers were already pari of an invesltgation foltowtng enquiry from H5M)(/HBPA. 
We tdentlfied 156 accounts but In a(l but 32 cases the customers were now naturalist according to our 
records ano were not transacting business with prohibiied countries. We believe it probable that the 
majortty of the 32 cases wiu isit into e simn^* situation but as yet we do not have the documentary proof 
which our Legal dept Is seeking Tom the Irnmigration auihchties. 

Point 13; there is a stgnlllcani gap here with HSBC standards in that neither inward nor outward 
remittances have been subject to en OFAC analysis in the manner required i.e. even the monthly process 
which Is run could miss prohibited activity. I have instfvcted our Compliance Officer to liaise with our 
Intemabonal (fbreK) area to introduce appropriate measures as soon as possible and confirm to me by 
30/6/07 at the latest that H8CR is fijily compHani. 

Please revert if you reed further ciartflcetion. 

Regards 

DSD 

Earutdo d: iunci. 28 rtuyo dc 2007 17:26 
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Para: Duncan. David 

AsHeto; iDfotme para Graham Thompson 

Don David: Adjunto el documenm con las observactonss seAaladas, ssljdos 
«Qraham TTiCHTTson.dQC» [attachment 'Graham Thornson.dcx:* delated by Ramon 
GARCiA/KGMX/HSdC] 
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INFORMATION REQUESTED IN CONNECTION WTTHs (NORTH KOREA, 
CUaA, AND MYANMAR) 

1. of f&c unit Ctyrr^nf bmineas ncuviiies conlribiiRnj to revenues 

from the county, together wMt a 4cKrl|i<l<in of (he busmsn and cootacts 
eemtribBtiiii to thcM rerenua:*. TKb should include, hut nd be UmUed (o, detalk of 
The entitles end projects to which you hove provided ft»encl»(. 

HBMX - Me:dw 

Vi’t wuv notified that there are relationships with Cuban and KorlTi Koreau ciistBrnoa. 
MLD requesUd the cancelation of their accountt. and followred ai! the process until 
such accounts dstoininaied in USD were eviceiled. Aa of today, we have found lOS 
Nordi Kareait costeman ivith beiancet of USIXI.lIKieand 1,36S Cuban cuftomersuith 
halaivses m the acnouTit of ITSDIO.llMn. Tlaase nnie iha (he prinetpai is denotn mated 
inMXP. 

Pkese find balovr sit u{idsl«d list of relationships with Cuban sad No:4i Korean 
citizens: 

Total aomber of castomen b; jvrtsdktlofv {flfwea In VSD) 


JURISDICTION 

CastowerTypr 

/cunenev 

No. 

CHstomara 

No. 

Acooimta 

UND 

Balanm 

NAtdh Korea 


IM 

»?4 

3.1I9.tO&.26 


MXF 

Bc& MTvP and 

V2 

137 

697.«H.b4 


USD 

7 

28 

2.374,988.17 


USD 

9 

9 

46,507J2S 

Ceba 


i3«S 

24dS 

10,215.770.14 


hIXP 

Roth blXP and 

12M 

2249 

8.900,194.29 


USD 

«l 

194 

966.656.77 


USD 

2i 

22 

348.9I9.07 

Total 


1.47« 

2.d42 

13.334,S70.40 


Balanera u ofl lh<AY07 


Note; the above figures have been sen! to bisiness wirU so that they will verify the 
natiortality of tite above relationships, and so u lo oonfinn their mi^tory status smee 
w« have delecied tiiHt soine of lliem have been (uturalised at Mesican citizats. 
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a Redacted by the Pemaneat 
SabcomnitUe on investigations 


HSBCO 


{{BPA- Panama 

HSBC DiuJc fanvhs 9.A. doct oot haw reladotubi^ widi eiuionten of the 
aToremendamd nvicoab'tie*. 

BantKmo Penanw ha$ th« foltownj mUtioiulupi with Cuban cutKnaK who reside in 
{^luuaa: 

OcpcsUAcwnmtswlIttidaReciQruSO IS9K 
Cr^ Cards wittt Oalaaces of USD 39K 
Mongaecs In tbe KROUiR of U3D245K 

The BKounts arCubao nskicuJs an oKpoaed to be esAcetted m 30JIIN07. 

Credit Cafih orBaoiitnw PtnuoQ that an ontboriaed to p ro o e w !ran»Bctiot» in Chiho 
an expofted to he etittefled on SCJULd?. 

HBPE* Pent 


UBFE does not have any reialiandiipi eillier witlt (bo riiove jmUdktIonL Vaiil:s nor 
^venunente. 


HBCO>Coloi9d>la 
There it one nietionriiip with! 


I. Ib notn vontastiora ore relaieit to 
I tw it does not have losas with Bw baok. (Ttoy 
neitber auko (ntMTere la Cobs oor receive remilUftoei. Thair deposHi are denaminaied 
in local ciBsewey). There is aa scewatt dexuniiMled in tecat cutrency with a bilasca of 


naHH-nowhma 

Tbeie is one bnsincst relaiomhip with They maintain a uvinss 

Dccaunt deewminated in USD ihal w« upened on 2d--Dcc-02 with a balaiwc a» of 
3IMAY In (lie amount of t.'SD93K. The trwissetions earoouted by them are es>h 
depestia. cadi wi(l*dnr»<U tha se CEchanged into local enrency fer||^IHB^H 


tn addition, tbere a oat eo mat a cial relaienebjp with 44 Od>3ti catiCMli with the 
foHowtos balances! 

Accounts denomtniiledtaUSU: USU211K 

Aeeeunt* denominsted ia local Ct u r ati cy (Uanpiru}; USD 23K 

H0CR-Co«a Rica 

There ti one comaacial relicioofMp u^ib 32 Cuhat customera who lave tStremu 
savjnsi end debit acoovotsdcDaniintfed tnUSO wKh bBlMicetofUSDll.dK aod credit 
cords with bolonoas to the ainoantofUSD 5.$K. 
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HSBC^ 

I]BS>'-EISBKftdk>r 

H)«re is cn< relationship tvith a Cuban national (A savings account ilertoniiriateil in 
local currency -Coion salvadorcno- with a balance oTl S033.il.) 

HDNi — Nicaragua 

Nicai'agua does noi e.^ccuie has not executed tratuactions with Cuban, Korth Koreau. 
or Myanmar p.stionaiB • aititses. 

nolnnaa 

Babiunu r^porte that itd««ss not hav-canyreUtioiislMptsE^ Cuban ndionals. 

U. Aitr Bcw devclopmsits or hitare auttldpnled busiw^s nctfvitiei Rtaled to. »r 
cnntacb with, the cmintilee IlKed. 

lor the entire reginn. ail nccestary erraneoments have been mitdc to cancel ait btitinen 
retationships with the above jurtsdicisoiis. either in relation lo acouuttt denoinhutfetl in 
USD or oommerciAl reiatimships with such juriwlicbaus. There are uot new bitsineta 
relotioiuhips to be Opened witli the above juriadtciion. 

IIL A description of direct oriitdii'ccl (outsets with the eovenamenb of the named 
coontries and with htdlvidoab or entitle* affUloted with or centroOed by tlMwa 
gvvenunenU, and tttc Me* mode by ihote parties of fund* I'ceeivcd bi tbe lelalcd 
trsnssetiofs. 

For the entire region, foiTnai rolaijonsftipt ntaiatainod with such junsdictions arc with 
the eDibassies, at shcFw.-n in section 1 hereof. 

m QaantiEcatinn for each of 2003. 2004, 1005 aod lOM of: 

(a) rei’Miuos fhun dteeountry; 

(h) profltahlSty of (he catmtTy (pleaie advise ai^ signlAtaM critmatciused 
ill aDoeating co*ts)i atul 
(e) total osaet* in the cotmtiy. 

No avtibbio infonrnatkin. 

V. OctBila as to wheti^r the »ctfv|tien identifled are subjeef to cestomer 
ceoAdentlaMy. 

Far The mUire region, confidentiality reatrietions are applicable and infonuolion ntay uot 
be pn'tded unkss it is requested bytheragulstor. 
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BRANCH AUMT REPORT 
HBMX 

SFECIAL KEVIEW OK RESTORATION PROJECr 
GROliP INTERNAL AUDIT 
NOVEMBER 2uC8 


REPORT No: GAQ OSOOff! 


ITih rirpoH lifilt Ike exdmh-e irse and hutwfedge pf ihp Manpgentenl, Aadi! and CrmpUqncs. CPmiitftnei, «rt 
n-eU as within iheHSBC Croup, and shaQnot btuaeU^pn^’o^er person to the ones speci/kn/^- motioned. 
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GAQ Branch Audit Report 

H8MX- review OT Restoration Prt^t 

Movember 2003 ■•' ..-■ . . - ' " . ■ " 

INDEX 

CONTENTS PACE 

I. EXECUTIVE SUMMARY i 

].i Conclusion 1 

' 1.2 Entity Dcscripticm , 2 

' L3 Sccpc ■ , ' 3 

3.4 Objectives 4 

1.5 Responsibility for clearing Tbc rqporl 4 

1.6 Surainaiy of Higli Risk Mattcij 4 


fTia nifiori i* for Iht crefuwwe w.w and knowleitge of the Managemerrt, Auifit am! Ctwpflanee. Co»bow'W«> « 
wt.B Of within ihe US3C Gfettp, end sbali net be mei bynnx'oSMerpenoH to tin cnei tpteificaUy meniioned. 
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6AQ Branch Audit Report 

HEM1X- Speetai Review ot Restoration Project 

?Joveraiber 2C0fi 


I. EXECUTiVESUMMARV 

l.t Cotsetastoa 

Tao aiiditcrs have assessed the total risk grade of the RextaiiracioJi Proj‘Xt Phase I cs 
Amber. Appertdu 3 coiitains the asscssaiciit of each of the 7 sub-prcjccts selected for 
revfc?.-', £s wcJ! as oyerall prcicct msnj^cmcaL 

Despire it is acknowledged the Resfauracidn (Resioratioo) project started from ilie iseed to . 
urgeotly attend concerns raised by locai autfaondes io regards to KYC and quality issues 
and that a number of processes have matured since tl>cn, the auditors identified major 
wejjkiicsses that may hinder rcgulntwy compliance and actiievemcnf of project goals, 
including, inter alia: 

» The idetitificstion, categorisation and Dies integration processes of high risK customers 
and PEPs need to be strengthcBed. For Phase JI of the project, when dctiriTig the 
accounts dstabesc to work cm. there shouid be criteria in place to justify the databosc 
selection made, and adequate ncconciliadon processes. 

• Whilst the sysretric contttrf to idenri^- cnsroniers engaged io high risk types of 
busihsss is assessed, CMP should conduct periodic reviews of the accounts database to 
confirrn all customers under such caicgorics had been properly categorised in the 
system. 

• Tlic accouniabilitj' to coinplcic visit reports should he reviewed, considering they 
should be prepared on ihe basis of customer risk levels to confirm they contain reliable 
infonnation. 

• The integration process of old account files for Phase II, where the volume of files to 
remediate will increase, needs to be streamlined. The progress made in phase I for 
PEPs and customers with casli deposits abm^e USD lOOk was fisund to be slow, where 
these two concepts reponed imcgraiion pciccncages of 34% and 22% wiihin a period 
of 8 months despite account cancellation actions have been taken. 

• The impset of account canceMarion on the business, customers and costs should be 
analysed against Ihv risks that have been miogated and aceq>ttHl, »s this will allow 
having adequate balance between control and bitsiness, psiiicuUrly where 
canccllatiotis may be attributable to tnicmal errors ratber than to the ctuiomers. 

• Otw stmteg>’ for the integration of old account Hies based oo the expected changes in 
the regulation needs to be designed and approved, to anricipate the impacts on vdutne, 
efforts and resources required in Phase II. 

In femis of project raanagauent and considering Phase ll is ongoing, key issues are as , 
follows: 

• project management should be strengthened and tMOrpomte contryl activiaes included 
in HSBC standards through a Project wanagcnien! office and the use of tools and 
techniques to support the decision-making process. 

• Resource capabiiidcs should be analysed based oc tlic scope and objectives of the 

Thh rtpuH i* Ji* ifitt «$«■ u»tl i»vtrfei/ge uj iht vnii Cvmffliufivt, 

wg/f as nvffiin (he HS/IC (imup, eed sAe/t rurf he tuadAyan’’ !?r<wr (!• (he /taeir ^ea/iaafly Menti^nKt. 

I 
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GAQ Sfanch AucSt Report 

HBMX- Spsciaf R«view Of Restoration Project 

NoveiFibarSOOS _ _ , . - ’ 

project, lo diaicnsicpn fte staff, time and budge! that ars necessary to achieve the goals. 

. There were no repeat recoromendarions. 

The auditors wish to thank the Maoagcmcnc and stafl of HBMX Compliance. Channels & 
Disthburion, Operotiiais aud OPSCO for their assistance and cooperation dunng the course 
: of the audit. 



* Growing pressure from Mexican regulators re K'i'C issues. 

» Failure to pnoritise MLD ond Compliat'cc issues in HBMX. 

* ExislOiiCc urucccntiauscdKYC processes. 

* The regulalory requirement toiemediate 2 million of cumulative files. 

2 . The control and custody of customer files lied with dw more than 1,300 branches, i;e; 
these were not ceuira!i.=ied, which impeded ensuring adequate files integration and 

quality. 

b. Failure to reconcile new accounts input to die system vs. accounts with a file 
integrated at the branch. 

c. . Identiflcarion-monitoring of PEPs andhi^ risk cusicaners. 

d. No follow-up WES given TO the intcgiatimiofmdaccoimi files. 

c. PcnjrlevelsuruitejJtiaiioDofocwaccouuis Based on Intenial Audit rea'iews, 

f. Thao wes no .xliabtc management iiitbrmaHo.n that showed die aciutil position of files 
Integra ti 00 . 

g. Puere uas no identification, mrstircrins or caicgiirisatijm of high risk customers, 
including customers who make high amount USD deposits. 

In light of rhe above, efforts were mainly oriented to restoring the credibility before the 
authorities, from theot the petyect was divided into 10 sub-projects: 


Seli^ititect ObifctWe 

ittruciurtand siat’ii^ Assess adequacy of stalling Levds and stuitr to address the 

uttoniies hiidiiigtiied l?y itie auttanty. 

3.- D^lwrced lohow-ap of high risk a) Define a process lo tdentify. keep lip to date, jad ntoniior Idjili 
cu.sicnKf l<Wi risk custonwrs to nisure ceauiaiofv coinplijiice. 

I b) The process to tdrniifv high risk cusiouscr siiouid include tlK.se 1 
Thtf repon b Jar ihr i!x<Iiish't siv arid kitvt^edgr cj iMe Maf>«pcjnr<rr, and Campfiance- Commitffts, us 

H'eU as within the HSHC Klntnp, and shod tna ha nsed hy any- otbar yarson tntheonss specffiaiify mantinneri. 


Redacted Material 
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GAG Bt'ai>Cn Audit Repori 
HSMX- Specisl Re\'je'.v Of ReatersJien Prcjwt 


November 2008 



custepmeis with l«gh snotsM USD dcpnsiis and ihc corrcsponciine 
traoches 


i.' Optsnused f?tlo«-tip sf 
Fcguiatoiy sodas ard visa repons 
by CNBV 

In^onail a iKocedurc to ei&ure fo<fow-up aitd impiemeration of 
iccorDineDdaiions in CKBV reports. 


4.~ ReuEiediaiioii of old acc<HB3 files 
pfPCP cusJCinKn. 

8l Ascerlab) the totaliiy of old accouni files ef Pf^P cusioiners and 
itcsigii OHC Hiac^ fiji fffct irucBfation tiasaf on tlw risk iIk loiaiiiy 
of PEP customers rejrcesenis and the docunisntalion mUsiiag in sath 
flic. 

bl Devdop a BaU |Mw«duie to identify PEP customers and enswe 
proper traesnnsoft of i5?wr sccoiait Ciss. 

: 

5.- Rcrncdisiion siratcgies tit 
improve ilie fiiulily nfooivreP oM 
accKim files. 

DefuK inechanisRis k< rensdiaTc rite loislhy of old acconru files on 
the basis of cusKMier lisk tnels. 


!).■ SiraigJhcn C.AivrF* elcn 
pfm-eaunrs. 

SuB^ilcn KBMX irioniioriiig systems, pitniciiiarfy in n:garcis to 
USD deposits, uiu coRstucr tfK icnsibilify to reduce CAMP oktts 
ihrousKa ilheriin; twnccss 

. 

7.- Digualisaiion and ccittralis.'itioB 
ofK-YC nies 

imj^emem one jrrocedtmr to ensure DDA aisd investmem wccnuti 
Tdes are imeerated, aod tepon any omissions for correction. 

■ 

H.- KYC ^uaiiiy assursuKctQA) 

iitiplenteiit a process tc ncurt KYC policies and {xocedures are 
applied 30 cusiOQic-ri, and ki’ipioneni a procedure to idcitilfy arid 
.'yect, if oppfcpriaie. tlwse tfansocticiis that niay repressrr, 3 Isifji 
nd. fe: HSeC 

: j CNBV Ituers 

ProvidB tinteiv and DroiTuM resoouse to resulaiotv leiiets 


10.- Lessons leans / lutpreved 
access to BauL’s imisaakiittil 
ji-.fomwiioi! 

Include the lessons leami dinitp the Res/(uirrKk'm project and die 
ideas oi Hr project lean in comeciion ftitii improved access 10 tie 
inlbniwioA 

U. 1 




Tl)e scope of eu^t Heldwork considered 7 o*jt of 10 sub^projects, and their periofmancs 
indicators, and entailed, inter alia, a review of; 

■ a) Project managemeat: 

• Roles and responsibilities 

• Budget 

• Rcsotiices 

• Goals acbieveineiit 
b) Processes ongoing: 

• Piles digitalisation 
■ Old accounts 

• Databases 

• Systems supporting UicidsntificadoacfSCCs 


Tne scope of audit fieldwork did not consider sub-prqccts 5 and 9 as these were rdated to 
processes chat had been reviewed by the Transactional Audit team, as well as sub-projec: 
10 which was at a priinary.deficiiion stage. 


Tkia report k far the exdoiive nut and knatledgt of the Momaveaieni, Audit and roinp/fffHre. Commitieei, us 
viHax vititln tht HSH(^ Kitoup, ami x^atl mH tft ustJ ony nthtr ptnoa tv the vats speiipailly meriioncd. 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8876421 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00702 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1797 


CAQ Brancn AudH Report 

HSUX- Special Review Of Restoration Project 

KovBfnber 20Q8 

The audit was conducted by Serfoo Pioa, Eoriqiie Carniona. Amauiy Rej-na (Branch 
Audit), Carlos Magana {CenetBl Audil), Ricanlo Zamora, Laura Odoncr. Mario Cadena, 
Yirlanift Torrentes (fT Audit) from 04 SEP08 tfarough 23 OCT08. 

1.4 Ofatecrives • 

The objectives of the audit were to assess and report on; 

a) The proccMCS and coctiols used to manage and implement the Reu/auracfoii prqcct 
and related sub*projcct». 

b) The processes in place covering iatcmsl comnutmests and those established with the 
CMSV, 3.nd their elTKtiveness to prevent regulatory breaches. 



TTie following areas have re5poos»bjHt>' clearing the report, and were included in the 

ML distribution list' 

Direction of Operations and Administration 
■ Direction of Channels and f^striburion 

Executive Direction of ContpJiaucc 
: Executive Direction of Operstions 

Executive Direction of Intcntel Control and Compliance within Channels and Distribution 
1.6 Summary of High Risk Matters 

Key high risk matters identified during the audit are summarised below: 

a) The roles and rej^ssibilities. and activities, «>f these involved m the sub-projects 
should be dearly defined, to prevent gaps, work in silos, cr reprocessing, 

b) For Phase ll of the project, resource capabdirics shoidd be analysed based on the scope 
and objectives of the prefect to avoid delays and ensure the successftil and timely 
implcmcniadon of the pn^cct. 

c) For Phase 11 of the project, there should be clear defiflition criteria in place to select 
and ideatify the custc^ncrs/accounts to be reviewed Irom the databases, as well as 
adequate «c<»ciHation processes to ensure their wUability. 

dj While the idcnrification/caictjorisarioe of high risk asstctncrs/afTivirics is sutoroarnd, , 
the database shoiuld be regulariy reviewed lo confim ali high risk customers bad been 
categorised in the system. 

: Robust validation procedures should be applied to eusure customers reported lo the 
authorities have been identified ®id categorised in the system as high risk customer. 


Thh rtpoTi if fir file etc^uxitv /jf the Hfmog€"rrn/, khJ CumpHonce. Omiittiffny, flr 

KvUaif yrirhin tHt HSffC<fMi4H,amtiho1lK4trheuxe/llymfyotlterpfr%im{oiftf<»Hetfprcificonj;menik>neif. 

4 
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Tab 25 
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. CROUP AUDIT MEXICO 

AtMT REPORT SUMMARY SCHEDULE 
CHQ RErOKTAW-C AUPJIS 


HBMX - SPECIAL REVIEW Cf TmiiESTAUSAaON 
PftOJSCT 


BimncTii i*r i CCHirai Ui£;>i i Avdll 

c CintftntrOrog ji ; Coanniwet 


NfiJor^ (if Budn^sc 

Tl!: (RK!enKi;i’) prsjcis sinm ftsin sbc ic 3Af?7s; sf.icu: c^iKcnts tiv 

rcgulaiory «uil»nii«s rtUii>:£ (o HBMX’s EYC aitd AML pcocc'ses aiid lecorAn. Panlcutar «uicenK tverc 
)«if4 with Hi itw aecur<tcy nivi campletnKSS of accomil <Iiw«inen(s (reuKdiaiiMi sc-t'.iUti over c. 2 inillson 
acccunis, back la 2003), lOe limciincu oi'HBMX’s responscc (o icguialoiy rcquciii aivl c«ru>>i oiSicr 
AML ccioin^s. luch n} '.^c;c sroitiid USD ssrisacikuH. 


CtfRcluxioB of Aa«IU 

Tie oudi'cn nafcd that » cfntrali^Ml sctoci^ docunvcution had bmi pri in plurs a) hr early slug: of Lhe 
projca. Ai a riiuh. niarugement believed that the portti fot occoma since enomcnecmcnl ol'th; 

praise? v.'ti tpjfaiiaf sfTecii-.'tiy. Furihsnwsje. nsu' busiisss sci^uisiikK: af li* HBMX'i Crand Csyn^aj? 
offsione uiiii hadbetususpefliled mtU rensEfiartaD was cansptecedictecistoflf eeenity atHmied by LAM CEOV 
HoATver, the audhon assieiKd a coflirol gradi;^ of amber, haviug idcntiriod majar we^rerscs, p^ed(^n!iIU.'T!ty 
ill iJic imKGtaiioi) process, dm could pctciaidly Kcdcr ic^lacory coni^liaiKC and i!ic acliKi'cineiii o: i!ic 
Di'dicct’s weraU Boals. 

THe ley issues iileiiiitied included, iweralia: 

• Resourees dedicaiec hi certain of (lie defined wbtksireanis appcaied btsuflicieiit lb deliver t!>e aiut 

linteliims recjnnc!. parkulv for die remcdialkiit of existing aceounK. In iIm i^td ibc aiKiilury noted siew 
pregrcis niivie in phase I (muediuion or&OCO idgli nsfe PPS accoems), spccificaUy in iern« oi'ihe ciosurc 
of'inittiitdbicrt ».-c*}iinls; 

« Certain cnciomcrs cringed in lii^b nsk typos of Iwuness iiad not been ideniiRcd for asltisiou in liu ilios 
iiiiegraiian pmeesjat, raitinu c<Mwen« «•<> ihc completeness of ibc invwHwy p’cwdiErfS applied. 


• Ti* aiidiwi-s noted !>aii certain visit irpors fs Rtxhiorv- rtijoJftsan! 
rwtnired, and in son*: caws, llssc averts «'ctc round » be have l>ecno 


did r«i antsin alt ;!'< irdbmisripn 
aicd ivitjiaut vitiu being nndc: and 


« Tlie iiudiiors reesitinieisdcH that the imptet of cccoum crtKCllatior. an die inDiness. etstoinm and cost 
be Aivtlyesd *yA>Ati tite HjIt bein$ ■’niiisated. to eimire an ade^aie balance between conro! and business, 
particularly where caiiceKnik'its may be ni:rilKiiabt< to bitenia' emn railicr (luai it Ib; rusionters, 

Response from MaBs^^enent 

btanagercft is re*e\atuaiing (Ik scopii>(t of laKr piasa of ihs prs.icet, noting; thoi ihc rtgobiory surluTiifcs 
3na>' iitiroditec a itwR rtsL-lascd tippoaelu whicit would reduce the acaic of icmcdiaiicii required. AddiiioiKl 
ctmirois Itave been pii in plwte aremid (Ik visit process, backed by a revision to saies iiKetitives suclt llui oi’ily 
iKceuiiti opened u iih proper .tocisnen»iion v.-ou!d be (e^varded. in t^dcr to eisur: that tKW'ly-speneil asssunla 
ore not deibeiive. 

The first rosponss tci fit* audit is due on A2 J.-\NI>9. 
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HSBC Bank Middle Bust Menu 


F” 

Denise ReiUy, Senior Manager, Operations. HBUS 

Malcolm Eastwood. Senior Mmaster. Operatioas. HBHJ . . 

Date 

January 2003 

prota 

Rick Pudner. Head of C13. Middle Exit, Dubai 

ieodcr’s Reference 

cc 

Dr Nasssr KomBpour, IraR Repi escotative, Tebrsn 

|HigcI Weir. GPJ4, Middle East. Dubai 

Gary Boon, Global Payments & Cash Mgmt, Dubai 

James Madsen, Global Payments * Cash Mgnnt. Lcmdofi 


Subject 

BUSINESS CASE - USD PAYMENTS FROM IRANIAN 
BANKS/ENTITIES 

Icceivcr’s Reference 

.. 

To Facsimile No. 

'rom Fac.simi1e No. 

Total No. of pages 


Executive Summary 

This paper has been produced ia icedcr for dte Schtdr Man<%ciz)cat Comrclttcc (SMC) 
of FISBC Bank USA (HSUS) to evaluate whether or sot HBUS will process US 
dollar (USD) paycscats initJEted by Irasbo Banks via accounts held '"ith HSBC Bank 
Pic (HBEU), using the process provided to HBEU by HBUS dated 29 August 2001. 
This operatioDal process may be amended at any time and HBEU will be required to 
adhere strictly to the new procedures M advised by HfiUS. 

Currently, it is estimated that IrsDiao banks issue up to 700 USD payments a day 
using their USD service providers, mainly banks in the UK. and Europe, which in turn 
use Aeir New Yortc USD correspemdeius to effect the paymenu. ft is believed that 
some service providers amend the payments to ensure Iran is not mendosed in the 
body of the payment instructioa to their USD carrEspoodeni. This process mimmises 
the risk of paywents being referred to OPAC. 

Jssdtuiscad Basking aod PCM believe 4erc is a substantial taceme oppafTunity to 
sell a USD payments proposition to Iranian Banks in view of the hnjsentting FATF 
regulations, which ate due to become effective in Q2 2003. The uew regulations 
dictate that each bank (effcciing the payments on behalf of their clients) withiD each 
FATF member country mtist ensure the full name, Mkltess and axount nuTnber of the 
ordering party aio quoted on the psymeDt iosmictioos. This increases the risk of 
Iranian payments being held in the USA as dtey may fail foul of the OFAC 
tegiilatioos. The Iranian Banks have now prioritised diis issue and are now actively 
seeking a solution from their banks, includiog HSBC. 

We believe that HSBC could offer the ftaoian Banks a solution that facilintes a way 
for tboD to cifcct USD payments to bcucfidarics outside tbc USA tuing the 'U>TurD’ 
process dccuoiestcd within d>c CFAC rcgolatians for Trail. HBUS have abready 
provided HBEU with thsir operational tequirements to proetKS these U-Turn 
payments and therefore SNfC approval is being sought prior to HBEU scoping 
potentia! IT changes and tbc pToditctron of 8 service proposiHoo for the Iranian Bonks 
This business cEtse also bigbligbts the potential risks should approval not be given. 
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fiackgrdand 


IiBQ RcprcscDtarivc office was fonoelly cracned on tilb of Novciabct i995. 
Foltowing the establishment cf ibic office tiic vcUume of business between Iranian 
banks / cotnpaaics and Granp offices has been lacrcasing all the dais. The Group now 



About 80% of Iran's foreign trade, totaUiogUSDlSbiOiOD, isdcnommatcdln L'SD. 
Iran undertakes a considerable voluinc of trade in markets in which HSBC is 
represented, enabling the Group to leverage its global footprint. Our Iran 
RcpTcScTitadvc office has worked b&rd over tire past (tircc auu & half years to build a 
positive usage cf Icon tbrougb road abows, vists, supporting trade csiscioas aud by 
refurriug go^ Iranian business R? Gnsip offiws. This ha* ^£>wu HSBC 10 its 
custorners as a bank that is able to do business in difficult mariccts and as a result 
added considerable value to the Group. Strategically. Iran is tire country in th>e Middle 
East region with the most development potentiat for HSBC m the long tens. It has (he 
world's ilfth largest oil reserves, second largest gas reserves, substantial mineral 
reserves and a large well cdiicated population. 

The Iran Representarive office was established to develop reiarionships and credibility 
foi HSBC in the market. This objective has beeit achieved and the Gir/up is well 
placed to develop its r^sraaoa frea a pasi'ioa cf ccmsidendtic gcodvrill. Detaib cf 
HSBC’s hiaiivess with Iran and Iranian entities are shown in Appendix I. 


Opportunity 

The FAFT rcgulatioos arc due to be implctncnted ia Q2 2003 and will force banks, 
within the FAFF countries, to disclose all details cd* the ordering and beneftciary 
partis, effectively ending die practice cerrendy undertaken for Iranian payments. The 
Iranian hanks have yet to bear freon their existing providers, niaioly Lloyds Bank and 
Standard Chartered Bank, and we believe dicrc is currendy a window of apporiuoity. 

However, during the past two yssis, KBEIJ and HDUS have been in discussioRS 
about bew u'o eaa pracess these transacdoss, idcod^/ing the opsrtiiioDe! processes 
and compliance issues involved. Aftet meetings with OFAC and cxemal counsel, 
HBUS hfis produced s payments process. It will be scoped by HBEU, .eobjett m SMC 
approving ftis paper, io order to identify their operational, compliance and IT issues 
before providiog Sales v.-tth a service propostdoa, 

HBEU / HBUS have identified that by using tbe 'U-Tim' payment method, Iranian 
banks can effect cransacdons to bcnc^dary accovmts outside tbe USA. This method 
will allow HBEU to send HBUS paymenr iftst^li4ti•^ns with Iranian entities quoted rn 
die icsmscticQS &sd yet at the saosc dmc be compliant with FATF tied CPAC 
guidelines. The prcpoftcd service propcsiticn will provide a suitable dtsclaiinsr to 
ensure H.SBC is not held tiahle for any pajmients which hove not race the ‘U-Turn* 
criteria and as a result been referred to Of AC. 
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Benefits 

• Payment volumes flre estimated at 700 per day of wWch 70% wi^l be commercial 
payments. Transaction income is estimated at USD4M, assuminjj that HSBC wins 
all cbe bttsiness at ao average item price of IJSD30, We believe that charges being 
levied by oiber bonks at the momeoi ore far higher ibao this. 

• Balance income in HBEU. 

• Reputation within iron and the potenda] (o leverage additional business. 

Risks If Approval Decilned 

• If HBU3 declines tu process these Inumctiuiui, Him vonsidenidcni wilt uced to be 
given to closing all cxisnng {rSBiac bank USD accounts with uic liSSC Uroup. 

^ ) * Should she above occur the current Oro!.?>anftt!a! iaeemc of USD2M from Iraniar. 

Bonks will be under ihreot. 

• The market will perceive that HSBC docs act support IroTiian business 

• The adverse impact on our Representative office io Tehran. 

• Suminar)’ 

It is antietpaTed that Iran will become a source of tncncAsisg income for the Group 
going fotu'ard and if wo are to achieve (bis goal we must adopt a positive stance when 
encountering difliculties. We are aware of the concerns expressed by HBUS but 
strongly believe that by working logoth^ wc can ovocomc them using means which 
are perfectly legitimate and in accordance with rules iak) down by the relevant 
regulatory bodies. I bc^ we wilt be able to resolve ibis issue otherwise I fear we will 
destroy future value io a market which has snbsianria! jxaeiutal foe tlic Group. 

It will be appreciated if you could raise this F*P«r to your SMC at the esrlieet 
eppeatunitv aad advise me of the dccisiee as soon fis possible. 

^ ' 
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i- Medium Tofoi ProjecJ Finanee line - Vsiioas Croup Ci!kcs. USD500M. 

Tills line cc'vers a aumber of iudi«iduBl ECA back«! project financx 'CmU. It 1$ 
dsaonsinated largely ia USD. The fadUly require* that Iraoiaa banks effect regular 
USD rc^mcBts So far ’’Dder tbs facili^ USD35M a ufiiiscd. HSDC now has a 

by HSBC thfCTJgh structured fiiiinice outside the above line. The Utter, 

alresly finalised and the odierooc is near ctwiplcdon. The provisioning 
for liun has bccu reduced to 5H in Dcccobec 2002, wbicb will make it easier for 
HSBC ro undenake more projects is Iran in Ac near fimue. With this in mind HSBC 
Project and Ex^pcHt Fiooucc have decided Ktiiicreasc the above line to USDIbi. 

, 2- Short Tcnn Trade Refinaaciag Agreement - HBME Dubai USD50M, B.ACB 
USD25M. Tltcsc lines are d^Gminatcd in USD and require the USD loaQ.s to be 
booked at HBME Dubm or; 


3- Wheat Finance lines with HSBC Australia USD50M and HSBC Canada 
USDIOOM. 


4 • L/'C s issued for Iranian Companies Abroad • Various Croup Omecs. 

HSBC offices are developing reladonshipa with Iranian Government and non 
GQvsics'.snt cen^ensca. The UC’s tKued arc normally denomineted in USD. 
Following NIOC’s acceptance of HSBC as one its listed banks, HSBC Bank Middle 
East now handles Iran's oil e.sport related UC's. Turnover for this business is about 
USD400M per year. 


5 - USD Clearing Accounts 

HSBC Bank pic has a mimbcr of CKisting USD accounts for Intoian banks, which are 
used for paymenu clearing purposes. 

6 - Treasury and Capital Maf'icoti - 

HSBC I&vcstmcst bank has traasacted in excess sf USDlbn of Bond business with 
Intn generatir.g an inconw of over GBPTOOk in 2002. HBME Dubai and HSBC 
Markets operete active fotciga exrbaoge and mooey cnaiket lines with the Ceatrel 
fiank of Iran and Iranian banks. 


7 - Potential Brnsincss 

a> HSBC is actively pursuing an As-set Management mandate with the Central Bank 
w'bicb will require USD paymeuts to he paid aod received, 
b* Ina has catered iho capiol market for die first risK in 20 year*, issuiog USDlbo 
worth of paper through the Central Bank. The budget for the next year is USD 2bn 
with some to be issued in tslaaic fora. HSBC bas a ve.'y gixd chsuee of being 
osniaaicd to lead cuasgc part of the coevcstiosal issue sad B gtx>d chance of bc'mg 
fi 0 «niitated for the Ijlamic 'swe. Both require USD payments to be paid and received. 
c> HSBC may fonn as Interoel Bank ia trap, which wilt require an active USD 
payment capability. 


The key thing to note is that all existieg and potential business tsvolves a regular 
and substantial flow of USD piymenls both in and oot. 
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From: Marktn 0 ROACH 
Sent: Mon Sep 01 1S;59:53 2003 
To: John F ROOT 
Cc John ALUSON 
Subject: OFAC 
Importance: Normal 
Attachments: jfnage_0.gif 



I attach a note received from Matthew King. 

! would be grateful if you could tNs, although i am not sure whether Matthew rs refenino to 

payments made through MBEU as ^^^gcorrespondem or something else. 

Our current linking Is however as tbllows;> 

There now appears to be some ciad^ surrounding the fact tfrat OFAC sanctions do not bite on non-US 
persons even where payments are denominated in USD. 

There is an established payment mecha nism Qf bank-to-bank payments, ar^d no reason why this should 
not contirvue to be followed - 1 do not see ^^^ es any diffisrent from any other correspondent customer. 

I am not sure howe«r whether the practice being referred to by Matthew is the same ss a hank-to-bank 
payment. Perhaps we could ciari^, end Judge the extent to whk:h any revised instructions should be 
reissued. 

Regards 

David 






20 At^ 2003 1&43 

From: Matthew J W KING/GQM INA GHQIHGHQ/NSSC T«l: 7991 0276 

44 2079910276 

Mai! Sire: 1S90 


Sant by; Ltz A TESTER 


DavidW JBAGLEY et al 
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To: David WJ8AGLer«^CVHSecaHS£rc 

cc: lalnSTEWART/lBEU/HSBCg^SBC 

Chrts HAWKEBA4D 8A£ EUH/HBEU/H3BC@HSBC 
bcc: 

Subject QFAC 

WhSa at a meeting at^^^yestarday, I was tolcf HBEU continues to send 

remittances to tbe US wKTi ‘selves* rvsied as the ordering party ^en the transfer would otherwise be 
filiered out for OFAC sanctions reasons, i recall this has been raised in the past, but I thought we had 
agreed the practice would cease. Are you aware (rf the cunent posilion? 


A 


Matthew King 
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' From; Jeremy "R WALKER 

Sent: The Aug 25 15:46:46 2005 
To: Gary BOON 
Cc: John F ROOT 

Subject Memo; Re: NON COMPLiANT TRANSACTIONS 
Importance: Norms! 

Attachments: Iran exampies.doc; OFAC_!ran>an_Consid^tion_Spre.O-16.xls 


Gary . . 

Since the GCL Rod or ntyself have not decreed »r.y paynicn'iS&rt^ingiH 
breach of’ibe u-nun raemptions. Tins is because the underlying traasactioo 
Iras been quesUoned before payment was made aod deemed to be non complianL 
[ have Cried to dUctance ourselves (rom these iocai decisions as Cr as 
possible and as a result do not have a record of them, lhavc however 
altaclud our rocunls uf payiiieiils reicnvcl lo os for your icfcieiKC i^ain. 


1 have aUeciicd though some examples Dfnonu-aim payments that we have 
declined in the past here in RMS wtHcli may beusefol to you. 


Regards 




Jeremy 


John F ROOT/HGHQ/HSBC on 25 Aug 2005 09.t)3 
Memo 

25 Aug 2005 09:03 


From; John FROOT/HGHQ/HS0C Tel: 79925355 
44 20 7992 5555 
Mail Size: 3323 

To; Rod MOXLEYmBEU/HSBC@HSBC 
ce: Gary BOON/HBME«SBC@KSBC 
bee; 

Subject: NON COMPLIANT TRANS ACTIONS 


Rod, 

Would you please be able to provide Gary with a few examples? 
Ttiankyoa 

R^ards, 
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Jolm Root 

Fcnvardcd by John F ROOT/HGHQ/HSbC on 25 Aug 2003 09:02 

From; Gary BOONyHBME^SBC on 25 Aug 2005 06:40 

To: John F ROOT/HGHQmSBC@HSBC 

b«: 

Subject: NON COMPLIANT TRANSACTIONS 

John, in David's noSe to David Hodgkinaan dated !0t!i August cits crt' the points 
referred to non con^iiant payments re trade innsactioits (see bekivr). Do you 
have specifte examples that you could send us for our educatlon/libniry? 

Tdaidcs 

Cary 


T note Hut it is your view that a significant number of the trade and other 
IransactioiB you list which currenlly involve HBMC would be U'lucn 
COtitpiiaJlL T I'lavc to say that a iiuiiibcr uf puictiiial payiitcies re>vi(kig rrpitf 
trade innsacttons from olher Group ollkes that John Root and litave looked 
ai since iJie issuance of the GCL are not in our view U-tura comptiant. It is 
clearly importBiLt that as between ourselves and Dubai we coniiitue lo agree on 
a single Interpretation and it may be tiiat further consideration of a number 
of the narBoctionfi you list is necessary before a 6nal decision is taken. 

I con however recenfirm that the sample transactions sent for review by HBME 
were confirmed as U-tum compltaiit We have also vetted PEFs exisTins 
payment flows. 


0 ' 
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From: Marian 6 ROACH 
sent; Wed JuiOB 17:04:23 20OS 

To: Richard ET BENNETT 

Subject: Visit to HBMX ~ 1 8 > 25 MAY ZOOS 
importance: Norma) 

Rkbard 

I have copied you wiili the headline points just in case Saody calls you. 

There are a loc of detailed points but uiuil we have the right amount and mlK 
of resources Icanjwtseeyou Ramon con moke progress. 

Regards 

David Bagky 


Forwarded by David W J BAGLEY/HGHQ/HSBC on 06 Jiil 2005 15:53 - 

John F ROOT/HGHQ/HSBC on 06 Jul 200S 15:43 

Memo 

06 Jul 2003 15:43 


From: iolm F ROOT/HGHQ/HSBC Tel: 79? 25353 
44 20 7992 3555 

Mail Size: 4690 

To: David Leigfjtoii/HBMX/HSBC@HSBC 
ce: David W J aAGLEY/HGHQ/HS0C@HSBC 
Susan A WRIGHT/HGHQ/H3BC@HSBC 
l)cc: 

Subject: VisitisHBMX- l8-2?MAY2e05 ; 


Dsvid, 

1 have, in t separate e-mail, sent you my visit re^it. There is a wealth d 
detail, » a close analysis of dw muitbcn reveals both witcre progress has 
been made arul where we should focus oui cHbro. 

The four major recommendations of the report are ait HR-relaied- Because of 
(he sensiiivlcks itivolved. iltey are presented sepaniiely in (bis cover 
memo. The recommendations art as follows: 
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T})® HSMX MLCO should be appoiiHsd as soon a possibie in oidsr to rsorganbe 
promptly a dcmofaiised departmem and improve AML conunls by, E.g.. 
overweing the impiementation of CAMP Retaii. i resize that vrt have 
commenced an internal process but this needs to be cooipleted as <]uicldy as 
possible. The exiemoi candidate we have idemiried is, in my view, 
acc^table iron equivalent internal candidate coEUKt be found, 1 would 
recommend a.«i early ofTer to this candidate. The acting MLCO is. In ov 
opinion, someone whose talents might be best employed in another dephTtment. 

As we have both recognised, we need au independent, ctTcctivc professional in 
the sensitive rote of head of AML in Mexico. 

llH various LLUs should, perthe LUH, be evaluatedcloseSy onanon-going 
basi$bytheConiplianeeri<tKtlo».ai%dnoiJusilheUis{Hess. Key vacancies . 

should be tilled. RPS is x panlculariy irnporlsru ares where we iteeda full 
complement of independerrt, active compliBivce oflicets. 

Another suggestion would be for us to cotvider tiie af^ininiem of a project 
manager to help the HD CMP. Projects are started but seldom complcic^ 
perhaps because of the nuny niirastcrial tasks that have accrued sinco the 
departure of tfio HBMX MLCO at the beginning of the year. This may be a roio 
that is only requL'cd while ihs bulk of the required implementatioc okes 
place, it tTtay also be rote that can be citmbined with that of MLCO, as Ihe 
bulk of the Toquired implementation is in AML. 

Imer-depaitineaialconunuiiicalion and cooperation could be improved. Three 
examples should suffice to show where progress could be made. Fim, tbe 
Legal, Compliance, and HR depanments should clearly delineate dKii 
respective responsibiiicies in large-seaSe proiects such as tfw accreditarisii 
of the saleslbreo. Second, HR and Cof«pU«ncc should establish precisely who 
should do what in training stafT throughout KBMX group. Third, AML and OPSCO 
should convnuukate regularly about (be Acrtiier distribution throughout Mexico 
ordocumervtaliansent by Group. Here again, responsibilities should be 
defined. 

As you of course kiKw, tbe work hus piled V 9 in the Ccnqriiance depeutinsiit. 
surd fthmon needs help with the backbg. It is true that we have increased 
sralTin the depanment, but they are mostty entry-level analysts in need of 
directlonL It is imporxum that we hire an MLCO as quickly as possible. ui>d 
perliape also a son of "oper^ilas ofUcer* fbr Raiuoa to enable him lo bring 
the depaxitnent up to Group standards. If you agree, it might be sensible to 
second a retatlvsly junior but experieneed manager imrn elsewberz in Croup. 

I wouldofcourxe be glad to discuss the above, and my report, with you at 
your convenience. 1 leave it to you to copy anyeneatHBMXyouthink is 
appropriate. 

Kiad regards. 

John Rom 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8876671 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00715 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1810 
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Graenil A ii dtt Report 

HBMX - PFS Jumon Dbirkt fZlMCBIJ 

1. EXECUTIVE SUMMARY 

1.1 Baekgroiind 

HBMX District Office Toiteon (Z04C01) is located in Torreon, State of Coahuila, Mexico. 

It coatrols 22 PFS brandies and die District has a headcount of 22 managers, 54 
relationship managers. 4 PFS relationship managera (Bsnca Patrimonial) and 105 teliers. 
Torreon is one of 4 District Offices diat report to Direction Z04C, in the Nortneast region 
of the country. 

Key pcrfoimancc statistics of the District for March 2005 were: 


MXN*0&Os 

Net Interest Margin SjaZil 

Oth<7r Incoiitc . 

Tola! Income 14,02! 

Expenses (3,^12) 

Net Operaliiig Profit ' I0.20B 

Operational Losses ^ (763) 

Net Profit before Tax 9,445 


Total Stall (P) 176 

Net ContriblitioaperEiTipbyee S3 


Current, D^sit and luvestment Accounts 1,290.607 

NuniVer of Customer Account (#) 82,041 

Average Balance per Acceun! 16 


Customer Credit Rcceivxblcs 
Ovorduo Receivables 
Percentage Overdue 

The IT systems used within the PFS Netwoit are SICOBI (Bank’s general ledger system), 
CT and PSSW (TransJacriocs), HOGAN (Customer account informaticni) and Kroner 
(loans). 

The audit was conducted by Ivao Torres, Aaron Torres and Rodrigo Rodriguez of Group 
Audit Mexico from 04 through 08APR0S. This is first audit of the district conducted on a 
regiona! basis although the District Office bad been audited twice before by CAQ when its 
control risk environment was assessed as Below Standard. 



The objectives of the outfit were to assess and report on: 

• the appropriateness, efficiency and effectiveness of the interna! control 
environment and the susceptibility of that environment on a sample basis to 
h’auds/faiiures in internal contre^ or breaches in authority; 

• the iciiability and integrity of financial and other operating matters; 


- Redacted by (he Permanent 
Subcommittee on Investigations 


368,900 

12,284 

3.3% 
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GeoenlAiidit Report 

HB!vrX-PFSTorredn Pi»tricefZ04Ci}t> Aoeust 2oaS 

• the appropriateness and adequacy of procedures in place to ensure compliance with 
local, natioaal and tniemadooal laws and rcguladoos 

• compliance with Group and local policies and procedures; 

• the desigD. implcmcntatioo and cfTccdveoess of ethics related objectives, 
programmes and acdvides; 

• the evaluation and protection of assets, including the potendal to eliminate waste and 
coniro! costs; and 

• the effectiveness of the District management structure in mitigating risk and 
supporting business growth iaiiiatives. 

1.3 Audit Scope 

Tbe scope of the audit neidworic which was based On the District’s Rnancial and 
accountiTig records as at March 2005, cntsilcd, inter alia, a review of: 

« its management procedures and controls applied in the District Office and throughout 
its branches; and 

• branch operations, activities, processes aod procedures. 

Using QAQ’s key petfottnance indicators, 5 of the District’s 22 branches were selected for 
detailed review and examinatienr these were Gomez Palacio (230). La Roslta (38S), 
Ciudad Industrial (408). Hipermart Oriente (409) and CoI6n (8 10). 

1.4 CcnclaskiTss 

The auditors have assessed the control risk of the District as Below Standard. 

No significant progress has been made in tbe administradoD and control of the briiaches in 
the District since the previous audits and 1 1 repeat recommendations were identified. 

Key factors that contributed in addition to the risk assessment included: 

• failure by the Sub-Dtrcctor to maximise bis use of management information and 
system enquiries to control and monitor branch processes, particularly those related 
to cash flows, manually generated leveisal entries, 8000 series iransitciy suspense 
account entries, trends and variations in (^crating performances, expenses, etc; 

• recurrent weaknesses in consistently and completely applying KYC requirements 
including, inter alia, completion of new account documentation, iovestigation of 
suspect accounts detected by the Monitor system, preparation of logbooks aod visit 
reports, and failure to visit customers to verify for AML purposes (he rationale for 
transactions in excess USD I tniliioo; 

• the sales strategies of insurance policies were inconsistent with the product 
characteristics with 26% of the insurance policies issued between OCT04 and 
F£B05. subsequently cancelled; and 

• the risk of receiving counterfeit currency notes or cheques was not mitigated, as UV 
detection lamps were not being used in branches. 


The au^tors wish to thank die Sub-Director and his staff for their assistance and 
cooperation during the course of the audit. 
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Geberal A^dit 'Report 

HBMX — ?FS Torreop Dwtrict fZa^COl) Angw^t 2w05 

Appendix 1 

COMPLIANCE RELATED RECOMMENDATIONS 

The auditon considered the folJowiDg Tecommeodations were compliaDce related essues: 

RenortRef Regowendatiop 

4.2 Draoch staff should ensure that KYC end account opening documentadoQ is 
complete and in compliance with regulations. 

4.4 Branch staff involved in selling investment products should be AMIB 
qualified. 

‘■“'N 
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From: Emma EV LAWSON 

Sam: wad Oct 18 10;23:39 200& 

To; John F ROOT 

Subject Fw; COMPLIANCE WITH GPP 25 
importance: Normal 
Attachmsirts: Doc Llnk.hcm 


■John 

Good news from Mcxicoi if appeara wiUbe &dopURKCPP2j and giving 
consideiQtioD to closure Bucr two SARs rattier titan the current four. 

I will diariscto eiuuie I receive (he results of the cext meeting of the MLD 
Commitiee 


lids i^rnma 

/ardcdby Emma E V LAV.^ON/HOBQ/KS3C on I8.'!0>2006 !0:20 -- 


Lcopoido R BARROSO/HBMX/HSBC 
HBhtX 

)7/!t)A2UU6 I7:3i 
Mail Size; l2Sfl8 


To 

Emma E V LAWSbN/HOHQrHSBC@HSBC 

Laura YESIN/HBMXmSBC@HSBC. Ramon GARClA;HBNi»OHSBC@HSaC 
Subject 

Re: Fw: COMPLIANCE WITH GPP 25 
Entity 

HSBC Holdings pic - HGHQ 



Dear Emma, . 

Ute HBMX MI D Commluee decided lo adopt the GPFZ5 nquiroinms m iis 
Iasi meeting past October 11, 2004. thus a dispensation will not presumably 
be sought; bmever, since (he business has to analyse the accounts ibui would 
tiove (0 be dosed as a corsequeiice of this policy (approximately 1,460 
accounts mostly PFS), a period of 30 days has bWn gratued to actually citlier 
carry on instructing the closuie ofthe accounts with mere (ban cne rtpon, 
or assiuns the responsibility over the ones (hat might be asked not to be 
closed based on a dispensation (hut wouU have lo be supported by the 
business. We will keep you updated of the final conclusions, and declsioni 
adopted as at ibe next MLD Contininee meetiog scheduled for Novesnber B, 2006. 

Kind Regards 
Lcopoldo 
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Ramon GARCIA/HBMX/HSBC 
17/10/7006 06:21 im. 

To 

LeopoWo R BARROSO/HDMX/KSBC@HSBC 
: cc 

Laura YESIN/HBMX/HSBC^HSBC 
Subject 

Fw: COMPLIANCE WITH GPP 25 


Polo, , 

Por favor para rcs|XKSta a Emma. Tenemos qne teller presents la GPP25 en este 
icma. 

Saliidos. 

Ramdn Gaicia Gibson 

Direccion cjecuiiva de CompUanco 

HSBC Mexico SA 

Pasco de In Retbnna 347 OtUina 3 

Col. Cuaubitokoc 

06300 Mocicc DF 

(52 55)37 21 55 00 

Fax (5233) 37 21 3736 

— ~ Forwaidcd by Ramon GARCl.A./HBMX/HSRCon 17/10/7006 08:23 s.m. 

Emma E V LA WSON/HGHQ/HSBC 
17/10/2006 04:02 im. 

To 

Ttamon G ARCTAAIBMX/HSBC 
ce 

SuMQ A WRIGHT/HGHQ^SBC 
Subject 

COMPLIANCE WITH GPP 23 


Ramou 

This is something we discussed at tts conference. 

If (he MLD Committee has adopted a procedure of comideririg closure alter the 
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ftunh SAP. hai been velMatcd then a dispensatlra mim iic squ^ ffomOHQ C^- 

Plcasc advucwhcthcr the Committee will be anicndit^ their procedure t>t ifa 
(lispensatloJivsill besought. 

Kind regards Enuna 

Forwanted by Emma E V LAWSON/HOKC^SBC on lTfla/2006 09:5R ^ 

John F ROOT/HGHQ/HSBC 
HCHQ 

26/07/2006 16:46 

Phene No. 7592 3555 

+0044 C207'V 7992 992 5S5S 
Ma!lSi2e:2510 


Ran»n GARCrAAIBM> 


[ISBC@riSDC 


David W J BAGLEV/HGHQ/HSBC@HSBC. Laura YESIN<WBMX/KSBC@HSBC. SttSaii A 
WRIGHT/HGHQ/HSBC@HSBC 
Subject 

Re: 2Q06 HBMX CompHaiKc Report 
Entity 

HSBC Holdings pte - HGHQ 


One comment; 4 SARs sccou awfully iiidiilgerK. even by local siaodards. At 
sny rate. U is against Group policy, as Susan points out, so you will need 
to seek an ofTicial dispensation. 

Tliankyau. 

Regards. 

John Root 
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Ffern: DavW W J '^QL£Y 
Ssm: Mon Oct 09 14;39:43 2006 
To: Jotwi F ROOT 

Subject: Fw: HSMX BfS AND U AUDIT REPORT SUNWARY FOR SEP06 
Importance: Normal 

Attacbmenta: Doc Llnlc.hlin; summery report (ZC1 C3t) Puebie^oc; summary report (Z01 C23) 
Puebl8.cioc; summary repoft(Z01 A20) MOTelr».c}oc; summary report {Z03 B02) CO. Juarez.<Ioc 


John. 



For your enlerlatnmeifl. - 

Regards 

Forwarded by David W J BAGLEY/HGHQ/HSBC on 09/10/2006 14:39 

MallJww ) W KINO/GGM INA QHQ/HOHQ/HSBC 

COM C-/A GHQ/HGHQ 

Sen! by; U 2 A TESTER 

06/10/2006 07:31 

E^nc No. 79!) 21176 

+44(0)20 799 21176 

Mail Size: 214739 

To 

David WJ BAGLEY/HGHQ/«SBC@HSBC 
cc 


Subject 

R«; HBMX B/S AND U AUDIT REPORT SUMMARY FOR SEP06 
ErtUiy 

HSBC Holdings pic - HGHQ 




For your infomutlon. 
Manhevv King 
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GROUP AUDIT MEXICO 
AUDIT REPORT SUMMARY SCHEDULE 
GHQ REPORTABLE AUDITS 


© 


Name of Audit 

i PFS SabdiicixidTi 2»l C3! Puebla 1 


Basmesi or 
Ca&tomcrGroip 

PFS 

Audit 

Committee 

HBMX Audit 
Commitiv: 


Dant 


CootrolRistc 

OveraaRisk 

Tliis Au^r 

SEP06 ' 

MsditiD 

Belpsi' Standard 

Kfedlatn 

Last Audit 

AUC05 

Mcdioin 

Below Standard 

Medium 


Naturv at Business 

Tlic PFS PueWa ZOl C3 ! Kslrist O/Ttce rnensges a nctwort: of 17 bnsnctsc! tiiei pnnridcs a range of produns 
feurrent deposit and investmenl accouina, saving and payTott acconsts, nodfiage, car and peisonat loans. 


PYMES. iiMUTapcc and credil caids> atd other services. 

CoDdnsloTi of ^<lit 

The factors that coiriribuied to the as^ignrd risk; were stnong oibcis: 

KYC issues and nie integri^fhlled tc coiDfrfy wilhOiDivpolkici. 

• Weaknesses and ineomisicricics in inpul of customer infennstion to PSSW snd CIS system ‘a-ck tided. 

• User IDs urere found to be shared tiraoDg stalT. 


S!X repeat feecttuneisdsHoiis wsts identif sjS ffom previous audits. 


Response from Maa^cmex 

The fim mpoitse to liw audit is due on is OCT 06 . 



Page i of 1 
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GROUP AUDIT MEXICO 
AUDIT REPORT SUMMARY SCHEDULE 
GEQ REPORTABLE AUDITS 
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GROUP AUDIT MEXICO 
AUDIT REPORT SUMMARY SCHEDULE 
GHQ REPORTABLE AUDITS 



© 


Name of Audit 

PFS Subdireccidn ZOI A3A Morelos 

Resion Mexico 

Business or 
Customo' Group 

PFS 

_ 

Audit 

Cummittee 

' 

HBMX Audit 
Commilicc 


Date 

iobereat 

(U!& 

CootTvIRlsb 

OrcraORisk 

T&kAsdit 

SEP06 

Nfodiuts 

Belov Stsndscd 

Medium 

Last A edit 

OCT05 

Medium 

Befow Steautsid 

Medium 


Nature wf IMnineu 

The PFS MoiClos ZS3\ A2Q District OFTtce rr^nagcs o netwotic Of t9 bniKhes itnd ! Module thsf pravides a 
range of products (cuncni deposit and ^escmeat accounts, saving nod ptiyroU accounts, mongage, car und 
personal loam. PYMES, insurance and credit carte) and other services. 


Condatloa of Audit 

The toors that contributed to i.he assigned risk were son.ng othera: 

KYC issaes and file integrity failed t« cooipty with Gioif polkies. 

- WcakiKsscs in Un cash nniisgcnicriKrpciation&aiHjdu&l coiwot ovcrriKncys dcposiKdln roiary lock 
boxes. 

' Credit file iulcgriiy failed to conrply wilb Group policica. 

SIX repent >Korr»irenda»)ons were idenlined from previous audits. 


Reipanse fmiit Maftogemeae 

The first response to the atidK is die eo 1 7 OCT06. 


Page 1 erf 1 
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GROU P AUMT MEXICO 
AUDIT REPORT SUMMARY SCEEDIFLE 
CHQ REPORTABLE AUDITS 





Name of Audit 

PFS S«hdiroccl6n ZCI5 B02 Cd. JuSrex 

Retitoa Mecico 

Basiuess or 
Cusieraer Croup 

PFS 

Audit 

Oxncaittce 

HBMX Audit 
Corrsnihcc 


Date 

Inbemit 

Risk 

Coutrot Risk 

Overall lUsk 

This Aadht 

SEP06 

Msdissn 

Below Sundunl 

Medium 

Last Audit 

AUG05 

Medium 

Below Standard 

Medium 


Nature «f Buaiftcss 


The PFS Cd. J«irez Zf)3 B02 Disirici Offics fRssisges a seworte afSI brsuchcs and ! Custom Medals ihai 
pravidea a Rutaie of products (cuncoi deposit and invesunent accounis. savine uod pavroll accounts. iPoriRafle. 
car and pciaoMil loans, PYMES, insurance and aedit cards) and odierscrvices. The Cusiom Module receives tax 

paymenis of foremo trade. 

CoacluRiiii of Audia 

The facials that conCribuled to the sasignsd risk were among olhcis; 

• K.YC issues and file inicgiiiy tailed (o comply with Oroiippoitcics, 

• Wnkisetses Id input ofcusiorner kidannMian m PSSW artd ClSsystem were noted. 

• Wedmecses in voucher operations, revemi control and supervision at Customs Module were 
identified. 

' Weaknesses in the cash iDars^emerR operadons and dual control over nvmcys deposited in totaty leek 
boxes. 

SIX repent recotnroendatlons were identified from previous audits. 


Respente from Minagemcac 

The first response (o the audit is due ort 01 NOV06. 


Page ! of I 
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From: Paul PROCTOR 
Sent: TTiu Oct 23 09:12:46 2003 
To: John F ROOT 

Subject; Re: OFAC sanctions evasion - Iranian payments 
Importance: Normal 

Attachments: image_0,gif, image_1.gif: image_2.gif, imaBe_3-gift image_4.gif; Doc Link.htm; 
OFAC_evasion_fo_RD_~_Juiie_A_CL_1-0.rtf 


John. 

Correspondence with Ciarke/Pollard of Bank pic Compliance. 

Paul 

FofwarCed by Pau! PROCTORyHDEU/HSBC on 23 Oct 2003 09:12 



From: Paul PROCTOR/HBEU/HSBC 


Tel: 799 12778 
44 20 7991 2778 
Mail S'ze; 4SK:?. 


Ju He A CLARKE et al 


To: Julie A ClARK&HB5UiHSBC@HSBC 

cc; Rod MOXLEY/HBEU/HSeC@HS0C 

Chris J POLlARD/HBEU/HSBC@HSeC 
John RWILKINSON/HBEU/HSBC^HSBC 
Brian W RiCHARDS;MOS)OHSBC@HSBC 
bee: 


Subject; Re: OFAC sanctions evasion - Iranian payments 


Julie, 

Thank you for the attached , 

I did see the original exchange of emails from Rod to John Wilkinson and expressed my concern as 
follows; 
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Quote 


Have read your exchange of emails with John Wtlkinson re the above. 

This is the first time 1 have seen in writing, an adniswn that Payments Services are amending payments 
by removal of either the remitter's name or country to prevent the probable trigger of the US filter and the 
subsequent freezing of funds. 

You indicate that Group Compliance have "now forbidden you to tamper with such payments, which I 
would fully support as it flics in the face of &oup policy re complying with the spirit and letter etc. 
However, do you have artything in writing from GHQ CMP that you can send me as no doubt I will be 
asked for my Input in due course regarding the impactof Wolf on tois issue. 


I haven't yet received a copy of the GHQ CMP comr nupi^ ation that I referred to and this is the first i have 
seen/heard of this discussion with 


I will be attending the forthcoming meeting |18th September) to ft/rther review this issue. 


Paul. 


Julie A CLARKE/HBEU/HSBC on 08 Sep 2003 12:43 


'a» • 


■'V' 

. ‘irv-V.' 

«• I-V!" 

f'L‘> !*, >51 

‘ -b" H 1 L«s' 


.j 





From; Julie A CLARKE/HBEU/HSBC 


Tel: 799 25547 
44 20 7992 5547 
Mail Sizs: 


PauI proctor etal 

To: Paul PROCTOR/HBEU/HS8C@HSBC 

cc: Rod MOXLeY/HBEU/HSBC@HSBC 

Chris J POLLAR0/HBEU/HSBC@HSBC 


Redacted Material 
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bcc: 

Subject OFAC sanctions evasion - Iranian payments 
Paul. 



Below is Rod’s response to the original query attached. 


It appears that John Vi^Ikinson has been allowed to continue (to 31/12/03) to use 'selves' as the remiRer 
name for Iranian payments, which t beiieve contravenes your recently issued guidelines. ! believe you 
should consider attending the meeting he has asked tor with PSD, if you have not been invited. VWII leave 
with you. 


Chris - i suggest this is foilowed-up at the next regular meeting with PSD. ! have filed this in E-docs and 


put a paper copy in PSD file. 


Regards, 


Julie 

— Forwarded by Julie A CLARKE/HBEU/HSBC on 08 Sep 2003 12:22 — 


Memo 


. ^ ^ > r ^ ^ ^ • T 

si 



From: Rod MOXLEY/H5EU/HSBC 


Tel: 790 44479 
44 20 7260 4479 
Mail Site; SS20 


To: Julie A CLARKE 

To: Julie A CL4RKE/H0EU/HSBC@HSBC 

ee; 

bee: 

Subject: Project Wolf 

Julie, 
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Further to your note re sanctions. This issue has been undw discussion far some time and I sent a note 
to John Wilkinson. Relationship Manager, on 18 July to fermalise our position. The note ! subsequently 
sent to Pat Conroy to keep him in the picture is attached. 

Hopefully, ttiis answers your questiorw. 

if not, please give me a call. 

Regards 

Rod 

Forwarded by Rod MOXLEY/HBEU/HSBC on 08 Sep 2003 10:10 



From: Rod MOXLEY/HBEU/HSBC Tel: 790 44479 

44 20 7260 4479 
Marl Size; 2S5S 


Pat N CONROY et ai 


To: Pat N CONROY/HBEU/HSeC@HSBC 

cc: John ALLtSON/HGHQ/HSBC@HSBC 

Jim F EBOON/HBEU/HSac@HS0C 
Malcolm G EASTWOOD/MD8K/HSSC@HSBC 


Subject: Project Wolf 

Pat. 

A quick note fer information. 

You will be aware from discussions we have had in the Steering ^ heed to 

draft Wolf procedures quickly and to this end t agreed to contact Naturally during the 
course of discussions with him we excharrged information regarding their issues with Libya and ours with 
Iran. 


Redacted Material 
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I have been advised by John Taylor, Sef\k)f Manager GAE I whatever reason, has 

deemed il appropriate to bring our current practice regarding the aiteration of the remitter field on Iranian 
payments to the attention of both Matthew IQng, Head of Group Audit and David Bagiey, Head of Group 
Legal. 

I have reassured John Taylor that thetr auditors did not "nwss" anything when they came to audit MPD in 
October 2002, in fact a general reference was made to these payments in their audit point 6.1. He seems 
happy with this and doesn't seem inclined to take It any further. 

However, lust in case you are approached by either King or Bagiey (possibly via Mr. Ranald!) ! will re- 
iterate our stance: 

i) One of the prime purposes of WoifistoidenUfy such payments and they will all in future be 
monitored (and rejected, if necessary) by myself and the team presently being set up. 

ii) The specific Issue with Iran has been identified and raised fi>rma!ly with the RM, John Wilkinson. 
Due to the Group business implications he has been given a deadline of 31 December 2003 to remedy 
this situation, in the interim period he has been in discussion with his Iranian customers to try and reach a 
professional but appropriate compromise. He Is seeking a meeting with us (Payment Services) in 
September for guidance. Malcolm's stance, I understand, is that any payments after 31 December 2003 
will not be processed unless signed off at a very senior level. 

Regards 

Rod 
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From: Jute A CLARKE 

Sent By: Jute A CLARKE 

Date Sant: 03/09/2003 09:24 

To-, Rod MOXLEY/HBEU/HS8C@HSBC 

Copy To: Chn's J POLLARD/HBEU/HSBC@HSBC 

Subject: OFAC sanctions 


Hello Rod. 

You will see from ail the attached e-mails that a queston about OFAC sanctions avoidance/evasion has 
been asked. 

It appears to relate to payments from business areas within HBEU that are processed through PSD. 
Please advise rre of what your issue was here and if/how it has been resolved. 

Thanks, 

Julie 

Forwarded by Jute A CLARKE/HBEU/HSBC on 03 Sep 2003 09:20 


To; 

cc; 

beet 

Subject: 


|3n 02 Sep 2003 18:04 
‘Clarke Jute a (NOTES)' <jute.a.cLarke@mhub1.com> 


RE; OFAC sanctions 


Julie 

This information came to me from an ex-GAS auditor (Rob?) r^^^yorking- in 
the payments area, who 'phoned me to pick my brains on handled 

payments affected by OFAC. During the conversation, I mentioned that 
historically we used “selves" but that I had stopped the practice as soon as 
I had discovered it in mid-2000 , , he stated that it was still done in HBEU. 
This was not in connection with payments and I have no examples. 

Sorry I can't be more specific. 



Original Message 

From: Julie . A. CLARKE(?mhubl .com (jnailto: Julie. A.CLARKESmhubl .com] 


Redacted Material 

Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.AHSBC OCC 8876824 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00734 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




1829 


Sen t; 

Subject; OFAC sanctions 


The attached note from Matthew King has found its way to me, via several 
others! 

In order to follow up this issue, I need mor e d et ail, eg are you referring 
to payments made through HBEU (via CIB) correspondent? Are we 

talking about bank-to-bank payments here? ®*^*®*** 

Additionally any examples of previous cases may help- 

Thanks, 

Julie 


20 Aug 2003 12 ;'13 


From: Matthew J W KING/GGM INA GHQ/HGHQ/HSBC Tel: 7991 0276 

44 2079 910276 


Mail Site: 1500 


Sent by: Liz A TESTER 

To: David W J BAGLEY/HGHQ/HSBC5HS9C 

cc: Iain STEWABT/IBEU/HSBC@HSBC 

Chris HAWKES/HD GAE EUH/HBEU/HSBC(»HSDC 
bcc : 


Subject: OFAC 

While at a meeting at^^^^vesterday. I was told I lat HBED 

continues Co send remittances to the US with ’selves' noted as the ordering 
party when the transfer would otherwise be filtered out for OFAC sanctions 
reasons. I recall this has been raised in the past, but I thought we had 
agreed the practice would cease. Are you aware of the current position? 
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To: ALAN T KETLEY/HBUS/HSBC@H5DC 
CC: DENISE A REiLLY/H8U&HSBC@HSBC 

Subject: Fw. Cove; payment processed to Credit Suisse re "Bank Melti" - USD 100.000 

fyr - this is the payment ( menfioncd earner in the meeting. 

I aiso stopped by your office, to see if there is anything, the OF AC Corr^liance 

team can support you wlh. as it r^ates to the ti/lid-East summit. 

p.s. i beiicve that Monica arrd Camille were faying to puli some numbers of the 

entry types listed per program; let n>e see if they have sperafics to share vvithi 

you. 

— Forwarded by Grace CSantiago-Darvjsh/HBUS/HSBC on 11/29/05 01:25 PM — 

Rod MOXt EV/H0EU<'HS8C 
11/24/05 11:11 AM 

To 

Elizabeth PtGtomastrc/HBUS/HSBC^HSBCAf^RICAS 

CC 

John ALLISON/HGHQ/HSBC@HSBC, John F ROOT/HGHQ/HSBC@HSBC, Grace C 
Santiago-Darvish/HBUS/HSBC^HSBC. Narrcy Hedges/H8US/HSSC@HSBC, Aidrew P 
Droiet/’HBUS/HSBC@H3BC, Jose Malias/h'BlJS/n33C@rtS3C. Teresa Pe5ce/HBUS/HSBC@HSBC, 
Arne Uddy/HBUS/HSBC-©HSBC, Donald W McPhsrson/HBUS./HS3C@HSBC. Jersmy R 
WAU<-ERfHBEU/HSBC@HS8C, Malcolm G EASTWQOO/MOBK/HSBC@HSBC 
Subject 

Re; Fw: Cover payment processed to Credit Suisse re "Banh Welli" - USD 100,000 


Elizabeth. 

Thanks for your email. 

The revised procedures established within HBEU regarding OFAC effeded payments 
necessitate Iranian payments to be routed to a dedicated Centre ol Excellence 
in HBME Dubai. This has worked well in the majority of cases. However, in 
insfancea viA’ieie (he customer Inputs (he bansaction through an approved 
etectroric channel (Hexagon, for example) and the transaction STPs. the only 
''control" over the transaction HBEU can exert is when it hits the Wolf queue. 

It should be understood that at this stage accounting errtiies will have been 
passed and the cover MT202 will have automatically been generated by the HBEU 
Pnyments system. 

The attached transaction for Melli was such a cover payment and so we have 3 
option in handling such transactions: 

1 .Notify our customer bass advising of change of procedures regarrSng 
intermediary banks/cover payments and HBEU will adjust its routing table foi 
these payments, t believe this is under discussion but involves a huge amount 
of work ana may also have other customer inplications 

2. When HBEU icleritifies the payment in Wolf, we cari reverse the accounting 
entiies, recall the cover payment and then re-route via HBME Dubai who will vet 
the payment and pay as a serial payment. This has been done on occasions but 
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“ “ Redacted by the Permanent 

Subcommittee on Investigations 


it irritates the customer, contuses the cover agent and causes delays for which 
HSEU will receive interest and compensation daims. 

3. HBEL) Wolf team wilf vet the payment on the WcHf queue to ensure it satisfres 
the U turn provisions and pay. Clearly, if it does not meet the provisions, the 
cover will he recalled, 

At the present time, we use option 3. This means that the payment has been 
vetted in UK and so will salis^ the U turn requirements.'The lack of 
transparency to HBUS has been acknowledged and a paper has already been 
submitted tc Head of Payment Services for conwdefstsors. 


For your information, ! attach a summary of events regardirtg the Bank Meiii 
transaction, so that you are ir> possession of the toil toots as to huw cettoiii 
issue? have arisen; 

The original payment ^^^HHim^was an STPitem received from Rio Tir^o 
Minerals favour of MB.ilRTHA96 Rio Tinto quoted CRESCHZZ80A as an 
intermediary bank in fieid 56 and this created STP. 

The 103 to Cred Suisse would have been vetted by H8EU WOlFbut due to the fact 
the cover had already been paid and the payment would othen^e qualify as a u 
turn the payment was released as agreed. 

The cover 202 meanwhile would have mtructed HBUS to pay Credit Suisse Zuricfi 
and informed them the credit related to our direct 103 In this way Cred 
Suisse were able to apply the funds to MEUIRTHA96. I can find no trace of 
Sank Hoffman within our payments so ths must be mteraal routing from Cred 
Suisse's end to apply funds to MELIIRTHA96. 

The funds could not be applied by Hoffman and they have then approached HBUS 
for further information. HB'JS passed this icquesi on to us, we sought more 
info from our customer and upon receipt of the new* SWIFT details responded to 
HBUS 

Hoffman should not have contacted HBUS direct but followed SWIFT protocol ana 
sent Ihoif request for further info via Cred Suisse. 

HBUS requested we advise Hoffman directly of the further infnrmatiwt 

EPS have disregarded this request and then have provided HBUS with Iranian 

information 

Regards 

Rod 


Si2abeth ProtomastrofHBUSiHSBC on 23 Nov 2005 20:07 
Note 

23 Nov 2005 20:07 


Fiom; Elizabeth Prolomastro/HBUS/HSBC Tel: 212-525-^92 

Mail Size: 110627 


To: Rod MOXLEY,'HBEU/HSBC@HSBC 
cc: John ALLlSOMI-iGHQrHSBCigHSBC 
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— 

— = Redacted by the Permanent 

Subcommittee on Investigations 


John F ROOT/HGHQ,'HS8C©!-iSBC 

Grace C Santiago-Darvish/HBUS/HSBC@HSBC 

Nancy Hedges/H8US/HSBC@HSBC 

Andrew P Dfolet/HBUS/HSBC@HSBC 

Jose Matia&'HBUS/HSBC@HS8C 

Teresa Pesce/HBUS/HSBC©HSBC 

Anne Ucldv/HBUS/HSBC@HSBC 

Donald \A/ McPhcrsQTi/HBUS/HSBC@HSBC 

bcc. 

Subject: Fw: Cover peyment processed to Credit Suisse re “BanK Melii" - USD 

100,000 

Rod, this message was addressed to you. Teiesa Fespe should be a "cc" only. 
1 have sent a mcsssga to Claudio McPherson to disregard. 

Thank you. 


Forwarded by Elizabeth ProiomasfrWHBUS/HSBC on 

11/23/2005 03:05 PM 

Elizabeth Protomastro on 23 Nov 2005 15:04 
Note 

23 Nov 2005 15:04 

From: Efizabelh ProtomastfO Tel; '212-525-6692 

Title; Vies President Location; 452 5th Ave. Floor 07 

WorkGroup- COMP/ANTI-MONEY LAUNDERING Mai! Si»: 106228 


To; Rod MOXLEY/HBEU/HS3C©HSBC 
Teresa Pesce/H8US/HS8C©HSBC 
Claudia McPnerson/HBUS/HSaC(giHSBC 

r.r:. John ALLiSON/MGHO/HSBCiaHSBC 

John F root/hghq;hsbc@hssc 

Grace C Santiago-08rvish/HBUS/HSBC@HSBC 

Naniry KeUges/H3US/HSBC@HS8C 

Andrew P DfOleyHSUS/HSSC^HSSC 

Jose Me!ias/HBUS/HSBC@HSBC 

Teresa Pe5ce/HBUS/HSBC@HSBC 

Anne ljddy/H8US/HSBc@MS8(; 

Donald WMcPherson/HBUS/HSBC@HSBC 

Subject; Cover payment processed to Credit Suisse rc "Bank Melli" - USD 
100.0QO 

We are bringing this to your attention as this situation indicates ^at cover 
payments involving Iran are sti!! being processed by PLC it wss our 
understandin.g that Group payments tnvoiving Iran would be fully disclosed as to 
Che originators and beneficiaries. Please see details below. 

Tlie following payrrient was processed by MBUS on 17-Nov-2005. It was processed 
as a "straighrt-thfough" payment ss it conteiivs no reference to 'ran and so 
would not be stopped by the filter. Copy is also attached. 

17-NOV-2005 

C London Clearing 
Zurich 

direct TT Ref 


I HSBC Bank PL 
L Credit Suisse. 
: Info; 8nf / Cover our 
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USD 100.000 

On 2t-Nov-2005, we received a SWFT horn PLC stating that it had ’contacted the 
temitler" and they advised "correct SWtFT address shoidd be MeJHRTH94“. As 
you will see from the attached SWIFT message, this message indicated to us that 
HBUS was now to pay Bank Meiti. As you are aware, a U.S. bank cannot credit an 
Iranian bank, and sutii a payment would have to be reiacted. 


However. HSUS does notheve the funds, i.e., no payiTientto reject. The funds 
were paid to Credit Suisse on 17-Nov-2005. There is some more bacRgiound 
correspondence on this payment, described betow. 

Ori 1 o-Nov-2000, HBUS received a 3VWIFT troni Bank Hotfroann, wdi a **cc* to PLC, 
advising that they are unable lo apply the funds and retfjesting more details on 
the payment, {Note that HBUS invesbgafions confirmed that Bank Hoffmann AG. 
i.e., HOFMCH2Z. !s owned by Credit Suisse Zurich Bank Hoffmann was not 
mentioned on the payment hstrucHon processed by HBUS ) That same day, HBUS 
senta message to both PLC regueshng details on payment and ant^her 
message lo Bank Hoffmann advising of such action, and stated ort botfi messages 
that the PLC could "provide further payment details through ouisetves (HBUS) 
fortransmittai to you (Bank Ho^ann) m (firectly to you under their 
dtscrelion." 

On 22-NOV-2005. HBUS received a message from Bank Hoffmann AG telling it to 
consider their 16-Nov-2005 "request as settled and closed." It appears that 
mere was a direct exchange of information between PLC and Bank Hoffmann, and 
based upon this information. Bank Hoffmann was now able to process the payment. 

As you can imagine, it has taken some time to research the flow of the messages 
re this cover payment in order to document on our ade that (1 ) we hold no 
funds to reject and (Z) if Bank Meiii is involved as iiientkined in the PLC 
SWFT of 21 -Nov-2005, the payment meets the u-turn licerwe, which it do8.s. 

HBUS is debiting and crediting two offshore, non-Iranian banks. 

The 21 -Nov-2005 message from PLC to HBUS appears to heve been sent in error. 

HBUS has elso sent a message to Credit Suisse requesting an explanation of how 
the payment was settted, but we realize we may never get a response to this 
request. 

I have now documented an audit trail to support that, if the payment doss 
involve Bank Melli. it is covered under the u-turn. But we stHI have at issue 
toe fact that PLC b subrrxtting to HBUS cover payments involvirtg Iran. It was 
our understanding with PLC that payments involving Iran are to be fully 
disclosed as to the identities of the tviginslors and beneficiaries 

Please review and advise your comments. 

Thank you. 


AUachment. f0616990.tif 
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HSBC Bank pic 


Memo 

To 


Due 

David Baglcy 


2! November 2006 

Copy* 



Jim Large 

Rod Moxley 

Vikram Bose 

Michael Grainger 

John Rcndali 

Patrick Nolan 






Malcolm Eastwood 



Subject 


— iiilB 

GCL 0600H DISPENSATION 


To FKitaxIle No 




David, 

HBEU Payment Services are hereby seeking an extension to its previous dispensation which 
expired on 3 1 October 2006 from the under-noted section of the above-mentioned GCL as 
follows; 

“1. With effect from 30Apr06 all USD payments initiated by a Group Office and 
remitted via HBUS, or any other US correspondent, must be made as serial 
payments.” 

HBEU dispensation 

All USD payments initiated by HBEU Payment Services destined for a beneficiary in the US 
are now remitted via serial route to HBUS. However, arc not currently io a position to route 
USD payments destined for countries outside the US, however, in the same manner (via 
HBUS), for three primary reasons. 

Firstly, serial payment methodology does not cater for the increased number of payment fields 
necessary to effect some payments requested in setUeroem of HBEU core customer 
transactions. 

Secondly, the US test key network is considerably smaller than that of HBEU and the absence 
of common Standard Settlement Instructions will greatly Increase the risk of payment delay 
and subsequent customer dissatisfaction. 

Thirdly, the differing number of reference digits used in the serial payment method will 
potentially lead to increased manual intervention, delay and incorrect payment. 

We have been working with HBUS to build solutions, which will ensure that the majority, if 
not all. USD commercial payments will be sent via the serial method. To date, no workable 
solutions have been finalised by HBUS. 
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This is ao cxteEsioo of our previous dispensation which expired c® 31 October 2006. HBEU 
would seek to hold this dispensation in place until after the successful implementation of the 
GPS system (which is scheduled for I July 2007). During the interim period we will work 
with HBUS to develop workable solutions. 1 understand that Sandra Peterson has been ask to 
lead this. 

By way of information, a further barrier to our achieving full compliance with the GCL 
without adverse customer impact is outlined by HBFR (email from Matthew Paul Smith of 24 
October 2006 refers) and surrounds fee charing. The change to serial payment methodology 
would put HBELf at a competitive disadvantage and we believe precipitate voluminous 
customer complaints, as evidenced by the attached schedule of customer issues prepared by our 
GTB Product team when sampling was undertaken in Q306. We have sought input from our 
business partners in CMB & CIB on this issue and they have expressed the view that they 
would not wish us to proceed until the HBUS additional charge issue is resolved and the 
customer impact minimised. As presented this practice would appear to contravene HBUSs 
policy of “treating the customer fairly”. 

Regards. 


Malcolm Eastwood 

Head of Payment & Commercial Operations 


Attachment; USD Serial Routing Complaints Log 
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USD Serial Routing Complaints Log 

I) ■ I a complaint as payments which they wen: sending to beneficiary 

banks outside the US with charges field marked "OUR" were being changed by HBUS to 
"SHA” and so charges had been deducted from the payment It is very important 
ensure that the full amount of their payment is received by the beneficiary. The intenm 
solution adopted was to remove the particular berrefi ciary ban k from the pilot and HBEU to 
route these payments direct again which has pleased however should this scenario 
happen again with any of their USD traffic even with Principle Protect, for example HBUS 
having to route through Fedwire due to not holding authenticator keys, we can expect further 
serious complaints and potential withdrawal of payments business ^worth £SOOK payments 
income per annum atone.) 


2} • I remits large numbers of payments through 

RBS and HSBC. Their key customer activity is to provide retail payments worldwide. Tltcy 
also are using a whiteiabel treasury platform provided by HSBC to support their on-line FX 
trading and intemationa! payments activities. 

Both payments flows are being processed through HBEU's EPS. ^^^ is a payments 
consolidator. Its business model relies upon providing payments in all currencies to end users 
at competitive pricing. They are keen to squeeze out any extraneous costs in processing the 
payments to maintain as much of the FX margin as possible. Additional charges appearing as a 
result of shifting the process from cover to serial payment method for USD payments are 
therefore extremely visible to them. 


^^^ have complained about the extra $20 being deducted by HBUS from their payments being 
sent out with charges field "BEN". As 75% oftbeir payments are below $1,000, any additional 
charges taken from their payments are especially felt by the beneficiaries (often these can be 
remittances to family) and affects their business model. These payments were all to one 
Peruvian hank which has since been removed from the pilot however once this extended to 
cover all USD traffic their customers will especially notice the fiiriher deductions and the 
overall coste of sending USD through HSBC would likely mcan^^§would withdraw their 
payments business from HSBC - the relatkmship income is £1.6m per annum. 


raised queries as their customers are complaining due to receiving 
$20}ess from their USD payments. Their business is similar to that of ic 

that regular low value payments are made to the same beneficiaries. TTie RSCE responded that 
these are bene*deduct fees and so bcncfrctarics should expect the payments less charges 
however these enquiries arc set to increase should serial routing come live and complaints to 
follow once they realise that HBUS are taking extra charges. 


have raised exactly the same queries 
handled in the same way and so queries / complaints set to increase. 


with the RSCE, also 


5 l^ ^ ^ ^^ ^^ecentlv won business on the strength of our group presence, complained as 
they have been receiving payments into their USD account held wi& ourselves and $20 extra 
charges have been deducted. These payments arc originating from our Group Offices such as 
HSBC France and HSBC Hong Kong. This raised the situation where they are being penalised 
for sending USD payments within the Group yet they do not encounter this when receiving 
USD from other banks such as BNP. 
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6) A similar complaint was received who were suddenly 

charged an extra $20 for transferring USD via Hexagon from their account at HSBC Hong 
K.ong to their account held with us. This has lead to the perception that we are the “rip-off’ 
bank. 

7) HSBC Funds Administration Jersey have advised that they have received numerous 
complaints from both the HSBC Execuhve poptdation as well as "traditional" customers in 
relation to the additional $20 bene-deduct fees being taken from their USD payments. These 
have been received despite only 5% of payments being routed in this way at present. 

8) A npiaiaed about die additional 520 charge on their 

USD payments a result their RM believes that they are now making 

their USD payments from elsewhere. 
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From: Rod MOXLEY 
Sent: Wed Jul 04 14:54:07 
To: Tony WERBY 
Cc: Andy M NEWMAN 
Subject; Re; 

Importance: Norrnai 
Attachments: image_0.gif; 


2007 


HSBC arrangements for payment of tfie 
image_1.gif: image_2.gif, Doc Unk.htm; 


Consideration 

GCL060011.doc 


Tony, 

I donl know if there is sUtI an ongoing issue with the attached but I wW suppty a few general comments 
which may help clarify the position. 

Firstly, the whole concept of filtering of payments (and the r^ated issues as to whether the vehicle for 
transmission should be MT103s or MT202S) was to ensure that we as a Bank are not conducting 
business with known terrorists or with countries who have had sanctions imposed against them. In the 
scenario you have described, the important overriding point is that we should be sure that at no point in 
the chain are we dealing with counterparties who may cause HBEU reputational damage. It is therefore 
critical that we know who the transaction is ultirrtatety between attd this is not masked by funds passirrg 
between a multitude of intermediary banks and third parties. 

Secondly, the reason for the introduction of GCL06001 1 was to ensure that our colleagues in HBUS were 
not necessarily vulnerable to investigaliorts by US regulators when they were processing MT202 
payments, which contained only a small amount of detail. The US regulators are not interested in whether 
we have paid or received funds from another bank, however reputable, more that they are comfortable 
that we know that the underlying transaction Is bona fide. A suitable way to guarantee Transparency' is 
by insisting upon MT103 instrucdons with full disclosure of aR parlies to the transaction, if, in this 
transaction, there is any doubt about whether HBUS are beirtg placed at risk because of the mode of 
payment transmission, I would suggest that their Compliance area (Elizabeth Protomastro or Grace 
SantiagchDarvish) are advised and clearance given by them. 

Thirdly, the dispensation granted by GHQ CMP was only granted on the basis of the huge volume of 
HBEU traffic and the potential resolution of the problem by an impending global system change. It would 
appear unlikely, therefore, that an application (or a further dispensation would be successful at this stage 
but I am sure John Allison would be better placed to answer this. 

Hope this is heipful-please advise if you need further comments. 

Regards 

Rod 


Tony WERBY/TOEUyHSBC 


Tony WERBYilBEU/HSBC IBEU 20/06/2007 10:55 Phene No . jo Rod MOXLEY/HSEU/HSSCiaHSBC 
799 190S1 

♦44 (0) 20 0207 991 9081 Mai! Sire; 72867 
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From: Paul PROCTOR 

Sent: Mon Jul 15 14:56:19 2002 

To: Julie A CLARKE; Malcolm G EASTWOOD 

Cc; Paul B GOLDFINCH; Nick J COSGROVE; Geoff ARMSTRONG; Mary L CUSACK; John R 
CHAPPENDSN; Pot N CONROY; ^!an D DEACON; John ALUSOl^; Chris J POLLARD 
SiihjRCt; Moniroring of psymsnt transactions against sanrttons. 

Importance: Norma' 

Attachments: image_o.gif. General GulOaltnes for Referred Transactions Jul02 doc 


Julie/Maicolm 

Thank you for your input j'ltc Ihe wording of the guidetiries to be issued to 18L man&gers/stalT. I have 
Incorporated inour sussssied am^^oments and would be grateful for jicKir Finsl corifirmasion of 
acr.fi ptance. 

Julie, ! have highlighted Malcolm's suggested wordinn re 'recommendinfl that payments including 
potential offending words is not made' but would welcome your conlirmaUon that such recommendation, if 
made to the origirtating party, would n{« contravene Group Policy. Malcolm, is my interprsietion of your 
suggested phrase correcL 



I look forward to your final thoughts whereupon I will issue wittun IBL. 
Paul. 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8877103 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00745 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1840 


THIS PAGE IS 
INTENTIONALLY 
LEFT BLANK 


Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8877104 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00746 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




1841 


Gencrfll Gwdelinea For Referred Transactions - Sanctiotts Moaitoring 


HSBC Bank pic lias a dut>’ toenswc thath ccrapli^ wiAany sanctious that directly 
affect it (e.g. UKj'EU/UN) with regard to (ransactiens processed on behalf of 
cusiomers- 

fn the case of US sanctions, which arc Diforced by OFAC, HSBC Bank pic is not 
icgaHy required to comply wish them but we should be mindfii! of Gnjup policy 
which states that ‘Group tocmbci'S should comply wfli both the Icttei'find spirit of all 
relevant 'bws, codes, nilcs. Tcgularions and sRmdards of good market practice in each 
jurisdiction ai ouod the worid where they conduct business’. ItisstrotJ!iiy 
recouiinecdcd, ihcrcforc, that RK4s do not deliberately lake action aimed at assisting a 
customer to circumvent OFAC sanctions. For example payment instructions should 
not be amended by IBL siaff. 

AtprcseiU, MPD/ICPD refer to IBL. (raosacUoas frean (be accuuui inhibit queue and 
chose non-straight through processed (BlPlpaymcnis going to counliies where they 
aix aware that sanctions exist. Certain payments will ST? notwithstanding that they 
cuntuin country infonnorion which may be sanction sensible, MPDs list of counn’ics 
where saaedans ere known to exist is reviewed ’oy the LCRmi atjuaiteiiy basis. It is 
cavisjigcd tb&t, in due course, the i-csponsibility forpcUcingpay— .ents and cheque 
clearings against sanctions will migrate fiom !BL to Payment Seivices ar Paiic Street 
but until ibeu, please obscr\'C the foUowing giri'ddtncs: 

For sauctiona impn.sed by the liK, Ell nr UN: 

• HSDC Bank pic has a legal obligation to monitor tnjusacdons agaiust these 
sanctions. 

• As only the sending parr>' (Con-cspondcut/Rcinittiug bauk/llSBC branch) is fully 
aware of the underlying reason for tlie transfer, your only practical course of 
aciion is to refer back to them to assure yourself ihtit the transfer docs not 
rqDi'cscnt a breach of sancbmis. 

• Only if you caa be cenain that to process the payment would not result in HSBC 
Bank pic coiilravCTihig satictions, can you authorise MPD to process die payinert. 

• Should you coadude that to process the paytscoc would contravens such a 
saTiclton. then tl'.e paj-rcent should not be authorised and the sending bank advised 
hpuicdiatdy. 

• Yon will need rn closely liaise with MPO.TCPT), since they will nwd lo kwow 
what aciion to wkc wii the payment in qiicsiioD. 

For sanctions imposed by the t'S/OF.AC: 

• Whilst HSBC Bank pic is not legally bound by sucUsaoctiousw'einttst be mindful 
rtf Group policy. 
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• USD payments routed via the US. <»' where settlement is via a cover payment 
placed on the account of a nostro provider domiciled in the USA wiii lead to tlic 
payment being setutinised in detail under the OFAC rccuiremenis. Key words 
such as Iran, Iraq, Libya. Cuba or the mention of cities or entities known to be 
domiciled in those countries will uonnaliy result in the funds bei&g sequestrated 
by Or AC. with the onus then being on the originator to prove that the payment is 
not saiiccioHable. A full copy of the payoieut iostniction should therefore be 
reviewed where there is su^icicn feat sequestraxua nay cxicur. 

• Release of a sequssfraied payment can only nonnally he achieved through the 
production of a license or by prov-ing dja! &c wotd a"- words gcacraiing the 
sequesTrarion were added as fl result of a clerical error, i.c. they d'd not form paA 
of die original trayincnt instruction. It is therefore rccmnnieiided that any 
payment referred which contaiussnch wording is not made. If it is then it 
should be pointed out to the remitter that payment will be made at their risk aud 
without liability on the part of HSBC should flic funds become sequestrated. This 
should be communicated io writing as should the customer's acknowledgement 
aod confiiinatiou that the paymcol should still be made. 

• It should also be bom in mind that payments in other ciareiKics iucoiporadng 
such information aud wtiich are sent to ex routed via die US may aiso be subject lo 
scQUcsoatioii rules. 

» ^'ou should refer payments falling within (he above criKiia back to flic sending 
party (Reniiftiiig/Correspoiidcnt Bank or HSBCbranclO. panting out only that 
OF.AC senctioiis exist and ask tes further instructions. On no account should you 
deliberately guide, encourage or coerce the sender into amending the payment 
details so IS to circumvent the OFAC sanctions. Any action taken must he 
deicnDincd by the sending parly, We will simply process as instriKtcd. If the 
paymeot is still processed after referral make clear that this is at their risk and 
witboiil aay liability on ftic part of HSBC, c.xchflagc coircspondcncc lo this effect 
aud rectxd llie discussion and decision taken on a call report to the custontci’s file. 

• lit the event ibai refcnal back to the ssiidiiig party is nol fca^bic ahead of (he cu[- 
ofTtinie for USD payments you should refer to a Senior Manager, who would 
need to take a decision, taking ioto account the likelihood of the funds being 
sequestrated against the risk of an interest cloiOD being made against us if we fail 
to process aliead of the cut ofT time. 

15 July 2002 
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From: John ALLiSON 
Sent: Tue Nov 11 13:19:44 2003 
To: Susan A WRIGHT 
Subject: Iran payments 
importance: Normal 


As you are a>A'are. I visited MPD in Park Sleeet last week to discuss Iran payments. 

CurTe.nt orrcedure 

The Iranian correspondent bank customers enter //REC in Field 72oftheirMT100 payments. This causes 
them to drop out for review/repair before execution. MPD staff know that they are expected to ensure that 
the word Iran, or the phrase *tio not mention Iran*, of any other ctMT^fomising reference are not 
uuntained in tjie MT 202 uuvei pa^tieiti payitiii!il ruessaye udiiuti is actually transiiiilied iu the USA. 

Thsrs is no clearly documented procedure - itts srcnsa case of'estabtishsc custom''. beSevad by MRD to 
be at the request of relationship management. 

The newly established Compliance Manf^er In MPO is not comfortable with tha custom which he has 
inherited, neither from a moral compliance porspoctive, nor from the operational loss/ambarrassment 
teclor should an MPD reviewer/repairer make a human error and leave somsting in a field which causes a 
US bank OFAC niter to identify a trigger wofdrphrase/reference. and delay or block the payment. 

MPD Cornpliancs are very uncomfortable at being asked periodically (currently by Nigel Weir and Gary 
Boon In Middle East) whether a certain tormattlng methodotogy will pass successfully through an OFAC 
fjlter- They feel It e relationship management responsiblity to understand what the Iran payments 
represant, and give advice/guidance to the Iranian banks on the circumstances, if any, in which payments 
are acceptable. The rote of MPD Is to execute customer payment instructions efficiently. 

Possible future orocedure 


We based our discussion around the OFAC FAQ site, paiiicuiaily: 


QUOTE 

Question - I've heard that U>Turn psyntents ars allowed for Iran. VVhat exactly is a U*Tum payment? 
Answer • A "U-Turn" payment involving Iran isv/here US dollar Iransaclions invoiwng Iran are cleared 
through a US bank. Generally speaking, there must be a third-country bank on both sides of a transaetjon 
ro qualify as a ’‘U-Turn". For example. Bank Melll Iran can send funds from its account at a German bank 
through the German bank's correspondent in New York to an Italian bank to pay for goods purchased 
from Italy, The originating and baneticiafy banks may not be US banks. 

UNQUOTE 

It Is the opinion of MPD Compliance that ail of the Iran payments which they process fail Into the "U-Turn" 
category. They therefore belfoyc that it should be entirely acccptobic to send f^103s (which have 
replscad MTIOOs) direct to ihe paying bank, and sertd MT202 cover payments to US banks, perhaps 
even going so far as stating specifically in bank-to-bank informatlori field. "U-Turn payment*. MPD pointed 
out fliat on the OFAC website, U-Tum paymerts are actually defined as cover payments: 

QUOTE 
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US depositary institutions may handle *U-Tum' tfansacfions - cover payments involving Iran that are By 
order of a third country bank for payment to ararfher third country bank- provided they do no! directly 
credit Of debit an Iranian account 
UNQUOTE 

We discussed how HBUS would want cast iron guarantee that only appropriately qualcfying U-Tum 
payments could be sent to ttieni, and this will be given nx»re consideration. WPD understana HBUS's 
preference fora direct WT103 to HBUS, tor them in tom to issue a second MT103 (the so-railed serial 
route), because it gives HBUS tot^ transparenyand con&oLThis represents a deviation from established 
SWIFT cover payment practice, and MPD underlined that the Iranian banks would have to be coached in 
another "special procedure". 

Next immsdiale action 

Conscious of the instruction from David Dagley to cease processing Iranian bank payments, but bearing 
ill (iiind these discussiuris, nrlFD leguesied kiiUiei consiueralioi) on wneUioi' Ute payntet'its enn 
legitimately be execiitsrl as U-Tunt payinenfe. 

kfv interpretation 

if the paymenis puaii^ing for U-Tis^rt can be tdenlffied by contrcls/procedures to 1D0% axtent. then I 
be&eve that cover payment technique could/should be used, if controts/procedures are not 100% reliable, 
Ihett MT103 probably becomes inevitable. 

Happy to discuss further. 

John 
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FfOTi: Tony P COLLINS 

Sent Thu Dec 1 8 1 7: 1 7:40 2003 • 

To: John ALLISON 

Cc; David W J BAGLEY; Malcolm G EASTWOOD; Rod MOXLEY: Jeremy R WALKER; Nigel J VTEIR; 

Geoff ARMSTRONG: Quenm K AYL WARD; Brian W RICHARDS; Gary BOON; John F ROOT; John R 

WILKINSON; Susan A WRIGHT 

Subject: Memo: Re; Iran - U-Tum Payments 

importance; Normal 

Attachments; image_0.gi^ imagB_1.gff. ima9e_2^tl; Metli Pymt Processing.doc; Meli Rev.doc 


The processing of Iranian payments and the subsequent reputationai risk in'/oived has been a major 
tsiking point during the last few years. Those discussions began due to the number of Iranian payment 
frozen hy HR'JS, the subsequent pressure placed upon them by the Federal Authorities and our own 
fears concerning cur global reputation. 

OFAC Sanctions state that " US Depository Institutions may handle "U-Turn" transactions { cover 
payments involving Iran that are by order of a third country bank to another third country bankt , 
provided they do not directly credit or debit an Iranian account.". The subsequent pressure by the 
Federal Authorises caused HBUS to move the goal posts sfightly. eventually advising that Senai 
Payments alone would be acceptable in order to receive ^11 disclosure. 

The political situation llien chaf>aed in the wake of 9/11 which t would guess strengthened HBUS rBsclue 
for full diEctosurs, butwhather tha sdoplion of the orginaS Sndings which have now baan proposed ara 
stit! valid today shouM be put under ctossr scrutsrry. 

During the previous 7 months RMS have investigated the Iranian issue with an open mind, taking into 
consideretion our reputational risk, current and possibly future Iranian business and the technical, staffing 
and financial implications. The most important issue was obviously to ensure that we complied with 
cunent OFAC sanctions and to effe« payments with the minimum of reputational risk. Cover payments 
met this criteria and with the proposed addition of ail OFAC Sancticr.s us tha Project Wolf database and 
the extra security provided by the OFAC Backstop Queue in London, we bei.evsd that Cover peyments 
were the way forward. With this in mind, we were under the imp'ession that Group Compliance would 
cornet Legal Counsel with a view to pursuing their agreement that Cover payments were acceptable, 
and to subsequently approach HSUS with a new recommendation for cover payments. 

It has now been confirmed that the reason tor r>ot contacting Legal Counsel at the outset was to ensure 
we didn't incur legal expense without first discussing the approach with HSUS. We understand the 
reasoning but believe we have lost the impetus of the original plan to persuade HBUS to accept cover 
.payments as valid payment method, agreed by both OFAC and hope^iy Legal Counsel. HBUS have 
therefore reiterated their desire fcr full deciosure as per their original discussions pre 9/11. 

Assuming that ifie example of payment formatting provided for Bank Meii) will mw be duplicated for all 
Our Iranian accounts, HBUS will therefore need to open separate processing acenunts for all our current 
and future custemefs which will subcequentfy be entered i.mo their OFAC filter as e "token* to ensure that 
every transaction is fiice'ed ter in'.'sstigation. 

HBUS will therefore require further PTE to process these payments but a business proposal including 
actual pricing has yet to be agreed. Were the 3 original FTE required for Sank Melli payments only 7 If so, 
how many will be required for ail Iranian accounts? With the deadline only a few weeks away we may find 
ourselves agreeing to pay costs that in the future may not prove financially sound. These costs again may 
rise as our Iranian customer base focreases. 
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!f c'jslomer transfers are to be effocSsd by MTK2, tbe custenrsf must inp'Jl Fd 55 to ensure tha! MPS 
processes the payment through the serirf method. Itis possible that if Fd 56 is left blank, MPS will send 
out 2 X MT202S by the cover method. 

VvTIi a!! our Iranian customers be required to sign Terms and ConcStions" explaining that HSBC will not be 
iiebls for any payments we process using ar» MTIOfl series payment method? What stance will we take 
with itiose customers v/tio don’t wish to sign? 

MPS cannot locate specific payment types for a specif c customer base and send them to a repair queue. 
Therefore the only option would be to set a marker on aJf the Iranian accounts and manually check each 
paymenl. if no adion is taken, an MT103 from Bank Uallicntlld stil STP causkig an aulutriatad cover 
payment to be effected via foe US. If MPS cannot be amended, where vriil the onus of checking each 
payment lay? vvtiich ever department is chosen for this task, time wifi be required fore business plan to 
be investigated to discuss future stafTiog icvds and costs. 

As it is iliegaf to tamper or amervl a paymerri instruction as it may be deemed as 'side-sfapping' current 
sanctions, what action will be taken by Li^oston/Global when an Hlegafly sent MT103 falls to repair due 
to a formatting issue other tharr the paymeni beirrg a 1037 it wiU also be necessary to re-educate our 
customers with regard to formatting and especially rjew 72 with foe cckmmonly used statement “ Do net 
mention Iran”. There is also foe legal questions concerning toterest claims if HQ'JS hold a valid MT202 
payment for further irn'estgation. Who wt!! pay these txsts when both foe customer and H3EU belis'/e 
Ihe payment cornplie^ with OFAC sanctions? 

For the serial method to have any chanceof success, it will require our correct interpretation of a U-Tum 
transaction tor every single (laymeiit, a toll business proposal to include staffing levels in HSUS and 
H0EU plus costirrgs and the agreement of the customer. Due to many banks closing their Iranian 
business, 1 would expect our customer base to Increase signtncantly when they realise that HS8C ts 
hsppy to process USD paymsnls. This also causes corKcm. 

in conclusion, this method wilt require an exiromely difficult manual process which takes us ona step back 
in our ^ght for STP. Group Compliance have advised that "Due to the currertt regulatory climate, alt 
payments must be transparenf which irrereases the tikefihood or HBUS seeing something they don't like 
anO fioiding funds for invesUgation/freezing assets. Win regard to LFTom payments, It ail coirws down to 
inierpretotien. in addition, their is on extremety il.mitsd amount oftimes’/ottable to set the required v/heels 
in motion. My view is that the .serial irtethod lequires a targe amount of work prior lo commencement, s 
disproportionate amount of expense and a higher than average risk to the banks reputation being 
damaged by a future payment. 

Regards 

Tony 


Susan A WRIGHT, ’HGHO/'HSBC on 1 1 Dec 2003 ] 7:30 
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Memo 

t1 Dec 2003 I7;3C 


From; Susan A WRIGHimGHCVHSBC 


Teh 7992 5554 
44207S925S54 


To: Nigel J WEIR et a! 


To: Nigel J WEIR/RU IB MEM/(IBME,TISBC@I ISBC 

Geoff ARMSTRONG/HBEU/HSBC@HSBC 

QuenU'n R AYLWARD/WCSWHSBC@KSBC 

Orian W RlCHARDSA^DeKAlSBC@HS0C 

Rod MOXl FY/HREU/HSBC@HSBC . 

Gary BOONIMGR PCM MEMMBMEA1SBC@HSBC 

John F ROOT/HGHCyHSBC(^SBC 

John ALLIS<»4/HG«Q4HSBC@HSBC 

Malcolm G EASTWOOEMi^OBK/HSBC^H^C 

John R WILKINSOH^HBElVHSBC@HSBC 

Jeremy R WALKER/HBEUIHSDC@HSBC 

Tony P CCH.LINS/HBtUfrlSBC@H^C 

David WJ BAGLEY/HGHQ/HSBC@HSBC 

cc: 

bcc; 


Subject: Re: Iran • lATum Payments 

Further to my recent ernaiis please tine! attached the proposed U-tum process/procedures forv/ardeC by 
Carolyn Wind, 

Could you ptcasc advise John Alison of your comments as soon, as possible. It may be worthwhile 
convening another conference call and if you would like us to arrange this please lel me know. 

Regards 

Susan Wright 
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U-TURN PAYMENT PROCESSING FOR BANK MELLI MA HBEU 

HBUS wit! process payments for Bank Melli as the originator of ti ansactions via 

HBEU. As Bank Melli will appear as the originator, all transactions will be 

subject to OFAC review on tiie EP payment system. 

Assumptions: 

• A separate processing account will be established under the name of ‘"HBEU 
Special Account” on HBUS books. Only Bank Melli originated transactions 
will pass Uimug}) Utis account 

• Additionally, the account mimb^ of“HBEU Special Account” will be entered 
into the OFAC niter as a “token” so that every transaction for this accouiu 
will be stoppdin tbc OFAC queue for review and af^^rova) before 
processing. 

• HBUS will be reimbursed for 3 FTE to be hired due to exo a process burden of 
OF .A C review for aa estimated 400 transactions a day (methodology and 
pricing 1o be established) 

• Tlie ‘TJ-Tum” transactions will be formatted in accordance with SWIFT 
MT202 standards and will include Bank McIH as die origiuator as noted 
below; 


STEP1: 

Bank Melii serids an MT2C2 to t IDEiJ to debit their account and make a U.3. 
payment wan full details: 

Originator’s Sank: 

Debit Party: 

Credit Party: 

Intermediary Bank: 

BeneHciary Bank: 


Benaficiary; 

Reference: 

STEP 2: 

HBEU sends an MT202 to HBUS to debit HBEU's account with HBUS: 


Bank Meifi 

Bank MelS's account wrtti HBEU 
HBEU's nostro account witr» HBUS 
any u.s. bank via Fedwire / CHIPS 
any Foreign bank which is not Iranian, not 
H5EU and not a foreign branch of a U.S. 
bank and must bs fer the benefit of the 
foreign bark's USD account on the books 
of the above “ifrtennediary U.S. bank 
party Bank Meill is ren»llir>o funds to 
(opliortat) 


Originator’s Bank: 
Debit Party: 

Credit Party; 
Intermediary Bank: 
Beneficiary Bank: 


Beneficiary: 

Reference: 


Bank Melli 

HBBU's nostro account with HBUS 
any U-5. bank vie Fedwire / CHIPS 
(not applicable) 

any foreign bank which is not Iranian, not 
HBEU and tioi a foraigri branch of a U.S. 
bank and must be for the benefit of the 
foreign bank’s USD account on the books 
ot me "Cfeoil Party” U.S. bank 
party Bank Melli is remitting funds io 
(optbnal) 
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OFAC FiUer Review Process : 

1. Upon receipt of insfructions from HBEU, payment wiJl be executed as STP (straight 
through processing) w repair. Ifrqtair. any required corrections will be done in 
accordance with standard operating procedures. 

2. Payment wiil be stopped in theEP OF.AC Filter for manual review. There wiii be 
two reviews and two approvals required before the payment can be processed, as 
described in items (3) and (4). 

3. 'fhe first reviewer will examine the payment for compUaocc with the “U-Utm” 
exception under the Iranian Tlans^ous R^iatious, i.e., the ware transfer muse be.- 

(I) By a foreign bank which is not an Iranian caility 
('2) From its own account at a domestic bank 

(3) I'o an account held by a domestic bank 

(4) For a second foreign bank which is not an Irauian entity. 

4. If the first resdewer confirms that payment is nor prohibited by OFAC sanctions, i.e., 
it is perminsd under the "U-mrn’' exception to the Iranian Transactions Regulations, 
the payment wfll be rdeased lobe verified by the second reviewer. If the reviewer 
detennines iLai payment does not meet the U-turn requirement, it will be rejected 
back to HBEU in accordance with the Iranian Transactions Rcgulaiiuns sud niportcu 
to OFAC as required. 

3. iftbe second reviewer verifies andconfinnsdrat the paymant meets the U-tuin 
exceptiou, hc^she will mease the payuicat for final ptocessii^ via Book Trawsfer, 
CKiPis, or Fedwitv. If ihe second itviewor dstenuioes that the payment does not 
luecl with ciitciia for a U-lum c.<iccpiioii, it will be rejected back to HBEU in 
accordautce with the Iraoiao Trausactious Regulations and repealed to OF.'^C as 
required. 
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From: David W J BAGLEY 
Sent; Fri Way 05 10:11:02 2005 
To: John ALLISON 
Cc: John F ROOT 

Subject Fw; SERIAL PAYMENTS - USD - GCL 
importance: Normai 
Attachments: Dec Link.htm 


John, 

i am not sure i futiy ■follow this, nor have J tried to analyse ho'W well this sSs svith the dispensation requests 
recleved in relation to HUB sites, (argety via Lily. It does however incdcate a possible consistent approach 
which was of course something we discussed at ourmeettog earUar this week. 

Could you connsider and sock tohher artd bettor particufars where needed. 

Regards 

— Fowarded by Oavid VVJ BAGLEY/'HGHQ'HSBC on 05.'Ki»'2006 J0:08 — 


Michael GRAtNGER/HBEUtHSBC HBEU 
QS'05/20Q6 1D;00 Phone No . 79925254 
*44 fC) 20 7992 5254 tilail 3ize; 37^4 


To David W J BAGLEY«GHQ/HSSC@HS3C 

„ Stephen R£YNOLDSy'HBEU;HSBC@HSBC. Malcolm G 

EASTVVOODA4D8K/HSBCSHSBC. Rod 

MCXLEYiHBEUTHSBCSHSBC, Akbar DHALA/H5EU/n3BC@H3BC, 
Ralph n JELBART/HQEIJ/HSBC^HSBC. Melanie R 
FRENCHfHBEUyr4SBC@HSeC.MiWR 
eANYARDyHBEU«SBC@HSSC 
Sut^e Fw; SERIAL PAYMENTS -USD -GCL 
ct 

Enhiy HSBC Benkp4c- HBEU 


David, 

I work in GTS - PCM for Stuart Rouseil / Peter Hazou and have been asked to co-ordinate a response to 
the recent GCL (below) in relation to USD payment messages initialed by a group office having to be sent 
as serial payments. 

in conjuficlion wfin Operations - RSC6 (with whom i know you have been to communication already vis 
MPS impacts pre GPS • attached belcv/}, and IT. v<ho a'e r&'viewir.g the HUB impacts on ether European 
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^roup cmc?$, 1 would Iik6 to r6C(Uesi a dispertsdtiori ^oiti the GCL 

This wi!f ailow for systems changes te be Irrtt^mer^d fcf the HUB and a pilot tschnicsl solution for 
both areas to minimise both systems and cummer disrvDfion, given the short notice to implement the 
GCL. 

In summary 

Wth reference (o the recent GCL 

http'.'/grciup.gnq.nsbc-!nt/groupffiomB,n5f/ByRetAJKCM6NLDDN1(M1480S042006?Op5n 
This has a 2 fold impact. 

1 On iV'PS from HBEU London where Opera^ns and F<^ in the UK have been v/orfcing with HBUS 
since March on a paoi to test MPS ccnstrsints and m^imise system and customer dismption. 

Rod Mo.xtey has fbrrnaih/ sought dispensabon ffll end October 2006 per betow note to y'ourseifso i wll! let 
that n»n 'ts r-oufse. Malco^ Eastwood smd ! are both par^ to the pilot working party. 


2 On other HBEU sites through HUB. Extract from IT summary of GCL impacls:- 

This requires changes to HUB which, Mh on a Core 7 amJ Core 8 platfom, only currently allows MT103s 
to be sent to the US if the beneffoa/y is also in the US. There is a HUB development to support Serial 
Payments but i'f has rjofyet been p/tofed. T be HUB Centre ofExceSence has requested that all sites 
Bwatt the pilot releasa prior to further rt^l out - this is to fuffy prove the change and will prevent 
vnnecessa.-y re-vrork. We need to da more analysis to gain an undsrslanding of any foe-?/ to Cora 
non/Ucts which might e.wsf before k is applied to any of our Core 8 sites. IVe also r<eed to revlev/ whether 
Ihere are at/erostfves to back synch/Dn/s/ng the change to Cora 7 {which would inevtlebly require input 
from local IT in Spain). However the only certainty et present is that our HUB sites in Europe will not be 
compliant by the end April, and that dispensation from fhs GCL needs to be sought 

IT has proposed a temporary manual workaround irt line with what ASP have dona for their 
Region and therefore a dispensation front Ute systems soiutiott lili end of 2008 to allow for time 
for U)9 systems changes to be piloted, and then implsmented. This will require s Regional rotl-out 
across ail HBEU sites. 

in the meantime, sites have confirmed that they wW comply with the manual workaround (as implemented 
In Asia with their dispensation stretching through to end of August - 1 attach Ihetrccrrepsondence at the 
foot of this mail which outlines the manuaJ solution, also implemented in Europe). 

IT has approved the request for dispensation, and grateful for your confirmation as to the proposed 
course of eciion rcn'boUt ar eas. 

Regards, 

Michael 


David 
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HBEU Payrr.cnt Ser-.'ices are hereby seeking a dispsnsatich ^rrs ur?der.TCtBd two secUonsaf 
above GCL as tofbws: 

Quote 

l .Wiih cfrcci fioiti ?0APR0fj alHiSD payirscnS initiated bj* a Oronp Office and rcmittcfl via HBliS, or any other 
US corresponjirui, iiuisl be made as sorial paymeuis. 

HBEU diMtensaiion 

Ali USD payments initiated by HBEU Payment Sendees destined for a beneficiary in the US v/iil be 
remitted via serial route to HBUS. Vte are not rajrrently in a posWon to route USD payments destined Ibr 
countries outside the US. however, in Sw same manner (via HBUS). for three primary reasons. 

Rrstiy. serial psyrnsnt mcSiodotogy docs not cater for the increased .numJser of payment fteiCs necessary 
!c effect soma payme.nts requested InsetSemento! HBEU core customer trg.nsaciionE, 

Secondly, the US test key natA'nik is considerably smaUef than that of HBEU and the absence of 
common Standard Ssttiement Inshucliotis will greatly Increase the risk of payment delay and subsaquant 
customer dissatisfection . 

Thirdly, the differing number of reference digits used in the sale! payment method will potentially lead to 
increased manual intervention, delay and incorrect payment. 

Wc arc committed lo w orkine with HBUS to tRiiW soliuicns during the next six moaths, which will ensure rha! the 
irwjohiy, iriicifll?. USD conmtcrciaiptrnneiRs wilt beswt via the serial nieiiiod. 

4. Until fiirrhcr notification. l;-nirn paynvctws.niKtor the Iran country OFAC sanenans, sh.nniri Also cowir.ttcto be 
mm'e a- cover psyiiK’i's {XfTiO.T + linkeil MT202) as serial payniciifs cantun qualii'y a*it'.in>(i jmiuMts. In 
accordnnee with GCt. OSWMT.atl U-tunt paynwnts must conlimie to l>e made via HBME DUB. Where U-ium 
payntcins are made, Field 72 of the Swift paynicn: message must be completed so asiontake nfl'eTenct; to Buy liiWcd 

HBEU (lispcnsatiuii : 

We will continue to route usO Iranian >Hum payments via HBME Dubai without altering the customer 
instruction in any way. Corr^Sance with the Field 72 rsquiremenis wilJ ba the resportsibiiity of HBME 
Dubai, since we have no control over this element of the process. 

HBEU would seek to hold this dispensalion in (Mece until 31 October 200S si which time wd would review 
HBUS serv'icing and progress of the GPS payment system, with a view to removing the dispensation. 
Unquote 

Disper.sslions are submitted by different parts of the business in different formats. In order to ensure that 
this Is properly formalised, l will be gratefoi it you will confirm in due course that you are happy with ail 
aspects ohhe dispensation request (i.e whether you require the request to be transferred to a standard 
form orv/hether authorisation is required by way nfemaa from Head nf Payment Services), and indeed 
confirmatioh that you are prepared lo authorise it. 

Regards 

Rod 
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Rod MOXLEY/HBEUiHSBC HBEU 0W)2O006 jo 
08 39 Phorie No , 799 t36B4 
44 20 7991 3664 Ms» Size' 54392 


Oa«dW J BACLEY/HGHaUSBC^HSBC 
James J Y MADSEm-lBEU/HSBCSHSBC. John 
All.iSON/HGHQ«4SBC®HSBC. Malcolm G 
£:^V3CD&SCSK;i«S8CglHS3C, Marion O 
ROACH/HGHQfriS3C©HSBC, Michele CROS/HDEUiHSDC©HSBC, 
Martin 3 CLARWHBEU/HSBC@HSBC, John P 
ED6{JEYJHBEU/HSBC@MS3C. BiH E F RiCE/HBEU/HSBC@HSBC 


Re; SERIAL PAYMENTS - USD 
cl 


Enmy HSBC Bank pic -H^U 


□avid, 


Thank you for your noie regardina live above. 

! dsfai! bsto'.v a ccnsoiidslsd resptmss on behalf of the Peyrrwn! Services area in HBEU, which aSempts 
tc address y-our spscifin is^es and also draw out other obsar.'attons materiaiiy affeciing ihis s-ubject. 

1. All Group offices wilt be required to move to mandatory serial payment methodology for all USD 
payments initialed 'wtthin the Group and passing HBUS. 

Presently, all our USD payments to banks located in US use the serial paymeni method. There is a 
probiem, which we believe to be a Qobal one. that USD to other non US countries use the cover method, 
in part due to market practice and in part due to the feet that on occasions, t‘ie excessive number at 
□arties lo a payment instnidion fvohiWts the us© of serial payment routing (due to the f nite number of 
SWIFT fiP.Ws). 

If we ere to migrate to the full serial payment methodology for all USD payments lo all countries. HBEU 
Paymani Services would seek a dspensaiion pend^ the introduction of die new GFP system, wrach will 
need io be contoured to accommodate this change. UK implenieritstion of OFP is expected by 31 
December 200& but other parts of ti>e Gr«sup. Hong Kong tor example, will not fallow until later and this 
may impact on their ability to frwet the proposed March deadltne. 

2. Where any dispensation is grantee fur cover payrttents, this should normally be tor a ilmlted period 
of lime and any payments made in retalion toanyOFAC constrained jurisdiction being made on a serial 
psyment basis. 

Any outward payments to OF AC constrained jurisdictions are nigniightea on the Wolf queue. In future, 
when such payments are identified, the cover bank routing method will be changed and paynient 'wlil be 
made by the serial payment melhodolosy. This wit! inv'Olve adju'Stmer.te to oor routing table and manual 
adjustment to the payment. In respect of inward payments from OFAC ccHislrained jurisdictions, our ECS 
depatiment are working on an enhancement to ensure affected payments ere identified pre-accounting, 

,so that offending payments can be cancelled prior lo credi of customer account or paid (If satisfying 
exemption criteria). 

3. A specific exeiTiption from serial paynient methodology will be required tor irartian U-iu n payments 
where any such payment must be pre-screened forU turn compliance and routed via HBME Dubai. 
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This wili enlail no change to HSEU, aithcugh the comj^etbn of feJu 72 b>’ HBME Dubai sJoos raise some 
concerns. Firstiy, HSBC could tje construed as mateiialy changing custoirter instructions, in precisely the 
same manner outlawed In the recetil "Do not mention Iran" notahons on some Inslitutionsl customers' 
instructions- Secondly, if funds are subsequently sequestrated in US as a resuit of action taken by HBME 
Dubai, roles and responsibilities need to be defined, as the complaint would revert to HBEU (its customer) 
but the error would oe that of HBME Dubai or of the Group stratogy itself. 


4. Specific dispensations from .serial payroent mirihodatogy may also be rRQuirevi in reJa'bn to 
specified oustomere. 

From an ope.'’ationBl viewpoint, these should be kept to a minimufn but I would assume that these would 
indeed be very rare. Having agreed upon a Group strategy, I am uncertain as to what class of customer 
and for what reason payments would require to be made ^ the non-transparenl cover method, 
particularly when our GPP system will be geared towards the serial payment methodoiogy. 


Other observations: 

a. Payment of USD to non UQ countries stiS remains a trig issue. It has been touched upon above but 
the amcuru cf IT development work required woutd be substantial and for this reason we viould strongly 
recommend waiting for the improved solution offered by the ifr^ementatiorr of GPP. I am aware that 
GHQ CWP wili be called upon to make a difTicuU business deefeion here but it is not my belief that the 
Compliance risk is increased by the stance taken by ourselves.. 

b. I am atlBc^iing a note Iron) Marlli Clark, PSCU detailing systems issues which wili result from 
co'ver to serial payment methodoiogy. These may not be specifically Compliance-related issues but may 
assist in the overall underrandtog of attendant issues andean provide a Sjeal point for discussion of the 
wider servicing issues whfcli ate now brought into focus. 

Regards 

Red 

[attachment ‘U S Ontlar Serial Routing Issues doc" deteted by Stephen REYNOLD.SfHBEU/'HSBC] 


David W J BAGLEY/HGHO/HSBC 


DavIdW J SAGLEYfHGHQ/HSBC HGHQ 
Sent by: Marion 0 ROACH 26/01/2006 14:13 
Phone No . 7991 6645 
44 2070 918645 Mai! Sfep, 8S78 


John ALUSON/HGHQ/H5BC@HSBC, Mchele 
CROSAiaEU/t1SBC@HSBC. Malcolm G 
EASTV.’OOD.'MOBK/HSBC^HSSC, James J V 
MADSENTHBELWSBC^HSBC. Rod MOXL£Y,'HBEU,'HSaC©HS9C 


Subjo SERIAL PAYMENTS -USD 
ct 


Entity HSBC Holdings pic - HrSHO 
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Dear Al! 

Furliier io one meeting or 24JANCI6 I hare alt^mpied below, in Ihe form of a series of buiiet points, to set 
out trie suggested recommenCt^on to Group CEO. "Rte c^jxoach scl out aiir.5 w achieve full 
transparercy at as early a date as is pracncaQy possible Ibr as much of the Group as we can. Further 
during any period that a particular area is unable to move to serial payrttent mslhodology for aJiUSD 
payments, then permissible paymspls relaUrrg to OFAC constrained Jurisdictions will be made on a serial 
paymeril basis. 

The suggested approach rs therefore:- 

By way of GGL, ail Orcup Offices to be required to move to mandatory serial payment rnethodedogy for a!i 
USD poymenls initioted within Lhc Gtoup and passing via HBUS. (Vtifo need to euggeot a dole by which 
this ruling will become mandatory - could < sugge^ 1 March unless it is felt to be Impractical to do this 
earlier], (I have assumed that the vast majority of USD payments initiated within the Group, and passing 
other toan through local USD clearing systems are routed via HBUS • do we need fo deal with USD 
payments made by another US correspondent. For consistency these too should be serial). 

Where any juristiicticn, entity or business is unnWe to move to n serial payment basis by the specified 
date, tri.sn cover payments can enriy continue '^481 a dispensation {i suggest obtained from GHQ CMP on 
the underslanrlinu thar we wUI .seek lenhnK-.al rpikiance il requiied]. V'Arere any rit‘(;wnsHriciri 'k gmrrteii 
tri.is should rcrmalty be for a itoitted period of time (for example to olkiw sysferns oeveiopment for 
introduction of GPs) and any payments made in relation to any OFAC constrained jurisdiction (where that 
payment must be in compliance with GCL 050047 ♦ i.e. permitted by OF,M!t5 being made on a serial 
payment basis, 

A spsclfio axempdon from serial payment melhodotogy wSI bo raquired for Iranian U-turn paymants where 
again consistent with the above GCL any such paymen'. must be pre-screened for U-turn compliance and 
be routed via HBME DUB. HBME OUB are ot course consiOeiinQ whather they can complete field 72, 
(Subsequently confirmed). 

Specific dispensations from serial payment methodology may also be required in relation to certain 
specified customers • again a dispensation to be required irom GHQ CMP. 

Progressively HBUS to migrate third party customers to serial payment methodology with mandelory 
serial payment methodology being required by 1J.AH07/1M.AR07? (I amconcerreci that 1MAR07 may be 
sseri as being too long a period of time, although will make it clear in any recommendation that this is the 
preferred tiire peiiod fiom a camrrietcial (lerspective • tiere we will need ihe t]i.(s'ines& ntjrntwrs by the 
time I go io Group CEO which { would like to do by the end of ihe week). 

Particutsily in relation to third party business we vrili continue to monitor the regulatory debate in the US 
Where specific consideration is t>eir>d given by the industry and regulators as to cover payments and what 
US correspondent banks are required to do in relation to the .Tioniioring of cover payments. 

Assuming Thai the above acouraiefy reflects our discussion - aHhough t am happy to he corrected on any 
points thero then soems to me to be a number of practical steps which we need to consider, where I do 
not necessarily expect that I have thought of oil of the possible issues. The following however occun- 
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It wi!! cbarl/ be seiisibie fur us to be in a portion So issue some guktance/FACs with tegard to Ibose 
issues and probtems which rr^tit be ^ed by Group Offices. Couki I ask John Alison, Maicolm and Rod 
So consider these and start prepen'ng FAQs<-already we haveiderfified issues such as potential 
breaches of SWIFT njles, insufficient message fields etc. 

It is ctearty important that we monitor and indeed perhaps prompt discussions yrithin SWFT - this clearly 
requires that bo bnef Marilyn as our board reprosentativa. I would weicome suggestions as to how and 
when we might do this. 

My suggestion would be that the policy be Issued ty GCL which, sidrjsct to Group CEO's concurrence, 
ought to be issued as soort as possible allowing offices fime to prepare. Is there any obvious prior 
consuttation/waming that we can give partlck^iiy to paymertt areas* if so. I am sure John would be 
happy to do this subject to having an approiHiate fist of contacts. 

I iook forward to hearing from you In due course. 

Regards 

David Bagtey 


Michael RamanadertrHBCAyHS&C@HSBC02 
HBCA 25/04/2006 13:58 Mai! Sms: 1215526 


To Alan HOOKAHBEU/HSBC@HSBC 

555 A/Uircfo£Hn Ravindran/HBCA/HS0C@HSBCO2, Chee Kiong 

ChaiyHBC/1JH®C@HSBC02 

Subje Fv?; Compliance • Ssiialpeyments GCL 000011: US DcHar Paymenls 
cf 


Entity HSBC Bank pic-HBEU 


Alan, 

This is what ASP are doing for trteir region. Something similar may need lo happen for Europe. 
Rgds, 


Miuliaei 


— — Forwardrcl by Michael R3m9n2deni'HBCA''HSBC on 25.^«(;20C€ 05:3/ AM 


t-lumberto 

FERSANOESigHSSC HUB 
APHiHBAP rSAprSOCSOZ-QC 
852 22SS 0328 fitai! Size; 

12* <252 


To: Lily L Y HCVCMP APH/HBAP/HSDCigHStlC 

SRIVASTAVATOV.«fvVilC/!F‘.‘HSCC©HS3C 
Sattu MAHAPATRA'ODD SGHAtQAP/HSeC^SBC 
Aita'atnam Ravindran/HBCA/HS8C®MSBC02 
Micnaei Ramansaen^BCA.'Hsec^nSBCU? 

Hugh WC L!M.^M ASP.'HBAP/t^C@HSBC 
Nolan S ADARVE/PCM ASFWBAP.'HSBCSMSBC 
Frankie 3 O ALW>CM ASPft1BM>/HS8C@HSBC 


Ndanjane 
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KS Kwan K K V‘.'ON®GDP fT APH/HSAP.'HSBC@HSBC 

FretlKWLWGOPiTA.PH.«BAP/^SeC@HftnC Subject Pw; Compliance ■ Serial 
QCL06C011;USDofefPayiT»nts OurRef; YourRef 


Lily 

Wc have discussed fric s^'stem soh^n, developed by GPCM.ln orderto meet the compliance 
requirements of GCL 060011; US Ocular Payrrents, wWi IT departments in SGH and INM. Both have 
come up with figures of around 7 weeks for implementing the change. 

Scope as determined bv INM 11 

s) Sources ; TotaSy 70 exisung progrsms r^ianged olwhich 20 programs have locat-to core 
arTwtidrnents and needs review of intact on 

icsal amendments and 5 ricw Critical pfoqrems which are changing ara process control 
programs for OR and IB moduies 

b) Files : New Files - 10. Files undergoing changes - 22 

c) Program ; Ew'stirtg programs which need to be recompiled/focreated due to changes in Wes 
are approx 55 (as per the documentauon). 


Broad {imetinea as determined bv SMM IT 


!T wwk program synchronisation (2w) 24Apr-07?.t3y 

UAT (3\v) 08May-26May 

Release Preparation 22May*27May (in paralSe!) 

Signoff 27May 

CMM ReqtjesT 27May 

Release 10/11 Jon 


Broad timelines as determined bv SQH 


S/No 

Tn«k 

IVfllD- 

days 

Stnrr 

£nd 

Party 

I. 

Study d«;uij:c5j<a:io!i & source 

2 

ISApnl 

f, 

IDAprO 

6 

ITD 

2. 

Source synciuonicatiop 

C> 

20Apd) 

6 

27AprO 

(. 

ITD 

3, 

Rcvicvi- doetunsntaticij) 


19ApK> 

X 

28AprO 

5 

ODD.'SO 

C 

4, 

Conversion 

1 

28.ApvC) 

6 

ISAjirO 

6 

ITD 

S. 

Usei .Acceptance. Test {cycles 
15-1T> 

15 

dxMay 

OC 

23May 

OC 

ODD.'SO 

otirv'/ 

HSSITD 
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6. 

Prcpaic VS,’Gikflo>v.Troccdural 5 

22 Mr/ 

2 CMa> 

ODD.'SO 


cnimscs 

06 

06 

C 

7. 

Release Preparalioii 5 

22 Ma5- 

06 

26May 

GO 

17D 

k. 

ImplcLiicinaiioi! 5 

27.May 

06 

IlMsy 

06 

no 


Wortc that needs lo be done per site; 

(List of HUB sites: Dhaka. MeurHius. Bfunei. ManHa. Korea, T^rvan, Indonssia, China, Bangkok, 

Australia, New Zealand. Colombo, Malaysia, Vietnam, Japan, Singapore, Kazakhstan, India, Pakistan) 

Following the completion of the release in tMM. These changes have to be railed out lo the rest of 18 ASP 
HUB sites. 

Tire rulicul to each site will entail the fallowing - 

1 . Revtew of each sites local amendments to veri^lf th^e Is any Impact 

2. Review of each sites processing methocis. to veri^ if there is any Impact. 

3. Testing of local interfaces/ modules; processes and prccedures. 

4. Release of changes to sites production envircinoTenL (See scope for impact). 

5. Ensuring propei' cusloirter conomunication and change in tariff. 

Gi'ven {hat for the pilot site It will take arouitd 7+ ws^s, elapsed tinie. we arc of the opinion that to roil out 
the changes to other ASP countries would take us around 2 1/2 months le a completion date of 31 .Aug 
2006 for 18 sites. This would be art extremely aggressive implementatiort schedule. 

We seek dispensation for the above mentioned countries, for the implementation of GCL 060011 till 31 
August 2006. 

h'umberlo FernandisS 
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STRICTLY PRIVATE & CONFIDENTIAL 


HSBC WHISTLEBLOWER ITEM 15 - HBMX 


INVESTIGATION REPORT- EXECUTIVE SUMMARY 


HEAD OF GROUP AUDIT MEXICO (GAQ) FOR GHQ CMP 
FEBRUARY 2005 
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— — •= Redacted by the Permanent 

Subcommittee on Investigations 


HSBC WHISTLEBLOWER - ITEM 1S- HBMX 

GAQ - INVESTIGATION REPORT FEBRUARY 2005 


1 EXECUTIVE SUMMARY 
1,1 Purpose of the investigation 

The purpose was lo detenniue the accunicy of a whtsfleblower claim that a Director of HBMX {an 
execuri%e) had ordered a subordinate to dccumeutarion for submission to the Financial 

Sci-'. ices regulator during a recent, scheduled inspection. It should be noted that the 

claim was lodged by three staff who woAed under the Director in question. 


1,2 Background 

Oc 21DEC04 GHQ CMP received a whistlcblowxr report of specific iircguiariiics that were 
alleged to have rtccuned in the Mtwey Laundirring (“Ml.P”) section of the HBMX Cornpliancu 
(CMP) deparlnieni (Raihoti Garcia Gibson, Head of HBMX C’vlP) 

The "Whisdcblowirg” took the form of an email sent by one individual to GHQ CMP, with two 
other individuals '‘co-opted” as whistleblowers by way of being copied. 

Tlie cmaJl lo GHQ CMP claimed that on 13DEC04. HIHliBHiH. an analyst in tlis Money 
Laundering Prcvcalion (MLP) section of CMP. had created false attendance lists and minutes of 
the Bank’s Money Lauadcring Committee meetings ou the order of his Director {Caries Rochin) , 
and at hi.s request, had submitted these falsified docunscots lo she Bank’s regulator, CHBV. 
(Mexican Law places importance on the existence of attendance lists in preference to minutes of 
meetings to evidence that meetings had aciuaily taken place.) The whistlcblowcre also claimed 
that these meetings had not in fact teen held. 

financial institutions were required to establish a money laundering committee {Comitc dc 
Communicaeiou y Control, CCC) foiiowiug the pubUcatiou on 14 May 2004 by the Mexican 
Ministry of Finance (Hacienda) of new and revised anti-money laundering regulaiitms within 30 
days of gazetting 

These requirements superseded all earlier aTrancements whereby banks had operated anti-money 
laundering deterreoce committees (“CAPORl”) governed hy each hank’.s own internal rules, with 
a Hacienda mandated requirement, which (inter alia) sought lo aOd a degree of roimalily 
tlemoDStrably missing from the broader Mexican financial system hitherto. 

The internal rules governing the HBMX CAPORl Committee were that the cotmnitiee was to 
meet monthly to (inter alia) determine transactions ancL'oi' customers sufficiently suspicious to 
merit being reponed to CNBV. The designated ebainoan (president) was Ramon Garcia, and 
Carlos Pvcchin wa,s his alternate. Other members were selected to represent various businesses 
within the Bank willi an interest ic the oveisiglit of KYC'AML. 

The allegations conveyed to GHQ CMP were that, in fact, the last -meeting covering Money 
Laundering (CAPORl) was actually held on 24JUN04 and that the Hacienda’s now rsquirement 
(hie CCC meeting) was not complied with, 

A priuciple new requiremeut aimed at raising the profile and level of inipnitance of Money 
Laundering mouitoring embodied in the netv regulatious was that the CCC .should comprise three 
executives of no more than two levels below the CHO (in practice Executive Directors), and two 
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atJio more than three levels below (DirectOTs). Tn addition, it was inaticiated that each institution’s 
Head of Internal Audit should also be a member (although no voting rights would attach). The 
Qcw committee's responsibilities largely mirrored those of the CAPOlU committee, which was 
thereby superseded, but directed certain additional reqiiircnicnts/powers regarding approval of 
deterrence personnel, systems, policies and procedures. 

As a result of t!ic new requirement, and in ^crdancc with its provisions, CMP tabled proposals 
for membership of the CCC Committee to the HBMX Board of Directum, v/hich v.-ot’c approved 
at the 27JUL04 board nicciing (which meets quarterly, and thus precluded approval within the 
presenbed deadline). Both Ramon Gaicia and Caries P.ochin were appointed members along with 
three nominated E7(eculi\'e Directors and the Head of Internal A.udit. 

Following the CNBV annual inspection of (he Bank during 4Q04, during which copies of the 
“minutes ' of the Bauk s rawicy laundcriug committees had been collected (which clearly related 
to tlie old style “Capori” meetings), ibe CNBV requested copies of aitendaucc lists as the 
“minutes” did not show who had anended. la response to this reque.?t it w as alleged by l lie 
whistleblowers that Carlos Rochin had instructed a member of section 'fHHHHHiiiBto 
falsify such attcndaricc lists in an attempt to mislead the Regulators. 

The Whisticblowcrs also claimed Carlos Rochin (who was abseui from the office at the time) 
instR!ctcd^J^|Tbcn to make himself scarce to prevent further questioning by the CNBV. 

Tire whis?leb!ow=ers“ denuncisttou also included other secondary complaints relating to alleged 
favouritism/ nepotisra iu the departraent, following the cicanon of the Compliance Department 
pursuant to acquisition (hitherto this had beert flte province of Internal Audit, and all Ihc 
Whistleblowers had been transferTcd from that department at the time), and the rccmitmcr.t of 
Ramon Garcia as its Head (together with the associated external hires ob otore favourable 
conipcusaiioi! packages than those enjoyed by legacy stafT). together with other HR related 
complaints. 

At the request of GHQ CMP, and w-ith the agieeraeot of the whistleblowers, the Head of GAQ 
met with the w'histlcblovi'crs on 1 9JAN05 to commence an investigation into their claims, 

1.3 Scope Of the Investiaatron 

The investigation was umlertaken on behalf of GHQ CMP and its scope included; 

- individus! intcivicws held at an offsite location with each of the whistleblowers to discuss their 
claims; 

* a review of the oiigiDal CMP departmental records that contained minutes of meetiugs of the 
Bank Money Laundering Committee (CAPORJh'CCC) that were held on 28JAN04, 25FEB04, 
30MAR04, 20APR04. 6MAY04. 24JUN04; and that might at first glance have indicated that 
meetings were held on j6AUG04, 31 AUG04, 30SEP04 and 29OCT04; 

- discassions with HBMX executive that suppascdly attejided the meetings to coiifuTn the 
attendance list? and the cxi.slcncc of' the meetings; and 

- fomial intciview's, conducted jointiy wth David Leighton (HBMX COO), of the key 
CMP/MLP pcrsonucl- 
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1.4 Flndiiias 

I, Tlie Bank had been in breach of ttie new Hacienda regulations since I4JW04. 


Despite, the HDMX Beard resolution on 27JLfL<l4 authorising the nominations of specific 
individuals to nrtend the recently prescribed CCC committee, and Hie fact that Ramon Garcia 
(Head of HBMX CMP) was one of the nominees as wcl} as the executive rcspoosiblc. for 
bringing rbis hiisiness irvihn aiteniion of the hoard with his rerommendatioas as ?n who shoii'd 
be appointed to the CCC ccHnmirtee (and should thus have been aware of developments)-, the 
first CCC coinntiiicc was not ia the cs'cntheld until 28JAN05. 


2. Detailed investigations have substantiated allegations that attendance records related to 
Money i.,auodeiing meetings held after July 2004 were fcusifscd insofar as no nicetinus were 
iielually btid. Carl os Rociiiu, D irector fur MouCy Lamidcriiig Dtlencuec diiccily aduiitlcd 
insU'uclmg flBHI^IBIII^HII(a j uuior iseaiber of his slafT) to eitale false alieiidatice lists 
and lo go hack thought riic file to reformat all the minutes for 2004 by adding a signataic line 
(0 ensure tonsistency. 

The attendance lists w'crc falsified by copying lists for cariicr meetings and then pasting over 
the header and date wnlh revised details, llie pasting w'as not obvious from a copy the 
doctored document, a copy of which was then given to CNBV. 

Tii“ process govornhig productiou of the Money Laundering committee meetings w'as as 
follow.'- From an elecL»t)nic Microsoft Word template containing the standard CAPOP.I 
minutes heading, enter all suspect cases for coKsidcration by the Committee 

into a tabic coatabied within the template which would be used as tbe agenda for the mcctiDg. 
This document was not distributed, and was for internal CMP use up until this point, but bore 
in its bender words indicating that it was the Minute of the C.APORI meeting. Following the 
meeting, the format would be expanded witli text recording the decisions of the Committee, 
and eniered irnsign.“d info the file as the official miimte. If should he noted fhar fhe formats 
contained in the file relating to meetings wdiich did not actually take place arc in this pre- 
meeting format Henvever, ns part of the file cleansing exercise preparatory to the CNBV 
audit, llicsc fcatnats were rc-priiitoJ in mid-Noveinber 2004 willi a new footer ccnilaiiiing 
provision for The signatures of Ramon Garcia and Carlos Rochin, and were signed by each 
(.see below’). 

The refonuallccl minutes were then brought before Ramou Garcia for siguatuic, and Raraun 
was informed by Rochiu ihai tins was merely a foimality lo susiue the file was complete, and 
on tl)c clear understanding that the meetings had in facr been held. It should be noted that 
Ramon bad essentially delegated the running of these meetings to Rochin and had not 
atteuded many of them. His reasons were that this was consistent the mlcs csiablisbcd 
imtaTiany to govera these committees; because Rochia bad personally written the rules in 
Hacienda in his previous einploymem with Hacienda, and was dtus the recognised expert on 
Money Laundering; and because, having worked tvith Rochin in two other institutions prior to 
hiiiiig Rochin to HBMX, he had implicit faith in Rochiti- 

Tlie reformatted mimites wcie printed on 17NOV'04 and collected by CNBV at some rime 
thereafter. Cqjies of the aUendance lists for the second lialf of the year were subsequently 
requested by tl?c CNBV on I3DEC04. 
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3. It is L-npcitaat to rots that despite d;c fact that the Money Laundering Dcterrcccc ccjmmittec 
meetings were not held after 24.TUN04, the MLD section of l-IBMX MLD continued to 
coin]3lc{s all pisparatory work necessary to enable such utcctings to be bcld, and dischai'gcd 
fuliy its responsibiliiies lo leporl all identiHcd suspicious transactions to CNBV on a timely 
basis. Such direct reporting was approved by Cajlos Rochin under the authority vested in him 
to report “emergency’' eases, with 3 view to such decisions being ratified iscer by the Money 
Laundering Coaitnittee. 

4. Both Caiios and conrimtcd they created false documents, the latter under the express 

iustructiens of his superici' notwithstanding thatj^was most imcomfonable with whatf had 
been asked to do. Ramon Garcia confirmed that, at the request of Carlos, lie had signed the 
rcfonnatlcd minutes as President of the Committee on die dear understanding from Rocliui 
that meetings had in fact been held and that ev'eryihmg w'as in order. 

5. The CNBV renmied to the Bank after they had completed their exit interviews with Bank 
management to ask for copies of the attendance lists for the Money Lmuidcring meetings held 
as such attcndaucc lists were not incorporated into the minutes themselves. This may have 
resulted from the fact that the certified extract prqjarcd and signed by the Company Secretary 
of the HBMX Boanl resnhition for the establishment of the CCC Comrnittcc, and provided by 
Rochin to ihe regulator, had inatlvwlcntly omitted listing rite Head of Intenml Audit hs an 
attendee at the CCC meetings — an omission that had not been detected by Rochin before 
passing the document to the CNBV. 

6. TTic CNBV was apparently aw'arc before the end of their audit that the CCC committee had 
never been convened, and that HBMX was prima facie not in compliance with Hacienda’s 
requirement. They nnist also have heen ftilly aware that after the mid-year deadline for the 
CCC committee, asdiethcr or not a CAPORI aicciias was held was cutiroly inelcvaut, as it 
should have beea superseded by the CCC coinsniuee. Carlos Rochin advises liaving reported 
to die CNBV during their inspection that he would held the first CCC meeting in Januaiy 
2005 ic clear breach of the new rules. However, by his owm admission, Rochin never revealed 
this breach to Ramon Garcia, assertiug fliat t:\-cr:/thing was ia order at each enquiry. 

7. It should be noted that this breach was not considered by tbc CNBV an issue sufficiently 
serious to be raised at the formal exit meeting with HBMX managemenl. 

S. pressm-c d into following the instructions received from Rochin in the 

absence of his direct superior, who was on a business trip 

the ti me, b ut did so immediately upon ■HHBK'efum. As Rochin was on leave by this time, 
mistook the uuusual step of visiting Carlos Rochin at fais home to djscuss die issue. 
Rochin advised him that he took full responsibility, and that thereby absolved. 

He also stated that the CNBV had already noted the lack of HBMX'.s compliance with ihe 
new' Hacienda rcquircincuts, and that HBMX was thus already liable to whatever sanctions 
were handed down by tbc Rcgularor, irrespective of the fact that attendance lists had been 
falsified, as the meetings to which such lists related were irrelevant following the iutroductiou 
of the new regulations. 

9. For the record, PHHH^BI^^3°dcd|Hco2cenis on 23DEC04, who 

forwarded the mail to Rochin (on 28DEC04, which appea rs to have beer, unresponded). 

however, responded (the same day) tc^HlB offering him the oppcrtuitity to 
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meet wHth Luis Alvarez, the CN1P Ethics Director, to raise his concerns officially. 
Unfo rtunatelY, Luis .Alvarez was or leave until the following Monday (28DEC04), by which 
time, got col d feet aad bad decided not proceed, (it should he rcmciDbcTccl that 

I^^Hihaci only around H^^Bcmploynacnt in die Bank, and occupied a junior p ost.)_I t 
should also be noted that Luis Alvarez pcisonally followed up on the issue, offering^^^^Ba 
second chance to come forward on a formal ba.sis, hut diartliis was not taken up 

!0, Ramon Garcia during bis jntoivicw expressed astonishment tltat the meetings evidenced by 
the “minutes” had 5>oi in fact been held, and w'as only coindnccd that this was the ease when 
presented with dociancotarj' evidence. This confirajed Roefciu’s earlier lesumoEy that Ratnou 
had had no knowledge of the falsification of die attendance lists, the ‘‘minutes'’ of meetings 
that had not been rot held, or that the reformatting of minutes held in the file was auythmg 
other than a housekeeping exe.reise. 

Ranioii stated chat he had relied on Rochin to manage the entire process on bis behalf This 
was fully corroborated by Rochin in a piiOT inKrview' at which be w-as emphatic that he bad 
deliberately withheid the true facts from Ramon Garcia. 

I i . Tliat Ramon Garcia was negligent ia failiug to ensure the implementation of the new CCC 
meeting requirement is not in doubt. This omission w'as ftntber exacerbated by the fact he was 
» nominated member of the new conuuittcc, and wwild reasonably have been expected to have 
noticed that he had not been called to attend - all in a cootext where other (less inponant) 
HBMX subsidiaries were all in full compliance with the new rules by SEP04. 


1.5 Conclusion & Recommendation 

The q 1 legations made by the whistlcblov'crs have been substaptiated. Specifically: 

• Ramon Gareia personally failed to ensure that tbe Baok was is eompliaiiee with the Hacienda 
regulations in a timely manner, and that he placed undue reliance on Rochin given tbe latter's 
track record and demonstrable expertise io the Mexican Money Laundering arcra. 

AU evidence supports the contention that Ramon Oarcia was neither involved in the 
falsifications that were effected, nor that he was in any way awaic of them, Rochin was 
emphatic that he had dcHbcraiely misled his superior w-hcoever Rainou Garcia had enquired 
«btnit prugruss, by assuring him that everything was under control and proceeding as required. 
As a result of his implicit trust in Rochin. given the benefit of hindsight, Ramon Garcia was 
guilty of exercising inadequate oversight of the activities of his snbordinate, and thus deserves 
censure. 

- For his part. Carlos Rochin clearly abused the trust and coafideace Ramoa Garcia bad placed 
in him by failing in his respnnsihilitics, and by falsifying rccoids designed to mislead the 
CNBV. Ry his own admission he instructed an inexpcnenced and junior member of his own 
staff to falsify docutnects, aud he deliberately misled his supciior. He should receive 
appropriate censure. 

- nibeii occupying a junior position and with only 

c.xpcticDcc with the Sank, should also be censured foilRpmi in creating the false documents, 
an act which recognised as being wrong. also failed to follow through using 
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available channels, and the direct assistance of^^mnediate superior to use chose channels, in 
order to report these ti'ansgrcssions. 


I demoiistrsbiy acted ia a tiiiiely uiacBCf, aad weec to uuus 
resolve the issue, but ultimately failed in tbe final stag es by accepting Antonio’s 
inalter fui ther usina tl)e channels available to fll^^lshouid be censured. 


rual IvUgchs lo 
refusal co take 


In the case of RaaiiOH Garcia, the levd of censure stnxiid be subject to further cs'akialion once 
CNBV’s decision is known regarding puisible penalties imposed on HBMX and confinnation has 
been received froin GKQ CMP, HBMX CEO and HBMX COO that they can continue to rely on 
him to fulfil his responsibilities as Head of Compliance. 

As p^:^^ously outlined the Bank intends to make lomial disclosure to tiic CNBV of the fact that 
falhlfieu altciidanoc lists have been presented to them pursuant to their leccit inspccliun. 


1.B Management Response 

Senior HBMX Management has provided the following response to the findings and 

recommendation of this investigation: 

- Carlos Rochin has resigned from HBMX; 

- Raraoti Garcia has foneited his eDlitlement to a bonus for his efforts during 2004 (a figure 
approaching 6 figures USD) as well as any increment under the fonheoming March pay 
review; and 

• receive written warnings to be placed on 

their flic in Huiaan Resources. 

Management fi:rther conoeuted as follows: 

Whilst it would appear that flic whistleblowers should be comraeiided for their action, there 
are underlying circuoisiances that indicate that their motives were at variance with iheii' stated 
position that they were principally concerned to protect the Bank’s reputation. 

Under Bital, the Money Laundering function was part of Internal Audit, but following 
acquisicion, and at the recoramendatioo of GlIQ Compliance (in line with standard HSBC 
ptacticc) it was decided to constinitc an independent depananent staffed with properly 
qualified and experienced staff. This resulted in the need for extensive external reauitment, 
including Ramon Garcia (who was well known to GHQ and dieir strongly prefened 
candidate), as well as the progressive removal of staff deemed inadequare to the task. 

Removal of the previous Director was accomplished relatively early, hut a subsequent change 
in local HR policy aimed at limiring payouts to depamng staff resuited in a delay of ever a 
year in the removal of ooc of the two Sub-Directors in the Money Lauudering section. During 
this extended period the Sub-Director in question was given ample opportunity to ideutify an 
altcmarivc post m<x'c suited to his limited abilities, but failed to do so as |^B^:putancD 
preceded therefore subsequendy served notice iu mid-Movember. a date which 

coincides with the date upon which the reported falsifications executed 
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The burden cf carri'icg a totally ncai-fuEcdoaing Sub-IHrector, one of only ^vo in the ssetion, 
therefore fei! entirely on Rochm, %vho OTugglal. He had aiso to face discontent among the 
disaffected element that he had inbaited which usanifcsicd itself as thiniy disguised 
resentment and extremely limited cooperation. He chese to keep this bin'dcr. tc himself rather 
than rcpO!-L it to Ramon Garcia. 

The decision to instruct falsity the attendance lists was made whilst Rochin was 
attending a CAMP working group at another location. It was a decision whidi he immediately 
recretted. The call was iniuated byj^^^Hatid whether call had been chorco^'aphed by 
others is unknown, but tbe result was Rochia''s iil-ccmsidcccd, snap decision ibat presented a 
unique oppoiTunity for the disaffected elements among his staff to exact retribution for the 
dismissal of their colleague. In doing so, they ignored ail locally available channcl.s and 
instead went direct to die GHQ Waistleblowcr fw maximum impact. 

Ic the event, tbe considerable senior management time spent gathering the evidence presented 
in tbe file attached to this management summary proved unnecessary as regards extracting a 
confession from Rochin. He responded cleariy, unequivocally and trutlifully to questions (as 
borne out by previous interviews and collected documentation), attempted to conceal nothing, 
and accepted full responsibility for his actions. As stated above, be has tendered his 
tesignatiou, w'hich we have accqstcd. 

The first irony is that Rochin had contemporaneousby invested considerable effort to procure a 
pay rise for the whistleblow'a^, without dteir kaovdedge, during the period when they were 
exacting their revenge; the second is that the first CCC committee has potentially been 
compremised due to Ac non-attcRdancc of the Head of Group Audit {as mandated) who was 
otherwise {and unavoidably) engaged in this highly conSdcnfial investigahon at Ac lime it 
v/as held. 

Whilst this ease may have served to highlight Ac difficulties faced in attempting to transition 
HBNfX to the standards demanded by HSBC Group, it is difficult to conclude that justice in 
the full sense has been done, given Ac cynicism attendant on this particular use of the 
Whistleblower system. Due to Ac strict anonymity rules of the Wbistieblower system, and the 
tiny stalT compkineui in Ac Money Laundering section (which makes obvious the identity of 
the complaioants), HBMX managemeni; is effectively prevented Irom publicising Ac les.9ons 
learned as part of the ongoing effort to change entrenched altitudes. 

There is also little point in extending the usual thanks to all Aosc Aat assisted in this 
investigation as this report w-ill remain confidential, and udll enjoy limited circulation. We arc 
left witli the destruction of a promising career, as well as potential damage to the reputation of 
HBMX’s Head of Compliance. Ramon Garcia will now focus personally on rebuilding the 
shattered Money Laundering Section of the HBMX CMP Department. 

IZ CNBV Meetings 

Represrrtarivfs yf the Bank met with CNBV on nvo occasions to report the findings disclosed in 

this rcpin-t. 

Ramon Garcia met with Patricio Bustamante, (Vice-president of Supendsion) and Yeron Castro 
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(Genera! Director of Supervision) of CNBV on 3FEB05, to report the matter. CNBV were rot 
prcviousiy aware of it and requested flic Bank to submit a brief report on the matter, 

Ramon advised CNDV that Caiins Rochin had resigned from IIBMX. 

CNBV reiterated the comments raised at the ciosing meeting to its inspection visit that, by 
comparison with other Mexican financial institufions, HBMX CMP appeared to be tindwstaffed 
and urged Ramon to increase the department's headcount to permit moi'e eft'ectit'e money 
lauTidcrirg pre\'e«tion eweroge of HBMX's acti\'ities and operations. 

At a follow-iip meeting with the CNBV on 8FEB, attended by Sandy Fiockhait, David Leighton, 
Graham Tliomson, Ramon Garcia, .Sandy presented the Bank’s letter summarising the matter. He 
stated that the Bank was repealing the inairo' because it w'as internal policy to do so, and as a 
matter of courtesy. He incficated that it was possible, given the serious nature of the matter, that 
CHQ CMP may consider It appropriate to advise the Bank’s lead regulator, the UK’s Financial 
Sciviccs Aulhorify (FSA). of it 

During the meeting David Leighton indicated that dre decision to submit faisified documents to 
CNBV was rnadc by Carlos Rochin at a time when he was apparently under pressure CNRV 
asked lliat Jus nriti gallon should be explained in a further letter to it from ihe Bank. 

CNBV reiterated the comments made to Ramon Garcia regarding staffing levels in (be money 
lautdaing pi’eveotioD department and also expressed some reservations regarding the CAMP 
system. It W’as agreed that the Bank would assess the staffing requirements once CAMP had been 
implemented and the volume of transactions rc|>ortcd by it assessed. It agreed to submit by April 
2005, a summary of the sy.slcmLs capabilities. 

There was no indicarion provided during cilhcrmccting that CNRV intended to censure the Rank, 


Graham Thomson 

Head of Group Audit Mexico 

9FEB05 
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From: Michsol F GEOGHEGAN 
Sent: Wed Mar 14 00:33:14 2007 
To: Richard E T BENNETT 
Cc: Ralph G BARBER 
Subject: Pw: Iran 
importance: Normal 


Richard 

Please bring Ihis malter up at GMB 
Mike 


HSBC Holdings pic 

Registered Office: 6 Canada Square. London E14 5HQ, umted Kingdom 
Registered Number 617987 


David W j BAGLEY 


From: David W J SAGLE7 
Sant: 13/03/2007 15:15 GMT 
To; MiclwBl F GEOGHEGAS 

C<a: .scuatt T GCLLIVCB; David H HODGKIMSON; Alan RAMSAY 
Subject: Iran 

Mike 

1 refer to discussions prompted by tt*.® tetter recertfy filed with the SEC relating to the extent ot our 
exposure to business in the so-calied named countries (Sudan. Syria and Iran), particuierM through CIBM 
in London and Paris. This latter actMty re!atir:g to Iran. !n addition, and as a result of further desigrrations 
issued by US authorities In relation to Iranian banks i have also briefly updated you with regard to further 
steps taken In liaison and after discussion with HBME, and HBEU in respect of relationships with Iranian 
banks. 

The position is as follows;- 

We were awaro of the exposure and activities within CIBM artd this is included in the figures that have 
beer> submitted to Finance m advance o: the aramng or the letter to sfcc. 

The existing ievals of business, much of which is historic and subject to ongoing commitments, has been 
reviewed by CMP as against the recjulrements of Croup policy, particularty where transactions are 
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denorrinated in USD. Some of ffiis actMfy relates to fM^existing ccwnmitted obligations which are binding 
on an ongoing basis. Group policy recognises that we w9i have to allov/ such arrangements to run off. 
Relevant business colleagues are howe-ver aware of the Group's stance in terms of having no appetite for 
new or extended hu5tnes.s activity involving Iranian counterparties. Where transactions appear to 
potentially conflict with Group poBcy those tran.sadiQns are referred to GHQCMP for determination and 
sign-off. We have recently reinforced the requirements of Group poBcy in the course of a detailed review 
meeting. 

US authorities recently designated Bank Sepah as a Spedaiy Deagnated Naiiona! under OFAC 
sanctions based on allegations that Bank S^an had partiapaied in tending and assisting transactions 
related to weapons proliferation. After discussion with HBME and HBEU ii has been agreed that all 
reiatio.ns.hips with Bank Sepah wHi be closed. !ndud!r>g a GBP clearing roie in the UK, and an approp.riate 
guidance note will shortly be issued cross-ftmup. 

Separately US authorities alleged that Bank Saderat had been involved in transactions Intended to fund 
terrorist organisabons. as designated by the US authoriUes. Hamas and Hezbollah . We have withdrawn a 
trade finance line from Bank Saderat. wHIclos^y monSoraU activity torough existing relationships, and 
will not in anyway exparw aciivity involving aanic Saoerat. 

Ws will continue to closely monitor the situation in flatten to Iran, and any future designations by relevant 
authorities, particulariy' those in the UK and US. Generally there is a clear understarxJirg that the Group 
has no appetite for any increased or fresh activity, and we have an absolute bar on USD transactions 
initiated by Group Offices, even those which fall within exemptions under US sanctions. 

It appears iikeiy that US authorities will seek to designate fiidher Iranian entflies and hanks under US 
sanctions as part of a gradual and continued tightening. It is also clear that FSAarc increasing fricir 
regulatory focus on compliance with sanchons prompted, we believe, by UK government increased 
appetite to cooperate with the US In terms of sanedons upon Iran. 

Regards 

David Bagley 
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-Crocker. Tom” <TCfDCker@als»or».«Mn> ' 


ii02/02f2001 09-.28:5OAM 


T©-. EiiyaKMh ProlMOatho 

subject RStCcnttalBstihoriran 





crirohK^is- The bottom line te thai^e^scenario outlined below does ncrt 

\ »SnenfiW!2)frornits<»ir,3ccoijntaladcjmeaicMnk 3)toar, A 

j account held by f demcslio baek (4) tor a ojcond 'S!® SJ 

Iranian .ntily. OiagratnrainQ IWs bnl. the Cham laouh) took an folkws. 

Foreign Bank (non-Iranian) 1— Donnestic Bank 1 — .Oomeslic Bank 1 or 

2 --Forelgn Bank2 (nofv-lranian) 

The HSBC prepooal. as described In your message, dilfers from the above, as 
fallows; 

Foreign Bank 1 (HBEU)- Damestio Bank 1 (HBUS)-nomesho Bank 
•l(HBUS}-Foreign Bank 

The oroblem is at die tail end of Ihe Iransactiohai chain. The USD 

• a/oM asowdforeign tank at the end of the 

SnSSrfflsitolHSgU but Bank. lfe«l.lhaU^g!g^^^ 

hort»ticA the «ti» «-orid foraion bank wQo fa_beanJgn{aQ entity, 

iToliibted'Ob^u^rone w to scNe this pwblem and be •" 

wilft ihe Reoulafions wtwW be to have a second, non-lfanisn tore^n ^nk at 

tltt end of the IransaciianaJ, chain (the fact that an “ 

Bank MeUi originates the transaction and ultimalety t>enefib fr^ 

S of the iraftsacUon should not matter, provided the transactional chain 

outlined in Soetton 560.51$ is 

met in the middle of the transaction). 

Looking at the scenario cuUlned below for MelU-Royal Bankof 
ScoU^NatWest-JP Morgen Chase, a » not c ear 
chain would qualify for the eircepiion. 

_v nossibtv rniahl be several additional entities in the cham. such a, the <“*" 

'^STriSofaUS office of Royal BankofSc^^ 

DomeSankI) and 

subsidiary of JP Morgan Chase, which would be the second fort^n bank 
.f.L., « r.~:..?hte (hat OFAC mioht have issued a specific license 
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lo JP Morgan Chase lo process Die Iranian USD (ransacSons even H ihey do 
notqua% under Sedion 560.516. ! would view that possittt^ as 
unlikely, hw^ever. bul Uiere is no way to know fw certain unle^ one were 
lo obtain such infornwfion direoOy from the t^nsea (OFAC does not make 
public rt3 Issuance Of specific Bcenses), Stil, someftmes large dooieslic 
bante wh coop^Dm 0 FAC needs are able to obWn surprising Rcenses 
fialfor^gn banks cannot normaBy obiarn, let’s jusis^, it wouldn't be 
the first Ume. Th ere Ts certainly no reason why HSSC oouM i>ot apprfy for a 
1 li cense, howe ver, and we could otscuss how t o proceed witt; tfat sho ul d you 
I vSsS to explore llTfowever.' » holed above, n^;«iSptcJop fe that JP Morgan 
I Uhasa may with Die general RceMe at ^c6on 560.616 

the IfBHSlyemen t of addiSonal entitie s to the transaction^ chain. 

to the remalntogtiuestir^s you raS^ «f tfie transactjon 
Sedion 560.616 it should not motler what the transactions underlying the 
USD clearing are. even if W»ey involve the petroteum business, as outlined 
In your emaB. Thus, there are no spedficalty prohibited underlying 
~ transactions in relation to USD clearing- provided you qualify for the 

license or get a specific license, 

Pi^e'give me a call H you nee d further explan ation. 

Best regards. Tom Crocker 


of 


3 . 




■ Redacted by the PennaReDt 
SobcoRimittee on Investigations 


— OfiginaJ Message — 

From; Eti4at>eih.PfQtornastro@HSBCRepubfc‘c.COM 
Jmallto'-Efeabeth.ProtomastroQHSBCRepublic.COMl 
Sent Wednesday. January 31. 2QQ1 3:59 PM 
To; Crocker, Tom 
Subject Central Bank of Iran 


As we discussed, details of the proposed relationship are provided bebw. 

"As we discussed, HBEU is anxious to obtain a defirutive answer to whether 
H8BC 

Bank USA (HOUS) could make and reeswe USD payments Instrucied by HBEU or 
for 

credit to MBEU, for account of a CenlraiBankof Iran account on the books 
of 

HSBC Bank pic (HBEU). From information we have received subsequent to 
January 

17, we understand that 

IJBankMelti acts as the commercial arm of the Central Bank of Iran. Either 
Bank 

Melii or the Central Bank of Iran (aka Bank Markazi Iran) or Benk Mellt. 

London 

Branch, would open a US Dollar denaminateo account on toe books of HBEU. 

{For 

the sake of this note, I wilt call the account ov/ner Bank Melli.) Melt) 

would 

instruct HBEU to make US Dotiar payments, and. in hjm. HBEU v/ould Instrucl 
HBUS 

lo charge Its account lo effect the payrr^nis. Receipts would come tote HBUS 
via 

CHIPS or Fed and would be credlled to HBELTs account with HBUS, for further 
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credit b die USD account that MeiS woifld nwntain with HBEU. 

Presently Bank WeDi maintains its USD account with Bank Melli, London 
Branch. 

who, in turn, maintains Its account with Royal Bank of Sc^land/Nafonal 
'^festminster Bank, whose correspondent h ftie US is JP Morgan Chase. 

2) We understand that there would be 5 payments plus five receipts per day; 

value of the payments would be i 200 rnKlion, and the value of the receipt 
also 

S 200 mjlSion. Input would be electronic (presumably StAHPT). 

3) The name of the ultimate account boWor would not appear on the 
transactions 

(but i assume there could be $!ip>ups) 

3) The fransacfions would be; 

a) money market placements and receipts 

b) receipts in favor of the Nationeii iraniari Oil Corporatton (as a 
result 

of oH e:(ports) 

c) letter of credit rdmbursemenis 

d) possibly, payments to supprters (of o3 dritling equipment, for 
bstance) 

We believe that JP Morgan chase Is operating under a license from OFAC to 
transact this business, albert Indirectly 

Per our converaalion, would you ask Counsel to provide his opanion, after 
discussing with his contscts at OFAC and any other relevant regulatory 
agencies 

Inthe US? We assume that if JP Morgan Chase caf> obtain a locense, we should 
be 

able to. as well. Would counsel also advise whether certain types of 
payments 

and receipts are not permitted? Finally. If we do proceed, would he advise 
how 

b apply fbr the license " 


This message and any attachments are confolential to the ordinary 
user of the e-mail address to which it was addressed ar>d may also 
be privileged. If you are not the addressee you may not copy, 
terward. disclose or use any part of the message or Its 
attachments and if you have recefved this rrwssage in error, please 
notify the sender immediately by return e-mafl and delete it from 
your system. 

Internet communications cannot be guara/iteed to be secure or 
error-free as information coufd be Intercepted, corrupted. lost, 
arrfva fate or contain viruses. The sender therefore does not 
accept llabitity for any errors or omissfons in the context of 


/o A . 


Confldentiai - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSB09278741 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8903861 


09:24 Nov 27, 2012 


Fmt 6633 Sfmt 6633 


VerDate Nov 24 2008 


Jkt 076646 


PO 00000 


Frm 00780 


P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1875 


JlN-29-2001 16:54 .i3C 212 S25 6934 P.il/30 


tftte massage which arise as a resuil of mtemet transmission. 

Afly opinions contained in mis message are those of tfie author and 
are not given or endorsed by the HSBC Group company or ofSce 
through which this message fe seht unless otheiwisectearty 
indicated in this message and the authorfty tf the author to so 
bind the HSBC entity refeired to is duty verified. 


NOTICE: This e-mail message and aU attatJunenis iransoiiOed with it may contain legally privileged and 
confidentiai Informalion intended soteiy tor the use of the addressee, ir me reader of this message is ncrf 
the intended recipient ycHJ are hereby notified that any reading, dissemination, distribution, copying, or 
other use of this message or its attachments Is strictly prohibited. If you have received this message in 
Bnor. please notify the sender immediately by telephone (404-881-7000) or by electronic mail 
(postfnastef@alston.com). and delete this message and all copies and backups thereof. Thank you. 


''r/ip 
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Firom: KurC Ziegler/Jnstitutional 
Banking/Sepublic/US ® REPDBLIC 


Mail Size: 1-4281 


To; Btiaa W HICHARBS/KDBK/KSBC®HSBC 
ac: 

Subject: URGENT Central Bank of Iran OROEHT REVISED 
Brian, 


based on thie Inquiry outside counsel commenced as per the next 
message. 


Kurt 


Forwarded by Kurc 

BaiDcing/Republic/US on 14/02/2001 00:36 • 


.egler/Inacitucional 


Elizabeth Procomaatro 

13/02/2001 13:25 

Prom 

□ate 

€632 


HSBC Legal Depatttnanc 

Phone 

□epc 

Title 

Location 

Vice President 

4S2 5 til Av«. Floor 07 


To: Kurt Ziegler/Institutionai Banking/RepuJ&lic/US(S>Republic 

Subject: Memo: URGENT Central Bank o£ Iran URGiafT revised 


foi your rofsronoe, attached U the email that outsida counsel -s 
referring to as -the ceenario outlined belov . This was forwarded to 
him lust as it Ic and he came back with the opinion being sent in a 
separate email to you. 


02/13/2001 01:22 PM 


Forwarded by Elizabeth Protoniastro/KBUS/ESBC 


on 
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Pffter C BLZ2JK<pHSBc 
02/01/2001 10:23 AM 


To; Blirabeth ProtomaBCro/HBirs/HSBC®Republic 

Subject: Memo: URGENT Central Bank of Imtj URGENT REVISED 

I hope you have not spoJten with Counsel, yet, as Chs picture seews to 
have changed radically; the changes are in ggn 

Forwarded by Peter C BLENX/HBEu/hsbc on 

02/01/2001 02:4s PM 


Peter c BLEKK 
Memo 

31 Jan 2001 17:31 


To: Elizabeth Protowastro/HBUS/HSSC^Republic 

cc! Gary K BORSS/MDBK/HSBC«BSBC 

Frcra; Peter C BI*EBK/HBEU/HSBC 790 33752,- 44 20 7260 3752 
Subject: Central Sank of Iran 


As we discussed, HSac Bank pic {HBEB) is anxious to obtain a 
definitivo answer to whether HSBC Bank USA (HBDS) could make and 
receive USD payments instructed by HBEO or for credit to kbBD, for 
accoimt of a Central Bank of Iran account on the books Of HSBC Bank 
pic <HBEU) . From infcrmacion we have received subseijueTit to January 
17, we underscajid chat: 

DBank Mclli acts as the commercial arm of the Central Bank of Iran. 
Either Beak Melli or the CeoCral Bank of Iran {aka Bank Markazi Tran) 
or Bank Melli. London Branch, would open a OS Dollar denominaced 
account on the books of hbbu. (For the sake of this note, I will call 
the account owner Bank Melli -J Melli would instruct HBEu to make US 
Dollar payments, and, in cum, KBBU would instruct HBUS to charge its 
account to effect the paymente. Receipts would come into HEUS via 
CHIPS or Fed and wculd be credited to HDBU's account with HBDS. for 
further credit to the OSD account chat Melli would naintain with HBBU. 

Presently the Central Bank of Iran or Bank Melli Iran maictains ita 
USD account with Sank Melli. London Branch, who, in turn, maintains 
its account with Royal Bank of Scotland/Natienal Westminster Bank, 
whose correspondent in tbe OS is jp Morgan-chase. we assume that this 
arrangement would continue, with HBBO substituting for RBS/Mat West 
snd HBUS substituting for JP Morgan-chase. 

2) We understand t)iat there would be 25 trsa«ucy-relaced payments plus 
IS troaeury-related receipts per day; the value of the payments would 
be $ 750 million, and the value of the receipts also $ 750 million. 


'Vio 
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Input wo\ild be SWIPT. These payiaents and receipts relate CO placemeac 
of money (unually overnight but aometimes up to 3-montbe5 with highly 
rated SuJropean banks. Molli believes that they require an intraday 
line (IDEL) qC $ 200 - $ 300 millSon to handle this business 
efficiently. This line might be secured by deposits with HBEU or SBUS. 

3) In addition, they make 100 coraoercial payraencs per day. Helli 
London niaXes these payments on behalf of the branch and their clients. 
Soma of these payments are letter of credit ralnbtiraemente . None o£ 
the payments relate to letters of credit covering military goods. The 
total value of these paynwnte is $ 200 - lOO million per day. We have 
not heard that the National Iranian Oil Company could be a by-order 
party, but this is possible. 

4) The name of the ultimate account holder would not appear on the 
^^®ns3®tiona (but Z oosumc there could be slip-ups, given the volume 
of 150 transactions per day.) 

Me believe that JP Morgan-Chase is operating under a license from 0?AC 
to transact this buainess, albeit indirectly. 

Per our conversation , would you aak Counsel to provide his opinion, 
after discussing with his contacts at OPAC and any other relevant 
regulatory agencies in the US? We accume chat if jp Morgan-cbase can 
obtain a license, we should be able to, as well. Would Counsel also 
advise whether Certain types of paymonts and rocaspca are not 
permitted? Finally, if we do proceed, would Counsel advise how to 
apply for the license? 


Reply 




exxzabeth Procoma! 
13/02/2001 IB :2B 
Ttooi 
Dace 

€592 

KSBC Legal Department 

Phone 

Dept 

Title 

Location 

Vice Preaideat 

aSa stb Ave, Floor 07 


Tc: Kurt Ziegier/lQStitutional Ban)cing/Republic/US®Republic 

cc: Carolyn w£nd/HBas/KSBC©Republic 
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anne Liddy/HBOS/KSBC^Repablic 
Peter C BLEKX/HBBU/'t1SSC®HSBC 
John C3 KOLINXA/HBJS/HSBCaHSBCAMSRICAS 
subject: HEt Central Bank of Iran 

The opinion received from outside counsel. 'Tora Crocker of Alston fi 
Bird, on 2/2/OX in regards to 

the proposed transactions per Peter Blenk'a eeiails of i/3l/0i and 
2 / 1/01 is quoted below. 

"...tbe scenario outlined below does not appear to qualify tor the 
so-called oSD "ir-tum* exception in the IranianTranaactlonc 
Regulations . 

Section 560 .516 (a) {!) of those Regulations provides a general license 
for 

dollar clearing functions »diich irect the following criteria: the 
transfer rauat be 

(1) by a toreign bank which is not an Iranian entity (2) from its own 
account at a 

domestic benk (3) to an account held by a domestic bank (4) for a 
second foreign 

bank which is not an Iranian entity." 

Por your information, the following ia a reprint oC complete Section 
560.616(a)(1) from the Iranian Sanctions 
Regulations . 


SSffO.Sie Payment and United States dollar clearing transactions 
involving Iran. 

(a) United States depository institutions are authorised to 
process transfers of funds to or from Itaa, or for the direct 
or indirect benefit of persons in Iran or the Government of 
Iran, if tha transfer is covered in full by any of the 
following conditions and does not involve debiting or 
crediting an Iranian aooount: 


( 1 ) The transfer is by order of a foreign bank which is 
not an Iranian entity from its own account i» a domestic 
bank {directly or through a foreign branch or subsidiary 
of a domestic bank) to an account held by a domestic bank 
(directly or through a foreign branch or subsidiary of a 
domectic bank) for a second foreign bank which is not an 
Iranian entity. For purposes of this section TCoreign 
bank? includes a foreign subsidiary, but not a foreign 
branch of a domestic bank; 


( 2 ) The transfer arises from an underlying transaction 
that has been authoriied by * specific or general license 
issued pursuant co this part; 
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(3) The transfer arises frorn sn uadarlying traaeacti-On 
that is not prohibited by this part, such aa a 
non- coronercial remittance to or from Iran (e.g. , a family 
remittance not related to a fanily-owned enterprise); a 
U.S. -related comnerolal transfer not prohibited by this 
part (aee. e.g». Sec. S60.siS{b)); or a cbird-covincry 
traneaocion. not prohibited by this part; or 


{4> The transfer ariees from an underlying transaction 
chat is oxempted from zegulacion pursuant to Sec. 203(b) 
of che inceraatlonal Emergency Economic Powers Act (50 
u.s.C. 1702(b)>, such a« an exportation to Iran or 
importation from Iran of information and informational 
macerlals, a travel-related remittance, or payment for the 
shipment of a donation of articles to relieve fcutnan 
suffering. 


lb) Before a United States depository institution initiates a 
payment on behalf of any customer, or credits a transfer to 
che account on its boo)ca of the ultimate beneficiary, che 
United Stacea depository institution niuat determine that the 
underlying trancaction is not prohibited by this pare. 


(c) Pursuant to the prohibitiona contained in SSSO.aoe, a 
United States depository insticutioa may not make transfers 
CO or for the benefit of a foreign-organized entity owned or 
eootxolled by it if che underlying transaction would be 
prohibited if engaged in directly by the U.S. depository 
institution. 


{d) This section does not authorize transactions with respect 
to property blocked pursuant to part 535. 


(54 FS 20169 4/26/99.} 
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S^HiS/r 

Matthew J « KING/HGHQ/KSBC on 26 Apr 2001 13:19 Memo 

a^AEr_JJllll_jgLll9From: Matchet* J W KING/HGHQ/HSBC Tei- 790 5991 

Mail Size: 150S5 

To: Brian M RICHARDS/MDBK/HSBCeKSBC 
cc: John L RXCHARDS/HSBVHSBCAPACPHSBC ' 

Chris COOLDREY/HBEU/RSBCPHSBC 
Subject: Re; OFAC - Iran 




curtner CO our conversation, I attach „ >/* 

sets out the manner ^«Jj^ch.Xransaetions need to be structured in nrrtnr 
L !IS i j ..S.£. ?'9 business t o bs 


. uRbert^en 

information. 


this bead 3 . 


■ know if you require" 


I an assuming this business will be booked in HBEO, hence I am copying 
Chris Couldrey. If any other Group entity is likely to be Invoivad, could 


Regards 

26/04/2001 12:44 


Forwarded by Matthew J W KING/HGHQ/HSBC 


To; Matthew J W K1NG/HGRQ/SSBC0HSBC 

cc: JohnLP,ICHARDS/HSBL/HSBCA?RC <JohnLRICHAROS0NotesEMEA. coin> 
Winth rop.B rowngahaKpittman .com 
From Jo hn .Simona PshawDlttman . cnm 
Subject: Rsj OFAC - Iran 


This message originated from the Internet. Its originator may or 
not be uho they claim to be and the intomation contained in 
^the message and any attachmenta may or may not be accurate. 


Hatthei.. 

This is in toiloa up to my email to you of 3/VOl and my email to w. Brown 
2/2?/0H£orwarded to you) concerning l)ie above- referenced matter. 
StevenHunro of ofac's Chief Counsel’s office caUed me yesterday to say 
Divi^ionf the’’ iawlor. Deputy Chief of OFKC's Compliance 

la.nguage'in n CFR iSO.SlS (the -U-Turn" dellat clearing exemprion), which 
it, face appears to prohibit a US bank from processing a payment order to 
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or 

from Iran, or for nhe direct or indirect benefit of persons in Iran or the 
Government of Iran, unless the payment, order is by order of a foreign 
non-Iranian bank froa such foreign bank's own account at the US bank to an 
account held by a second foreign non-Iranian bank at another US bank. He 
said 

that Ms. Lawler acknowledged such language in the regulation, out she said 
that 

the CoTnplianca Division has never viewed the "second" us bank languaae a* 
mandatocy, but merely descriptive of the way moat such payment orders are 
received and processed by US banks. In essence, the Compliance Divisior.'a 
main 

concern ia that the payment order issued to Che US bank must not come 
directly 

from an Iranian bank and that the os Bank must not send the funds directly 

Iranian bank or credit an Iranian account on its books, neither he nor Ms. 
Lawloe could coma up with an policy reason why a second US bank should be 
required in processing such payments. 

Mr. Munro said he w&s unaware of any specific license granted by OFAC to a 
US 

bank in connection with the "U-Turn" dollar clearing enemption, and that 
he had 

never seen an enforcement action or penalty imposed on a US bank for not 
using a 

•■second’* US bank for such clearing tranaactiona. Given the farsgeing 
interpretation by the Coinpliance Division, my guess is that JP 
Morgan/Chase were 

also comfortable that their proces.sing transactions would be viewed by the 
Compliance Division as falling within the "U-Turn" dollar clearing 
exemption 

whether or not they used another OS bank in the clearing process. 
Accordingly, 

if HBUS ia also the correspondent bank foe the second foreign bank then 
HBUS 

Should bo able to send directly to. or credit the account of, the second 
foreign 

non-Iranian bank for further credit to such foreign bank's customer and 
scill be 

in compliance with such regulation. The receipt of funds flow Into and 
out of 

HBUS can follow the same scenario. 

Mr. Munro said that if the US bank was uncomfortable with the CompliBncB 
Division's ‘’interpretation" of such regulation (notwithstanding the fact 
that 

the Compliance Division originally drafted such regulation), then it could 
submit to the Compliance Division a copy of tha first SWIFT payment order 

did net involve a second OS correspondent bank and ask the Compliance 
Division 

to approve same under the regulation, x don’t believe this is necessary 
given 

the foregoing, but HSUS co^ild do so if it desired more formal assurance 

from 

OFAC. 
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JLN-29-2001 16:56 


212 52S 6994 P. 20/30 


Please advise if ypn have further questions. 

Regards, 

John 


I 

I 1 Matthew J W \ 
I 1 KING I 
\ 1 <roacchcHKing6 I 
t - j hsbc . cora> i 


i I ' 

5 t 03/08/2001 j 

) t 01:23 PM 1 

I ! * 



To: John. Sinkona&ahawplttman. con 

cc : JahnLRrCHARDS/KSBl-/HSBCRPAC 

■«jQhnLRICHhRDS/HSaL/aSBCAPACeNot±aEMEA-Con»>, 
Winthrop. Brown8sbawpittman.com 
Sxibject: Memo: Be; OFAC -• Iran 


1 

I 

I 

I 

i 


Jehri/ 

Has there been any prooress? 
Regards 


06/03/2001 00:16 


To; MatChewJWKrNC/HGH<J/HSBC8HSBC 
cc; Johi)LRICHAROS/HSBL/HSaCAPAC6HSBC 
VIintbrop.Brewn 89 bawpictnan.com 
rrom: John.Simons8shawpittman.com 
Subject: OfAC- Iran 


This message originated from the Internet, Its originator may or 
may not be who they claim to be and the information contained in 
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JUW-25-2801 16:57 ^BC 


212 52S 6994 P. 21^30 


cfte raessage ana any attac'raients may or may not oe accurace 


Kacchew, 

I apologize for the delay in getting bach to yoo, but Che attorney in 
OFftC'S 

Chief Counsel’s Office who is knowledgeable about Che Iranian 
regulations has 

been out of the office until today. 1 did speak to him (Stevenson 
Munro) in 

general terms about the proposed transaction ^without attribution) and 
specifically about the "U-Turn" dollar clearing exemption in 31 CFR 
560.316 and 

Che language in such regulation that would appear to require HBUS, 
upon 

receiving a payment order from HBEU, to send the payment to another US 
domestic 

bank for credit to a second foreign bank which Is not an Iranian 
entity. The 

regulation is not specific about the requirements of how funds must ba 
received 

by HBtlS from foreign banks for ultimate credit to Bank Miili's account 
at HBEU, 

buc presumably there may be the same "second OS bank" requireuiont. I 
understand 

from Brian Richards that many, if not moat, of the payment orders from 
HDEU will 

likely instruct H60S to send funds to Chase or another US bank for 
credit to a 

foreign bank {non-Iranian) account anyway (with o similar situation 
for incoming 

receipt of funds) , so this may not be a problem, buc ho couldn't 
guarantee this 

fact pattern for every situation. 


At any rete, Mr. Munro agreed that the regulation was confusing and lie 
could not 

readily explain the seeming requirement for interposing a second UB 
bank (in my 

Initial discussions with OTAC's Compliance Division, such division did 
not 

appear to require Such "second US bank" in the payment transaction 

even after 1 

pointed out such language in the "U-Turn" dollar clearing exemption), 
said 

that he would discuss same with the head of OFAC’s Compliance Division 
and get 

back to me shortly (tomorrow if we’re lucky). 1 know you are ansiour 
to resolve 

this matter, but I chink it is important to get a clearer 
understanding from 

OFAC as CO exactly how it interprets the "U-Turn" dollar claaring 
oKe.mption in 


'^l/u 
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JLM-29-2001 16:57 .jBC 


212 52S 6994 P.22/30 


31 crR 550.516. 

HBUS’s wire transfers, SWIFTs and payment orders are mr. through a 
'’filter'' for 

OfaC compliance purposes. These filters only kick out those messages 
in which 

an OFhC filter keyword is read. If there is no OFAC filter keyword 
read on such 

messages, then such messages would' not be automatically kicked-out for 
further 

.manual review. Nonetheless, T'm sure you arc interested to know how 
OFAC would 

treat such SWIFTs if an Iranian intorost appeared somewhere in such 
messages . 

I'll let you )mow as aoon aa 1 hear back from Mr. Munro. 

Kegarda, 

John C. Simons 
Shaw Pittman 


This electronic message trananlssion contains information 
from the law firm Shaw Pittman that may be confidential or 
privileged. The information ia intended solely for the recipient 
and use by any other party is not euchorired. If you arc not 
the intended recipient, be aware that any disclosure, copying, 
distribution or use of the contents of this information is 
prohibited. If you have received this elactronic teansmissiorv 
In error, please notify us immediately by telephone 
(1.202.663-8000) or by electronic mail 
(postmBaterSshavfpittra&n.com) . Thank you. 


This message and any attachments ere confidential to the ordinary 
user oi the e-roa.il address to which it was addrcaaed and may also 
be privileged. If you are not the addressee you may not copy, 
forward, disclose or use any part of the message or its 
attachments and if you have received this message in error, please 
notify the sender irwnediately by return e-mail and delete it from 
your system. 


Internet coiwaunicacions cannot be guaranteed to be secure or 
orroi-free as inCornation could be intercepted, corrupted, lost, 
arrive late or contain viruses. The sender therefore does not 
accept liability for any errors or omissions in the context of 
this massage which arise aa a result of Internet transmission. 

Any opinions contained in this message are Chose of the author and 
are not given or endorsed by the HSBC Group company or office 
through wh,ioh this message is sent unless otherwise clearly 
indicated in this message and the authority of the author to so 
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JUH-2&-2001 1G:57 oBC 


212 525 6994 P. 23/33 


bind the HSBC entity referred to is duly verified. 


Confidential - FOIA Treatment Requested by HSBC N. America Holdings, Inc. HSB09278753 
Confidential - FOIA Treatment Requested by HSBC Bank, USA, N.A. HSBC OCC 8903873 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00792 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1887 


JL1S-29~2001 i6:S7 -.oBC 


212 525 6994 P.24 /-SO 


Brian W RlCHAftDS/MD3K/HSBC on 
27 Apr aOOl 08;38rrori: 
Mail Size: 2644 


27 Aor 2061 09:o8 Memo 
Brian W RICBAHDS/MOBK/aSBC 


Tel: 790 4S439 


Tot Matthew v W KING/HGHQ/HSBC$HSBC 
cc; John L RICKAJ^DS/HSBL/HSBCAPAC0HSBC 
Chris COULDREy/HOEO/HSBC8HSBC 
Quentin B AYLWARO/MDSK/HSBCeHSac 
Terry j BEl,IJa^Y/HDBK/HSBC?HSBC 
Subject; Res OFAC - Iran 


Matthew 


Many thanks. 


The payment order: 
HBEO, and credits 


i for the debit of Melli’a account will originate from 
favour Melli will be credited to Che account at BBSU. 


The CO’,,! -ill. Of cour=o, pa 35 ooor HBEO’S OSD account with H 3 DS, with 
BBUS tocalving funda favour HBEO for account of Halil (mostly from other 
banfs In the USA, but possibly to the debit of KatlS's own corros^ndant 
bony eustomeisl. or paying away from hBEO's USD account at H 3 U 5 favour 
Other banks in the USA (or po.'iaibly to the credit of HSUS s own 


Those direct cudtofliers of HBUS could, on occasion*, be another Group 
entity, such as KBME or HEAP, but 1 suspect this would he very much the 
exception. 

The payment orders would not make mention to Dank Melii, and HBUS wouxd 
rot receive either payment orders or payment receipts directly from an 
Iranian entity. Tor H8US any Iranian entity would he. at "closest , the 
customer Of a non-US bank outside of the USA, and by far the greatest 
volume of payments would involve another US bank in the payment ehatn. 

r believe that thia payment chain accords with the penuiCimatB sentance cf 
the 2nd paragraph ol John Simons CMail to you dated BMAROl. 


Brian 
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JLN-29-2001 16:57 


212 525 69^ P, 25^33 


To: Wi^ithrop BroWl/SPPT/US®SPPT I 

Subject: Re: MeW: OFAC conctraincs in Che 

Cencxal of Iran operating' a OSD Clearing 1 

account vfich HSBC Bank pic in London (Document | 

link: Winthrop Brown) ! 


I spoke CO the Compliance Division of OfAC today about the -U-Turn Dollar 
Clearing* exemption Ox CFR 5fio.5l6) for virc transfers involving Iran, and 

told that as long as the payreeat instructions or USD come Irani an offshore 
foreign bank (other chan directly from an Iranian bank) to the doraesttc US 

and Chen go hack out to another offshore foreign bank {other than directly Co 

Sanian bank) (i-e., the US bank mast be "buffered- by non-iranian foreign 
banks) , the processing of such a wire transfer by a domestic US bank would be 

coTTfolianoe with OPhC regulations. The Cowplience Division stated that the ns 
bank in such a wire transfer should not debit or credit an “Iranian acewot on 
its books" and should not be che originator of such a payment order. If the 
USD 

come CO rest in the us, then the transaction would not he deemed to be a 
"U-Tom 

Dollar Clearing” transaction for purposes of such exemption- HBEu s proposed 
transaction appears to lit this scenario ac long as (i) HSDS can send USD xt 
receives from an offshore non-Iranian bank back out to a non-Iranian foreign 
bank, and {ii) payment orders received by MSUS from HBBU instruct it to debit 
its ftccount at BBUS and then send USD to another offshore non-Iranian foreign 
bank. 

The Compliance Division also cold me chat the reguiremenc in section 

560.Sl«(b) w u 4S 

for US depository institutions, prior to initiating a payment on benait oi 

any 

custemer or crediting a transfer to the account on its books of .Che ultimate 
beneficiary, to determine if t)>e underlying transaction is prohibited by 
OPAC ' 6 

regulations, does not apply to wire transfer transactions meeting the 
raquiremencB of the “0-Turn Dollar Clearing" exemption of Section 560. SIS (a). 

Jteile tills interpretation from the Compliance Division is eacouraging (and may 
explain why JP Morgan Chase can perform such services currently), I went to 
double check this interpretation with OFAC's Chief Counsel Office. I have a 
call into such office but may not hear back from them until toinorrow. 

In the .mean time, you can contact Mathew and advice of the foregoing Euad 
mention 
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3LN-29-2Bai 16:58 .SBC 


212 525 6934 P.26/30 


tbat we 


hope to confimv such results Vfith tho Chief 


Counsel's Office fcoiftorrow. 


Regards.. 

John 



1 

I 

! 

I 




I Winthrop I 

j Brown I 

I ! 

j 02 / 26/2001 I 

I 11; 47 PM 1 

1 I 

*- - i 

... . .. I 

To: John Simona/SPPT/US 9 SPPT I 

select- Memo; OFAC constraints in the Central! 

aanh of Iran operating a USD Clearing account with] 
HSBC Bank plC in tondon 


Md you O.ud ». oomochi»g on this? I mJy inadvorcancly lost it. 

: Forvardod by Hinchrop Broun/ 3 PPT/US on 02 / 36/2001 11-.67 2 M 


Kattbev J W 
KING ! 

cmatthewhing© 
hsbc.com> 

02/19/2001 
llsl* AM 




I 

TO; Winthrop. BrewnOshawpittman. com i 

CC; John b RICKARDS <john. 1 . nichardsShsbc . COfr.> } 

Subject: Memo: OPAC conatraihts in the Central! 

Bank of Iran operating a USD clearing account withj 
HSBC Bank pic in London i 
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JLtl-29-2e01 16:58 


212 525 6994 P.27/30 


Could you get your OFAC expeicc to look at ths proposal and let me know 
{hopefully) whut we need to do to be able Co accept this business. 
Incidentally, I see your old colleague. Tore CroeXar. featurea. Please 
send him my regards if you happen to be speaking to him. 

Regards 

Porvfarded by Matthew J W KING/HGHQ/KSBC on 

19/02^2001 IS ;7a 

John L RICKARDS 
Memo 

19 reb 20D1 llt«»8 


to: Matthew J R iCING/HSBQ/HSBC«HSBC 

cct Mukhtar HOSSAIN^HIBH 

Brian W RlC3ihRDS/MEBK/HSBC«HSBC 

Prom; John L R1CHARDS/HSB1./HSBCAPAC 9821 204 04S7 

S\ibject; OFAC cemstraints in the Central Bank oC Tran operating a USD 
Clearing account with HSBC Bank pic in London 


(Embedded 

image mov'sei {Embedded image moved to file: piclCOSS -pex) 

Co file: 

picl5924.pcx) 


Dear HaCtbew 

We have been aaked by Che Central Bank of Iran to caXe over its USD 
clearing account held with Natwest in iionden. Oporation oS this 
account will require that USD rcceipts/paymonte ara settled through 
HSBC OS. We had assumed that based on the clarification given in 
Maleome Saroett’e compliance circular CKQ BCO 950015 that such 
transactions, as detailed more fully below would be possible. The 
advice received from* Elizabeth Protomastro suggests this is not the 
case ■ 

As such cransacclons are already being undertaken on behalf of t^atwest 
by JP Morgan Chase, which oiusc be subject to the came compliance 
issues as HSBC, I can only aeeune that the question asked of Alston 
and Bird did not fully cover the transactions that we intend, although 
Che position stated in Peter Blank's email below Ls clear. 

This is a very importanfe tnatter for the Group as it is expected that 
our ability to respond positively to the Ceocra.1 Bank will have a 
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JlJN-29-2001 IS: 58 ^ 


212 525 6934 P, 29^30 


major intlwnce. on our winning of a =ub6Canti.al Asset Managemenc 
nxandate and fucuxe project finance loandates. If we are to retuse tneir 
reouasc I mjst i>e able to ahov them a fonnal legal opinion explaining 
why the proposed transactions are illegal and as a result why the 
current arrangement with JP Morgan ia in fact illegal. 


I apologise for troubling you with this but shall be grateful for :^ur 
intervention. Further information on this matter can be obtained from 
Brian Richards in FIG in London, who has been copied in on this email. 


Regards 


John U Richards 

Group Representative Iran 


Forwarded by John b RICKARDS on 02/19/2001 

14 Ffth 2001 12:31 
Merno 


To: Quentin R AyLWARD/MDBK/HSBCdHSBC 

Gary A BCWJS/MDBK/HSSCaHSBC 
Chris BUTCHEPl/KDBK/aLSBC®KSBC 
John L RICHARDS/HSBb/BSBCAPAOWlSSC 
horaapour . n'*mhubl . com 

ec: 

bee; 

reemt Brian W RICHARDS/rtDBK/HSBC Telt 

Our R«C: your Ref: 


Subject: t;RGE^^^ Central Bank of Iran URGENT REhi^SSSD 


Forwarded by Brian M RICHABDS/MDBK/KSBC oo 14 FOb 2001 09:02 

Kurt Ziogler/Insticucional Sanking/Republic/US P REPUBLIC cn 14 Fsb 
2001 08:41 

Memo 
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ij 

To: JanetBurak, Regional Comi^aaceOffica- 

David Bagley, Head of Gronp Cran^ance 
David Dew, COO, HUSI 

From: Carolyn Wind, EVP and Chief Compliance Officer, HUSI 

Date: 7JANC8 


Repon: 4Q07 ComplifloceRi^ortForPFS,CMB,GTB and GPB 


1. Issues Arising 
(a)NBWKSUES 


c. 


Redacted by the 

Pennanent SubcoDimittee on Investigations 
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U 


Redacted by the 

PerDianent Subcommittee on Investigations 


) 

• Customer Scunniug Fi'reoSoIt Vendor Prodnet: Serious porfomianoe issues have 
been discovered with the RrcoSoft cusumdu' scanning product that may binder oui 
ability ta fulfill a 2SPEB08 Gommitmcnt made to the OCC in response to bq MRA 
idoitified during the Retail Bank BSA/AML examination conducted m 3Q07 wjfii 
respect to PEP scanning. Benchmark testing has indicated That the existing product, 
as well as the enhanced version scheduled for release in 200S, mil not support HBUS 
volumes. Substantial time and funds have been expended to date regarding 
implementation of this product, scheduled fbr completion in 1Q/2Q08. However, 
UTS and Compliance have now bad to analyze various vendor flltematives, the results 
of which will be presented to senior AML Compliance roanagccnent in early JANOS. 


Redacted by the 

Permanent Subcommittee on Investigations 
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C, Mandel 04232007 103221 AM (43452433_C. Mandei 4_15_07 to 5_5_07XI_26C,wav.zip5 Page 1 ofl/ 

Claude; Yes, Mr. Cohen? Hello. 

Mr. Cohen: Did you forget? 

Claude: No, i did not forget, but I was with other clients, I am [??] it’s Monday. 

Alright, we are going to get a reply for you. Charles will call you back by early afternoon. 

Mr. Cohen; Early afternoon. 

Claude; Yes and I am. . . I hope that that will work. 

Mr. Cohen: Another thing. Can you give me the attachment for First because I’m 
going to look over what you sent me. 

Claude: Ah yes, yes. 

Mr. Cohen: So, can you tell me who flie signatories are for First? 

Claude; Yes, I’m going to get that for you, one second. I’m going to give it to you. 

1 will give you who the signatories are, OK? 

Mr. Cohen: In order, in order, 

Claude: In order. • 

Mr. Cohen: The first, the second, the third. 

Claude: The first, the second, the third, the fourth. I think that there’s Leon. 

Mr. Cohen: I don’t know, tell me. 

i 

Claude: OK, I’ll tell you. I’m going to tell you but the table [?73 he is not the one [ 

who signs, j 

Mr. Cohen; Who is the individual that signs; the one who is the. . . what we cal! the 
owner. 

Claude: Alright. Hold on while I look, so... Signatures. HSBC Corporate banking 

resolution, the one that signs. That will wait because that’s imaging, we do that in 
imaging and that gives us who the signature is and who... the name and the signature. So, 
we have Sonia. 

Mr. Cohen; The first, who is the first? 

Claude: We have Sonia who has the first authoriziUion. 
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Mr. Cohen: Sonia? 

Claude: Yes, Mauricio, Habib Levy Sibony [inaudible] and then we have Habib 

Levy Sibony [inaudible], we are sure of lhe loans and then, director president secretary 
it’s Karen... 

Mr. Cohen; Karen is the director. | 

Claude: Yes, director president secretary on the... 

Mr. Cohen: Itwas the... I... 

Claude; Alright now, it’s the opening account booklet, application. Here we go, 
hold on. Now, on the card too, on the signatories’ card, we have, let’s see what we have. I 
think that we have the same thing. One second, I will see, I wait back into further detail. 

We have, so here we go, we have Habib. . . 

Mr. Cohen; Habib. 

Claude: Mauricio 

Mr, Cohen: Yes 

Claude: And Sonia 

Mr. Cohen: Sonia 

Claude; Yes, but Habib, I think that he is the beneficial owner. Hold on while I 
check, corporate documentation. . .1 know that Habib is the beneficial owner, I think that 
it’s Habib. 

Mr. Cohen; But 1 don’t want, I think, I want to be sure. 

Claude: [Inaudible] I know that you changed it, I am sure that it’s [??] and we 

changed it. It’s Habib. 

Mr, Cohen: It’s Habib. 

Claude: Yes, 

Mr, Cohen; Alright. 

Claude: I told you that it was Habib, we changed it, I know. 

Mr. Cohen: So he is the one who has to sign the W attachment. , . 
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Claude: Yes, for the . . . why? For flie address? 

Mr. Cohen: No, for everything that you sent me, flietwo papers, the W... 

Claude; No, the secretary, it’s Karen who... 

Mr. Cohen; But Karen no longer exists. 

Claude: So I don’t know, we have to do something because it’s Karen, in fact... 

Mr. Cohen; We’ll do the papers. 

Claude: So here, you put Habib. We will need a paper like this saying that he is the 

secretary, do you understand? 

Mr. Cohen; Draw up a paper for me, 1 will have Habib sign [it] for you. 

Claude: Alright, OK. 

Mr. Cohen: Another thing. 

Claude; And for Whitebury? Do you know Whitebury? 

Mr. Cohen: Yes. Whitebury, who is it? 

Claude: We have to know for it too. For that one, we. . . 

Mr. Cohen: [inaudible] signature 

Claude; Yes, because 1 had... also for Whitebury, we need.... Ah, I spoke with 
Zolti, you know. 

Mr. Cohen: Yes. 

Claude; So, she,.. I sent it with the secretary... the secretary how to do it; she’s no 
longer there, eh? 

Mr. Cohen: Yes, it’s Zolti, 

Claude: Yes, so I spoke... so the document - who signs? You want him to sign 

too? 

Mr. Cohen: Yes, for him to sign. 
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Claude: OK. Leon signs for American Leisure not World [??], do I know? Grand 

opening, application, so. .. Lea si^s there I think. 

Ivfo. Cohen; Give me all of the names. 

Claude; I’m going to tell you all ofthe names, all of the names. Habib is 

the beneficial owner. 

Mr. Cohen: Habib, beneficial owner. 

Claude; Yes, ofWhitebury. Theap^ilicafionis ... here wego, its Allegria. 

Mr. Cohen: It’s Habib, Allegria. 

Claude; Wait, no, no, Habib isn’t there. Allegria. 


Mr. Cohen: It’s Allegria? 


Yes. Mauricio, Sonia and Leon and Lea jointly. 


Mr. Cohen; Allegria 


M. Cohen: Mauricio 


Mr. Cohen; Sonia 


Claude: Leon and Lea jointly, that is to say together. 

Mr. Cohen; But, that's a bit, you took me out of it? 

Claude: You are still there. 

Mr. Cohen; Ah no, that's not right. The last lime that I signed I. . . 


Mr, Cohen: Yes. 

Claude: I will... hold on... no. I’m telling you no, no. We only took your name 

from the credit card and yours and Sonia’s personal account, 

Mr. Cohen; So you have to send me the papers again to sign. 
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Claude: And you want to remove your name from Whitebury. 

Mr. Cohen: From Whitebury and from First 

Claude: OK, so I am going to send Whitebury and First again. Here we go, you 

still have,., 

Mr. Cohen: And I’m going to put... and send me anew owner, I want to put the 
[inaudible]. 

Claude; To whom? Him, he’s going to sign? 

Mr. Cohen; To Whitebury, yes. 

Claude: To Whitebury. OK> so I am going to send you a new booklet. 

Mr. Cohen; You’re sending me a new booklet. 

Claude: And I am going to. . .write for me who is going to sign. I will put 

[inaudible] X here. 

Mr. Cohen; What? 

Claude: I’ll put an X where you have to sign. 

Mr. Cohen; Yes, Habib is the beneficial owner, the same thing, . . 

Claude: Habib, I don’t have that, he is still the beneficial owner, but you have to 

add him as a signatory, no? 

Mr, Cohen: Yes, we have to add him as a signatory. 

Claude: So there, 1 added him as a signatory, there has to be a power of attorney. 

There has to be a power of attorney, a power of attorney for him of the company. 

Mr. Cohen; I have the power of attorney. 

Claude: You have it? 

Mr. Cohen; Yes, yes. 

Claude; Very well, so if you have it, bring it to me, you send it to me. 

Mr. Cohen: OK. 
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Claude: [Inaudible]. 

Receptionist; [Inaudible] hello 
Claude: Yes, hello. 

Receptionist; Ah, hello ma’am.., 

Claude: Where is Mr... 

Receptionist; In ten, fifteen minutes. 

Claude: Why? He isn’t ftiere? 

Receptionist: He is on the phone. 

Claude: He is always on the phone Yannie, is... 

Yannie: [Inaudible] 

Claude: So what’s new huh? OK, let’s go... 

Yannie: Don’t hang up, don’t hang up, hello, don’t hang up. 

Mr. Cohen; Hello. 

Claude: Hello. It seems like you arc always on the phone. I told him that the phone 

is your life, without the phone, you cannot survive. 

Mr, Cohen; [Laughs] 

Claude: Did you get the ftx that I sent you yesterday? 

Mr. Cohen: Yesterday, yes I got it 

Claude; Alright, now I’m going to send you. . .listen carefully to what I am going to 
send you. I am going to send you the new account openings but at the same time, I am 
going to send you all of the copies that I have here, the ones that they didn’t sign and 
everything. That way you have them and you con change whatever you want. 

Mr. Cohen: There we go. You put in the names. I’ll do the signatures. 
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Claude: 1 am going to put absolutely nothing. I am going to send the copy that I 

have here and you, you look at it. If you want to change it, you can do whatever you 
want, alri^t? 

Mr, Cohen; OK. 

Qaude: It’s better like that, no? 

Mr. Cohen: Alright. OK, tell me something else, do you do companies? 

Claude; Companies, yes. We do compam^, BVI company,, Panamanian and 
Bahamian, whatever you want, what do you want. The VMC, trusts. 

Mr. Cohen; What is better to rqilace Whjtcbury? 

Claude: I am going to tell you honestly. . . 

Mr. Cohen: Yes. 

Claude: ... it’s Trust. 

Mr. Cohen: What is Trust? 

Claude; It’s from the Trust company. 

Mr. Cohen: Not a Trust. 

Claude: You don’t want it? You want to change Wbitebury completely? 

Mr. Cohen: Yes, yes. 

Claude: And who. . . Habib still has to sign? 

Mr. Cohen: Not always the same ones yes, but it will be Habib and my wife and... 
Claude; And who? 

Mr, Cohen: And my son and my daughter. 

Claude: And without you? 

Mr. Cohen: Without me. 

Claude; Now Whit^ury is BVI? 
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Mr. Cohen; Yes, but what can we put? 

Claude: We can change Whitebuiy to Bahamian. 

Mr. Cohen: The Bahamas? 

Claude: Yes. 

Mr. Cohen; And the shares are bearer shares? 

Claude: No. The shares are no longw bearer shares, now they are always registered 

shares. 

Mr. Cohen: No... 

Claude: We no longer accept that. 

Mr. Cohen: Or there is. . . 1 am told that thtse are the Panamanians. 

Claude: Panamanian, yes there is Panama but they’re not really like Bahamian. 

The Bahamas... 

Mr. Cohen: So it’s Panama, the share is still a bearer share, 

Claude: But we no longer accept that; there is going to be a law, now it’s a law, 

they no longer accept bearer shares. They want registered shares. That s why I m telling 
you. 

Mr. Cohen; Yes, but for the moment no. 

Claude: It’s over in six months, three months; now they already started to have 

all... now I have two that are bearer shares, they changed them to registered. They no 
longer accept bearer shares. Because that can get lost, that can... Anybody can take the 
bearer share and come. . . 

Mr.Cohen; In the Bahamas they do bearer shares, Bahamas no... 

Claude: Panamanian yes I know, 1 know, I know... 

Mr, Cohen; Leave Panamanian as bearer shares. 

Claude; 1 know Mr. Cohen but they no longer accept that now, it’s. .. 

Mr.Cohen: Mine are bearer shares. 
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Claude; 
three months, 

Mr. Cohen: 

Claude: 

Mr. Cohen: 

Claude: 

Mr. Cohen: 


I know, but now they no longer accept ftat, probably within six months, 
they always want re^stered shares; they no longer want bearer shares. 

Eh listen, there are banks that take it. . . 

I know, I know but tfiis is how it is, thore is a law now. . . 

But you are going to lose clients. 

No, no they are in the process of changing them, all bearer shares, to... 
In Switzerland its bearer shares. 


Claude: What went to the bearer remains with the bearer, but for the new ones 

now, they no longer acc^t that for the new ones. 

Mr. Cohen; Ah alright. I have companies of other companies , I’m going to see what I 
am going to give you. 

Claude; Alright 


Mr. Cohen: OK? Send me all of that. 


Claude: Alright. 

Mr. Cohen: Let’s go, send it today, eh? 

Claude; But no, I’m sending it to you; I’m also sending you the appraisal, the 
original not the copies that I sent you, [inaudible] I’m sending it to you, 

Mr, Cohen: OK, alright, 

Claude: OK. Bye. 
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Froa: CYANEN KUMAR/HBUS/HSBC 
sent: 12/23/2004 9:S7:13 AM 
To: DENIS E 0'BRIEN/H8US/HSSC 
CC: CHRISTOPHER. LOK§OS-HSBC. COM 
Subject: Fw: uso cash In Mexico 


HSBC-BNUE 004S4S7.txt 


FYI - please refer below. 

much InsrinM Sll « 

somethms to dh mth complUnct; PerhiDS if. pc^aps this has 

counterparts to check for deta'ls. ^ ^ « roir 

Thank you 


Fonrarded by dyanen kuiaar/HSUS/HSOC on 32/23/200S 09:S2 AM - 


To 

Cyanen Kumar/HBUS/HSSCeHSBCOZ 


USO cash in Mexico 


Dear Gyanen, 

~7sir3' *" jbriss- 

•anagonent and is Cdrrentl/beljM'fmliili2i3"t”^ dlroctly fro« ogr sonlor 
we have already co„o„icii?d1^?I 1» ?^tJ".?]’of i" "coco. 

iSt'^*' “‘”^*'^^”**“*^^'^"^«"far°ar?kno5“*this'^f 

|;;?in§3"to*"s?;sffbJiiSiijes"^^s is^naS''c'i£? 
con«^nSf|flerinjrte°SSk^lt?'^!^CT^S"BS!i^ 

r no attaching the press release On SpaMsh) that outlines the ne* policy. 
Sest regards. 

Page 1 
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HSBC-HN3L^ 0045457.txt 

Hario Langarica 

Director - institua'ones Financieras 
Global Banking and P<tarkets 
HSBC HexiCD 

Phone: CS25S) 5721-2630 


hexico_a 1 ertaOhsbc. com .itix 

Medio Oficial de oifusidn de Informacidn Eraergente 
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DanM Ject/HBUS/KSBC To AknTKattay/HBUS/HSBC 

0M1/20G7 J0« PM cc Gyonen Kunffir/HBUaWSBC@H3BC 

bcc 

Sub}cct A Casa D« CarnUo Puebla in Maidco 


Alan / Gyanen.. 

This is to briefly smUnarizfl our discusaon yesterday. 

Gysnon caUed us (rom Miami to Inform us that trade votumes bav« recently (lecreased signiScantly wifli 
Oe Cambio P uebla i n Mealoa. Wlten Gyarten contaoed the customer to rfisoiss lha change. Ns 
'"£oobClJti&6 Guberraz la return hb cafts In a tSmefy manner, whi^ was musual . When they finally 
spoke, Josa Informed Qyanen that the camblo was cunanity beW^ audited by Barvs do Mexlca (Irtduding 
tCfC on the MSB’s oistornars} erwl they had tkcri Qhmn foeir busfoess with us Id any other corr^Utbra, but - 
Joss did not provide any reasons (or the change In Bchwfty. 

Gyanen hformed us that Wachmia had terminated thevaccDurtt with CDCP In.Meodco and tbetr aod (or 
trade settlement with us was now with Harris In Chi^oo. Ha aim todlcatsd that he had some corcams 
(AML & Raputalkmat Rbk] about ourreladonsNp wtOi CDCP and ptant>ed to vrstt them In Mextco on 
1 1-Jur>^7 forhb antvual ^ to dbo^ the reesone far the changes )n their BctMty with us. 

We said we would review recardaoMty with them and monbx any fuhra activity very doeety. We 
wouldMD nvesdgate arry unusual or potenttatiy auspidous activity accordingly . 

i understarKl that effective today, we are suspertding al activity' with Ihb MSB customer In Mexico - at 
least unS hb vbtt atvi our dbo/sdon /agreement regarding the ratadonshlp between HSBC and CDCP. 



DanM Jack, VP - AML CompSanoe 
Global Bartkrvotaa & Me&b 
Tfilephona: 212-525-6686 
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NsnXKi^lHBUSMSBC ftt OanW JadylBUS/HSBC^lSBC 

05/31/2077 t1:3a AM cc 

tKC 


Subjaei Fw; Casa O* CamUo Pu«61a 



Ala/i T. Keflsy 

SerUewVics President. And Money Laundering 

Tet 212S2S 6147/ Fax: 212 382 7580 

by AfanTK«bayA«LISHSBC on 0501/200711:36 AM 

Qywi ia»nar/H8US«sac 

0*302007 1057 PU To US Bantawto Dept Safca Team 

€c '>WanOfct*<*iBrmrurfBr@t*JBfaccaTP',T>BVklWlena'’ 
<david JivmVeRs@uLhsbc.OMn>. ’Alan T KsOay' 

<atotU.kB8ey@k m hshc conP-. 'Christopbo' LoA* 
<clviao|^wJcA@iaitst3c.aMn> 

Casa De Cambio Puebta 



IwlB Speak to you bi Ihe morning vitth more datmls. [ 

Please treat fns manor as confWentJai. j 

Thanka | 

Gyanen > 





I 


I 

I 

1 
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^ HSBC-OCC_E 0189672.txt 

From: DANIEL JAOC/HBUS/MSBC 
Sent: 6/6/2007 4:47:06 pm- 
To: ALAN T KETLEY/MBUS/HSacenSBC 
cc: ALAN P WrLLIAMSON/H8US/HS8C©HSBC 

Subject: hSbc in Hexico * aml Compliance & Casa de Cambio ' 

Alan, 

briefV, fono»ring is a suomary of ay conversation todav wit-h 
Leopoldo Barroso, the Head of aml for hbmx in Mexico C9--011"5255-5721-5414) . 

® with casa Oe Cambio Puebla and 

they have been a customer for over 6 years Cpre-HSSC). His office moni-rnn: 
acpvity and reports any alerts on unusual transactions to the mld Cftcnrait-r^a 

; r appropriate fc^^curr STIe^'to 

de cSmo ISsaft “P^a":' “> U/2S/06 concernino Casas 

12 ’."rlp^og concerns froi. the us treasury (e.g. aWE). He »entl2ned 

the News Herald in Florida but couid not remember the date I 

^ f’"** articles - 

http . //WWW. news herald . coo/ 

Je‘'r2cSnv'«i°2iS'r?l*r^'i!,-‘'''; “'• unusual actiwi ty 

we recently saw with CCP (a big drop in their USD sales to us). ^ 

^ 11 ^ decide within the next 5 days (and will let me knowl 

relationships with CCP, and hi recommended le rSt 

cl^sHur^elatTSSs^^r^"’'’"' ^mVo^Nf 

He said he did not realize that HBUS exported uso cash shipments from Meticn rn 
commerciarfllghts}, then onM "he “ 

were’pHSc^nsu^^'K^ »u?3 IT^tl niS?d^Si°e"ht./ 

Please let me imow if you have any questions or would like more info. 


Daniel Jack, vp - aml Compliance 
Global Banknotes & Metals 
Telephone: 212-S2S-8686 


Fonparded by Daniel Jack/HBUS/Hsec on 06/06/2007 12:45 pm 


Daniel 3ack/MBUS/HSBC 
06/05/2007.03:52 PM 


To 

Leopoldo R 6ARR0SQ/H8MX/HS9C 

CC 


Subject 

Re: HSBC in Mexico • aml Compliance 4 casa de Cambio 
Page 1 
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HSBC-OCC_E 0189672, txt 


Leopoldo - Thank you for the quick reply. 

* Ciabio Puebla, s.A. de C.v. in Mexico. They have been 
l^Se Generally, we have been purchasing 

banknotes) from the*. The kyC documentation 
volume depends on M^ican workers in the us repatriating their 
salaries to families living m Mexico. * 

relatiohshios HBmx has with them and wanted to ask you some 
other related questions. Please let me know. Thank you. y«« sums 


Daniel 3ack, VP - aml Compliance 
Global Banknotes i Metals 
Telephone: 212-525-8686 


Leopoldo R BARROSOyHBMX/HSBC 
06/05/2007 U:17 PM 

To 

Daniel Oack/HBUS/MSBCCHSOC 
cc 

Subject 

Re: HSBC in Mexico - AML Compliance & Casa de Cambio 


Daniel, 

d! c £_ML for HBTO. I woul d like to knoM. "j-a . 

are referring toTso that’ iTan'^ec moFi information for our 
S™'rr»"ril“o preferable to have a chat 


Regards 

Leopoldo 


Daniel Jack/HSUS/HSBC 
05/06/2007 U:07 a.m. 
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. ^ ■HS8C-OCC_E 0189672 txt 

Leopoldo R BARROSO/HBHX/HSBCSHSBC 

Subject 

HSBC in Mexico - aml. compliance & Casa de Cambio 


Leopoldo, 


According to the HSBC Group Compl-tance 
Laundering Director for HSBC in Mexico. 


website/iritranet. 


you are the Anti-Honey 






?il“^eJ'i„“exi~,’''’“. ” ^ 50 pd time to call you today to discuss this .utual 


Tliank you. 


Daniel lack, vp - aml Compliance 
Global Banknotes 4 Metals 
Telephone: 212-525-6686 
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To: ■ Janet Burak, Regional Compliance Officer 
David Bagley, Head of Group Compliance 
David Dew. COO. HUSI 

From: Carolyn Wind EVP and Chief Compliance Officer, HUSI 

Date; 26OCT07 


Report: 3Q07 Compliance Report For PFS. CMB. GTB and CPB 


1. Issues Arising 
(a) New Issues 


Redacted by the 

Permanent Subcommittee on Investigations 
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Redacted by the 

Permanent Subcommittee on Investigations 



•> 
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Redacted by the 

Permadent Subcommittee on Investigations 



Redacted Material - Bank Examination Privilege 
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Redacted by the 

Permanent Subcommittee on Investigations 


(b) Matters Reported Previousi-y 

• HBUS BMMcXes/CK. Dt Cambio Puebla (RED 3S70); No uaiisaaims have been 

Mexico since ITONOy. 

Almough HBMX continues lo deal with this Money Services Busloess, HBUS plans 
to forrnally terminate the Banknotes relationship soon. 


Redacted by the 

Permanent Subcommittee on Investigations 
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Redacted 

by 

Permanent Subcommittee 
on Investigations 
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From: DENISEAR6IUY/KBUS/HSBC 
Sent 7/12*2005 a;Z2:53 AM 

To; DOUGLAS ST0LBERG;HBUS/HSBC@HSBCAM6R«1AS 

CC; JOE.HARPSTER@RNB.COM;MlCHAa B GALl-AGHEfUHBUSJHS8C@HSBCAMERlCAS 
StifajBct Rb: Bank MelH 

The fbllovring memo is background hrormation on Ihe Batik Mdfi business, 
pre;»red by John Ric)iai<t$. Group Representative iran. AdrSBonaDy, in a 
conference csll 1hsi Joe Harpsier, Comptlanse and i bad With HBEU and Richards 
on 6127. h was relayed to us that the Group (with (he backing of Bond) was 
looking to slgnlRcarttly grow our presence in {ran.CuiTefitNnes otaodlt 
were reponed to bo SSOOm, trade lines of SlSOmand gnnvihivas ant'cipaied in 
trade, cash manogement and Interne! btmWng. The Bank Mriii dealing was wiewod 
by Richards and others as not onlyprofilabie aso standdoncblit (dsokey to 
winning addrtionaf business. 


arc wotting closely wji nrin . ... ..erstionalfeasibiSly of any proposed 
Iransacljon flow. 


c 



From: John L R1CHARD5/HSBUHSBCAPAC Td: SB2I 204 B467 


Mail Size; 4106 

To: Brian W R!CHARDS/M03K/HS5C@HSK5 
co; 

Subject:' The Central Bank of Iran 
dear Brian 

We have been approached by the Central Bank of Iran to take back their USD' 
clearing business from Natwesl. In principal { am keen to do Uiis but on the 
dear prerviso that It can be done profitably and on a sustainable basis. 

One of nur key objech'yes for the year Is to develop HSaCti Asset Management 
BCtlvities in Iron and wiih Ihs Central Bank now managing the oil price 
steba'izatfon fund amounting to some USOIObn there is considcrabfe scope for 
this. Obviously many foreign banks are chasing (he same business amd so we need 
1o demonstrate some compeinthe or relotlenai advantage. The pmpaoaifroniihe 
Centra! Bank was theroforc not unwelcome. 

I had an Initial meeting with Mr Nowbahar Director Inti Dept of the Cenbal 
Bank yesterday along with Nigel Weir who is visiting Tehran, i emphasised That 
if we were able to do (his wo would need to have detailed discussions so that 
we are dear what is required of vs and what we require of them. The CentreU 
Bank manage their transactions through Bank Metli London and the Intention 
would be that negotialions are held with Mr Saderighfar. 

I would like to end up witli a written agreement so that all parties are aware 
of what they are committing to. Although negotiating vdlh Iranians is a 
fhJstraBng activity we are in a strong posifion. They have become disabsEed 
with NatWest and w'th the eacepdon of LLoyds, who will have the same issues we 


^rilS PAGE CONTAINS ANNOTATIONS 
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have there s's little corr^etittofJ. ! also aastime (had cur technology 9<ivaiices 
make (he business more ailracttve than Ktivas in the past. 

I shall he graceful for your thought on this and yowaduice on howl should 
take this forward. Nigei Is here until Thursday and if posable IstiaKbc 
grateful for your initial fcedbock before he leaves so that I can discitss the 
matter further with him. 1 am sure that he will lake this up with yoo himself 
bul at the end of the day negoMimre be held in London and will be 
ddwen by you. 

NSsser and I vnli be in the UK on Feb 14lh 15th to host a ^ser.tefion io 
a number of Iranian Banfcf/anagibg D^eutois in assodatfon with Robert Gray and 
the invesiment bank. Suh/ecf to ymir views we can Jan any negotiation meetings 
that are arranged over that time. 

In summary if we can make this business independanlly praiBahle and 
sustainable the benefits that we ean derive partioriaily ^ 0.11 Ihs Treasury. 

Asset Manogament and Investment batdongspki d& im 9 be siibsiaritlal I wgnt 
ttierefore to agree a slalegy ofhowwe go forward and who v/c invoSre before vre 
make any fuither contoci so that I amaware of eRfhessuss involved 

f aapreriata your help with this 


Bestregards 


John 


Douglas Stolberg 
n JuIZOOl 18;23 

To; Ocnise A Reiyy/HeuS'HSSC@HSBCAM=RlCAS 

car Jae,Harpsteri®mb.com 

Micfiael B eallagher/WBUS/HSSCtSHSBCAMsRfCAS 

Subjecl: Re; Bank M«lli 

Denise and others, 

Wlh the amount of smoke corrtrg off of this gun, remind me again why wc Ihlnk 
we should be supporting (his business? 

Doug 


Denise A Reilly on 1 1 Jul 2051 1 7:1 6 
Note 

11 JU12001 17:16 

From: Denise A Reilly Tel: K32.636.2500 Del 

Tiller Senior Vice President location: Dettiv/aro 

WorkGroup; 

Payment Services Mail Size: 33351 

To: Douglas SloIbergfriBUS/HSBCgHSBCAMERICAS 
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cc: Joe.Hsrps1er@jnb.cofn 

M:ctiael B GBllaohw/HBUS/HS3C©HSBCAMER5CA3 
Subject: BankMe'n 

This is an issue that you shoiild be aware at As rteseribed In Carolyn's fne.’no, 
we have hstl ongoing discussions on lire topic of Iranian payments both 
(ntema#y, with HBEU and vfl'th HBME JSN. HQUS Compliance and HBEU have also 
consuited with cxlcrnal course!. The gencs^ for the discussion was an RFP for 
HBEUTreasuxy to harnits Bank Melli's USD dcaring. From an cpersb'onal 
perspective, we will foDow Compliance's (ftrecticn as to t'^tetherwe should 
support Ihic busi.nesE and if agreed. wHI esiabH^sh any required operational 

controls. 

GK'en the fevd of attantion this Is r>ow gehing. it may bs rased at She SMC 
and v/il! be includsd in Uie quarterly Compliance report. 

I will keep you apprised. 


V... 


Forwarded by Dentse A R«;^BUS/HSBC on 07/1 1/2001 

0^:37 PM 

Carolyn Wind on tt Ju! ?D(J1 1 1 :13 
Note 

11 Jul2001 11:13 


From CerolynV'/lnd Tc|: 212 S2S 5503 

Tills; Executive Vice President LocMion: <52 Slh Ave, Ffsar 07 

WorkGroup; 

RNYC Corrplrancn Mail Size; 20902 

To: Msnh.ew JVJ KIN'G/HGHQ/HSBCQrHSEC 


cc: Pa-Jt L Lee/HfiUS/HSBC@H3BCAMERICA.3 
Anne Uddy/HBU?a/HSBC@HSBCAMERICAS 
Eleahclh ProtoiTiasbQ,rHBUS?HSBC@HSBCAMERICAS 
Der^lse A Reiltv.'H3US7rtSBC@HSQCAMF.RICAS 
Sutijccl; BankMeifi 


Matthew, Ihis e-mail is to summarize tl>e issues ne discussed yesterday 
regarding HBEU Bank Mclii proposal. As you know, HBUS was Initially apprnached 
in January 2001 with the proposal that KBEU would use its USD acccuni with HBUS 
to clear USD paymerts for Bank McHi, Sul>sequertl)y. Ihcre has baen extBusive 
reviewof Uie matter, inciuding input from two outside US legal Sirrs. The 
Hfst issue was whether or not the underiying iransaclione oriQineted by Bonk 
Metli are permissible under Ore Irenian Transactiorvs Regulations. The 
regulabons provide g general license for transactions that meet the 'U-Turn' 
definition and so we hove gone pack and loflhas to whetrjci the proposed 
imderlyfng t?Br>58cliors meet the definition, (sec belcw). 

, . - 

5 Of more concern is the 
second issue vrhich ia that given the wny the paymertt orders are to be 
eonstiucled and formatted, HBUS will not be able to confini) whether or not Uie 
Undarlytn.q bansaclien actually meets the 'U-Tum'requirement. It is not 
appereni that HBEU will be able to cortfirm that sa&h payment meets die 
requirements, in an effort to ^dlKale'sbaight-lhrough processing', Know 
appears that HBEU will train Bank Uelli on formatting the payments and that we 
will be relying on Bank Melli to ensure that only qualiVing payments are 
processed tlirough HBEU's account with HBUS. (See attached letter to Bank 
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V.. 


Meili). 1! OF AC idenliries s ttansactien frat does no! cpialily.H fisght wfew 
HSBC’s actions d-ae to the non-disclosure as hawng involved wWfiildteregafd 
or evasion. Given the targe cicJlar amoimTs and vdumc of acUvity pioposcd 
(3O0-J00 transactions per day), If OFAC took sUofi s view, p^entfd GaWBfies 
coiitdbe substantial and would certainly in»|J8ciH0US'BselalionshipiMlh OFAC. 

Solo rcoap: 

A) Does this striiclure as proposed meet the U-tum reqtrfreinenl for 
pfocBSsIna? if Bank MelR and the second foreign bank do fM« appear on the 
IMZCH processed by HBUS. how dc we Jeterndne Biat the payment Is in foci a 
U-luin? 

Bj HSUS will no! know Oie foreisn banks and. theretee. Vi^ not be abfe to 
monitor for compliance. Ml McBi be inforir^g HBEU of the second tonrign 
bank? WiH HBSU set tip a funedorr to monitor Uresa payments for compSance 
with the U-lum provision? 

C) If HBEU vri’l Bet up a Fiinedor In rro-’^M the paymerds. H a possible that 
OFAC may not find it acceptable fw HSUS to rely on HBEU to mccatof paymwtls 
fw compliance v.ii!h die U-turn. 

0) if the foreign barrks involved are not disclosed on the MT202 ptocessed by 
H9US. and neKhef HBEU nor H3US is inoralming the paymeitts for coniptiBiice , 
OFAC could refer to sedion of the refiufotionregafdme'tsvasion' (Section 
560.203 Evasions; attempts). 


1) DefinlBon of the permitted "U-Turn* transaction under the Itanljm 
ssnetlons: 

The opinion received from outside counsel. Tom Crocker of Afctcn £ on 
2,'2;DtTn regards to 



TRANSACTION DETAIL 

BqIow sre summaries of HBUS' understanding of the firat proposed ttanssetion 
flow and the fates! proposal. 


Example I; U-TURN TRANSACTION 
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1 . BankMelii sends inslnictionsto HBEUlo: 

debit Bank Melli's account al HBEU 
credit HBEU nostro with HBUS 

2. HBEU sends instructions to HBUS to: 
debit HSEU account with HBUS 

credit any foreign bank (via a USA carraspendent for the fiwel^ bank) 
for further cjedit to the ulBmate benefidery 

Note: OrigbBl HBEU suagesfion on payrhent format would not' mentidn BankMelii 
as the originating bank 


c 


Exampie If: Cover Payments (MT202 4 MT100) 

1. Bank Melli. London senefs insiruclions to HBEU w; 

debit their eccount v/th MBEU and 
credit HBEU nostro with HBUS 

2. HBEU vrill send an MT2Q2 la HBUS tor 
debit HBEU's account v.ith HOUS 

credit any foreign bank {either on our books « via a USA cotrespondenlfor 
the foreign bank) 

Note: Currant H8EU recommendolion on format iwuld not rrrcnfioti Bank Meiii but 
would contain some reference identtfication on the specific transaction being 
settled betv/een Bank Melli and their customer. 

3. HBEU will also simultaneously send an MT100 !o the foreign bank (credit 
party) referenced in Iheabove MT202.supp!yingtl>em with beneficiary 
deleils for applying the funds received tom i^US 

Note: The MT100 .is often processed prior to the MT202 due to time efiffererrees 
between the US and the twneficiar/s country. 


3) HBEU Insfruclions to Bank Meiii regarding how to format payments: 

See attached email of26JUN01 from John R. VMitdruon with a cc^ of the lener 
sent to Bank Meiii wilh instnjcaons on how to formal the SWIFT messages. 


From: John RWlLKINSONtHBEU/HSBC Tol; 790 4<t466 
442072S0-4466 

Mail Size: 23330 

To; Denise A ReiIiy/HBUS/HSBC@HSBCAt.4ERlCAS 
cc: JoQ.Hsrpeter@rnb.com 
Anne LiddyyHBUS/HSBC@HSBCAfvlERlCAS 
John L R1CHARDS/HSBL/HSBCAPAC@HSBC 
Brian W RICHARDS/MDBKfHSSCQHSBC 
Quendn R AYLWARD/MOBK/HSBC@HSBC 
Terry J BELlAMYyMi:®K'HSaC@HSBC 
Nick J GHi.GRASSfMDBK/HS0C@HS8C 
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( 


Pelef C BLENK/HBSU/HSBCOHSBC 
Subject: Re: Bank Mdii 

Per our conforencft call today, please Ilr»d attached the lettei SDATWI sent by 
our Payments dept(MPD)lo Bank MelJi IrarrUndon. 

Once the proposition goes live we have instweted Bank Melli to alter Ihe 
format of it's payments to adiieue straight througli prcocesdng. The fidd 52 
input of ‘One of our clients' is a standard phrase used by MPO In these 
situations. 

Since sendtrig the letter we have further asked them to only put ’One of oar 
dients’ in field 52, Uius removing the chance of thetninpulSag an' Iranian 
referenced’ cuf tomer name, that causes foil out of lha cover payment sent to 
H5US and a breach o? OFAC regL^ations. 

iWs method wassuccessfelty tested htetmentoono MT202(bank to bark) ahd a 
MT1G0 fcornmerciai) payment. 

4 can undefEtand your concerns fcSowIng the lesenlfotmattanfl arror tieiailcd 
in Peter Bank's emai) 15JUN0t .however 1 . must provide soma background for 
you. 

WPD confirm lhal Bank Mejfi have nolyetgoiw! 3ve on the new method ot 
fofmntling payments, as we have r»t yet taken on the nsw business. Bank Mef.1 
ate still formatting payments in their usual method, k> this Instance MPO 
failed to spot the poor input and didnof fottow their ncmnal procedure of 
altering the peyinent, hence it wasbloeket). MPDlmvc again tonfirtnod ihe new 
formatting method will achieve straig-St through processinfl and overcome these 
cR faculties. 

1 hope the above detail is suffident for your purposes and you are able to 
progress Ihis matter forward as intim^ed in youreaiiror approval. 


Attachment: rl 2001 0501 fm MPD to SKBQ re rofm0ttio9.doc-2ip 
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HS3C-BNLE 0a55729.bct 

From; DENiSE A REiLlY/HBUS/HSnC 

Ssnt: 8/31/2001 9;ig;30AM 

To; JOHN L RICHARDS/HSBL/HSBCAPAC@HSBC 

CC: ALAN WILKINSON/HD HIV ASP/HBAP/HS8C@HSBC;QUENTIN R AYIWARD/MDBK/H5BC@HSEJC;CAR0LYN 
M WIND/HBUS/HSBC(s>HSBC; 

MATTHEW j V;' K!NG/HGHQ/HS8C#HSBC;ELIZA.0ETH ?ROTOMASTRO/H8US/HS3C^HSBC 
Subject; Re: Bank Mclii 

Tliank you for reviewing the document and providing feedback. Given that there 
i5 support for ihe proposal^ we recommend thot a conference call be scheduled 
after our meeting with OFAC {6 Sept). Also, Monday is a holiday in the US. 

Please advise dates the week of 10 September that are convenient for a 10 
a.rn./3 p.m. meeting and we will then finalue. 


JohnLBICHARDSiSHSBC 
30 Aug 2001 U’.58 

f 

To: DenisG AReniy/HBUS/HSBC©HSBCAMERlCAS 

cc; Alan WILKiNSON/HDHTVASP/HBAP/HSBC 

auentin ft AYI.WARO/MDBK/HS6C 

Caratyn M Wind/H8US/HSBC 

Matthew i W KING/HGHQ/H5QC(®M5'DC 

Elizabeth Prolomastfo/HB\J5/HSBC 

Subject; Re:BankMeli( 

Dear Denise 

We have reviewed your document and confirm our support of Ihe proposal you 
make. It will be the first time that an Iranian bank name has beer* mentioned in 
a payment message, as far as we are aware but provided you can commit to a same 
day payment service proposition and OPAC give a green light we can actually use 
the nielhodoiogy developed to our competahve advantage. It shows that Iran can 
Kola Its head up In Internatioriiil trade, despite the sanctions, rather being 
forced to operate more furtively. 

i will be out of town on Friday but could join a conference cal! on Monday at 
■'hesame time. 

Page 1 
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HS3C-BNI_E OD 6572 g.t 5 rt 


Please iet me know how you wish to proceed- 


Best regards 


John L Richards 
Group Representative Iran 



Page 2 
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HSBC-BNl_E 00714S4.txl 
From: EUZABETH P.ROTOMASTRO/HBUS/HSBC 
Sent: 5/5/2005 1:11:13 PM 

To: TERESA PESCE/HBUS/HSBCiaHSBQDENlSE A RElUY/HBU5/HSBC{a>HbBC;ANN£ LIDDY/HBUS/HSBC^HSBC 
CC: grace C SANT1AG0-DARV15H/HBUS/HS8C@HSBC 
Subject: Fw: Payment rejected re Metli Bank PLC - USD 362,000 

Grace asked me to forward on the attached as an FYl in light of some discussion 
held earlier today. 

Forwarded by Eli23beUi Prulomaslro/HBUS/HSBC on 

05/05/2005 02:10 PM 

Elizabeth Protomastro on 05 May 2005 13:57 
Note 

05 May 2005 13:57 

From: Elizabeth Protomastro Tel: 212-525-6692 

Title; Vice President Locatiort: 452 5th Ave. Floor 07 
WorkGroup: COMP/ANTI-MONEY LAUNDERING Mail Size: 7915 


{ To: JohnALlJSON/HGHQ/NSBC@HSBC 

r 

cc: 5usanAWRlGHT/HGHQ/HSBC@HSBC 
Grace C Santi3go-Darvish/HBU5/HSBC@HSBC 
Nancy Hedges/HBU5/HSBC(S)HSBC 
Jose Matias/HBUS/HSBC@HSBC 

Subject: Fw: Payment rejected re MetH Bank PIC - USD 362,000 

Please be advised that we are rejecling/returning the following payment per 
Internal procedure. This payment was originally rejected on 4/13/05 (attached) 
and re-submitted by PLC on 4/22/05. 



I HSBC Bank PLC 

Crgsdit: Bank of New York, NY 
3rd party: Credit Suisse, Zurich 


ORG: MelliBank.PLC 

BBI; Acc/OurRef MPAY171019Apr0S 

USD 302,000 


Redacted by the Permanent 
Subcommittee on Investigations 
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HSfiC-BNi_.E OOVWM.txt 

On 4/22/05, 'jve suspended the payment and sent a SWIFf to PIC requesting fu!j 
disclosure of the name and address of the originator and Ihe beneficiary. Two 
foHow'up messages were sent on April 28 and May 4. 

To date, no response has been received. 

We also wish to remind you that we will be returning the $6.9 milfion payment 
if we do not receive an answer from Credit Suisse within the next few days. A 
message requesting further details was sent May 3 to Credit Suisse. 


..... — Forwarded by Elizabeth Protomaslro/HBUS/HS8C on 

05/0.S/20C5 01-.36 PM 

Elizabeth Protomastro on 19 Apr 2003 12:11 
Note 

39 Apr 2005 12:11 

From: Elizabeth Protomastro Teh 212-525-6692’ • 

Title: Vice President Location: 452 5th Ave, Floor 07 

WorkGroup: COMP/ANTI-MONEY LAUNDERING M3ilSi2e:2634 


V. To; John ALL1S0N/KGHQ/H53C@H5BC 

cc: Susan A WRIGHT/HGHQ/HSBC@HSBC 
Grace C Santlago-D3rvish/HBUS/H5BCg)HS8C 

Subject: Payment rejected re Bank Melll and "do not snetition our name ir New 
York" -USD 362,000 

Please be advised that the followini payment has been rejected dug to internal 
rea.sons. Though the payment does meet the Iranian u-turn requirement, it does 
not disclose the name of the originator and beneficiary parties and includes in 
the BBt field the note "do not mention our name in New York". As you know, 
our procedure is to reject payments with such references. 

As you are aware from past discussions of the Iranian payments, such payments 
should be fully disclosed as to the names of the originator and the 
beneficiary. FYl, we have confirmed with the other New York correspondent bank 
that they also require the name of the originator and beneficiary before they 
will proces.'; an Iranian u-turn payment. 

'oil owing are details. 

Page 2 
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HSBC'BNI E0071494.txt 


19- Apr-2005 
SRN 

m : 

OebifT 
Credit: BankofNY, NY 



3rd party: Credit Suisse, Zurich 

ORQ: MelU Bank PLC, London 

6Bi: Pi’s do not mention our name in New York 

USD 362,000 


Please let us know if you have any questions. 


Thank you, 




Pages 
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From; LESLEY MiDZAllWBUS/reBC 

Sent 4/27/200& 1 157:48 PM 

To: AU S KAZMYyHBUSftHSBC@HSBC02 

CC: ANNEilDlT<WBUS/HSBC@HSBC02 

Subject Re: Marcb 2008 Country Rsk Ust Revisbn 

Approved. 

Thanks. 

Lesley 

Lesley Mldzain 

EVP & Chief Conusance Officer | HSBC BANK USA, N A 
452 5thAve. 71h R 
NewYork, NY 10018 


Phene 212-525-6410 

Fax 212-525-5769 

Mobile 017-892-4967 

Emafl LesJe>'.Midzam@usJt^c.com 


AH S Karmy/HBUS/HSBC 
D4/25i2008 02:12 PM 

To 

Ledey Midzatn/H8US/HS8C@HSBC02 

CC 

Anne UddyWBUsmSBC 
Subject • 

March 2D0B Country Risk Ust Revision 


Attached for your approval b the revised Country Risk Us! as of March 91. 
200B. It is consistent wtft Group ratings and has been concuned to by Anne 
Uddy. 


The three changes to the revised matrix ere summarized before 


Aiso attached below is the detaifed research conduccted against each country and 
recommendations leaefing to the rafrigs atloaed. The second tab on tho 
attached file diows the new groups of rating as weH as the present rating. 


Your emrsideratton to this matter is appreciated. 
Thanks and regards, 
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KYC Banknotes: AL RAJHI BANKING & INN^STMENT CORP 


Know Your Customer Profile - Banknote information 

HSBC Bank USA. N.A. 


Banknote Apfxoval Status ; Afymvftft 


Country Risk Status; High Risk 

High Risk Client Type: Special Category of Client 


> Redacted by the PermaDent 
Subcommiftet on Inveitigatioiu 


Client Name: AL RAJHI BANKING & INVESTMENT CORP D 
Country; SAUDI ARABIA 

• Char>ges to these fields on "Approved" ProfSes rcjqulre Re-approvaf. 
Banknotes Activity 
* For HSBC Office: Hong Kong 


* Banknote Activity Status ; 

Deactivated 

Daectivstion Data : 

10/29/2010 


Daao^hon Reason; 

O KYC /Compliance Reason 

9 Business Reason 

O Other . 


Cawnsnls: 

HS8C group wide decision to exit the Banknotes business. 


0l/29/2tX)9 


Curraneas traded: 

^MaitdyNon USD 



BRITISH TOUNb STERLING. EURO, INDIAN RUPEE, 
INDONESIAN RUPIAH, PHIUPPINES PESO. SAUDI RIVAL 


Monthly TracteVotume Estimates: 


tHBMWiifeaia—— atffwww— — 


— M^rrrr'Ti rn 

USD Currancy: 

0 

0 

Olhar Malor Curranov: BRITISH POUND STERLING 

200,000 

0 




Other Mal«r Cuirenov: SAUDI RIVAL 

16.000.000 

» 


Are there normal or seasonal variations in voiuma of aoih^ : 

.#YesONo 

If yet. explain: 

1 

1 

5 

1 

; Please dascriba the reason for daaltns in banknote tr«isaebons r 

A1 Rajhi Banking & Invasiment Cotp is one of (he largest 
banking companies in the Kingdom of Saudi Arabia and listed 
on Saudi Arabia Stock Exchanoe Market. 


have traded - tOR. INR, PHP, GBP and EUR with us. They sell 
currencies through their nationwide retail network and those 

Asian overseas workers, tourists and business-men ate the 
main buyers. They wiO utilize our services for their retail 
barrknoifis activities or4y. In the meanlime, client is one of iJis 


01/23/2012 02:15:44 PM 
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KYC Banknotes: AL RAJHI EJANKING & INVESTMENT CORP 




oxir^rpait lofi<tt4daleour Middle East currencies surpluses 
ttiatwe purchase from other markets. 

Above ^ures are obtained from our deaBngs with dient during 

Mar 20Q9 - Feb 2010 and are in original currencies. If all 
currenoes induded, the monlhly average of our sale was 
aboiAUSD4,600.(X)0. 


, WNrawttaaknotestosl^^Mitt: 

Cfient 


^ " yWMnwHil>MknoMsiMet)ipped.ftm»: 




# Yes O No 





/ ^ ^ lfy«s,cr*(S«^arttfiMiived 

• Yes O No 



02/02/2X59 



Chtsrrs performance is saiisfactory 


Method of S^itement 



CSen! 


HBUS 

DatudCredit HSSC seoaunt mtmber : 

via HBUS Nosuo /VC 



Chfisit)pher Lok 


03/08/20)0 


Banknotes Signature Section 


|i hava reviamd tho Banknett informabon listAd tbova sn^ih* ICfC Wocnafioi) Bontaimtiin A* 

|r8cttinmftfld0>l« CitentfQf Banknotta bu«irw*> . 


Benkn^ Trader (87) Approval: 

Betty F S NG 05/26/2008 10.52 AM 


Gary CH YEUNG 05/28/2008 09:32 PM 

' ~ Funetionti Head of Business (l3}Appi^l: 

OavkiMWilens 05/29/2008 11:15 AM 

Relatiorul^ Manager (RM) A^rovilr 

Not Required 

-tnstitmional Banking /.Team Leader (IB}Apprev«l: 

Christ(W)her Lok 05/29/2008 01:23 PM 


AJan P WUliamson 07/18/200807:18 PM 


Created: 02/09/2007 04:55:16 PM BsityFSNG 


BT /yirrnveri: (Old Statue In Process), 04/18/2008 04:18 PM: Betty F S NG 
Exising customer with Lortdon OlHce with .satisfectory record 

RB Deni^': {OliTsiaUjleT Approv^)7Wl8/26b8 Oft Vi PNirCary^ 

No Comments 


ST /i^praved: (Old Status R6 Denied), 04/21/2008 02:27 PM: John N H NG 
No Comments 


RB Approved; {Old Status BT Approved), 04/21/2008 02:51 PM: Gary C H YHUNG 
No Comments 


IS Approved: (Old Status RB Approved), 05/01/2008 03:24 PM; David M Wilais 
No Comments 
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KYC Banknotes; AL RAJHI BANKING & INVESTMENT CORP 


10 Denied: {Old Status IS Approved). 05/22^008 01:57 PM: CIvistopha' Lok 

Update background info as to why prospect (existing cientof HBUS LON) wants to start a relationship with H6US HKG 


BT Approved: (Old Status IB Denied), 05/26/2008 10:51 AM: Be^ F S NG 
Profile send for re-approval with update comment 

(a^S^Btus BT Approve^^ PM Ga^^ H YEUNG 

No Comments 


IS Approved: (Old Status RB Approved), 05/29/2008 11:15 AM; DawdM Wilens 
No Comments 


IB /^proved: (Old Status IS Approved). 05'29/2008 01 ;23 PM; Christopher Lok 
No Comments 


Approved: (Old Status IB Approved), 07/1B.'2008 07:18 PM: Alan P Wlfiamsoo 

Noie that histoncally we have been and will be carefid about expanding axposure to this client. Discussed with management and 
secured opinion from Business Intelligence Division 


Revision History 


Editor 

Dale 

Reason for Update 

Daniel Jack 

11/01/2010 09:39:53 PM 

Prone Deactivated 

John N H NG 

03/08/2010 06:17:49 PM 

Marketer endorsed, BT approve and send to next approver 

John N H NG 

03/08/201004:16:56 PM 

Annual review update 

John N H NG 

04/07/2009 05:40:51 PM 

BT approve and send to next approver 

John N H NG 

04./07/2Q09 1 0:49:18 AM 

Piolile review update 

John N H NG 

01/29/2009 05:31:10 PM 

change from "Prospecf to "Active" and update initial trade dale 

JohnNHNG 

05/23/2008 02:15:04 PM 

Info Lfrdaie - reason fro dealing banknotes 

JohnN H NG 

05/23/2008 10:48:09 AM 

into i^ate - reasons for dealing banknotes and credit approval date 

Betty FSNG 

02/09/2007 06:00:51 PM 

Into Update - Reasons for dealing banknotes 


01/23/2012 02:15:44PM 
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EiUity Case 


Page 1 of 1 


HSBC 4X> 


AMLID 


OAddOitmt 
Entity Search 
Q UyOetsS 
Q AAft.iD Intiartel 




EntnyTypc 

Gauntry 

Subnilstton Date 
Submitted By 


Non Personal 

MRa^ Bantdng and'nveatmeiitCoipoiaim 

SAUDI ARABIA 

Jid5.»a88;40MA 

AMUD.Systein 

dent 


Case Delays SCC Profie Attschowits Entity Links 


AML Threat 

Cnrelne] Links 

Fraud Threat 


Syslem References 


Status 

Calculated Threat Status 
Threat Status 

Assignee 

Assigned oats 

Status 

Close Date 

Nekt review reminder 


AML 

Cleat fealcu latiOTsl 
Amber 

No SCC Required 
SHV^TA PASUPUREODY 


Decs, 2011 2:06 PM 


Case Slatvis 

Staff Submission Details 
Entered By 

Your rote with this client' 

Country 

Client Oet^ls 
Entity Type 
Role Status 


i"AMU'6!s ^tOT' 
fljmwtiiied’ i 

i Oiobal bnking and MaiiiM 

[Nwi_PeisMJ ^ j 

[«aZ.'ZZZIIi 


‘ Redacted by the Pcmanent 
SMbeommittec on Invcst^tioBi 


tt 

ItiOBI 


£ 

o 


Type- 

ttalufe o( Client's Business 


Legal Address 


ClQ 

posezipcode 
Cnintry M tViice* 


i Core^le 


rSankiBO - Other wioneteiy iniennediation (eg 6ai>ks S Credtl U reaoajB 

[ Al ftajhi Be mdng an d investrnent Corgmoon 
( WRejlw 


{ Hea dOS». WA kariya ^Bdng 
fot^Sfeaet 

i POBoiZB 

f ftryadti 

piie ii '! 

fsAUm ARAi^' ~ 



TTaosacOon or RelaboitsMp OelaHs 


https;//compiiance.systems.uk.hsbc/AMLID/entityCase/entityCase-act!on?lab-12&entityId=1434 


12/8/2011 


760611.766 
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1934 


Entity Case - Summary 


Page 1 of 2 


Case Status 

Staff Submission Details 

Entered By AMUD_System 

Your role v/ith this , , . 

I InRna^ifiraH 

client* 

Division* 

Country 


Global Banking and Markets 
UNITED KINGDOM 


Client Details 
Entity Type 
Rote Status 


Non Personal 
Client 


■MM Redacted by the Permanent 

&ibcwnmUttc mi investigationi 


Type* 

Nature of Client's 
Business 
Sector 
Name* 

Account Name 
Other Name 
Legal Address 


City 

Post/Zip Code 
Country of Office* 


Corporate 


Banking - Other Monetary intermediation {eg Banks & Credit Unionsn 


Al Rajhi Banking and Investment Corporation 
Al Rajhi Bank 

Head Office, A! Akahya Bialding 

Oleya Street 

POB0X28 

Riyadh 

11411 

SAUDI ARABIA 


Transaction or Relationship Details 

TCRId 

Code Name 

Transaction or Activity [ 

Summary j 

is Inside information ^ 

Invoived? ‘ No 

Business Owner 
HSBC Role 


AML Threat 

Criminal Links reason to believe that any associated company or individual is or has been linked to 

crime, however indirectly? 

Al Rajhi Banking and Investment Corporation 
Please explain why this Threat has tmen updated. Limit your input to factual information. 

No WC Hit. Al Rajhi Bank is refusing to assi^ the US in its investigation of'an organization 
believed to have been supporting a designated Foreign Terrorist Organization, It was served 
with a subpoerw in July. 2009. Pursuar^ to subpoena, Justice Department sought all records 
relating to a Mar 2000 deposit of $151 .000 in checks by the now defunct ai Haramain Islamic 
Foundation. http://www-inve5tigafiveproject,org/1753f5audi-bank-refuses-to-cooperateHn-us 


Connected Party 

Other Reputational if you can think of any other reason why this proposal may give rise to any reputational concerns, 
Concerns please give bried deteils here 


https;//compliance,systems.uk.hsbc/AMLID/entityCase/tab/summary.action?entityId=1434... 12/8/2011 
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Entity Case - Summary 


Page 2 of 2 


Ai Rajhi Banking and Investment Corporation 
Connected Party 


Name 

Type Address 

City Country 

Threats 

Khonian, HH 

Personal 

SAUDI 

Other Reputational Details 

Sheikh Abdullah 


ARABIA 

Concerns 

AI Ghafees, Dr 

Personal 

SAUDI 

Other Reputational Details 

Youssef 


ARABIA 

Concerns 


Fraud Threat 


Connected Parties 

Guidance: All the Connected Parties to this Case Fite. 

These could be people involved with the client, eg as sharehokJere, trustees etc, or companies related (but not identical) to it, eg a 
subsidiary or parent company. 


ID 

Name 

Type 

Address City 

Country 

Threats 

1432 

Al-Rajhi, Sulaiman 

Personal 

Riyadh 

SAUDI ARABIA 


1433 

Al-Rajhi, Saleh 

Personal 

Riyadh 

SAUDI ARABIA 


19509 

Ai Ghafees, Dr Youssef 

Personal 


SAUDI ARABIA 

Other Reputational 
Concerns 

19510 

Khonian, HH Sheikh 

Abd ullah 

Personal 


SAUDI ARABIA 

Other Reputational 
Concerns 


Details 

Details 

Details 

Details 


Case Status 
Risk- 

Calculated Threat 
Threat Score 
Threat Override 

Threat Override 
Commertl* 

Screening Record 

Case File Summary 


AML 

10 

j QMO CMP had requested SCC status of major shareholders in AI Rahji family in view of allegations ! 
[ of terrorist financing, _ _ _ | 


06Dec2011: No SCC required as the chairman, the nort-execulive director and AI Rahji family does I 
not appear on GMO CMP list (2011). As per prewous review - '61 confirmed AugOSthat the lawsuit , 
was dismissed In 2005'. No new concerns reported on the bank. The bank is regulated by Saudi 
Arabian Monetary AgerKy. 

"Case discussed with KD. 

D'Silva. Named in the triliion-dollar lawsuit filed by | 
families of victims of the September 11 attacks, accused of financing terrorist activities. The bank I 

denies the charges and 61 confirmed Aug09 that the lawsuit was dismissed in 2005. No new 

Please limit your input to (actual iidormation. 


« Redacted by the Permanent 
Subcommittee on Investigations 


https://compliance.systems.uk. hsbc/AMLID/entityCase/tab/summary.action?entityId=1434,,, 12/8/2011 
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Know Your Customer Profile 

HSBC Bank USA, N.A. 

Version 7.0 


Reference; ^||||||||||||^ 

Country Risk Status : Standard Risk 


CKent Profile Approval Status ; Approved 


^ Redacted by the Permanent 
Subcommittee on Investigatioiis 


Client Name: Hokuriku Bank, Ltd. 
Country: JAPAN 


* Changes to these fields on "Approved" Profiles require Re 'approval. 

{. General Information 




Hdojriku Bank, Lid. 

LiVT-r:- • 


.,fe 



Banks & Securities Companies 







T Country offar^^ 

Japan 



SSr^i-" - * ' ^ '1 


■ ■ Is a "SMcialOaiogory of CHant-T?. 


j r #»carinad monthly and wiari.fta.OFAC list cfi'ano^ 



2- 10, Nihonbeshi Muromachi 

3- Chome. Chuoku, 103-0022 





B^mii..A<L.g"4irji.. j 
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Know Your Customer: Hokuriku Bank. Ltd. 


= Redacted by the Permanent 
Subcommittee on Investigations 


- C B onrsURCCWobSte) | 











Shigeo Taksgl 
Saloshi Kawai 


PresidenI 
Deputy President 
SentOT Managing Director 
2.546 <2007 annual rept> 
JAPAN 






I BANKING 


JAPAN 


'S^/AnsweV .’YaB^-ff ttie dov^'m^t haB ttiia 


‘(An»«V;.?fe#"-S tfti gby^'rnen fte 'iw^tWieraWp - § 




?|y^,yH^'C: 

jf ftb.CIlent'oraffillates have qfter A'oMUnts wift BS8C imtibe^'-, Korea. UK, HK. & Japan 


pwide Btet^fifry in whlcHVat^^ci^nt’fe tocated 


!, Ownership/Management/Business Information 


Know Your Customer: Hokuriku Bank, Ltd. 


as conducted by RAU on 7/14/2008. There were n 
Imstch^foundin their database, OFAC, or on World-Check. 


AML questionnaire is pending. Client and client's parent are 
' — - FATF-member country. 


I Ottto' Notable information 

■ CiB 'Yion-priofity- client 
*MTS questionnaire is pending although no found on Western 

I Union's website not Money Gram's website. 

"The finartdal figures published in this KYC are reflective of the 
Hokuhoku Financial Group. Inc. of which Hokuriku Bank is a 


Financial Services Agency 
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Know Your Customer: Hokuriku Bank, Ltd 


How was Uw Cllenl, Introduced to the 

LONG STANDING RELATIONSHIP 

til!. ‘ £>"i 

C.WASSERMAN WM.M. REUBEN 


• 

Glosal RsiaticnsMip Manager tQRM), 9 r Country ftelaljon^; 
Manage' ICRM} recommendation receiyed atkl In Citenf 



Machiko M YamasNta 

• 1 yer, data: 

07/17/2008 


Georgma A Anderson 

: Nadidof R^atiOTshlp' Mahader/.tRM Vftv KVC Awiroval : 

Wen Lu WU 


IV. Visitation 

General Visitation: 


Visitation Details: 



Recent Site VisitaBon 

v-'-jLv-PrtorSteVisitatton '■i*- . ■> 

^ , ■ii D^teolvi^t^tjc^) 

09/12/2008 

05/24/2005 


H Matsumolo & M Yamashita 

K i’anska 

/^' .Purpose Banking produc^/S^ces 

Purpose CashLeiier 

USD Cash Leitar 




Comment'?, provide, dttjec details' 
regarding visitaQon (e.g., Client contact 
%arpe OTd title ddcurnenta^on reviev^ ): 

%/M M 

Clienl allendees: T. TakahasN (GM) & K 
Takarede (DGM) 

SK met with Yamasaki, DGM at their office 
on 5/24/05. SK explained them w/ our USD 
C/L requirements. Also discussed about 
check 21 processinq, 


V. Purpose/Nature of Activity 


-;...*'v,-:>LvTr8nsaeilons*.'-V>'^.‘S 

&gg3!!?:Br.tH3El.lH!!5SiKaa 

,?S--r3fii?.Tta'i»ac6ofw?i26^4?‘r^f 


ACH (Clearing House) 


Money Market 


ARP (Account Reconditalion ) 


Securjbes Lending 


Asset Management 


Swaps 


Check Collection (Cash Letter) 

Daily 

Sweep Overni^t Investment 



iiiiiiiiiii[imiiinmBi 



Clearing (Funds Transfer) 

Dally 







Commitments 


Trading • Oerivetives 


Control Disbursement 


Tracfing • Emerging Markets 


Current Account 


Trading - Equities 


Derivatives 


Trading - Fixed Income 


Factxing 


Trading • Foreign Exchange 


Forward Rate Agreements 


Trading - Futiaes 


Globalization 


Trading • Securities (Treasury) 


Guarantees (CD of^t. 
Deposits) 


Trading/Lertdlrtg Predous/Base 
Me^ls 


Intra Day Exposure Limit 


Zero Balance Account 


Letters of Credit / Bankers 
Acceptances 

Occasionally 



Loans 




Lockbox 





1 2, '09/201 1 
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Know Your Customer: Hokuriku Bank, Ltd. 


[Othef; 


* Refer to Client's file for anticipated volume of activity. 


, ‘"-t ManagngforValue -Ctenfs^ 

' (Annualized revenus:;‘r;ac(ual .or anlcipated^ip equjyatent) 


V!. Financial Summary 





'.J L.^- ..UCJ 




B*."- . , - ' ' 'I 






‘ ' 3 Net Inodmov 

344,^5.000 

VII. Documentation Checklist 

jr“ 1 t't.' — /A. 1 







The Bank of New York 

JPMorgan Chase Bank, N.A. 

Citibank. N.A. 

<seurce: CHIPS webslfe> 

Bank Client and Not a Centra! Bank 




screenshot from the regulators website on file 

Foreran Bank Client and Not a Central Bank 



""■‘S' .'rj’’"'-* c T"itj,'-i.«fSifv«e‘d8ttreceivedByHSBC'; 

08/04/2010 

yea.^date;most recent Qemficettdr^or.Rel^erttflcetion ^ 
L ' executed/slgn^by'custdrrier? 

/ ■r^s.'-r rv-.t ■ , j-(r9qulred by U$ Tressury every _3 years) 

08/04/2010 


VIII. Summary of Reasons 


We have reviewed the information provided above in the context of the bank 's "Know Your Customer" 
Mlicy and "due diligence" requirements and criteria . Based on the following summary of reasons , we feel 

pomfoitabie recommending this client for banking business . 

Purpose - ExDlain.th9J?unxi» of mis account / Cllant rataikinshlo and.summarize the anbcipated activitv : 

Purpose- Cash Letter, Funds T ranafer, Letter of Credil. 
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Know Your Customer: Hokuriku Bank, Ltd, 


>007 Revenue: 5^)7,290 (accl 50385-$19,868 & acca34738-$27,422) 

\ctiwty Monitoring: 

Variance Report Results: The June 2008 repwl of iransacBonal acuities (Treasury, Third Party Transfers, Cash Letter, and Drafts) 
rom the dates of 7f2007- 6/2008 (actual) versus 7/2006-6^007 (expected) showed no variance based on current parameters. A copy 
jf the report is located in the client file. 


Per email from Client Services dated 2/9/09, accl 50385 was dosed on 02/06/2009 and the balance transferred to 34738. 


Ownership - Commsnl on the owtsr 's / PfindDars bacKoround. history artd reputation : 

iokuhoku Financial Group Inc, 

The Hokuhoku Financial Group, Ire. was established in 2003 and is composed of the holding company and 15 consolidated 
iubsidiaries and one affiliate Their core business is banking and Ihey also pro^eo^it cards, leasing services, venture capita!, and 
inandng products. The Group is publically traded on the Tokyo & Sappwo Stack Exchanges. 

rsource: 2007 annual report^ 


i^anaqement - Comment on the Client’s wofesskmaUgn , expertise. expenen<»..aDd9At!3iiMotsenlPi offica^ / executives: 

ShigeoTakagi, President 

Mr, Shigeo Takagi has been serving as President and Representative Directwof Hokuhoku Financial Group, Inc., as well as President 
ind Representative Director in a subsidiary, Hokuriku Bank,, since September 2003. He used to sen/e as Director of Total Planning, 
iilanager of Secretar'al Office and Manager of Pay Master Office in the subsidiary, Hokuriku Bank. In March 1971, Mr. Takagi 
graduated from Waseda University with a degree in Commerce. 


?atoshi Kawai, Deputy President 

SatQshI Kawai has been serving as Director of Hokuhoku Finandal Group, Inc. since September 20D4 . He is also serving as 
'Ion-Executive Director in Hokkaido Bank, as iwell as Executive Vice PresidenL Chief Director of Sales Promotion and Representative 
Director of Hokuriku Bank. Mr. Kawai joined Hokuriku Bank in Apil 1971. where his previous lilies include Senior Managing Director, 
Director of Sales, Manager of Branch Offices. Manager of Sales Planning and Director. In March 1971 , he graduated from Hitolsubashi 
Jniversity with a degree in commerce. 


Hideaki Haoka, Senior Managing Director 

Hideaki Haoka has been serving es Director of Hokuhoku Financial Group, Inc. since September 2003. He is also serving as Senior 
i^anaging Executive Officer and Director in Hokuriku Bank, where he has served as Managing Oireclor, Manager of Tokyo Office, 
Director of Human Resources and Manager of Tokefu Office, In March 1973, Mr. Haneoka graduated from Kyoto University with a 
legree in economics. 

‘source: www,markets.fl.com> 


/iBltaaon - Summarize information obtained from Client visitations and dfecussions (Call Reports, etcl 

Dn site visit took place on 9/12/2008 with HSBCs attendees Matsumoio-san and Machiko M. Yamashita and Client's attendees Mr. 
fakahashl, GM and Mr, Takarada, Deputy MGR of Internationa) Operations Cerier 

Purpose; Cash Letter 

Discussion: 

Ye conveyed the message that we understand that AML process is appropriately taker> by Hokuriku Bank as Anthony commented and 
he point we intended to discuss is how we enhance process to avoid unnecessary Internal process on our side. 

During the discussion, we confirmed again the background of relevant transactions. 

Most of their customers related to this issue ere used-car dealers for Russian buyers who are cash account holders of Hokuriku Bank 
hrough appropriate AML process. 

The dealers are doing cash on delivery type of cleats with buyers in this market therefore cash or TCs are normally used to 
accommodate those deals. As such Hokuriku Bank considers it is difficult for its customers to shifi their payment method to wire 
ransfers or commercial check from TCs. 

HBUS is currently the sole Cash Letter provider for Hokuriku Bank and if we slop prowding this service to Hokuriku Bank, it needs 
easonabie grace period to find out alternative service provide and re-adjust its system which is currehiiy arranged/designed to meet 
■iSUS's rectuiremerti and also make sure the new intrartal process with ail relevant la-anches/ofiices. 

Since relevant customers are limited around 20 -25 names and they are all cash account holders of Hokuriku Bank, Hokuriku Bank is 
veil prepared lo cooperate with HBUS by providing necessary infwmation / arranging operational process in order to help HBUS lo 
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Know Your Customer: Hokuriku Bank, Ltd. 



' H 





, • . -L' « 


providers. The government of Japan is also considering measures 
to imfrfenent the FATPs Special Recommendalion Nine, which 
recommends cross-border currency reporting requirements. 

AflwSef^mber 11, 2001, Japan has regularly searched for and 
designated fc^ asset freeze any accounts that might be linked to 
di the suspected terroristi and terrorist organizations listed on the 
UN 1267 Sanctions Committee's consolidated list. 

Und«ground banking systems operate widely in Japan, especially 
in immigrant communities. Such systems violate the Banking Law 
and the Foreign Exchange Law. There have been a large number 
into underground banking networks, Reportedly, 
sitostantial iilidt proceeds have been transferred abroad, 
frarticularly to China, North and South Korea, and Peru, In 
November 2004, the Diet approved legislation banning the sale of 
bank accounts, in a bid to prevent the use of purchased accounts 
tor fraud or money laundering 

Japw has not enacted laws that allow for sharing of seized 
narcotics assets with other countries. However, the Japanese 
Qovwnmentfully cooperates with efforts by the United States and 
c^iercotmUies to trace and seize assets, and makes use of tips 
the flow of drug-derived assets from foreign law enforcement 
^(Vts to trace funds and seize bank accounts. 

J^>an is a party to the 1988 UN Drug Convention and has signed 
but not ratified the UN Transnational Organized Crime 
Convention. Ratification of this convention would require 
am^dmenls to Japan's criminal code to permit charges of 
cwt^Hracy, which is nolcunrentiy an offense. Minority political 
parties and Japan's taw sodely have blocked this amendment on 
least three occasions. Japan is a member of the Financial 
Action Task Force. JAFIO joined the Egmoni Group of FlUs in 
2000. Japan is also a member of the Asia/Pacific Group against 
Morrey Laundering. In 2002, Japan's FSA and the U.S. Securities 
and ^change Commission and Commodity Futures Trading 
Commission signed a nonbinding Statement of Intent (SOI) 
concerning cooperation and the exchange of information related 
securities law violations. In January 2CD6 the FSA and the U.S. 
SEC and CFTC signed an amendment to their SOI lo include 
financial derivatives. 

The government of Japan has many legal tools and agencies in 
place to successfully delect, investigate, and combat money 
laundering. In order to strengthen its money laundering regime, 
Japan should stringently enforce the Anti-Organized Crime Law. 
Japan should also enact penalties for noncompliance with the 
Foreign Exchange and Trade Law, adopt measures to share 
seized assets with foreign governments, and enact banker "due 
diligertoe* provisions. Japan should continue lo combat 
ur^derground financial networks. Since Japan Is a major trading 
power and the misuse of trade is often the facilitator In alternative 
remitiartce systems, Japan should take steps to Identify end 
combat trade-based money laundering. Japan should also 
become a party lo the UN Transnational Organized Crime 
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Kjiow Your Customer: Hokuriku Bank, Ltd. 



Rich 


n/Q2l2007 

-'-iT 

LcHig Term: BBB 

ShwtTKm; F2 

Outlook; StaMe 






K Date ofmost recent KYC reviews 

08/04^006 

;'j'.'Deparfrnent of the Account ManagerY/ AdrT>lr)tstfa^;.(A^} wl1o' 
' prepBred thl$ infilet 

Global Payments & Cash Mgmt 

Signature Section 

:.vr:^-.'i;a'5.i'-4:i;f:!;Accpur5t Manager :(/^dmJniEtra^ (AM) 

Kgomotso X Hargraves 07/22/2008 03:00 PM 

Client Ser^ces /M3hBgw^(CS) Approve,: 

Not Required 

- V'?.: : . Functional Head of BusIrleM-/, Executtvf' (IS) Apprewa); 

Not Required 

'C-.Rslatipn^p M^rager (RM) Appw 

Antfiony Julian 08/04/2003 01:21 PM 

;■' • ':>< v.!r;/lnstitylional BanWng' /.Tewn'^Lepd^pB) ApF^al: 

Not Required 

,, Regional Money, Laundering Control Officer, (Cp).Approvid; 

NtH Reqwred 

APPROVE/DENY HIRTORY: 

Created; 05/29/2001 10:20:23 AM Converled from Epic 


06-23-2001 15:10 PM Created by: <EPIC to KYC Conversion Process> 


«:Address>: 

2-26. TSUTSUMICHO-DORi 
1-CHOMETOYAMA-SHI 930 
JAPAN 


<Status> 

<Ciienl Namsa 

<Accl.offr_code> 

<Acct_offr> 

<Approvai_acct_officQr> 

<Unll...offr..code> 

«UnlLmgr> 

<ApprQval_unit_mgr> 

<Exsc_dspl> 

<ApprovaLexec..dept> 

<Legal,.£Jept> 

<ApprovalJegaLdepl> 

<Legal dep commants> 


:A • Approved 

:HOKURiKU BANK LTD. (THE) 

:i41341 

Fisher, Beth ”• 3/15/98 13:00:44:153 

:341575 

Reuben, Michael’” 2/18/98 01:17:31:496 


in Process: (Old Status Approved), 11/19/2001 06:14 PM; Nanayo Ryan 

Purpose of account changed from: 0 io- {Funds Transfer, Cash Letter, DC Reimbursement) 

Name of principals changed from: {PUBLICLY TRADED (18,430 SHAREHOLDERS), FUJI BANK.YASUDA LIFE INSURANCE 
CO.THE DAI iCHt KANGYO BANK] to; {FUJI BANK.YASUDA LIFE INSURANCE CO, .THE DAI iCHi KANGYO BANK, Dai Ichi 
Mutual Life insurance .Hokurku Electric Power Co, Nippon Life Insurance Co.Nichido Fire & Marine insurance Co.Asahi Mutual Life 
Insurance Co,lndustriQ! Bank of Japan) 

Ownership percentage changed from: [3. 4. 3. 1,2. 8) to: {3.42.3.11.2.84,2.48,2.1.2,08.1.87,1,62,1,59] 
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Know Your Customer: Hokuriku Bank, Ltd. 


License Country{1) changed from: [j to; [JAPAN] 

Transaction Activity changed from: [DaiiySee Banknotes Activity SectionOcca^naHyOccasionally] to; [DailyDaily OccastonaiiySee 
Banknotes Activity SectionOccasionallyOccasionaiiyl 


AM Approved: {oTd Status In Process), 11/19/2001 06:15 PM: Nanayo Ryan 
No Comments 


RM Denied: (Old .Status AM Approved). 11/20/2001 10:08 AM; Beth Rshw 
in financial soction, denomination should be “rniHions". 


AM Approved; {Old Status RM Denied), li/20/2001 11:47 AM: Nanayo Ryan 
Amended 


Approved; (Old Status AM Approved), 11/20/2001 11:57 AM; Beit Fisher 
No Comments 


In Process: (Old Status Approved), 01/23/2002 02.15 PM; Nanayo Ryan 

Other Accounts changed from: [] to: [000034738 Funds Transfer, Cash Lette'fn Tokyo Japan] 


AM Approved: (Old Status In Process). 0104/2002 12:26 PM; Nanayo Ryan 
Added dda//000034738 to 1 . General Informalion 

Approved: {Old Status AM Approved), 0^0l!^002 10:13 AM; Beth Fisher 
No Comments 


In Process: (Old Status Approved), 12/16/2003 12:58 PM: Nanayo Ryan 
Customer is sent back for re-approval 


AM Approved: (Old Stalu.s In Process), 02/1M004 02:37 PM; Nanayo Ryan 
KYC Updated 

RM Den1edr(OTd Status Mi Approved), ”02^8/2004 FsTSBPMTBe^^ 
update 


AM Approved: (Old Status RM Denied). 02/19/2004 12:24 AM; Nanayo Ryan 
updated 


Improved: (Old Status AM Approved), 02/19/2004 05:57 PM: Beth Fish« 
No Comments 


In Process: (Old Status Approved), 06/27/2005 06:46 PM: Nanayo Ryan 

Name of principals changed from: [Mizuho Corporate Bank.HokuhkuetecthcPowerCoToyama.YASUDA Mutual LIFE INSURANCE 
CO.,Nichido fire & Marine Insurance Co, Dai Ichi Mutual Life Irtsurance .Nippon Mutual Life Insurance Co, Sumitomo Mulusi life 
Insurance Co} to: [Hokuhoku Financial Group Inc. Toyama, Japan] 

Ownership percentage changed from: (5.46, 2.24 .2.24, 1.54,1.45,1.41,1.41] to: ( 100] 


AM Approved: (Old Status In Process), 06/27/2^5 06:47 PM: Nanayo Ryan 
updated. 


Approved: (Old Status AMAp'proved), 06/30/2005 10:38 AM: Beth Fishor 
CIBM Transaction Sector Managed relationship. 

in "process: (Old Status Approved), 07/14/2008 12:04 PM: kgomotso X Hargraves 

Name of principals chsnged from: [Hokuhoku Financial Group Inc, Toyama, Japan] to; [ Hokuhoku Financial Group Inc, Toyama, 
Japan) 


AM Approved: (Old Status In Process), 07/2^2008 1 2:25 PM; Kgomotso X Hargraves 
Annual review update 

RM Denied: (Old Status AM Approved), 07/22/2008 02:09 PM: Wayne W F&guson 
No Comments 
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Know Your Customer: Hokuriku Bank, Ltd. 


AM Approved: (Old Status RM Denied). 07/22/2008 03:00 PM: Kgomoiso X Hargraves 
Annual Review 


improved: (Old Status AM Approved), 08/04/2008 01:21 PM: Anthony Julian 
No Comments 


R evision History 

Editor 

Shannon M Jones 
Danielle X Fawra 
Danielle X Fawra 
Kim Zinszer 
Gw-endolyn X Morris 
Shannon M Jones 
Kim Zinszor 
Kgomotso X Hargraves 
Kgomotso X Hargraves 
Kgomotso X Hargraves 


Dale 

09/03/2010 06:48:41 AM 
08/18/2010 01:05:58 PM 
08/17/2010 02;00:18PM 
02/09/2009 01:56:13 PM 
12/11/2008 01:01:15PM 
11/13/2008 10:04:52 AM 
09/25/2008 10:56:59 AM 
09/17/2008 04:22:45 PM 
08/04/2008 03:10:28 PM 
07/22/2008 02:59:10 PM 


Reason fw Update 

updated certificalion date and business address 
updated new RM~prevmema incorrect 
update lor potential exit of relationship 
updated dosed acet info 
Review Date 

updated wsitation summary with AML discussion info 

updated 9/12/2008 visitation details 

•Annud Review- updated visitation date 

Updeted review date and PAC date 

Annud Re^ew- Updated RM name to Tony Julian 


CRR Revision History 


Last Updated By On 


{update TypefFi^d/Geperal) 


Old Value 


New Value 


Shannon M Jones - 09/03/2010 6:48:15 m 


rpt_ epic_addr^1 
rpl_epic_addres&2 


1-2-26, Tsuisumicho-Dori 
Toyama City 


2- 10, NihonbashlMuromachi 

3- Chome, Chuoku, 103-0022 
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Call Report CV 

Call Report 

CUenr Soda! Investment Bank 


i Gtot>al-Lin>^ | Forward { 

Related CAOs and 
Deals 


Page 1 of 2 


'*'Main Details 
Date of Cali* 
Products 
Country of Call* 
TIHe* 

Call type 


27 September 2009 


Sub Products 

Bangladesh Location details 

Periodic coutesy call and AML issues 
Client Meeting at Client 


■^Attendees 

Reported on behalf of R00RIGUE5. Viroil D 


..‘HSBC atiendees Client attendees I%gig'iiigli1i| 


Name 

,REZA, Sadique 
HASAN. Ekramu! 


Job Title 

, MANAGER i'B arid 

HSS 

ASST. 

RELATIONSHIP 
MGR, IB 


Country 



ASHADUZZAMfij, ^Managing Director Bangladesh. , 
FARHAD. A SS Bangladesh 


Attendees frwn other Clients 11 tar 


Name Job Title Country Client 


Other attendees 

(not stored in the system) 


Client attendees Executive role 


Chairman 


m 


Chief Executive 
Officer 


Chief Financial Officer S 


Treasurer 


B Head of M&A B 


'^Detailed description 


Existing Attachments ▼ 

Had a courtesy call with Mr. K.M. Ashadusamart, Managing Director and Mr. A.M.M. Farhad, Head of International 
Division. They are very much in need of a credit line from HSBC. Upon the available credit line SIBL will increase their 
business share with us. SIBL codd be a prospective customer for DAK IB as they are doing a good number if business. 

There has been no recent changes in their Senior Management after the last new Deputy Managing Director. 

On a question of opening any new evchnage house.fhey informed that they are not in a verge within a short while to open 
any exchange house or in the process with any other company to start any arrangement of money transfer. They added, 
they are not seeking for an offshore banking license as they do not intend to do off shore banking within a short while. 

When asked about any further changes in their shareholding slnicture.they informed that there has been no change in the 
shareholding structure from our last record. 

Regarding their AML procedure and policy, there has been no change in the AML policy from last questioner completion. 
They have not sent arty reporting to the Central Bank regarding AML transaction issue. They have an internal quarterly 
training on AML, ranging from the officer level to Managers. They are also very well aware of the OFAC sanctioned 
countries ar^d menliorted dial they do not have any relationship or business with those countries. 

Few other trade related issued and disputes were discussed and both of them agreed to lake care of the issues from their 
end. 


http://clientvision.systems.iik.hsbc/rs/opcnCallReport.do?_wid=l257345269713&objectI... 11/04/2009 
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Cali Report CV 


; - Existing Tasks 


Description 


Assignee 


Page 2 of 2 




Priority Status 


^Global-Links Referrals 


Global-Links Referrals 

HlliinpittftiBHai 


Referral Date Referred By Referred To 


■^Security 


Q Does this document contain any particularly sensitive Information?' 

j^ Yes ^^0 , i 

Consent Given: Tne Client or Client Group has given Consent to share information 
Click here for client specific consent comments. 


Q Reader rights 


IB Account Owner 
The Deal Team 
^ Ciient Service Team 
n Direct Managers 

(of the people with editor fights) 


Q Named HASAN, Ekramul ; RODRIGUES, 

individuai readers Virgil D ; REZA. Sadique 
8 Add the CST to 

the list? 


IB Alt of Global Banking globally ^ All Users 


O Editor rights 

Assistants (of the 

Editor List* IS people with Editor 

Rights) 


► History 


http://cIientvision.systems.uk.hsbc/rs./openCaIlReport.do?_wid=l257345269713&objectI... 11/04/2009 
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Call Report CV 


Page I of 2 


Call Report 

Client’ Social Investment Bank 


rCtobal-Unks { | Forward | 

Related CAOs and 
Deals 


■^Main Details 

Date of Call* 10 June 2009 

Products 

Country of Cali* Bangladesh 

Title* Periodic courtesy call 

Call type Client Meeting at Client 


Sub Products 
Location dat»ts 


^Attendees 


Reported on behalf of RODRIGUES. Virgil D 



Name Job Title Country 


RODRIGUES, Vigil Lhglaa^l,' 

' . , • :'WaR', IB ' . J ..vv .. -V 

AHMAD, IsMaque SawGER^Ib"" BungaHeall 


;rahMAH.Sv^ l^rsaTreasury 
RAHMAN, Ash9i OfTK^r Bangladesh 




1 




Name Job Title Country Client 


Other attendees 

(not stored in the system) 


Client attendees Executive role 


Chairman 


m 


Chief Executira 
Officer 


Chief Financial Officer [g 


Treasurer 


IB HeadofM&A IB 


^ Detailed description 


Existing Attachments ▼ 

It was a periodic courtesy call to Social islami Bank Limited .where they wante to discuss some charges that were 
deducted in their Nostro account without any trace. 

Mr. Md. Abu! Shahjahan joined SIBL as OMD on 06 Mar^ 09. 

The meeting was called by Social islami Bank Ltd for not understanding a charge that was portrayed in the USD Nostro 
statement held with HSBC. NY. It was found out that they ct»arges mentioned as "Balance shortfall fees" were 
misinterpreted by them and they were quite annoyed with the issue and they requested us to waive the account 
maintenance cost. 

it was mentioned in the Account Proposal about deduction of charges and we will be informing them about that and we 
wiil propose them 'Credit Deduct* product. The existing PI charge for SIBL is USD 120 of which USD 30 Is provided to 
SlBL as rebate and the rest USD 90 is shared within DAK and HBUS. We propose that the cost structure as following Pi 
charge USD 1 30. Rebate to SIBL USD 35, Soft Rebate to SiBL USD 5. and the rest USD 90 is shared wilhtn DAK and 
HBUS. Whirfi. in turn will encourage them to increase our PI volume and minimize their account maintenance cost? 


^ Foilow-up Tasks 

1 /Existing Tasks . 


a 



Description 

Assignee 

Priority Status 

□ate due 



http://clientvision.systems.uk,hsbc/rs/openCallRepoit.do?_wi<i-1257186064022&objectI... 11/02/2009 
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Call Report CV Page 2 of 2 

Woposa Credit aoduclproduel ’ 'Reduested jOT oa 2009- r : , ' | 

■^Global-Links Referrais 


.-Global-Links Referrals 


Referral Date Referred By Referred To 

■^Security 

o Does this document contain any particularly sensitive information?* 

[ IS Yes ® No j 

Consent Given: Tbe Client or Client Group has given Consent to share information 
Click he re for client specific consent comments. 


O Reader rights 

Account Owner 
(B The Deal Team 
13 Client Service Team 
■n Direct Managers 

(of the people with editor rights) 


IB Ail of Global Banking globally IB All Users 


O Named Individual RODRIGUES, Virgil D ; 
readers AHMAD, Ishtiaque 

Q Add the CST to 
the list? 


O Editor rights 

Assistants (of the 

Editor List* @ people with Editor 

Rights) 


^ History 


http://cHentvision.systems.uk.hsbc/rs/openCaIlR^ort.do?_wid=1257186064022&objectI... 11/02/2009 

I i 
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Call Report CV 


Page 1 of 2 


Call Report 

Client’ Social investment Bank 


i FotwarcTl 

Related CAOs and 
Deals 


'^Main Details 

Date of Cali* 24 September 200a 

Products 

Country of Call* Bangladesh 

Title* KYC & AML Issues 

Call type Client Meeting at Client 


Sub Products 
Location details 


'^Attendees 

Reported on behalf of AHMAD, ishliaoue 




Name Job Title 

RODRIGUES, '(Argil 


ASST 

AHMAD, tshtiaque RELATIONSHIP 
MANAGER. IB 


Country 

Bangladesh 

Bangladesh 


IQB^..,.Mohamn>ad 


Jab Title 
Senior Vlca^. 
President" 


Country 

Barigladesh' 



Name Job Title Country Client 


Other attendees 

(not stored in the system) 


■^Detailed description 


Existing Attachments ▼ 

The visit was initiated to follow up the present status of lIRO in SIBL's shareholder owners' list. Mr. Iqbal confinned that 
nothing has changed so far and they are comp^ing with Bangladesh Bank and Securities Exchange Commission (SEC) 
directives. 

Mr. Iqbal sought our support in TSC related issues. We confirmed that SIBL can count on our service standard and 
requested him to increase the PCM transactions in both HBUS and INM accounts. 


^Follow-up Tasks 

jj^Existing Tasks - 



Description 

Assignee 

Priority Status Data due 


■^Security 


O Does this document contain any particularly sensitive information?* 
I C' Yes ir No j 

Consent Given; The Client or Client Group has given Consent to share informaUon 
Click here for ciiflnt specific consent commcmR. 


L 


Jake Houseknecht http;//clientvision,systems.uk.hsbc/rs/openCallReport.do?_wid=123I5... 01/09/2009 
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Call Report CV 


Page 2 of 2 


Q Reader rights 


M Account Owner 

O Named 

RODRIGUES, Virgil D ; AHMAD, 

The Deal Team 

indtviduai 

Ishiaque ; SHOHiDUZZAMAN. 

readers 

Muhammad 

Client Service Team 

O Add the CST 


^ Direct Managers 
® (of the people with editor rights) 

to me list? 



F' Alf of Global Banking globally All Users 


O Editor rights 

Assistants (of the 

Editor List* 

Pi people with Editor 


Rights) 

^ History 


Jake Houseknecht http://cHentvislon.systems.uk.hsbc/rs/openCallReport.do?_\vid=I2315... 01/09/2009 


i 
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PARTICTLAHS OF DltffiCTOR OF SIBL 


URME 

rATHZR'S NAME 
^SOTKERS' S NAME 
DATE OF BTRTH 
EDUCATIONAL QUALIFICATION 
PRESENT ADDRESS 


Abdul Aval Patwary 

Redacted 

Redacted 

Redacted 

B.A. 

Redacted 


« PERMANENT ADDRESS 


« suaiNsss 

Name, of flrms/Companies 
where the i/iCereac is 
inxfolved 


Redacted 


Chalrnan : 

Patwary Cold Storage Ltd 
Pacwary Potato Flakes Ltd 
Grcentach GceenHouse Bangladesh Ltd 
Managing Director ; 
foysal Shopping Complex Ltd. 
Proprietor : 

Foysal Traders 


• PHONE NUMBSR 


HOME 

oFFicE/BusiNEss Redacted 

MOBILE 


Signacurei 


(Abdul Aval Patwary) v> 
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Particulars of Director of SIBL 


Name 


Md. Sayedur Rahman 

Father’s Name 


Redacted 

Mother’s Name 

■ I Redacted 

Date of Birth 


Redacted 

Educational Qualification 


B.A 




Present 


Redacted 

Permanent 


Redacted 

Business 


To/ 

Name of nrnis/Gompantcs 
Where the interest is 
involved 


Managing Director: 

* Mi^^feedostor Garwiewto Ltd. 

* M/s Lodestar fashions Ltd. 

* M/s Mid Asia fashions Ltd. 

* M/s Jessore fishery 



Home 


Redacted 

Office/Business 


Redacted 

Mobile 


Redacted 



(Md. SayedurRabniaQ) 
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::Social Investment Bank Ltd;: 


is<i><i: ■ -'=v ■ - ■ rv-^ « ■•■* rss ic ■ .tt i > . 


Page I of 3 




1' ■» I «• ■'•'« • «r X* M ■« W 


AbwrtLte: • Fonrel banking SectbFiMcW’PcN w< t fe<# yS^t»!^ltau^y tbnki'R gSe^ 


sBP^BHHpii 


Heme 


Profit Rate 


Currency R.itc 1 

SlBt Oopartmflnt I 

SIBL News board 


; Jobs in SIBL 


'FAQ 


Photo Gallery 


Download 


1 . Important links I 

ijl Contact Us | 

j Sitemap 

, 

1 ; Telephone Directory 



I ABOUT US >> Board of Directors 

LIST OF DIRECTORS OF THE BOARD 

1. MrAlhaJ NASiRUDDIN 
Chairman 


2- Mr. Munshi Akhtarruzzam 
Vice Chairman 



3- Mr. Md. Sayedur Rahman. 
Vice Chairman 


4- Mr. Abdul Awal Patw^. 
Director 


5* Mr. Md. Humayun Kabir Khan. 
Director 


http://www.siblbd, com/ll tml/board_of_directors.html 
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• "Social Investment Bank Ltd;: 



Major (Retd.) Or. Md. Rezaui Haque. 
Director 


7- Aihaj Sultan Mahmood Chowdhury. 
Director 


8* Hamdard Laboratories (Waqf) Bangladesh 
Represented by: Mr. Antsul Hoque. 

Director 


Mrs. Nargis Mannan. 
Director 


10- Mrs. Zohra Alam. 
Director 


http://www.sib]bd,com/htmi/board_of_directors.htinl 
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1958 


SOCIAL INVESTMENT BANK LTD. 

Head Office, Dhaka 

DIRECTOR’S BUSINESS INFORMATION 


SI. 

No. 

Name 

Name of firms/ Compames 

Nature of Business 

1. 

Mr. Abdul Awal Patwary, 
Chairman 

Chairman 

♦Patwary Cold Storage Ltd. 

Proorietor 

•FoysaJ and Company 
♦Teste, S. Fair. 

♦Foysal Shipping & Navigation 
•A.A. Maritime Int’l (BD) Ltd, 
♦Foysal Marble Corp. 

Chairman. 

♦Ginza IntM (BD) Ltd. 

♦Airport Int’l Hotels and Faysal 
Shopping Mai! 

♦Potato Preserve Center 
♦Petrol Pumps. 

♦Garments 

•Shipping 

♦Int'l Shipping Lines, 

♦Importer of Marble, 

Granite and Sanitary Goods. 

♦Trading & 

5 Star Residential Hotel. 

2. 

Aihaj Nasir Uddirj, 

Vice Chairman 

Managing Director 
♦J.A.N. Corporation Ltd. 

Proorietor 

•Nams Trade Corporation 
♦Nasim Trading Companv 

♦import And Export 

♦Trading 

3. 

Mr. Md. Syedur Rahman, 

Vice Chairman 

Manaeine Director; 

*M/S Lodestar Garments Ltd. 

•M/S Lodestar Fashions Ltd, 

*M/S Mid Asia Fashions Ltd. 

•M/s Jessore FishwY 

•Readymade Garments 
Industry 

-do- 

-do* 

•Pisciculture 

4. 

Major (Reid.) Dr, Md. Rezaul 
Haque, Director 

Chairman: 

♦Little House Limited. 

♦Forum Co- operative Society 
Soonsor Director: 

♦Continental Hospital Ltd. 

♦Real Estate Business 

♦Computer Training and etc 

♦Hospital Business 

5. 

Aihaj Sultan Mahmood 
Chowdhury, Director 

Proorietor 

•Progaii Rice. Dal. Pour and Oil 

Mills 

Manapinp Director 
♦Progati Metal Industry 

•Industry 

•Industry 

6. 

Hamdard Laboratories 
(WAQF) Bangladesh 
Represented by: Mr. Anisul 
Haque 

291/1 .Sonargaon Dhaka. 

Director Finance & Accounts 
Hamdard Laboratories & Waqf 
Bangladesh Ltd. 

Herbal Medicine 

7. 

Mrs. Nargis Mannan, Director 

Housewife 


8. 

Mrs. Zohra Alam, Director 

House Wife. 


9. 

Mr. Kamal Uddin Ahmed, 
Director 

ProDrietor; 

•Aiif Commodities House. 

♦Sonali Trading Corporation. 

♦Import and export. 

*C&F Firm. 
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1959 





EHrectw: 

♦Holy Crescent Hospital Ltd. 

•FAB Plus (Pvt.) Ltd. 

•Hospital 

•Embroidery. 

iO. 

Mr. Ahmed Akbar Sobhan, 
Director 

♦Basundhara Group of Companies 
Sena Kalyan Bhaban (14th floor) 

1 95. Motijhccl C/A. Dhaka-1 000 

•East West Property Dev. (Pvt.) Ltd. 
•Bashundhaia Import Export Ltd. 
•Frey Schmidt Tissue Ltd. 

•Meghna Cement Mills Ltd. 
•Bashundhara Paper Mills Ltd. 
•Shahjala! Newsprint Industries Ltd. 

•Real Estate and Housing 
•International Trading 
House 

•Soft and Special Grade 
Tissue Paper making 

•Clinker Grinding Cement 
Mills. 

•Recycle Pulp and 
Newsprint Making 
Industries. 

11. 

Athaj Sk. Mohd. Rabban .Ali, 
Director 

Manavine Director. 

•Rabbani Trading Company Ltd. 
•Shamlon Industries Ltd. 

•Shairra Poly Yam Industries Ltd. 

•Import of Petro-Chemical 
Product/ Chemical., Food 
Grains etc. 

•Manufacturer of Nylon 
•Filament yarn. 

•Manufacturer of Poiv vam. 

12. 

Mr. Munshi Akhtaruazaman, 
Director 

Manaeine Director 

Inland Navigation Dev. Corporation 
Moinamoti Ice & Cold Storage Ltd. 
Co-owner 

Rahman Mansion, 

Proorietor: 

M/S. Akhter Enterprise 

•Coastal Cargo Vessels 

•Import of Various Items, 

13. 

Mr. Md. Humayun Kabir 

Khan, Director 

Chairman 

Smooth Corporation 

Trading 

14. 

Mr. K.M Asaduzzaman 
Manaeins Director 
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1960 



NORTHUiN GENERAL INSVRASCE OX LTD. 


PROSPECTUS 


2. AJ-haj Nasiruddin: 

Al-haj Nasiruddin is the son of late Jamal Ahmad, was bom in 1962 at Chittagong. He has 
completed his graduation in arts. He has Icmg 20 years of business experience. He is a sponsor 
Director of Social Investment Bank Ltd. He is also tte proprietor of M/s. Nasim Trading Company 
and M/s Nams Trade Corporation. He is the Chairman of the Claims Conunittee of the Northern 
General Insurance Co. Ltd. He has attached with various educational and socio -cultural activities. 

3. Ms. Thamina Rahman: 

Ms. Thamina Rahman is die daughter of Alhaj Khalilur Rahman, comes from a resectable Muslim 
family of Chittagong. She has almost 8 years experience in the different sector of business.Sbe has 
a pleasant personality. 

4 . Mr. S.M. Ayub AH Chowdhury: 

Mr. S.M. AyubAli Chowdhury has a long 25 years of experience in various types of business. He 
is the Managing Director of City Pharmaceuticals Limited. He is also the Director of Hi-Fashion 
Limited, K.B.Knit Fashion Limited, Fortune Fashion Limited and the jM’oprietor of M/s 
Chowdhury Constnicbon. He is a business graduate. He was bom in 1949 at Chittagong. 

5. Mr. Abdul Matin: 

Mr. Abdul Matin was bom in the year 1944. He has a IcMig 35 years of vast business experience in 
different field of business. He has obtained diploma in Textile Chemistry. He is the Chairman of 
Narsingdi Hatchery and fisheries Ltd., Managing Director of Modem Dyeing & Saeen Printing 
Limited, Director of Metropolitan Medical Center Limited, Rupali Life Insurance Co. Limited, and 
Proprietor of Modem Textile Mills, He is also a member of the Board of Governors of Prime Asia 
University. He is the president, Institution of Textile Engineers and Technologists Bangladesh. He 
is a very amiable perscxi. 

6 . Al-haj Mohd. Saiful Alam: 

Al-haj Mohd Saiful Alam was bom in the year 1959 in a respectable muslim family of Chittagong. 
He is a renowned busmess personality. He is the Chairman of the S. Alam Group and First Security 
Bank Ltd.. He has long 20 years experience as a leader in the industry. CXher than Northern 
Genera] Insurance Co. Ltd. he is the Director of S. Alam Cold Rolled Steel Limited, S. Alam Steels 
Limited, S. Alam Cement Limited, S. Alam Vegetable Oil Limited, S. Alam Sup>er Edible Oil 
Limited, S. Alam Bag Manufacturing Mills Limited, S. Alam Hatchery Limited, S. Alam Luxury 
Chair Coach Service Limited, S. Alam Brothers Limited, S. Alam Poultry Feeds Mills Limited and 
S. Alam Trading Company (Pvt.) Limited. He has keen interest in various educational and socio- 
cultural organizations. He has a very pleasant personality. 

7. Mr. Arshadul Alam: 

Mr. Arshadul Alam is the son of Akbaj Md. Abdul Malcque, comes from a respectable muslim 
family of Chittagong. He has completed his BBA. He is the Director of ZESCO Bangladesh 
Limi^. He has interest in vanous socio-cultural activities. 

8. Mr. Foysal Ahmed Patwary: 

Mr. Foysal Ahmed Patwary is a young, energetic and dynamic entrepreneur and businessman of 
the country. By birth, he came of an industrialist family. He b engaged in diScrent business such 
as export, import and shipping since long. Because of his dynamism and excellent leadership in 
several prestigious sectors, he is popular in the business community. Other than Northern General 
Insurance Co. Ltd., he is also a director of Patwary Potato Flakes Limited and Greentech 
Greenhouse Bangladesh Limited, both arc 100% export oriented agro-based industry. He is very 
much active using his tremendous leadership to the progress and development of the insurance 

30 
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Page I of2 


01 Name ; Mohammad Sayedur Rahman 

02 Father's Name : I Redacted 

03. Mother's Name : Redacted 

M. Position : Vice-Chairman, RANS Real Estate Ltd. 

05. Address : 1 Redacted 

Redacted 


06. Date Of Birth : Redacted 

07. Nationality : Bangladeshi by birth. 

' Redacted 

http://ransrealestate.com/vice%20chairman.htm 
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Untitled Document 


Redacted 


Page 2 of 2 


10. Qualification: 

a) Pas5edthe5.5.CaH.S.C 

b) Science Graduate 

11 . Experience: : 

a) Vice Chairman, Social Islamic Bank 

b) Vice Chairman, RAN5 Real Estate Ltd. 

c) Managing Director, Lodestar Fashions Ltd. 

d) Managing Director, Midasia Fashions Ltd. 

e) Managing Director, Midasia Washing Ltd. 

f) Managing Director, Midasia Embroidery Ltd. 

g) Managing Director, Loadstar Packaging 

h) Managing Director, Blue Bell Shipping. 


http://ransrealestate.com/vice%20chairman.htm 
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$ • 


Particulars of Director of SIBL 
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Page 1 of 2 



Chittagong Stock Exchange Ltd, 


Board of Directra's 
Trading Policy 
Trading System 
Listing Requirement 
Rules & RoQuiations 
Listed Companies 
Morhetlntormatton 
Incentives 
Members 
Hi.blicatlon 
New issues (IPO) 
Press Release 
Career Q CSE 
SEC Directives 
Feftibark 


this weekls news or preyipusjt^S. 
Subscribe Daily Trade Summary 
csedata-subscnbeSieoroups-com 


ill Donniond 

CSE NEW WEBSITE 


• 13.08.09: 

Book Building Systems rundamentaiiv good stocks 
(User Manual) 


IPO LOnnERY RESULT 


Ulawl ln»uftnc« Banrbdtsh Umitel 

ICB AMCLSwaart Mutu«l Fund 

Marico BiineUdch l.lmitvd . 

EBI. Firal Mutual Fund 

KUCAiqiFEJKSlBANC.E 

£llMfAK!ajJ»i.TKe 

ASIA IN.SURANCE LIMITED 

BAV LEASING A WVESTMEWT 
LIMITED 

Primt Pinantg Flrat Mulval Fund 

BSRM StttU Llmltctf 


NATIONAL HOUSINC FINANCE AND 
INV ESTMENT LTD. 


* M.07.09: C 
I modem features > 


• 07.07.09;! 
from 9lh July. 2009. ; 


• 24,06,09; 

1 63 ergre turnover, all time hloh. 


• 16.06.09; C 
Over ISO crere trade at CSC > 


• 09.06.09; CSE awarded Certificates. 


Index for --September 15,-2009 


CASPI 10490.7366 


CSE-30 8042.7133 


esex 6648.4093 



Issues traded: 160 

Issues gained: 64 

Issues incurred loss; 89 

Issues remain unchanged: 7 

CASPI = CSE All Share Price Index 

CSE-30 =« Index of 30 selected company 

esex = CSE Selective Categories Index 


RECENT IPO > 2009 


DHAKA INSURANCE LIMITED {December Dfi, 2009- 
Dccember lO, 2009) || P rospectus IPDF, 1625 KB) >> 

20D9°NoIem^er^2OD9?? fpros^ 3S3S KB)^ 


■ Gramecn Phone Limited {October 04, 2009-0ctober is, 
2009) II PrttSPeetus CPOF. 2241 KB) >> 


August 16, 2009) II Praspectus fPDF. 260 KB) > 


UMITED f30.&a.2009-P3.09.20D9) || Pnaspectusf PDF. 661 
KB) >> 


(16/OB/2009-20/D8/2009) || Presoectus IPPF, 1421 KB) 

(August 2-August 6. 2009) i| 



• 19. OS. 09: Grameenohone shares listing soon.Savs 
Oddvar Hesledal. CEO-GP at CSE Meetin g > > 


• 10.05.09: CSE reviewed CSE-30 iridex » 


e ziOuna 2S, 2 do9) || 


May 07, 2009) 1| Prcspectus IPDF. 3.67 MB) » 


'.aSI&.IMS0RAfi.CE.UmiEQ (April 19-Apm 23,' 2009) 1 1 
Prcspectus fPDF. 1992 K0) >> 


()anuary4 

lanuary B, 2009) il Prosoectus fPDF. 351 KB) >> 


January 22, 2009) || ProsoectusI PDF. 1503 KB) > 


s NORTHERN GENERAL IN Sl/KANCE 

http://www.csebd.com/cse/start.html 


9.03.09: Foreign Wlnfetrv will ensure lull coopgration ro 
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Company Infonnation 


Page 1 of 1 


View Dividend Information of listed companies 
Download dividend information: 

Excel format (size: 148 KB) 

View Seleted 30 Companies 


. . yrewALlslpt vj.- j 


http://www.csebd.com/cse/companyinfo/company .asp?s=l 
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1966 


Company Name ^ ^ 

i>2> 3> 

Names of Securites 

Insurance 

1. lOOOl Delta Life Insurance Company Ltd. 

2. 10001 Delta Life Insurance Company Ltd. 

3. - 10002 National Life Insurance Company Ltd, 

4. 10003 Sandhanl Life Insurance Company Ltd 

5. 10004 Popular Life Insurance Company Ltd. 

6. 10005 Fareast Islami Life Insurance Company Ltd. 

7- 10006 Meghna Life Insurance Company Ltd. 

8. 1 0007 Progressive Life Insurance Company Ltd. 

9. 10008 Pragati Life Insurance Ltd. 

10. 10009 Prime Islami Life Insurance Ltd. • 

11. 10010 Rupali Life Insurance Company Ltd. 

1 2. 11002 Peoples Insurance Company Limited 

13. 11003 Green Delta Insurance Company Ltd 

14. 11004 Reliance Insurance Ltd. 

15. 11005 Janata Insurance Company Ltd. 

16. 11006 Central Insurance Company Ltd. 

17. 11007 Federal Insurance Company Ltd. 

18. 11010 Bangladesh General Ins. Company Ltd. 

19. 11011 Pragati Insurance Ltd 

20. 11013 Phoenix Insurance Company Ltd 

21. 11014 Eastern Insurance Company Ltd 

22. 11015 Eastland Insurance Company Ltd 

23. 11016 Prime Insurance Company Ltd. 

24. 11017 Pioneer Insurance Company Ltd. 

25. 11021 Nitoi Insurance Company Ltd. 

26. 11022 Asia PaciHc General Insurance Company Ltd. 

27. 11024 Sonar Bangla Insurance Ltd. 

28. 11Q27 Paramount Inurance Co. Ltd. 

29. 11028 City General Insurance Co. Ltd. 

30. 11029 Continental Insurance Ltd. 

31. 11030 Takafui Islami Insurance Ltd. 

32. 11031 Standard Insurance Ltd. 

33. 11032 Norhern General Insurance Co. Ltd. 

34. 11033 Republic Insurance Co. Ltd. 

35. 11034 Mercantile Insurance Company Ltd. 

36. 11035 Asia Insurance Ltd. 

Textiles & Clothing 

1. 12001 GMG Industrial Corporation Ltd 

2. 12002 Prime Textile SDinnlno Mills Ltd 

3. 12QQ3 Apex Weaving & Finishing Mills Ltd 

4. 12004 Apex Spinning & Knitting Mills Ltd. 

5. 12005 M.Hossain Garments Was.Si Dy. Ltd 

6. 12006 Dulamta Cotton Spinning Mills Ltd 

7. 12008 Beximco Synthetics Ltd 

8. 12011 Bextex Ltd 

9. 12012 Salib Knitwear and Garments Ltd 

10. 12013 Chictex Ltd 

11. 12014 Sreepur Textile Miiis Ltd 

12. 12015 Monno Fabrics Ltd 

13. 12016 Eagle Star Textie Mills Ltd 

14. 12017 Alltex Industries Ltd 

15. 12018 Bangladesh Dyeing & Finishing Ind. Ltd. 

http://www.csebd.com/cse/compaiiyinfo/CompanyName.htmJ 
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1967 


Company Name 1 of 1 

Banking 

1. 22002 AB Bank Ltd 

2. 22003 National Bank Ltd 

3 . 22004 United Commercial Bank Ltd 

4. 22005 Rupali Bank Ltd 

5. 22006 The City Bank Ltd 

6. 22007 Pubali Bank Ltd 

7. 22008 Islami Bank Bangladesh Ltd 

8. 22010 !FIC Bank Ltd 

9. 22012 Al-Arafah Islami Bank Limited 

10. 22013 Prime Bank Ltd. 

1 1 ’ 22014 Dhaka Bank Ltd. 

12. 22015 Southeast Bank Ltd. 

13. 22016 National Credit & Commerce Bank Ltd. 

14. 2201 7 Dutch- Banda Bank Ltd. 

15. 2201 8 Mutual Trust Bank Ltd. 

1 6. 22020 Standard Bank Limited 

17. 22021 One Bank Ltd, 

18. 22022 Bank Asia Ltd. 

1 9. 22023 Mercantile Bank Limited 

20. 22024 Uttara Bank Ltd. 

21. 22025 Eastern Bank Ltd. 

22. 22026 Exim Bank Ltd. 

23. 2202 7 Social Islami Bank Ltd. 

24. 22028 Jamuna Bank Ltd. 

25. 22029 BRACK Bank Ltd. 

26. 22030 Shahjalal Islami Bank Ltd. 

27. 22031 The Premier Bank Ltd. 

28. 2203 2 Trust Bank Ltd. 

29. 22033 First Security Islami Bank Ltd. 


http;//www.csebd.coTn/cse/comparyinfo/CompanyNaine.htmI 
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Page 1 of 8 

CIBM - Institutional Banking 

Part One • Medium Risk 

OECD FATF web site 

KYC Profile Reference Number 
Institutional Client Name; 


■ Rtdactcd by the Permaseot 
Sabcuniaiticc on Investigntloiii 


Social Islam! Bank Limited 


A Basic Identification Details 
Address; 

Country /Territory; 

Telephone; 

Facsimile; 

WebSile; 


Head Office, 15, Dilkusha Commercial Area 

Dhaka-1000, Bangladesh 

Bangladesh 

88 02 9559014, 9568098, 9568275 
88 02 9559013, 9564764 
www.siblbd.com 


HSBC Entity 


Italy 


Industry Sector 


Banks 


Type of Client: 


Publicly quoted/widely held 


What is the client’s principal !ine(s) 
of business? (Please click here to 
see Explanatory Note 22) 


Social Investment is a Islam! Shariah based bank. The principle lines of 
business include export- import, credit and investment, deposit 
collection. The loans are both in the manufacturing and service industry. 
The manufacturing customers include textiles, garment, checmicais and 
transportation while distribution makes up the service sector. 


Country/Territory in which the ciient Bangladesh 
is incorporated; 


Confirm that the client is regulated; Yes 


By which body is the client regulated Bangladesh Bank 


Detail regulatory body role and 
powers within the broad financial 
infrastructure of the country (Please 
click here to see Explanatory Note 
31F) 


The Banks in Bangladesh is regulated by the Bangladesh Bank 
(country’s Central Bank). The Central Bank has statutory objectives 
relating to the financial system; maintaining market confidence; 
promoting public understanding; protecting consumers; and reducing 
financial crime. Bangladesh Bank operates a principles based 
regulatory regime and has authorisation, enforcement, supervision and 
rule making functions relating to firms. The Central Bank has the power 
to issue fines for breaches of its regulations both against firms 
themselves and their senior management and, in extreme cases, could 
suspend or cancel a firm's license to conduct banking business. 


http://emea-apps.systems.uk.hsbc/coreapps/KYC/ghqkyc.Tisf/AdvSearch/776C6BD8F65FCDCC80257574005AB4EB?... 
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Page 2 of 8 


Confirm that certified copy of 
banking licence/certificate of 
incorporation is on file and that there 
are no restrictions and that this has 
been reviewed: (Please ciick here to 
see Expianatory Note 20) 


Confirm that it is not a Shell Bank; 

(A Shell Bank has no physical 
presence in any jurisdiction, and no 
affiliation to a regulated bank which 
does) (Please click here to see 
Explanatory Note.4} 

Confirm that it is not an Offshore 
Bank: (Please click here to see 
Explanatory Note 26) 

Year in which the client was 
established: 

Client's rank in country: 

is the client traded on an exchange? 
(Please click here to see 
Explanatory Note 6) 

Which exchange? (Please click here 
to see Explanatory Note 6) 

Date Relationship with local office 
commenced (dd/mm/yyyy): 


On file 

Not a Shell Bank. 

Not an offshore bank 

1995 

1 8th (as per Almanac 2000) 

Yes 

Dhaka & Chittagong Stock Exchange 

09/01/2006 


B Ownership/Management 


Do the activities and or/reputalion of No 
any disclosed shareholder(s) 
increase the risk profile of the client; 
(Please click here to see 
Explanatory Note 1) 


Confirm that you have verified the 
identity of each principal owner, and 
conftrrn that an appropriate level of 
due diligence with regard to such 
owners has been performed: 
(Please click here to see 
Explanatory Note 2) 


Not applicable.. No single individuai/entlty has more than 10% stake in 
the bank. 

It’s worth mentioning here that, the U.S. Department of the Treasury , on 
AUG06, designated the Philippine and Indonesian branch offices of the 
Saudi-based International Islamic Relief Organization (iIRO) in OFAC 
sanction list. 

Saudi base liRO is OTe of the sponsor shareholders of Social 
investment Bank, although there is no established connection between 
IIRO's Dhaka office and offices in Philippine and Indonesia. Based on 
the feedback from SIBL, IIRO's role remains that of a minority 


http://emea-apps.systems.uk.hsbc/coreapps/KYC/ghqkyc.nsPAdvSearch/776C0BD8F65FCDCC80257574005AB4EB?... 
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Page 3 of 8 

shareholder that does not seek to engage in the management nor to the 
board of the bank. 

Would any of the principal No 

owners/controilers of the client be 
classified as special category clients 
(SCC) ? (Please click here to see 
Explanatory Note 25) 


Confirm that membership and 
composition of the Board is 
appropriate 

Details Chairman and Chief 
Executive 

If appropriate conduct World Check 
(or similar) search on the Chairman 
and Chief Executive (Please click 
here to see Explanatory Note 29) 


Membership and composition of the board is appropriate and as per 
Bangladesh Bank guidelines. 

Wortdcheck has been completed on Major Dr. Md Rezaul Haque 
(Retd.), Chairman, and Mr.K M Ashaduzzaman, Managing Director. No 
matching entry was found for either names. 


C Money Laundering Control Policy, Procedures and Controls 


Confirm thal measures are taken by 
the client to ensure that they do not Yes 
provide financial services to listed 
terrorisls and/or sanctioned names 
notified by competent Authorities 
(Please click here to see 
Explanatory Note 23) 


Please provide details: Sociai Investment Bank (SIBL) recognizes that terrorist financing needs 

to be combated and confirm efforts are made to prevent this. SIBL 
screen potential dients against the terrorist lists as pari of the account 
opening process. They periodically check their customer base against 
the lists, they have an active Compliance Department, who are 
monitoring the activities (even during the time of account opening) of the 
account through out the year. 


Confirm that measures are taken by 
the client to ensure thal they do not Yes 
make funds available to listed 
terrorisls and/or sanctioned names 
notified by competent Authorities 
(Please click here to see 
Explanatory Note 24) 

Please provide details; SIBL monitors clienl payments to prevent terrorist financing. Although 

they dont have real-time payment screening process/system, like other 
banks in Bangladesh, right at the moment (as their branches are not 
online), but the branch Compliance Officers are regularly monitoring the 
payment behavior of their customers, which scams whether any of the 
listed names appear in payment messages are in the terrorist lists or 


http://emea-apps.systems.uk,hsbc/coreapps/KYC/ghqkyc.nsC'AdvSearch/776C0BD8F65FCDCC80257574005AB4EB?... 
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Page 4 of 8 


not. If they find any suspicious name, they immediately take action. 


Does the client's country endorse Yes 
"The Recommendations of the 
Financial Action Task Force on 
Money Laundering"? (even though it 
may not be a member of FATF, see 
explanatory hole 7 arid the OECD 
web site) 


Contlrm that FATF principles 
regarding client identification; 
anonymous accounts; client activity 
monitoring: a risk-based approach 
to products/geographies: employee 
training; and audits of controls are 
incorporated in the client’s policy, 
procedures and controls; 


Although Bangladesh Is not a FATF member, it follows the 
FATF recommendations. The "Money Laundering Prevention 
Act 2002“ covers the recommendations. Ail scheduled banks 
are required to stiictiy follow the act. Ail banks check the 
identity of the clients, their activities and the locations they 
are operating. SIBL does provide "Anti Money Laundering" 
training to their staff as and when required. They have 
Compliance Department, which is located in their head office 
and they also formed compliance team at the branch level to 
incorporate the “Anti Money Laundering" policies and 
procedures. The teams are monitoring the day-to-day 
activities of their client. 


The bank considers Money Laundering as high risk and 
takes active actions in reducing and eliminating such risk by 
following their internal guidelines and compliance with 
administrative requirements enforced by the Bangladesh 
Bank (Central Bank). We note that more stringent anti 
money laundering rules were brought by the government in 
APR02 (2002 Money Laundering Prevention Act). 


Describe how the policy, procedures 
and controls are communicated and 
enforced effectively in the client's 
network of domestic and 
international offices: (Please click 
here to see Explanatory Note 3) 


Like other Bangladeshi Bank, SIBL strictly follows account 
opening procedure as prescribed by the Bangladesh Bank. 
Detailed information of the applicant, copies of passport and 
permanent address are obtained. -Two copies of passport 
size photographs of the ai^licant duly attested by the 
introducer are obtained. -Introduction by a person known as 
acceptable to the bank.-Account is opened by the bank 
being satisfied about the information of the applicant 
mentioned above.- Name of the Nominee is required while 
opening account- Besides the above, according to Money 
Laundering Act and Bangladesh Bank guidelines possible 
transaction profile of tiie customer needs to be recorded. 
Monitoring -SIBL's book of accounts, transaction and records 
are audited internally annually. Besides this, as per legal 
requirement an external annual audit has to be undertaken 
by a Chartered Accountants firm. Bangladesh Bank and 
other Govt, agencies also undertakes regular/surprise 
audits. In compliance with the Bangladesh Bank recerit 
circulars in line with the recently enacted Money Laundering 
Prevention Act. SIBL has already formed en anti ML 
committee at head office, headed by an Executive Vice 
President, who is also the board secretary. They also formed 
compliance team at the branches. As per the AML Act 
Bangladesh Bank hes entrusted with the responsibility of 
providing training to the banks on ML deterence. Bangladesh 
Bank has already issued some guidelines, in line of which 


http://emea-apps.systems.uk.hsbc/coreapps/KYC/ghqkyc.n5f/AdvSearch/776C0BD8F65FCDCC80257574005AB4EB?... 
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SIBL also taken iniUative to train their staff. SIBL organizes 
seminarrtraining program for their staff semiannually at their 
head ofHce and regtonai offices. SIBL states that there are 
no anonymous account in their book. Also note that Central 
Bank has already issued circulars disallowing new sale or 
renewal of existing Bearer Certificate of Deposit (BCD). SIBL 
is in compliance with this rule of Bangladesh Bank. 

Confirm specifically that client's Yes 

policy prohibits relationships with, 
and payment processing for. Shed 
Banks: (Please click here to see 
Explanatory Note 4) 


D Client Visiting 

Confim that a visit/contact will be Once a year 

made by the Global Relationship 

Manager. Regional Relationship 

Manager or a Product Specialist in 

the first year of the relationship: 

(Please click here to see 
Explanatory Note 5) 


E Additional Local Regulatory Requirements 

If applicable: (Please click hera to Financial InsUtulions in Bangladesh ara under the 

see Explanatory Note 1 9) supervision of Bangladesh Bank and the Ministry of Finance. 

Regulations and ordinances from these regulator bodies 
have suggested the government's power to exercise tight 
foreign exchange control as well as to supervise the usage 
of foreign exchange resources. The account activities 
(current account as well as capital account) are under the 
strict foreign exchange control and reporting requirement. 
Bangladesh Banks strir>gent regulations on FEX flows 
minimise the possibility of money laundering. At present. 
Bangladesh Taka (BDT) is not fully convertible. All FEX 
transaction undertaken by commercial banks are governed 
by the "Guidelines for Foreign Exchange Transactions" 
published by Bangladesh Bank. As per the njles 
incorporated in the guidelines, for inward remittance a return 
called "From C" has to be submitted to Bangladesh Bank 
detailing the purpose of the remittance. There are some 
exceptions, but are subject to submission of proper 
documents and ceilings. The guidelines also imposed 
restriction on outward remittance have to be made through 
opening of Letter of Credits (LC). Banks are mandated to 
obtain credit report of beneficiary before opening of LC. 
Banks are also required to check the proforma invoice / 
indents cerefully before opening of LCs. This minimises the 
possibility of overAinder invoicing. For other purposes, like 
buying books, study materials, medical and travel and 
training some flexibilities are allowed. Again, these are 


http://emea-apps.systems.uk.hsbc/corcapps/KyC/ghqkyc.nsf/AdvSearch/776C0BD8F65FCDCC80257574005AB4EB?... 
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subject to submission of documents. The guidelines also 
advise the nature and type of accounts that can been 
opened by the commercial banks. The guidelines call for 
proper identification before opening of such accounts. Prior 
approval is required if an account does not tally with any of 
the features/criteria mentioned in the Guidelines. 

Bangladesh Bank gives a separate license (named 
Authonsed Dealership License) to selected bigger 
commercial bank branches to allow them in dealing with 
foreign currendes. This license could be subject to 
suspension or withdrawal on Bangladesh Bank's detection of 
non-compliance. Bangladesh has passed the AML Act 2002 
in APR, where all responsibilities have been entrusted with 
Bangladesh Bank to investigate and monitor ML cases in the 
banks. Bangladesh Bank has advised the banks to submit 
bi-monthiy and quarterly returns on ML issues. 


F Global Relationship Manager 


Global Relationship Manager 

Mahbub Ur Rahman. Senior Corporate Banking Manager, HSBC 
Bangladesh 

Part Two - Transaction Activity 


A Transactional Details 


Nature of account/relalionship (tick 
where appropriate): 

Trade 

Other, please state; 


Is this a Banknote Client? 

No 

Client's stated use/purpose of the 
account/relationship; 

Trade related services 

Confirm that the client will be the only 
operator of the relationship, (Please 
click here to see Explanatory note 21) 

Yes 


B Transactional Activity 

The Know Your Customer policy 
requires a listing of the client's 

http://emea-apps.systems.uk.hsbc/coreapps/KYC7ghqkyc.nsC^AdvSearch/776C0BD8F65FCDCC80257574005AB4EB?.., 
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approximate business activity with 
HSBC, and subsequent monitoring of 
actual business against it 

Please Note that it is against policy to accept payment instruction from Shell Banks direct, or via relationships 
with US- 

Type of Transaction: Advising of uhcdrifirmed Dcs 

Frequency: Spot transaction 


Volume/value; Usd 390K 



C Additional information required for Banknote clients 



D Approval Section 

Name of Relationship Manager Mauro Polinori 

recommending: 

I have reviewed the information provided above, in the context of HSBC's KYC policy and due diligence criteria. I 
am satisfied that the client's money laundering deterrence policy, procedures and controls are of a sufficient 
standard for me to recommend this client for banking business and that transactions are consistent with the 
customer's known legitimate business activity. Please click here to see Explanatory Note 18 

If approval is subject-to certain 
conditions, include details here: 

Date completed: (dd/mm/yyyy) 09/03/2009 

Date for next review (mm/yyyy) Please 03/2011 

click here to see Explanatory Note 17; 


Senior Manager/Regional Manager Gerd C Pircher- Head of Client management 

Institutional Banking approving; 

Name and date: 

Head of institutional Banking/Regiona! 

Sector Head concurring; (Only required 
for High Risk countries, where one or 
more of the principal owners/controliers 
are classified as an SCC, or for Offshore 
Banks/Financial Institutions) 

Name and date: Please click here to see 
Explanatory Note 26 


http://emea-apps.systems,uk.hsbc/coreapps/KYC/ghqkyc.nsf/AdvSearch/776C0BD8F65FCDCC8d257574005AB4EB?.,. 
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Compliance officer (RMLCO In Asia 
PaciRc) concurring: (Only required for 
High Risk countries) 

Name and date: 


Please indicate if the profile has been 
declined or approved ; 

Decline Reason : 

Date form completed: {ddfmm/yyyy) 


Approved 

N/A 

10/03/2009 


F Author Details 

Document Edit history 


Revision No. 

Editor 1 Date and time 

1 

0 

Gerd C PIRCHER 

Mauro POLINORi 

03/10/2009 07:43:00 GMT 
03/09/2009 17:20:10 GMT 
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Re: Fw: Compliance Conditions : Social Islami Bank Ltd ^ 

Virgil D RODRIGUES to: Jon K Jones 

Cc: Ahmed SAAD, Ishtiaque AHMAD, Sadique REZA, Herse! Mehara 


05/18/2010 03:57 AM 


Dear Jon, 

Please note commments on you mail in GREEN. 


Regards , . 

■= Redacted by (he Permanent 

Virgil D RODRIGUES I Subcommittee on Investigations 

Assistant Relationship Manager, institutional Banking | HSBC BANGLADESH 
Dhaka Main OfflC8.Anchor Towerjth Roor 
108, BIr Uttam C.R Dutta Road.Dhaka-1205 


Phone. 

Fax. 

Mobile. 

Emalt. 

internet. 


+880 2 9660536-43 X 720 
+880 2 8S26560 



htto:/Aww.hsbc.com.bd 


Sadique REZA/HSS DAK/HBAP/HSBC 



Sadique REZA/HSS 

DAK/HBAP/HSBC To 

HS5 DAK/HBAP ^ 

05/09/2010 03:49 PM 
Phone No. 880 2 9660536 X Subject 
260 

MaitSize: 12916 OurRef 

Your Ref 


Virgil D RODR!GUES/IB DMO/HBAP/HSBC@HSBC03 
Ishtiaque AHMAD/IB DAK/HBAP/HSBC@HSBC03, Ahmed 
SAAD/IB DAK/HBAP/HSBC@HSBC03 
Fw: Compliartco Conditions: Social Islami Bank Ltd 


Virgil 

Address this issue immediately, 
regards 

Sadique REZA 

Division Headi institutional Banking & SecuhUes Services | The Hongkong and Shanghai Banking Coloration Limited 
Anchor Tower 7lh R 108 airUttam C.R. Outta Road | Dhaka *1205 IBan^adash. 


Phone. S80 2 9660536 X 770 
Fax. 880 2 9660554 __ 

Mobile. WMBHIV 

Ema^i. sadiquerHTa@hsbe.eotn.bd 


— Forwarded by Sadique REZA/HSS DAK/HBAP/HSBC on 05/09/2010 03:48 PM — 



JonK 

Jones/HBUS/HSBClglHSBCO To 
2 

08 May 2010 02:15 Mail Size; 


Jon K Jof»es/HBUS/HSBC@HSBC02 

Hersel Mehani/HBU5/H5BC@HSBC02, ishtiaque 
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AHMAD/IB DAK/HBAP/HSBC@HSBC03, PSRR@HSBC02. 
Sadique REZA/HSS DAK/HBAP/HSBC@HSBC03 
Sut^ect Re: CompHance Conditions: Sodal Isiami Bank Ltd[^ 


More Opfions 
Our Ref 
Your Ref 


Hi Ishtiaque: 

Were the beiow issues addressed with Sodal isiami? 


Thanks for your assistance, 

Jon K Jones 

Senior Analyst j HSBC Bank USA 
90 Christiana Road, New Castio, DE 19720 
Phone 302-327-2017 

I J^on K_ 5 ^ones _ Ishtiaque, Tlianksforyour help; the KYC forthis... 02/09/2010 03:39:17 RM 


From: Jon K Jones/HBUS/HSBC 

To: Sadique REZA^SS DAK/HBAP/HSBC@HSBC03. Hersel Mehani/HBUS/HSBC@HSBC02, 

Ishtiaque AHMAD/IB DAK/HBAP/HSBC@HSBC03 
Cc: All S Kazmy/HBUS/HSBC@HSBC02. Gillian E Bachstein/HBUS/HSBC@HSBC02. 

PSRR@HSBC02 

Date: 02/09/2010 03:39 PM 

Subject: Compliance Conditions: Sodal Isiami Bank Ud 


Ishtiaque, 

Thanks for your help; the KYC for this account has been fully approved. Compliance, however, has added 
conditions for approval as is listed below. Please be advised diere are 30 days to fulfill these conditions: 

1 - Pursuant to 3/8/2005 CS condition, annual HSBC CEO approval is required to maintain this 
relationship. Confirmation is required if this condition has been met. (Please Provide) Will be Informed to 
you shortly. 

2 - Confirmation required If the Board of the bank has ousted the iIRO as previously confirmed. (Last 
confirmation was "no' - August 2009} As local law does not pennil unilateral offloading of shares : after 
relevant approval from tihe Board of Directors , the bank has filed a petition with High Court , in this 
regard .The matter is currently under judicial pn>oe» . 

3 - Fresh confirmation Is required that no dividends have been paid to IIRO. (Last confirmation • August 
2009) 

All dividend and other benefits arising from ttie hokflr^ has been suspended vide Central Bank 
Directive dated 10th December, 2006 

Thanks and regards, 


Jon K Jones 

Senior Analyst | HSBC Bank USA 
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90 Christiana Road, New Castle, DE 19720 
Phone 302-327-2017 

— — Forwarded by Jon K Jones/HBUS/HSBC ori 02/09/2010 03:32 PM — — 

From: Ali S Kazmy/HBUS/HSBC 

To; Jon K Jones/HBUS/HSBC@HSBC02 

Cc: HBUS KYC System Admin 

Date; 02/08/2010 07:28 PM 

Subject; KYC Customer Profile is Approved with Condition: Soda! islami Bank Ltd 

A KYC Customer Profile has been approved with Condition for this client in BANGLADESH. 
The Condition : 

1 - Pursuant to 3/8/2005 CS condition, annual HSBC CEO approval is required to maintain this 
relationship. Confirmation is required if this condition has been met. 

2 - Confirmation required if the Board of the bank has ousted ttte l!RO as previously confirmed. 

3 - Fresh confirmation is required that no dhndends have been paid to IIRO. 


You may dick on the following link to the profile: 
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Re: EDD Report of Findings ; A6 8ank Umted in Bangladesh (PCM) @ 

All S Kazmy to: Daniel JacK 05/18/2010 09:03 AM 

- . Brian R Miloscie, Denis E O^brien, Joanne S Flanagan, Jon K Jones, 

Judy P Stoidt, PSRR 


History: This message has been forwarded. 


Dan, 

Before Jon addresses the issues raised in the report, specifically with regards to the recommendation to 
"exit" the relationship, lets discuss internally as SAS needs to clarify their stand . Recommending to the 
business to exit a relationship, without complete and thorough analysis and in the absence of consultation 
widt the LCO is a knee jerk reaction and reflects a silo'd approach to AML risk mitigation. Could you 
please set up a meeting/conference call. 

Regards, 

AK. 


Daniel Jack ^Jon, Please review this ROF and provide us with.., 05/17/2010 09:09:37 PM 

From: Daniel Jack/HBUS/HSBC 

To; Jon K Jones/HBUS/HSBC@HSBC02 

Cc: PSRR@HSBC02, Ali S Kazmy/HBUS/HSBC@HSBC02. Joanna S 

Flanagan/HBUS/HSBC@MSBC02, Denis E O'brjer/HBUS/MSBC@HSBC02, Judy P 
Stoldt/HBUS/HSBC@MSBC02. Brian R Miloscja/HBUS/HSBC@HSBC02 
Date: 05/17/2010 09:09 PM 

Subject: EDD Report of Findings: AB Bank Umted in Bangladesh (PCM) 


Jon, 

Please review this ROF and provide us with a response to the negative info on this PCM -only client, 
including the following: 

• "Due to the above red flags identified in this review including the reputational and AML risks 

associated with AB Bank, its chairman and senior executive management, we recommend that this 
relationship be exited.” 

We realize this client is already an SCC due to PEP. KYC profile '->@1 But we need 
clarification/resolution on the EDD ROF Issues. And due to the reputational risk to HSBC, you should 
obtain strong menagement support if PCM plans to continue this relationship. 


Thanks and regards, 

Daniel Jack 

Vies President • Compliance Officer. GTB 
HSBC Bank USA, NA 

4S2 FlfBi Avenue. 7tti floor, New York. NY 10018 


Phone. 212-52&^&S6 

Email. daniel.la{»@us.hsbc.com 


— Folwarded by Daniei Jack/HBUS/HSBC on 05/17/2010 08:51 PM — 
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From: FIGHBUS@HSBC03 

To; Jon K Jones/HBUS/HSBC@HSBC02 

Cc: Daniel Jack/HBUS/HSBC@HSBC02. FIG HBUS@HSBC02. Ali S Kazmy/HBUS/HSBC@HSBC02 

Date: 05/17/201005:13AM 

Subject: Report of Findlrigs: AB 6^ Lim^; FRU , 

Sent by: Krishna K Pentapaiii @ HSBC03 



Please find attached report of findings on AB Bank limited. 

* Please note that for your convenience, space for Compliance Officer and/or Business Unit 
comments has been reserved at the bottom of this report. 

[attachment "AB Bank Liniited-Final.doc.zip" deleted by Ali S Kazmy/HBUS/HSBC] 

Please feel free to contact Brian Miloscia (212-5254214) if )^u have any queries. 
r Daniel Ja ck ^^FIG, Please provide us with an update EDO R... 01/06/2010 12:35;T5~AM 
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Compilance Conditions : Social Islaml Bank Ltd 

Jon K Jones lo: '^^ZA, Heisel MehanI, Ishtlaque ^ 3^33 p„ 

Cc: All S Kazmy, Gillian E Bac^istein, PSRR 


Islitiaque, 

Thanks for your help; the KYC for this account has been fully approved. Compliance, however, has added 
conditions for approval as is listed below. Please be advised there are 30 days to fulfill these conditions: 

1 - Pursuant to 3/8/2005 CS condition, annual HSBC CEO approval is required to maintain this 
relationship. Confirmation is required if this condition has been met. (Please Provide) 

2 - Confirmation required if the Board of tha bank has ousted the IIRO as praviousiy confirmad. (Last 
confirmation was "no" - August 2009) 

3 'Fresh confirmation is required that no dividends have been paid to IIRO. (Last confirmation - August 
2009) 

Thanks and regards, 


Jon K Jones 

Senior Analyst | HSBC Bank USA 
90 Christiana Road, New Castle, DE 1S720 
Phone 302-327-2017 

— Forwarded by Jon K Jones/HBUS/HSBC on 02rt)9/2010 03:32 PM — 

From: Ati S Kazmy/HBUS/HSBC 

To; Jon K Jones/H8US/HSBC@HSBC02 

Cc: HBUS KYC System Admin 

Date: 02/08/2010 07:28 PM 

Subject: KYC Customer Profile is Approved with Condition: Sodallslami Bank Ltd 

A KYC Customer Profile has been approved with Condition for this client in BANGLADESH. 
The Condition : 

1 - Pursuant to 3/8/2005 CS condition, annual HSBC CEO approval is required to maintain this 
relationship. Confirmation Is required If this condition has been met. 

'2 - Confirmation required if the Board of the bank has ousted the IIRO as previously confirmed. 
3 • Fresh confirmation is required that no dividends have been paid to IIRO. 


You may click on the following link to the profile: 
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SOCIAL INVESTMENT BANK LIMITED 




Internationa! Department 

Head Office, Dhaka. 


Ref: SIBiyHO/ID/F- /2009/i»ox 
Date: 08.03.2009 

Mr. Sadique Reza 

Division Head 

Institutional Banking & Security Services 

The Hongkong and Shanghai Banking Corporation Limited. 

Dhaka. 


Sub; Infonnation regarding Bank's ownership for KYC purpose. 

Muhtaram. 

Assalamu Aiikum Wa- Rahmatuiiah, 

Thanks for your letter dated 26.02.2009, Below is our comment on ownership details. 

□ Ownership Details : 

The current Share holding of Internationa Islamic Relief Organization (lIRO) in our bank is 3.85%. It is of 
mention that the bank doesn't have any transactions with this organization as share holder except that this 
organization purchased sponsor shares of the bank when it was floated and received initial bonus shares. 
An executive Director of this company having listed in the US Sanctions has been viewed with due 
concern by the management and the Board of the bank. The matter is taken to the notice of Bangladesh 
Bank and Security Exchange commission for permissions to dispose of the share holdings of this company 
since the company did not respond to the bank’s request to offload their shares. The central bank has 
issued instruction to withhold application of any bonus shares, issue right shares and pay any cash 
dividend on the share holdings of the company until former instructions. However, the bank shall obtain 
authority of the Share holders of the bank in the Annual general Meeting to offload the shares of the 
company, as per authority of the articles of association of the bank, if the company doesn't come forward 
to offio^ their share holding or the bank shall seek for the honorable High Court’s permission in this 
regard. We believe that there should not be any misunderstandings as to the share holding^y the 
company, which happened by chance for this company for purchasing the sponsor shares at the iricepfon 
of the bank. We categorically inform this bank is in no way connected to any transactions with this 
company. 


Head Office ; 15, Dilkusha C/A, Dhaka-1000. Bangfadesh, Phone : WBX : 9559014, 9565647, 9557499. 9568275. 9559276. 9560785 
Telex : 671557-8 SIBL BJ, Email : sibl@bdonline.com. Website ; www. 5 fdtbd.e 0 m, SWfFT : SOIVBDDH 


Confidentia! T reatment Requested 


HSBC-PSI-PROD-01 02743 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00888 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1983 



1 SOCIAL INVESTMENT BANK LIMITED | 




As per the Share holding position as on 31.12.2008, one entity, Social Fund Trust holds above 5% share of the 
bank, which is 6.779% .We, have attached herewith a statement of Share holdings for this entity issued by the 
Share Department of the bank. Social Fund trust is a social welfare organization s|X}nsored by Directors of 
the bank. Social Investment Bank is a pubRdy traded company and is enlisted with Dhaka Stock Exchange 
and Chittagong Stock Exchange. 

□ Management Details- As for the management detail we have attached herewith brief bio-datas for Mr. 
Abdul Awal Patwary Chairman of the board of Directors of the bank and Mr. Md. Syedur Rahman, Vice 
‘Chairman of the board of Directors of the Bank as sought for in your letter. 

□ We have also attached herewith the duly filled MTS Questionnaire. 

We believe the above information/ documents shafl serve your purpose. Should you need further information / 
document or clarifications on any point, please do not hesitate to contract me. 

We believe the existing excellent relationship between our two o^anizatlons shall develop further In the days 
ahead. 

Thanks for your support. 

Sincerely yours, 


A M M Farhad 
Executive Vice PfBSident 
Tel: 7174246 


Enclose; As stated above 


Head Office : 15, Dilkusha C/A, Dhaka-1000, Bangladesh, Phone : PABX : g55«)14. 9565647. 9557499. 9568275, 9559276, 9560785 
Telex : 671557-8 SIBL BJ, Email ; «bl@bdoniine.cofn. Website : www.sidibd.com, SWIFT : SOIVBDDH 
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I rVT. ISLAMIC RELIEF ORGANIZATION 

P,0. BOX # 14843, JEODAH-21434, KINGDOM 

OF 9AUD! ARABIA 

504,450 

0 

504,450 3.85112 

TMal: 

504,450 

0 

504,450 3-8SIJ 

Perctotage : 

lOOJW % 

0.00 

% --r- " 
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PAivJlGULABS OF DIRECTOR OF SIBL 


NAME 

FATHER'S NAME 
MOTHERS' S NAME 
DATE OF BIRTH 
EDUCATIONAL QUALIFICATION 
PRESENT ADDRESS 

PERMANENT ADDRESS 


Abdul Awal Patwary 

• Redacted 

Redacted 

: Redacted 

: B.A. 

Redacted 

Redacted 


• BUSINESS 

Name of f irms/Companies 
where the interest is 
involved 


• PHONE NUMBER 


Chairman : 

Patwary Cold Storage Ltd 
Patwary Potato Flakes Ltd 
Greentech GreenHouse Bangladesh Ltd 
Managing Director : 

Foysal Shopping Complex Ltd 
Proprietor : 

Foysal Traders 


HOME 

OFFICE/BUSINESS Redacted 

MOBILE 


Signature :• 



(Abdul Awal Patwary) 
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Customer Name: 

HSBC Business: 
(BN, PCM. CIS. etc.) , 


country 




Tfi/s quest/bnna/re may be used to gain an understanding of how our cSent manages its AML risk assoa^^ed with 
being an agent for a Money Transfer Service company and should be kept in our KYC rile. 

1 . Which non-bank Money Transfer Service company(s) do you act as an agent for: (piease list all) 

@ NKG)rifiomh'i>Vy Y U6A • 

- (^Hr^ 

2. Is any of this activity routed through HSBC Bank USA? 


VS' 


If yes, please dasr.ribe r/)l»H |u'Mj feirU.S fj5 g)<^/ 8 Y/h/a^J-fto i 16 


No 


3. Can the money transfer services he used by: {check all that apply) 

Types of Ci^omers No 

RVteil/Indi'Adf&s ^ 

Wholesale / Businesses 

A. Do you pay out funds as an agent for the money transmitter? 

5. Do you send funds through the money transmitter? Yes _ 

6. Does your current AML program apply to these types of transactions? No* (checkone) 

7. Must the user of these services have an account with your institution? (checkone) 

• If the response to questions 6 or 7 is “No", please answer the following questions: 

What is the maximum U.S. dollar amount that you allow to be paid out? 

per day, per month, per year 

Do you obtain identification on the receiver/beneficiary of funds? Yes No 

Do you obtain identification on the sender of funds? Yes No 

At what dollar amount do you obtain identification? $ 

How do you monitor these types of transactions? 


Other Comments: 


Updated; March 2007 


page 1 of 1 


i 1 
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Hersel Mehani/HBUS/HSBC 
02/23/200902:02 PM 


To jacob XHousBknecht/HBUS/HSBC@HS0CO2 
cc Ahson H QUAZI/fB DAK/HBAP/HSBC@HSBC03. Jennifer E 
Kdlehef/HBUS/HSBC@HSBC02. Sadique REZA/HSS 
J?AKfHB/W’^SBC@HSBC03. Denis E 
bcc 

Subject Re: Soda! Investment Bank Ltd (Bangiadesh)]^ 


j : History: .gj This’message’hes been repli^lp.; ' ' ' ' J 


Jacob 

We have a big file on this specific shareholder ‘HRO”. 

The subject shareholder is not officiaiiy recognized by Dhaka local central bank , we should cross 
reference the information accordingly 

please see attached email from Denis to Gillian dated Nov 13.2008 
The rest of information requested should be obtained horn Ohaka. 


Hersef Mehant 

Senior Vice President | HSBC Bank USA N A 

Global Payments and Cash Management 

452 Fifth Avenue. Ftaor 21. New York NY 10018. USA 


- Redacted by the Permanent 
Subcommittee on Investigations 


Fax, 

Mobile. 

Email. 

Internet. 


hersel.mehanigtua.hsbecom 

HSBC Globat Payments and Cash Manacemertt 

HSBC Global Site 


— Forwarded by Hersel Mehani/HBUS/HSBC on 23/02/2009 01:14 PM — 



To Lilian E Bachstein/HBUS/HSBC@HSBC02. Shannon M 
Jones/HBUS/HSBC@HSBC02. Anthony 
Julian/HBUSA^SBC@>HSBC02, Hersel 
Mehar»WBUS/HSBC@HSBC02 
cc Daniel Jack/HBUS/HSBC@HSBC02. Alan P 
Witlianison/HBUS/HSBC@HSBC02. Anne 
Liddy/H8US/HSBC@HSBC02. Denis E 
01>rjerVHBUS/HSBC@HSBC02: Denise A 
Rei»y/HBUS/HSBC@HSBC02. Donald W 
McPhersorVHBUS/HSBC@)HSBC02, Gloria 
Strazza/HBUS/HSBC@HSBC02. Jessica 
Dubensky/HBUS/HSBC@HSBC02, Mary A 
Caskin/HBUS/HSBC@HSBC02. Monique 
Codjoe/HBUS/HSBC@HSBC02, Richard 
Salvatore/HeuS/HSBC@HSBC02, Camillus P 
HughesAH8US/HS8C#HSBC02 

Subject Fw. Update Re: OFAC Distribution #047-08, Anti-Temorism 
Designation (SDGT]-Update 


While the LN KYC for Social Investment Bank Ltd, Bangladesh clearly identifies rationale for continued 
business, I would appreciate if we can look into updating site visit information; with AML discussion 
included, removal of Beth Fisher as RM and update as to the mirKirlty ownership with recertification that 
they exert neither management control nor have board representation. 
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Mary Anne, please centralize any comments from OPAC as it relates to Social Investment Bank through 
Me. 

COMPLIANCE'S ACTIONS denoted in the UN KYC: 

As of 08/03/06, client's USD PCM account has been placed on a debit block subject to the receipt of a 
response from Sr. Management of SIB and HSBC, Dha)». 

On 08/07/06 Compliance's issued an email as follows: 

After reviewing the information provided by HSBC Dhaka my provisional decision is that this relationship 
be allowed to continue. It will be designated as a SCC Category 4 {reputationai nsk) with immediate effect 
and wili be subject to closer monitoring as a result 

IIRO's shareholding Is a minority holding and information received indicates that they exert neither 
management control nor have board representation. While this entity ciearly represents a heightened 
reputational risk to the bank, I believe that with the knowledge we have today and the controls that are 
being implemented we have mitigated that risk adequat^y. 

The block on outbound payments that was imposed on 08/03/06 may be lifted and the account returned to 
normal operation. 

CLIENT'S RESPONSE 

On 9/19/06 client was visited by Hersel Mehani, IftekharMam', Richard Boyle and GRM, Muhammad 
Shohiduzzaman regarding the US Treasury annourtcement on IIRO. Client provided the following 
information regarding their relationship with IIRO: 

- they do not have any contact with the IIRO. only a PO Box and therefore referred this matter to 
their Security Exchange Agency, indicating that they wsh to remove them as a shareholder. 

• they do not like having an association with a shareholder which is listed OFAC and do not wish to 
be associated with the IIRO in any way. 

' they ere not aware of any Nominee shareholders relationship or other ownership structure which 
would entitle IIRO to hold more than 8% of Social Investment Bank. 

- they are not aware of any actions taken by ilRO in response to the US Treasury Department. 

- IIRO do not maintain or operate any accounts writh ttie bank. 

• IIRO is not involved in the management of the bank or is not represented on the Board of 
Directors. 

• there have been no dividend payout to IIRO 

- they seek guidance from the Security Exchange Agency in Bangladesh and they advised they 
have the power to oust them in the next board of director meeting. 

Compliance advised on 09/29/06 that the responses provided were satisfactory and that the fact that ilRO 
has no involvement in the running of the bank, is not a client of the bank and will likely be ousted as a 
shareholder give constdereble grounds for comfort 


ROF was received on 08/1 0/06, with no further additional information, that was not already mentioned in 
the previous findings. The most recent information, was the US Treasury announcement, that was stated 
above under Important News Release, which Compliance was aware of. 


Thanks and regards, 

Denis E O'Brien 

Vice President, Head of Global Transaction Banking Compliance, | HSBQ,Securi(ieB (USA) >nc. 
AS2 Fifth Avenue. New York. NY 10010 
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1991 


Phone- 

Fax. 

Mobile. 

Email. 


212 525 1147 
017-229-5257 


denis.B.o'brieniaius-hsbc.com 


I . Redacted by the Permanent 

I Subcommittee on Investigations 


-Fomarded by Denis E O'brien/HBUS/HSBC on 11/132008 03;49PM 
Maty A Caskln/HBUS/HSBC 


11/132008 03:26 PM 


To Denis E O’brien/HBUS/HSBC@HSBC02. Judy P 
St(rid1/HBUS^SBC@HSBC02 


Subject Fw: Update Re: OFAC Distribution #047-08, Anti-Terrorism 
Designation (SOGT]*Update 


Mary Ann Caskin 
VP Compliance 
HSBC Bank USA NA 
452 Fifth Ave Floor 7 
NY, NY 10018 
212-525-5530 

— Forwarded by Mary A Caskin/HBUS/HSBC on 11/132008 03:25 PM — 

Bizabeth 

Protomaslro/HBUS/HSBC To Andy H !m/HBUS/HSBC@HSBC02 


11/132008 01:29 PM cc Alan P Winiar?won/HBUS/HS8C@HS8C02. Anne 

Liddy/HBUS/HSBCi^SBC02, Denis E 
O’brien/HBUS/HSBC@HSBC02, Denise A 
ReiUy/HBUSriHSBC@HSBC02. Donald W 
McPherson/HBUS/HSBC@HSBC02. Gloria 
StFazza/HBUS/HSBC@HSBC02. Jessica 
[Xjbensky/HBUS/HSBC@HSBC02, Mary A 
Caskin/HBUS/HSBC@HSBC02, Monique 
Codjoe/HBUS/HSBC@HSBC02, Richard 
Saivatofe/k«US/HSBC@HSBC02 
Subject Re: Update Re: OFAC Distribution #047-08, Anti-Tefrorlsm 
Designation {SOGT)-Update^ 


Let me contact OFAC and ask for their view on the Social Investment Bank Ltd, Bangladesh in light of the 
information you've found. Will advise. 


Andy H Im/HBUS/HSBC 



To Donald W McPhersor)/HBUS/H$BC<§)HSBC02. Elizabeth 
Prolomastro/HBUS/HSBC@HSBC02. Mary A 
Casl«n/HeUSAtSBC@HSBC02 
CC Gloria Strazza/HBUS/HSBC, Denise A 
Reilly/HBUS/HSBC@HS8C02. Anne 
Llddy/HBUS/HSBC@HS8C02, Denis E 
O'brien/HBUS/HSBC@HSBC02. Alan P 
Wllliamson/HBUS/HSBC@HSBC02. Richard 
SBtvatore/HBUS/HSBC@HSBC02, Monique 
Cod)oe/HBUS/HS8C@HSBC02. Jessica 
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1992 



Dubensky/HBUS/HSBC@HSBC02 
Subjecl Update Re: OFAC Distribution #047-08, Anti-Terrorism 
DesignaUon [SDGT]-Update|^ 


Heilo, 

We've searched the systems we have access to and have found the following: 


Union of Good 

- member of Union of Good, Mohammed Kahtife, established the Interrtational Islamic Relief Organization 
(I IRQ) and th e lIRO has an 8.62% ownership erf Social Investment Bank Ltd, Bangladesh {DDA 
IlHlIllllHi^P^^)' mentions Social investment BenK was designated SCC category 4 

(reputational risk). 


Please let us know if you have any questions. 
Regards, 

Andy H im 

AVP. AML Compliance. HSBC Bank USA, N.A. 

452 Fifth Avenue. Tower 7 
New York, NY, 10016 


— « Redacted 6y the Permaneat 

Subcommittee on InvestigaHoas 


Phone. 212-525.6139 

Fax. 212-525-5769 

Email. a r>dv. h.im@us.h5bc.com 


Hersel Mehani 

Senior Vice President | HS8C Bank USA N.A 

Global Payments and Cash Manapemenl 

452 Fifth Avenue, Floor 21, New York NY 10018. USA 


Phone, 

Fax. 

Mobile. 

Email. 

Internal 


+1.212-525-6239 

+1-212-525-5699 


hersel.mekani^s.hsbc.com 

HSBC Global Payments and Cash Management 


Jacob X Houseknecht/HBUS/HSBC 



Jacob X 

Houseknecht/HBUS/HSBC 
23/02/2009 11:20 AM 


To Sadique REZ/VHSS OAK/HBAP/HSBC(§>HSBC03, Ahsan H 
QUAZI/iB DAK/HBAP/HSBC(S)HSBC03 
cc Hersel Meheni/HBUS/HSBCigiHSBCCft, Jennifer E 
Ke)ieher/HBUS/HSBC@HSBC02 
Subject Sociei Investment Bank Ltd (Bangladesh) 


Sadique/Ahsan, 
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Good morning. We are in the process of the annual review for the client Social Investment Bank Limited 
in Bangladesh and there is a few items of information/documentation we request your assistance with: 

1. Audited Financials • The most recent audited Hnanciai statement that includes the independent 
auditor's report. 

2. Ownership Details - According to Banker's Almanac the only owner of the bank with more then 
5% ownership is Internationa! Islamic Relief Organization ilRO, Jeddah (8.6 %). Please confirm that 
information is accurate. Also, please indicate if the remaining shares are ali pnVateiy held with less than 
5% ownership or if there is a portion of pubitciy traded ownership. 

3. Management Details - Please provide a brief bio for Mr. Abdul Awa! Patwary and Mr. Md. 
Sayedur Rahman. 

4. MTS Questionnaire - In order to stay ciurent with the client's business, please have them fill out 
the attached MTS Questionnaire. 

(attachment "MTS QUESTIONNAIRE REVISED03.07.doc" deleted by Hersel Mehani/HBUS/HSBC] 


Thank you, 


Jake Houseknecht 
PSRR 

HSBC Bank USA. N.A. 

90 Christiana Road 
New Castle, DE 19720 
(302) 327-2520 

Jacob X Houseknechl/HBUS/HSBC 
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Shannon M. Jonas 
10/02/200607:19:28 AM 

Princely P Muro/HBUS/HSBC To Shannon M Joa 0 s/HBUS/HSBC@HSBC 

09/29/06 03:55 PM cc PSRR@HSBC 

bcc 

Subject Fw: Social investment Bank - [IRO 



FYi - Princely 


— Forwarded by Princely P Muro/HBUS/HSBC on 09/29/06 03:52 PM — 


Alan T Ketiey^BUS/HSBC 

09/29/06 03:49 PM 


To Ho-sdl Mehani/HBUS/HS6C@HSBC, Sharyn 
Malone/HBUS/HSBC@HSBC, Gillian E 
Bachstein/HBUS/HSBC 

cc "Andrew Rizkalia’ <3ndrew.rizkail3@us.hslx:.com>, 
"George Tsugranes" <gsorge.tsugrane5@us.hsbc.corn>, 
F^incely P Muro/HBUS/HSBC@HSBC 
Subject Social Investment Bank - IIRO 


Hersel, Sharyn, GiIIiar\ 

I'm satisfied with the answers provided by Social Investment Bank to the questions posed by Hersel 
on his recent visit. The fact that IIRO has no involvement in the running of the bank, is not a client 
of the bank and will likely be outsed as a shareholder give considerable grounds for comfort. 

Please monitor the ownership of this bank closely • all things being equal, once IIRO ceases to be a 
shareholder we should be able to drop the SCC status. 


Alan T, Ketley 

Senior Vice President, Anti Money Laundering 
Tel: 212 525 6147 /Fax: 212 382 7580 

— Forwarded by Alan T Ketley/HBUS/HSBC on 09/29/2006 03:44 PM — 

Heraal Mehani/HBUS/HSBC 

09/27/2006 04:22 PM Alan T Ketley/HBUS/HSBC(§*HSBC 

cc "Andrew Rizfcalla" < 8 ndrew.r! 2 kalla(§*us.hsbc.ccm>, 
Angela Cassail-Bush/HBUS/HSBC@>HSBC, GilllS) E 
Bechstain/HBUS/HSBC^IHSBC, Stephanie L 
Napiar/HBUS/HSBC(3>HSBC 
Subject Re; Complience issues from Trip Dhaka^ 


Alan 

Note related to KYC 

We asked all the question listed in your email 

Social Investment Bank - International Islamic Relief Organization which is on the OFAC list owns 
8%. They are not on the board, do not receive dividends, do not have voting rights and do not 
exert any control. IIRO never responded to their request to provide a full address rather than a PO 
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Shannon M. Jones 
10/02/200607:19:28 AM 

box and they will use this to oust them by November which is allowed according to their Articles of 
Association which I have a copy given by them to me. ( will send it to Stephanie for her files} 

1) Please describe what actions bank has taken with respect of the US Dept of Treasury’s 
announcement about iiRO on August 3» 2006? 

I was informed that the bank does not have any contact with the IIRO only a PO Box and 
therefore referred this matter to their Security exchange Agency indicating that they wish to 
remove them as a shareholder. 

2) How does the US Dept of Treasury annmincement ^out IIRO affect the way Social 
Investment views this entity? 

They do not like having an association with a shareholder which is listed by OF AC and do not 
wish to be associated with the IIRO in any way 

3) Is the bank aware of any Nominee shareholder relationship or other ownership structure which 
would entitle IIRO to hold more than 8% of Social Investment Bank? 

No they are not 

4. Is the bank aware of any actions taken by IIRO in response to the US Department of Treasury 
announcement? 

No they are not as mentioned they do not have any contact with URO 

5. Is IIRO a customer of the bank and does the bank conduct any cross border transactions for 
IIRO? 

IIRO has no relationship with the subject bank and do not maintain or operate any account with 
the bank 

6. Given that DRO is the bank’s largest shareholder, please reconfirm that HRO is not involved in 
the management of the bank or represented on your Board of Directors. 

No representation of any sort 

7. When was the last time IIRO received a dividoid in respect of its ownership in the bank? 
Presently they do not pay them any dividend 

8. Prior to the US department of Treasury’s announcement, IIRO’s name had been linked in the 
media to terrorist financing issues > how did Social Investment react to those news stories and 
what actions were taken? 

They ask for guidance for the Security exchange Agency in Bangladesh and they have the power 
to oust them in the next board of director meeting. 

Hersel Mehani 
Senior Vice President 
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Shannon M. Jones 
10/02/200607:19:28 AM 
Global Payments and Cash Management 
Alan T Ketley/HBUS/HSBC 

Alan T Ketley/HBUS/HSBC 
Tel: 212-525-6147 
09/26/2006 01:52 PM 

cc 

Subject 


Hersel Mehani/HBUS/HSBC@HSBC 
Angela Casseil-8ush/HBUS/HSBC@H5BC, Gillian E 
Bachsteifl/HBUS/HSBC@HSBC, Stephanie L 
Napier/HmJS/HSBC< 5 }HSBC, 'Andrew Rizkalla' 

< andrew.nzkalia@us.h9bc.com > 

Re: Compliance issues from Trip Ohakaj^ 


Hersel 

I'd like to see answers to each of the individual questions please. 
Thanks 


Alan T. Ketley 

Senior Vice President, Anti Money Laundering 
Tei: 212 525 6147 / Fax: 212 382 7580 
Hersel Mehant/HBUS/HSBC 

Hersel Mehani/HBUS/HSBC 

09/26/2006 08-47 AM Stephanie L Napier/HBUS/HSBC@HSBC 

cc Angela Cassell-Bush/HBUS/HSBCgiHSBC, Alan T 
KetleY/H8US/HSBC@HSBC. Gillian E 
Bachstein/H8US/HSBC@HSBC 
Subject Compliance issues from Trip Dhaka 


i have a few documents with me on Social Invest Bank which I will i send as well 


Hersel Mehani 

Senior Vice President 

Global Payments and Cash Management 

— Forwarded by Hersel Mehani/HBUS/HSBC on 09/26/2006 08:40 AM 


ialam@h8bc.com.bd 

Tel: 

09/26/2006 03:19 AM 


hersel-mehar)i@us. hsbc.com. 

To richard.c.boyle@U9.h9bc.CDm, 
mshohiduzzanian@h5bc.cDm.bd 


CC 

Subject >CaH Report: Social Investment Bank - KYC 
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Shannon M. Jonas 
10/02/200607:19:28 AM 

client: Social Investment Bank 


HSBC , attendees : MEIUWJI, Hersel; ALAMf_, Iftekhar; BOYLE, Richard C; 
SHOHIDUZZAMAN, Muhammad 

Client attendees: ISLAM, Md.; SOHEL, Abu Sadek; ASADUZZAMAM, K; SHAMSUDDOHA, A 
Attendees from other Clients; 

Detailed description: 

Hereel discussed few issues related to IIRO, who is one of their sponsor 
shareholders. HBUS raised socte concern in the past & also in recent past. It's 
worth mentioning here that, on July 2006 US Treasury put IIRO in OFAC sanction 
list. The meeting was initiated to have the opinion of SIBL's management in 
this regard. The manageinent informed us that, IIRO doesn't have any 
representation in their hoard (not even in the past) and neither they are 
involved in their management. Managesbont is also with the opinion that, if 
required, they will arrange to forfeit IIRO’s share through AOd/EOl. Their 
nteinorandum of articles (copy provided to Herael) also supports such action. 


Click on this link to see this item in CllentVision : 

http: //client vision . systems . ak.hsbc/rs/autoLogln.do?objectId“%7BACE6056B-AC19- 
4944-978O-2122A706O6F9%7D 


[attachment "CallReport.pdf** deleted by Hersel Mehani/HBUS/HSBC] 
Forwarded by Hersel Mehani/HBUS/HSBC on 09/26/2006 08:40 AM 


iftekhar ALAM/tB OAK/H8AP/HS8C 
TsI; B80 2 9660536 x 290 
09/26/2006 03:39 AM 


To Hersel Mehani/HBUS/HSBC@HSBC 

Richaid C Bovde/HBUS/HSBCl^HSBC. Muhammad 
SHOHIDUZZAMAN/IB DAK/HBAP/HSBC@HSBC 
Subject Pw: USD Account with HBUS 


Please follow the doclink to the Call Report. 

i) 

— Forwarded by Iftekhar ALAM/IB DAK/HBAP/HSBC on 09/26/2006 01 :41 PM — 


1 1 

Saaic Informotion*- 


Oate of Catt; 

pSTTSTHRJB- 1 

Description / Purpose: 

USD Account with HBUS 


Relationship Manager; 

Aftab HAIOER/IB 0AK/HBAP/HS8C 

Sank Representativelsl: 

Iftekhar ALAM/IB DAK/HBAP/HSBC 


CustDiTier Hepresentativelsi; Mr. Abu Hanif Khan. MartagMig Director. Mr. Md. Mokhtesur Rahman. Additional Managing 
Director. Mr. Md. Monibur Rahmen. First Assistant Vice President & Head of Treasury. Mr. 
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Shannon M. Jones 
10/02/200607:19:28 AM 

Hassan Mahmud Tariq. Execu^w Officw. tnternationai Division 


Nature of Contact: Meeiing on Customar'a Pramiaas 


Product Discussed: 


Siimnor, Fr ' , ■ uoH 

Discussed issues raised by Compliance Department of HBUS regarding shareholders and senior 
managers relationship among themselves, which they clarified . In reply to our query, Mr . Khan 
informed us that they have internal AML Gindeline. which was approved by their board as well 
They described us their system of disbursing of inward remittance fund to the customers in 
Bangladesh. 

MD confirmed us that the bank is going for IPO within this year. 

Requested OC confirmation limit from HSBC to conduct more business . in reply, we indicated that 
upon satisfactory share floation through IPO and conducting of resonable business through the 
nostro account (to be opened by HBUS), we will actively consider extending DC confirmation line to 
Premier Bank. 


Unk of R^naHs^TjRe^er to status^a^for^eferraUdescnptiorils-v: 
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Shannon M. Jones 
08/07/200610:24:05 AM 
Princely P Muro/HBUS/HSBC 
08/07/06 10:08 AM 


kSCC- 


Gilfian E Bachstein/HBUS/HSBC@HSBC, Shannon M 
Jones/HBUS/HSBC(51HSBC 
cc PSRB@HSflC 
bcc 

Sut^ect Social Investment Bank 


— Forwarded by Princely P Muro/HBUS/HSBC on 08/07/06 10:08 AM — 


Alar) T Ketley/HBUS/HSBC 
08/07/06 09:47 AM 


Hersei Mehant/HBUS/HSBC@H5BC, Sharyn 
Malone/HBUS/HSBC@HSBC 

"Andrew FVzkalla* <andrew.rizkalia@lus.hsbc.cam>, 
cc "George Tsugranes* <george,tsugranas@>us.hsbc.com>. 
Princely P Muro/HBUS/HSBC@H5BC 


Subject Social Investment Bank 


Herset. Sharyn 

After reviewing the Information provided by HSBC Dhaka my provisional decision is that this 
relationship be allowed to continue. It will need to be designated as an SCC Category 4 (reputational 
risk} with immediate effect and will be subject to closer monitoring as a result (George - an ALT of 
$50,000 should be applied). 

I am not willing to commit to the 6 months suggested by Hersei and we will review activity and 
determine what further action may be required as events warrant. In this regard, the timing of 
Hersei's upcoming visit is fortuitous and give the bank some more time to react to the Treasury 
announcement. We will have some specific questions for Hersei to ask the bank when he visits 
them next month (George/Andrew please dr^t appropriate questions), We will review the status of 
the account in the light of the information Hersei brings back with him as well as any news received 
in the interim. 

By copy of this note would George please confirm that the names contained in the Treasury 
announcement last week are now in our peymeni filter. 

IIRO's shareholding is 8 minority holding and information received indicates that they exert neither 
manegement control nor have board representation. While this entity clearly represents a heightened 
reputational risk to the bank, I believe that with the knowledge we have todey and the controls thet 
are being implemented we have mitigated thet risk edequateiy. 

I see that an EDO RoF Is pending and have asked FIG if they can hasten its production. 

The block on outbound payments that was imposed on Thursday may be lifted (and teh account 
returned to normal operation) as soon as George confirms that the names are in the fitter. 


Alan T. Ketley 

First Vice President, Anti Money Laundering 
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2000 


Shannon M. Jones 
08/07/200610:24:05 AM 

Tel: 212 525 6147 
Fax: 212 382 7580 
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2001 


Shannon M. Jones 
08/07/200610:30:18 AM 
Princely P Muro/HBUS/HSBC 
08/07/06 10:08 AM 


GIMan E Sactisteinj11BUS/HS8C@HSBC, Shannon M 
“ Jones/HBUSyHSBC@HSBC 
cc PSRR@HSBC 


Subject Soctai Investment Bank 


FYI 


— Forwarded by Princely P Muro/HBUS/HSBC on 08/07/06 10:03 AM — 


Alan T Ketiey/HBUS/HSBC 
08/07/06 09:47 AM 


^ Herset Mehani/HBUS/HS6C@HSBC, Sharyn 
Malone/HBUS/HSBC(aiHSBC 

'Andrew. Rtzkalla' <andrew.rlzlcalla@us.hsbc.com>, 
cc 'George Tsugranas' <george.tsugranes@us.hsbc.com>. 
Princely P Muro/HBUS/HSQC@HSBC 
Subject Social Invastmmt Bank 


Herse!, Sharyn 

After reviewing the information provided by HSBC Dhaka my provisional decision is that this 
relationship be allowed to continue, it will need to be designated as an SCC Category 4 (reputational 
risk) with immediate effect and will be subject to closer rnonitoring as a result {George • an ALT of 
$50,000 should be applied). 

1 am not willing to commit to the 6 months suggested by Hersei and we will raviaw activity and 
determine what further action may be required as everrts warrant. In this regard, the timing of 
Hersel's upcoming visit is fortuitous and give the bank some more time to react to the Treasury 
announcement. We will have some specific questions for Hersei to ask the bank when he visits 
them next month (George/Andrew please draft appropriate questions). We will review the status of 
the account in the light of the information Hersei brings back wi^ him as well as any news received 
in the interim. 

By copy of this note would George please confirm that the names contained in the Treasury 
announcement last week are now in our payment filter. 

HRO's shareholding is a minority holding and Information received indicates that they exert neither 
management control nor have board representation. While this entity clearly represents a heightened 
reputational risk to the bank, I believe that with the knowledge we have today and the controls that 
are being implemented we have mitigated that risk adequately. 

I see that an EDD RoF Is pending and have asked FIG if they can hasten its production. 

The block on outbound payments that was imposed on Thursday may be lifted (and teh account 
returned to normal operation) as soon as George confirms that the names are in the filter. 


Alan T. Ketley 

First Vice President, Anti Money Laundering 
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2002 


Shannon M. Jones 
08/07/200610:30:18 AM 
Tel: 212 525 6147 
Fax: 212 382 7580 
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2003 


Printed by: Rhonda Lee-Thorni 


HSBC^ 

From: Goorge Tsugroneo 

Title: Vice President 

WorkGroup^ AML Compliance 

To: Rhonda Lee-Thomas 


Note 

IB Apr 2005 08:06 
Tels 302-636-2044 

Locetkm; Delaware OPS1/2, Ftoor 2 

Mall She; 10297 


cc: Hersel Mehani/HBUS/HSBC@HSBC 

Nanayo Ryan/HBU5/HSBC@HSBCAMERtCAS 
Sharyn Ma)one/HBU5/HSBC@RepubIic 

Subject: Re: Fw; Social Investment Bank Ltd ^ 

Ronda - HRC designation is fine. 

Rhonda Lee-Thomas on 16 Apr 2005 12:25 

Rhonda Lee-Thomas on 16 Apr 2005 12:25 

Note 

16 Apr 2005 12:25 

From; Rhonda Lee-Thomas Tel: 302-63&-2077 

Tide: Officer Location; Delaware 

WorkGroup: Qient Services • FIrrancial Institutions Mall Site: 6717 


To: George Taugranes. «l ei 

cc: Nanayo Ryan, et ai 

Subject: Fw: Social Investment Bank Ltd 

George/Hersel, (KYC Link) — 

Based on the additional support of the CEO and his recommendation, please advise how to proceed 
with the KYC.. whether or not it is okay to ’AM Approve’. 

George, aiso please confirm if this client must be re-categorized as a SCC, or is the current HRC 
status satisfactory. 

Thanks, 

Rhonda 

— — Forwarded by Rhonda Lee-Thomas/HBUS/HSBC on 04/16/2005 09:SS AM — 

Steve BANNER onl 6 Apr 2005 04:09 

Memo 

16 Apr 2005 04:09 

From: Stave BANNER Tal: 880 2 9660636x611 

Tftia: Locatiort: 

WorkGroup; Man Size: 2639 


To: Nanayo Ryan 

cc; Rhonda Lee-Thomas, et al 

Subject: Social Investment Bank Ltd 

Nanayo, 
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2004 


Printed by: Rhonda Lee-Thom-«_ 


i refer to your correspondence with Shohid regarding Social investment Bank Ltd ISiBL). 

! have been in Bangladesh for only 2 months and have not yet met any of the executives from SIBL. 
Based-on my discussions with Shohid, however, lean see no reason why yye should not continue 
the relationship as at present. 

It would be useful, however, if Hersei were to visit SIBL during his time in Dhaka and provide me 
with his first hand views. 

Thanks and regards, 

Steve Banner 

CEO HSBC Bangladesh 
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2005 


Printed by: Rhonda Lee-Thorric^>— 


FIG Investigations 



Rhonda, 

I am providing a copy of our Report of Findings for SOCIAL INVESTMENT BANK LTD as 

you requested, which includes my Remarks/Recommendaiions and a Summary prepared by Laura 
Spadanuta, and investigator for the FIG . If you have any questions, please do not hesitate to 
contact Laura or myself. 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS 

SUBJECT: Social Investment Bank Ltd. 

REMARKS / RECOMMENDATIONS 

Although the allegations presented in this report, primarily against the International Islamic Relief 
Organization (IIRO) and the Lajnat a) -Birr A1 Islamiah, are highly adverse, no U .S. or foreign 
government law enforcement or regulatory body has stated, unconditionally, that these 
organization are under sanction . The reputational risk is signiSczint, however, and the possibility 
that further investigations by U S. authorities may ultimately uncover substantiatii^ proof of a 
connection to terrorism . The risk of future sanctions and the reputational risk based on the 
allegations noted in this report should be measured against the current risks involved in our 
relationship when ultimately deciding a course of action. 

Kind Regards, 

Peter Javier 
Director, FIG 


SUMMARY OF FINDINGS 
INVESTIGATOR: Laura Spadanuta 

ENTITIES: International Islamic Relief Organization, blamic Charitable Society Lajnat 
al-Birr A1 Islam, Dr . M.A. Mannan, Mohammad Azam, Late Abdul Majid, Abdul Matin 
Khan, Rukhsana HabibuUah, Late Munsbi Faziur Rahman, Mohammad Ismail 
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2006 


Printed by; Rhonda Lee-Thorr.v.^- 


REQUESTOR; Rhonda Lee-Thomas 

An ALE search was requested for the shareholders of Social Investment Bank Ltd. Enhanced due 
diligence was performed on the shareholders whose names appeared on the FIG databases and on 
the World-Check database. 

International Islamic Relief Organization (IIRO) 

IIRO is a Saudi-Arabian charity. The Mu^m World League, which is an organization dedicated 
to spreading Wahhabism that is funded by the Saudi government, is the parent organization of the 
IIRO. It has been reported that the IIRO claims on its website to have a relationship with the 
United Nations High Commissioner for Refugees. 

The IIRO was named in the 2002 lawsuit brought forward on behalf of family members of victims 
of the September 11, 2001 terrorist attacks. The IIRO was accused of having “played key roles in 
laundering of funds to terrorist for the 1998 African embassy bombings” and having been involved 
in the “financing and aiding and abetting of terrorists in the 1993 World Trade Center bombing 
The IIRO has also reportedly funded al -Qaeda directly, as well as several of its satellite groups . 
Osama bin Laden’s brother-in-law, Mohammed Jamal Khalifa, headed the Philippine branch of the 
IIRO in the 1990’s. The Philippine gova-nment has charged that the group contributed to 
terrorist causes there . IIRO opened its U .S. branch (under the name International Rdief 
Organization) in 1991 at the 555 Grove St. complex in Herndon, Virginia that was raided in 
March 2002 by the F B.I, in a counter -terrorism investigation , Several other Islamic charities 
were also raided in the same complex . Mon^ recdved by the International Relief Organization 
by the Saudi government was used to set up Sana Bell Inc which was responsible for investing 
the money. Sana Bell Inc. was accused of giving $3.7 million to BMI Inc. from 1992-1998. BMI 
Inc. was a New Jersey investment company that adhered to Islamic principles . One of BMI ’s 
chief investors, Yasin Qadi, was designated by the U S, and the U .N. as a “specially designated 
terrorist” for his support of al -Qaeda and Hamas. Another of BMI’s major investors was Hamas 
leader Mousa Abu Marzook . BMI’s founder, Soliman S . Biheiri, was indicted in 2003 by the 
U.S. government for immigration violations. 

Furthermore, Israeli forces reportedly found a large collection of documents in the West Bank 
with the IIRO logo and a list of aid recipients including the highlighted names of families of 
suicide bombers . Additionally, it has been reported that the IIRO has sent at least S 280,000 to 
the Tulkarm Zakat Committee, a Hamas -affiliated organization in the West Bank . IIRO has also 
been linked to several other organizations that have been accused of terrorist financing, including 
Al-Shamal Islamic Bank (which was supported by Osama bin Laden), and the SAAR Foundation, 
which is related to the al -Rajhi family (who have also been named in the September 1 1 families 
lawsuit). 

It has been further reported that the Success Foundation is the successor to the U .S. office of the 
URO. The Success Foundation was directed by Abdur Rahman AJamoudi, a Muslim -American 
activist who was indicted on October 23, 2003 on money laundering, tax, immigration and 
customs-fraud charges . Mr. Alamoudi is also being investigated for his connections to the bin 
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2007 


Printed by: Rhonda Lee-Thom 


Mahfouz family and Yaqub Mirza, which have been accused of supporting terrorists. 

Islamic Charitable Society Lajnat A-Birr Ai Islam 

Lajnat al -Birr Al Islamiah was established in 1987. It has been stated that lajnat al -Birr Al 
Isiamiah was the original name of the Benevolence International foundation, and that it originaliy 
had offices in Saudi Arabia and Pakistan. According the U.S. government, among the purposes of 
Lajnat was to ‘‘raise funds in Saudi Arabia to provide support to the Mujahadeen then fighting in 
Afghanistan,” as well as to provide “cover for fighters to travel in and out of Pakistan and obtain 
immigration status." Benevolence International has been tied to terrorism and its director, Enaam 
Amaout, was indicted in 2002 with conspiring to defraud his group’s donors by secretly providing 
financial and logistical help to al -Qaeda for a decade . .. The indictment alleged that the group was 
originally Lajnat al -Birr Al Islam, although the defense lawyers claimed that the groups are 
separate. Additionally it has been alleged that Lajnat al -Birr took over a “health project” for 
Makhtab al-Khidemat, the precursor to al-Qaeda, which was active in the 1980’s. 

M/S Rabbani Trading Co. 

Rabbani Trading Co. appears to be a trading company headquartered in Dubai, UAE. No adverse 
information was found regarding the company . There is a Mohammad Rabbani of Afghanistan 
who has been designated as a terrorist by the U .N. and the U.K., but there is no evidence that he 
is linked to the company. 

Dr. M.A. Mannan, Ph. D. 

Dr. M.A. Mannan w'as the chairman and founder of Social Investment Bank Ltd . He was fired in 
2000 after fault was found with his banking procedure . It was alleged that he created an obstacle 
to the team of Bangladesh Bank during their visit to Social Investment Bank Ltd. Additionally, he 
was accused of interfering with bank administrative work and with harassing a bank employee 
Additionally, an individual named M .A. Mannan was also the Bangladeshi minister of Labor and 
Employment. He was charged in a 2002 government white paper with illegal spending of 
government money. Because M.A. Mannan appears to be a common name in Bangladesh, it is 
unclear whether the two individuals are one and the same . The Social Investment Bank Ltd . has 
not been mentioned in any articles about the Mannan who was Labor Minister, which might imply 
that they are separate individuals. 

Mohammad Azam 

There is a Mohammad Azam of Kashmir who is reportedly a leader of the terrorist organization 
Lashkar-e-Toiba. It is important to note that Mohammad Azam is a fairly common name and 
there is no evidence linking the terrorist to Social Investment Bank Ltd. 

Late Abdul Majid 

There has been an Abdul Majid from Singapore that is reported to have been arrested by the 


Confidential Treatment Requested 


HSBC-PSi-PROD-01 02768 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00913 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2008 


Printed by: Rhonda Lee-Thon.>-^ 


Singapore government for terrorism -related activities . No adverse information was found 
regarding a “Late Abdul Majid ” 

Rukhsana Habibullah 

Nothing adverse was found regarding any individual named Rukhsana Habibullah . An individual 
by the name “Habibullah” from Singapore is believed to have been arrested by the Singapore 
government on terrorism -related charges. There is no evidence that this individual is related to 
Rukhsana Habibullah. 

Late Munshi Faziur Rahman 

An indrvidual named Fazlur Rahman from Pakistan was reportedly a pro -Taliban cleric. He was 
placed under house arrest from 2001 through 2002. There is no evidence that his name was 
actually “Late Munshi Fazlur Rahman,” 

Mohammed Ismail 

A Mohammed Ismail of Connecticut was indicted by the U .S. Attorney’s Office for dealing in 
hreairns. Tins individual does not appear connected to the Social Investment Bank Ltd. 

In conclusion, it is of significant concern that the leading shareholder of Social Investment Bank 
Ltd. ( at 8,62%), International Islamic Relief Organization, has been accused in both the 
Philippines and in America of funding terrorist groups. The group is currently under investigation 
by the F.B.I. Another of the bank’s shareholders, Lajnat al-Birr Al Islam (at 1,54%) has also been 
connected to terrorist groups . Additionally, the bank ’s founder and chairman was let go on 
allegations of interference and harassment . Other adverse connections to individuals with the 
names of the bank shareholders could not be confinned and were quite possibly merely cases of 
two individuals having the same name . Finally, it is important to note that Social Investment 
Bank Ltd . is located in Bangladesh, which was ranked as the world ’s most corrupt nation by 
Transparency International. 


Michael Ellis on 08 Mar 2005 1 5:30 
Michael Ellis on 08 Mar 200S 1S:30 

• Note "'• 

08 Mar 2005 15:30 

From: Mlchaal EIRa Tel; 212-S25-8931 

Tnlo: Assistant Vice President locailiwi: 452 5th Ava, Floor 07 

WorliGriwp: COMP/ANTI-MONSY LAUNP6RING Mail Site: 5945 

To; FIG HBUS 


Subject: Fw: Social Investment Bank Ltd Bangladesh AC I 


Redacted by the PcrmancBt 
SsbcoffliDittce on InveitigaflMis 
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2009 


Printed by: Rhonda Lee-Thorr . _ 


Forwarded by Michael Eliia/HBUS/HSBC on 03y08/2005 03:28 PM 

Nanayo Ryan on 08 Mar 2005 15:11 

Note 

OB Mar 2005 15:11 


From: Nanayo Ryan 

Tal; 

302-63^2108 

Title: Vice President 

Location: 

Delaware 

WorkGroup: Client Services - Rnanciai Irtslitutions 

Mail sue: 

6096 

To: Michael Eiiis 



Sulwect: Fw: Social Investment Bank Ltd Bangladesh ACl 



Hi Michael, 

Could you please treat this as a special request as we needed this as soon as possible. 

Thanks, 

Nan 

Rhonda Lee-Thomas on 08 Mar 2005 14:32 

Note 

08 Mar 2005 14:32 

From; Rhonda Laa-Thoms( 

Tel; 

302-636-2077 

Tllte; Officer 

Location: 

Delaware 

WorkGroup; Client Services - Financial Irtsitiutions 

Mall Size: 

2523 


To: Frnancial intelligence Group 

cc: Nanayo Ryan 

Subject: Social Investment Bank Ltd Bangladesh AC| 


As I am updating the KYC. would you please run an "updated” EDD on the Isited "high risk" client. 
I have attached the KYC Link below for your reference: — 


Bank Name: 

Social Investment Bank Ltd, Qhaka, Bangladesh 

Best regards. 

Rhonda 


— - ««5«ledbytbePennaneBt 

SHbcommHtae an liivestigatioo, 
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2010 


Printed by: Rhonda Lee-Thomas 


HSBC<g> 

From: FIG HBUS 

Thle: 

WoflcGraup: ? - . . 

Sent by: Bob Powers ' 


Note 

10 Mar 2005 18:02 

fcecatian:- 

^ '• V? 3Qi5Jt 



To: Rhonda Lee-Thom9s/HBUS/HSBC@HSBC 

Nanayo RYan/HBUS/HSBC@HSBC 
Gloria Stra7zs/HGUS/HSBC€>HSBC 


cc: Teresa Pe8ca/HBUSAIS6C@HSBC 

Alan T Ketley/HBUS/HSBC@HSBC 
Lynda J Cassell/HBUS/HSBC@HSBC 
FIG HBUS^HSBC 

Subfect: Report of Findings - Social investment Bank Ltd - FIG (UPDATE) ^ 



CONFIDENTIAL 

*»» FOR INFORMATIONAL PURPOSES ONLY *** 


FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS (UPDATE) 


SUBJECT: Social Investment Bank Ltd 


ENTITIES: Social Investment Bank Ltd 
REQUESTOR: Rhonda Lee-Thomas, Nanayo Ryan 


1 1 ■> Redacted by the Permaocnt 
SHbcommittee on lovcstigAtions 


DEPARTMENT: Banknotes 


ACCOUNTS: Social Investment Bank Ltd Acct# 


A report of findings in support of enhanced due diligence for Social Investment Bank Ltd was 
conducted in November of 2003 . The text of that report has been pasted below . As of today, 
March 10, 2005, we have conducted an update review for this bank to determine if there have 
been any reports of criminal activity surrounding this corporation, or any notable news or 
changes, since November of 2003 Our findings are as follows: 


I ^ 
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2011 


Printed by: Rhonda Lee-Thor,.^^ 


Recommendation 

In consideration of the below -mentioned allegations of terrorist financing against Social 

Investment Bank's largest shareholder, the International Islamic Relief Organization, we strongly 
recommend that a relationship with Social Investment Bank not be approved unril the matter is 
discussed with Senior Compliance Management. 

International Islamic Relief Organization (UROI 

Of primruy concern in the November, 2003 report was the issue of Social Investment Bank’s 
majority shareholder, the International Islamic Relief Organization (HRO), and the KRO’s alleged 
connections to terrorist organizations such as A1 Qaeda. 

According to the Bankers Almanac profile published on Lexis -Nexis on February 14, 2005, the 
lIRO remains the largest shareholder of the Social Investment Bank, with an 8.62% stake in the 
bank. The Bankers Almanac profile provides a very specific breakdown of the shareholders, 
naming dozens of individual shareholders who hdd a smaller than ! % stake in the bank . Of all 
the shareholders named, the IIRO is the only shareholder that claims a 5%-or-larger stake in 
Social Investment Bank Ltd. 

As the November, 2003 report made clear, the International Islamic Relief Organization is alleged 
to have provided funding to terrorist groups such as A1 Qaeda in the past . The group endorses 
Wahhabism, a strict interpretation of Sunni Islam that values martyrdom Wahhabism is the 
school of Islam that Osama Bin Laden is reported to have practiced. While the group has avoided 
any official sanctions from a governing body, they are still widely reported as being suspected of 
terrorist financing . Based on the frequency with which the group is connected to terrorist 
financing in the press, it is likely that their activities will always be under scrutiny, and future 
government sanctions against the group are highly probable. 

As recently as February, 2005, the Associated Press reported that the US expressed concern when 
the IIRO took part in Tsunami relief efforts in Indotresia , The assistant secretary for terrorist 
financing at the US Treasury Department was quoted in the article as saying that the IIRO's 
presence could lead to extremist ideologies gainii^ a foothold in the region and establishing a 
foundation for terrorist activity. 

Reporting on the IIRO’s Tsunami relief efforts on February 25, 2005, the "Associated Press " 
stated that the IIRO is alleged to have acted as a cover for AJ-Qaeda operations in the Philippines. 
"The Manila Standard " reported on January 22, 2005 that Filipino law enforcement has adopted 
measures to cut off funding to an alleged new Islamic fundamentalist group that trains its 
members in terrorism and has already plotted a bombing in Manila, which was foiled by police 
Filipino officials believe funding for the group, and other fundamentalist groups in the region, 
comes from Al-Qaeda linked organizations. The only such organization named specifically in the 
article was the International Islamic Relief Organization, which is alleged to provide funding for 
Islamic Fundamentalist groups in the Philippines by channeling the funds to local Islamic 
non-govemmental organizations. 


t 
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2012 


Printed by: Rhonda Lee-Thorn. 


The World -Check profile on the IIRO clasafies the group as a terrorist entity, based on reports 
that the ERO has fUnded groups that are acknowledged by the federal government and the United 
Nations as haying aid^ and ^(^ed terroiism- 

On January 1 0, 2005, it was reported that the IIRO had merged with the Muslim World League 
World-Check's profile on the Muslim World League classifies the group as a terrorist entity 
World-Check daims that the group was initially funded by Osama Bin Laden and, like the ERO, 
is alleged to have funded groups that aid and abet terrorism . Additionally, partial funding to the 
groups responsible for the 1993 World Trade Center bombing has reportedly been traced back to 
both the ERO and the Muslim World League. 

In conclusion, the IIRO is rarely mentioned in the press without it also being alleged that the 
group is a source of terrorist financing. Even the frequent reports on the group's charity activities 
and relief efforts make mention of the group's link to terrorism. These allegations have yet to lead 
to government sanctions against the group, and none of the reports found have made mention of 
Social Investment Bank Ltd in any manner. 

Social Investment Bank Ltd 

Social Investment Bank Ltd maintains headquarters at 15 Dilkusha Commercial Area, Dhaka 
1 000, Bangladesh . According to the Bankers Almanac profile published on February 14, 2005, 
the bank is ranked 12th in its country and 2,257 in the world . In 2003, the bank reported $ 359.9 
million.in total assets. 

Kamaluddin Ahmed is the current Chairman of the bank, with Kazi Anwaru! Mahbub listed as the 
bank’s Managing Director . The bank's correspondent banking relationship's do not extend far 
beyond its relationships with the global branches of Standard Chartered Bank and American 
Express Bank Ltd. Its relationships with these two corporations does extend the bank's presence 
into most of the global banking regions, but it should he noted that Social Investment Bank Ltd 
does not appear to have correspondent relationships with many of the other major global banking 
corporations. 

Our review found no evidence of criminal activity directly related to Social Investment Bank Ltd 
or its management. Social Investment Bank Ltd does not appear on World-Check. 

The Bankers Almanac profile of Social Investment Bank Ltd published on February 14, 2005 on 
Lexis-Nexis reports that the International Islamic Relief Organization (IIRO) is the bank's largest 
shareholder with an 8.62% stake In the bank . As detailed above, the ERO is alleged to have 
provided funding for numerous terrorist organizations, including A1 Qaeda. 

See below for November, 2003 report of findings . Feel free to contact me with any questions 
regarding this report. 

Bob Powers 
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2013 


Printed by: Rhonda Lea-ThoMs 


HSBCm 


18 Apr 2005 08:06 


Tide; 

WorirGroup; 


George Tsugranes 
Vice. President 
AML Compliance 


Lepatlpn: 
Mail Size: 


302-636-2044 
Pdavvare OPS1/2j Floor 2 
10297 


To; Rhonda Lee-Thomas 

cc: Hersel Mehanl/HBUS/HSBC@HSBC 

Nansyo Ryan/HBUS/HSBC@HSBCAMER]CAS 
Sharyn Matone/HBUS/HSBC@Republic 

Subject: Re: Fw; Social Investment Bank Ltd ^ 

Ronda - HRC designation is fine. 

Rhonda Lee-Thomas on 1 6 Apr 2005 12:25 


Rhonda Laa-Thomas on 16 Apr 2005 12:25 


Note 

16 Apr 2005 12:25 


From: Rhar>da Lee-Thomas 

Tide: Officer 

WorkGroup: Client Services • Financial Instiimions 


Tel: 

LocBtlon; 
MsU Size; 


302-636-2077 

Delaware 

67t7 


To; George Tsugranes, et at 

cc: Nanayo Ryan, et ai 

Subject: Fw; Social Investment Bank Ltd 

GeorgeyHersel. (KYC Link)- — >[^ 

Based on the additional support of the CEO and his recommendation, please advise how to proceed 
with the KYC.. whether or not it is okay to "AM Approve". 

George, also please confirm if this client must be re-categorized as a SCC, or is the current HRC 
status satisfactory. 

Thanks, 

Rhonda 

- — Forwarded by Rhonda Lae-Thomas/HBUSMSBC on 04/1 6/2006 09:55 AM 

Steve BANNER on 1 6 Apr 2005 04:09 

Msrm 

16 Apr 2005 04:09 


Steve BANNER 


Title: 

WorkGroup: 


Tel: 

Location: 
Mail Size: 


0 2 9660536 x511 


To: Nanayo Ryan 

ee: Rhonda Lee-Thomas. et ai 

Subject: Social Investment Bank Ltd 

Nanayo, 
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Printed by: Rhonda Lee-Thon 


{ refer to your correspondence with Shohid regarding Social investment Bank Ltd {SIBL}. 

I have b^en in Bangladesh for only 2 months and have not yet met any of f tie ';fexet rp'iti SlgL. 
Based Qlftny disCosslons with Shohrtf, however, I can see no reasorr why, v^e?|l^’ ^^^^ |[^4^nue: 
the rei^f|bpship as. at present. 

It woiiiil^b'usefui, however. if-Hersel were to visit SIBL during 'hls'tifH6'%’-dfi§*?^f^^’f6vi‘d J n^ 
with his firs't hand views. 

Thanks and regards, 

Steve Banner 

CEO HSBC Bangladesh 


L_ 
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Angela Casse{l-Bush08/03/200^t5:44:21 Pf/I 


Sharyn Malone/HBUS/HSBC 
0B/03i'06 05:34 PM 


To Angela Casseil-Bush/HBUS/HS8C@IHSBC 
cc PSRR@HSBC, Gillian E Bachstein/HBUS/HSBC@IHSBC 
bcc 

Sul^ect investmeni oanx, eangtaaesn 


Angela, 

Pis note the attached. The last approval was back in Oct. 2003. Please treat this profile with a 
priority, advising Princely when he returns from vacation on Monday {I believe Gillian is officialiY on 
vacation at the time of this writing). 

Thanks 

Forwarded by Sharyn Malone/HBUS/HSBC on OS/03/2006 05;30 PM 

Sharyn Maione on 03 Aug 2006 17:07 

Note 

03 Aug 2006 17:07 

From: Sharyn Malone Tel: 212-636-2106 

Title: Rrst Vice President Location: Delaware OPS1/2, Floor 2 

WorkGroup; Cllern Services Support Mail Siza: 15230 


To; Stephsiie L Napier, et al 

cc: Gillian E Bachsteln. et al 

Subject: Social investment Bank, Bangladesh 



' Redacted by the Permanent 
Sobcoinmiltee oo Invcsiigntioas 


To all. 


Based on the attached U.S. Treasury announcement designating "the Philippine & Indonesian branch 
offices of the Saudi-based International Islamic Relief Orgenization (lIRO) for facilitating fundraising 


for al Qaida and affiliated terrorist 
investment Bank account 


roups", we have today (8/3/06) placed a debit block on Social 


tIRO holds a 8.62% stake in Social Investment Bank(SiB), Bangladesh who is a US PCM client of 
HBUS since Oct. 2003. Their value to US PCM is $44k annualizad, split between BOP income & 
Nit. Also, SIB holds USD accounts with Amex & StancKart N.Y. 



After speaking with Compliance, we have placed a debit block on outgoing payments subject to the 
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Angela Cassell-Bush08/03/2001SDS:44:21 PM 


receipt of a response from Sr. Management of SIB, and HSBC, Dhaka. Stephanie Napier is 
managing the block, tharefore GFT Risk should only accept authorization to release from either 
Stephanie or myself. 

If you have any puestione, please let Stephanie^tw l-knowv 


August 3, 2006 
hp-45 

Treasury Designates Director, Branches of Charity Bankrolling A! Qaida Network 

The U.S. Department of the Treasury today designated the Philippine and Indonesian branch 
offices of the Saudi-based International Islamic Relief Organization (IIRO) for fecilitating 
fundraising for al Qaida and affiliated terrorist groups. Treasury additionally designated Abd 
A1 Hamid Sulaiman Al-Mujil, the Executive Director of the Eastern Province Branch of 
IIRO in the Kingdom of Saudi Arabia. 

”Abd Al Hamid Sulaiman Al-Mujil, a high-ranking IIRO official in Saudi Arabia, has used 
his position to bankroll the al Qaida network in Southeast Asia. Al-MujU has a iongr«:ord 
of supporting Islamic militant groups, and he has maintained a cel! of regular financial 
donors in the Middle East who support extremist causes," said Stuart Levey, Treasury's 
Under Secretary for Terrorism and Financial Intelligence (TFI). "Today we are holding him 
to account." 

The URO was established in 1978 and, according to its website, the organization has branch 
offices in over 20 countries in Afnca, Europe, Asia, and the Middle East. 

"It is particularly shameful when groups that hold themselves out as charitable or religious 
organizations defraud their donors and divert funds in support of violent terrorist groups," 
said Levey, "We have long been concerned about these IIRO offices; we are now taking 
public action to sever this link in the a! Qaida network's funding chain." 

Today's action was taken pursuant to Executive Order 1322d, which is aimed at detecting 
and disrupting financial flows to terrorists. Under this authority, U.S. persons are prohibited 
from engaging in transactions with the designees, and any assets they may have under U.S. 
jurisdiction are frozen. 

IDENTTFTER INFORMATION 

Abd Al ^Tamid Sulaiman Al-Mujil 
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Angela Casseli-Bustt08/03/20(lOOb;44:21 PM 


Abd Al Hamid Sulaiman AJ-Mujil (Al-Mujil) is the Executive Director of the IIRO Eastern 
Province (IIRO-EP) branch office in the Kingdom of Saudi Arabia. Al-Mujil has been called 
the "million dollar man" for supporting Islamic .militant groups. 

Al-Mujii provided donor funds directly to ^ Qaida and is identified as a major fundraiser for 
the Abu Sayyaf Group (ASG) and Jemaah Islamiyah (JI). Both ASG and JI are al 
Qaida-associated terrorist groups in Southeast Asia designated pursuant to the authorities of 
E.O. 13224. These terrorist groups are also on the United Nations 1267 Committee's 
consolidated list of individuals and entities associated with the Taliban, al Qaida and/or 
Usama Bin Ladin. 

In 2004, Al-Mujil invited a Philippines-based JI ajpporter to Saudi Arabia under the cover of 
traveling for the hajj (the Muslim pilgrimage), and planned to provide him with cash to carry 
back to the Philippines to support organizations including JI. 

Al-Mujil was also present in Afghanistan in the late 1990s and personally knew Usama Bin 
Ladin and deceased al Qaida co-founder Abdallah Azzam. Al-h(hjjil traveled continuously to 
meet with members of Bin Ladin’s organization in Arab countries. In the 1990s, Al-Mujil 
established a relationship with senior al Qaida oper^ional plarmer Khalid Shaykh 
Muhammad. 

Al-Mujii has a long history of providing support to terrorist organizations. He has 
contributed direct financial assistance to ASG leaders, including Abdurjgafc Janjalani 
(deceased). 

The Indonesian and Philippines branches of IIRO have received support from IIRO-EP, 
which in turn is controlled by Al-Mujil. Indeed, he is often responsible for authorizing 
payment transfers for URO Philippines (IIRO-PHL) and IIRO Indonesia (IIRO-IDN). 


Name: Abd al-Hamid Sulaiman Al-Mujit 

AKAs: Dr. Abd al-Hamid Al-Mujal 

Dr. Abd Abdul-Hamid bin Sulaiman AJ-Mu'jii 
Dr. Abd Al-Hamid Al-Mu’ajjal 
Abd al-Hamid Mu'jil 
A.S. Mujd 

DOB: Abu Abdallah 

Nationality; Saudi Arabian 
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Angela Cas$eli-Bush08/03/20(^d:44:21 PM 


International Islamic Relief Organization, Philippines Branch Offices 

The IIRO-PHL is a source of funding for the al Qaida-afEliated ASG. IER.ObPHL has served 
as a liaison for the ASG with other Islamic extremist groups. A former ASG member in the 
Philippines familiar with IIRO operations in the country reported that a limited amount of 
foreign lIRO funding goes to legitimate projects and the rest is directed to terrorist 
operations. 

The Philippine branches of the URO were founded sometime in the late 1980s or early 1990s 
by Muhammad Jamal Khalifah, who is Usama bin Laden's brother-in-law and has been 
identified as a senior al Qaida member. IIRO-PHL’s director, Abd al-Hadi Daguit, is a 
trusted associate ofKhalifah. 

While workii^ as the director of IIRO-PHL, Khalifah maintained dose connections with al 
Qaida through his relations with senior al Qaida Mipporters, including Specially Designated 
Global Terrorist (SDGT) Wa’el Hamza Julaidan. At the time Khalifeh directed the 
IIRO-PHL, he employed an ASG intelligence officer as the provincial director of the 
IIRO-PHL in the Tawi-Tawi region of the Southern Philippines until that officer's death in 
1994. 

In the mid 1990s, a major ASG supporter, Mahmud Abd AJ-Jalil Afif, served as the director 
of the IIRO-PHL and used the organization to funnel money to terrorist groups including the 
ASGrAfifwasimpIrcated inthe assassinatioiroffatherSalvatoreCarzedain San Jose^su,- 
Zamboanga City, Philippines on June 20, 1992. 


AKAs: International Islamic Relief Agency 

International Relief Organization 
Islamic Relief Organization 
Islamic World Relief 
International Islamic Aid Organization 
Islamic Salvation Committee 
IIRO 

The Human Relief Committee of the Muslim World League 

World Islamic Relief Organization 

Al Igatha Al-lslamiya 

Hayat al-Aghatha al-Islamia al-AIamiya 

Hayat al-Igatha 

Hayat Al-’ Igatha 

Ighatha 

Igatha 

Igassa 

Igasa 


[ : I 
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Angela Ca99eU-Buah08/03/20i B:44;21 PM 


Igase 

Egassa 

Address: Internationa! Isiaiiuc RfiKef Organi:ation, Philippines Offices 

201 Heart Tower Building 
1 08 Valero Street 
Salcedo Viliage, Makati City 
Manila, Philippines 

Other Locations: Zamboanga Chy, Philippines 

Tawi Tawi, Philippines 
Marawi City, Philippines 
Basilan, PhOippines 
Cotabato City, Philippines 


International Islamic Relief Organization, Indonesia Branch Office 

The IIRO Indonesia director has channeled money to two Indonesia-based, Jl-affiliated 
foundations. Information from 2006 shows that IIRO-IDN supports JI by providing 
assistance with recruitment, transportatior^ logistics, and safe-havens, of late 2002, 

IIRO-IDN allegedly financed the establishment of training facilities for use by al Qaida 
associates. 


AKAs: International Islamic Relief Agency 

International Relief Organization 
Islamic Relief Organization 
Islamic World Relief 
International Islamic Aid Organization 
Islamic Salvation Committee 
IIRO 

The Human Relief Committee of the Muslim World LeagueW orld 

Islamic Relief Organization 

Al Igatha Al-Islamiya 

Hayat al-Aghatha al-Islamia al-AJamiya 

Hayat al-Igatha 

Hayat Al-' Igatha 

Ighatha 

Igatha 

Igassa 

Igosa 

Igase 

Egassa 
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Angela Cass^l-BushOS/OS/ZO 5:44:21 PM 


Address: International Islamic Relief Organization, Indonesia Office 

Jalan Raya Gpmang Jaya No. 90 
East Jakarta^ 13.41.0, Indonesia . 

P.O. Box 3654 
Jakarta, Indonesia S4021 


-30- 


!i : 1 
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Know Your Customer; Sociai islamt Bank Ltd 


' Redacted by the Permanent 
Subcommittee on Investigatioiu 


Know Your Customer Profile 

HSBC Bank USA, N.A. 


\^fshn7.0 


Reference; 


Client Profile Approval Status: iS Approved 


Country Risk Status; High Risk 

High Risk Client Type; Special Category of Client 


Needs Re-Approval 


Client Name; SociaHslami Bank Ltd 
Country: BANGLADESH 


* Charges to these fields on "Approved" Profiles require Re-approval. 

I. General Information 


Clantfbtine: 

Sodd fslaml Bank Ltd 

1 ..v^ls^feaCllent irf Global PaytnwtoendOa^ Wanagem^A 
(PtailrtOotoiiraftg 

9 Yns O No 

V tedna a^GlwntofCwporM and IrMRuHonaiSanldtv 

9 Yes Q No 

tryaa,aBirKM«yt 

Finanaals 

*(;;iantAcByity8iati#' 

Active 

f 

-1 

O Domestic Financial InstiliiLon 

0 Foreign Financial institution 

O Investment Advisor or Fund 

O Corporate Client 

0 Sole Proprietor or Partnership 


0 Bank O Non-BsriX 


♦ Parent O Branch O Subsidiary 

^ l««*CtwitaC«riiratBi^ 

O Yes 0 No 


Yes Q No 

,V-,scc^ 

4 - Repuiatkmsl Risk (due to regulalory legal or public/media 
SCfuUrty) or Other 


Compliance - Client's mirtoriiy shareholder, International Isiarnic 
Reltef Organization (lIRO), was designated a terrorist funding 
organization by the U.S. Department of Treasuiy for facilitating 
furtd-raisinq for al Oaida and affiliated terrorist orouos. 


# Yes O No 


15. Dilkusha Commercial Area 

Dhaka 1000 





1 Trtapboi^ 

88029559014 


0207/2012 1 0;12:S8AM 
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Know Your Customer: Soda! Islam! BanK Ltd 




|S180295574!?9 


.ibl^bd online. 


88029559013 


O New (prospect) 

Existing (sdive) 

O Agency Arrangements only 


I Dhaka and Chittagong Slock Exchange 


I • Yes (J No i 

I Banking license. Screenshot from <»niral bank 


♦ Yes O No 

Customer ConlBOA/tsiiation, Finsncisl Slatemenls, Third Party 
Source (eg Banker's Almanac), Website (client's corporate 
internet site). USA Patriot Act Certification Letter, Stock Exchange 


, I. Company Overview 


Social Islarr^i Bank Ltd (formerly Social Investment Bank Ltd.) was 
incorporated on Sih July. 1995 as a result of dedieaiad efforts of a 
group of esieblistied BengladeshI entreppieneura and intemattnnal 
import personalities. The bank started commercial operations on 
22nd November, 1995, with a dear manifesto to demonstrate the 
operational meanings of economy, banking and financial activities 
as an integrated partof l^amiccodeof life. 


Social IstariM Bank Limited provides verious commercial banking 
services in Bar»gladesb. It offers banking services through 
opening of various types of deposit and investment accounts, 
Snartcing trade, providing letters of guarantee, opening letters of 
crediL collection of bills effecting domestic and international 
tiansfer, leasing of eguipment and consumer durables, hire 
purchase and installment sale for capital goods, investment in 
tow<ost housing, and management of reat estates, as well ns 
participatory investment in various industrial, aghcullural, 
trarispon, educational, and he^th projects. The company also 
Involves In cash WAQF Ceflificnte; and the development and 
management of WAQF and MOSQUE properties, and trust funds, 
as w^l as provides lockers, debit cards, and online banking 


02A37/2012 10:12:58 AM 
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Know Your Customer: Social Islami Bank Ltd 




<source:http://Sntfesting.businessweek.com/researc!VsK)cks/snap 
shot/snapshol. artide-asp?ticker=SOCIN:BD> 


On 02/20/2011, Sadkjuo Reia replied, ’As GRM, iam supportive 
forcontinung iNs relationship." 


III. Rndjngs 


I £• DO ROF Requested on 02/04/201 1 - score 32, received 
iij3A}3/2011. Reportnoted: 


*An updated Report of Findings in support of EDO was performed 
on Social Islami Bank Lknited whicti is located in Bangladesh, a 
p Wgh risk country as per HSBC CRRT. 

^ World Chedc and o^r websites searches were conducted on the 
^ di^t and Its board of directors and there was no evidence of 
^ m«iey laundering snd/w terrorist financing and/or AML 
V defldencies andhx irregularities or any olher sufaslantive criminal 


As per compliance guidance, the clientwas previously classified 
as an SCC (Reputational Risk) due to the Client’s minority 
CM sharehokler(1-69%), International Islamic Relief Organizatitjn 
(lIRO), which was designated a terrorist funding organization by 
‘Vv'^y- L/.S. Departmentof Treasury for facilitating fund-raising for al 

Qaida and affiliated terrorist groups. 


A fresh reconfirmation at the beneficial ownership with over 5% 
share has been obtained h^om the client and there Is no evidence 
of any irtdivldual or company that owns m^tha^5% share. The 
cBehl cdritlriues to be’arTSCC due to'tfiefogulaloiylegaTof 
public/mecfia soiitiny on International Islamic Relief Organizatiort 
(lIRO)." 


An RAU search was conducted on 02/07/2011 and 7/21/2011, 
rThere were no matches found in our databases or on OFAC or 
on World-Check " 


Inlernei Searches fordieniand officers in conjunction with terms 
teiTDrism. mortey laundering, fraud, embezzelmerrt, and corruption 
were performed 07/21/2011. 


I ''*'"*Sodat Islami Bank has issued a statement In a letter dated: 

02/20/201 r—”** 


Reference your email ond subsequent conversation with our 
Senior Executive Vice President and Head of InternaiJona! 
D^artmeni we are providing below some updates on lIRO as 
desired by your good bartk. 

The current Share holding of internaUonal Islamic Relief 
Organization (lIRO) in our bank is 1.69 %. it Is of mention that the 
bank doesn’t have any iransactions with this organization as 
share holder exoe(H that ^is organization purc/msed sponsor 
shares of the bank vriicn it was floated and received Initial bonus 
shares .An executive Director of this company having listed in the 
US Sanctions has been viewed with due concern by the 
management and the Boon! of the bank. The matter is token to 
notice of Bangladesh Bank and Security Exchange 
commission for permission's to dispose of ihe share holdings of 
this company since the company did not respond to the bank’s 
request to off-load thdr shares. 

To overcome the situation and to safeguard Ihe interest of the 
Bank the managemwt cffour bank placed the issue before the 
Sharehc^ders of the bank in the 1 1lh Annual General Meeflng 


|{AGM)held on 06.11.2006 and adopted a resolution unanimously 



02/07/2012 10:12:58 AM 
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Know Your Customer: Soda! Islami Bank Ltd 




that the whde shares held by Intemational Islamic Relief 
Orgarvzation wlJ be disposed off by way of sale/transfer in 
BKodance v^h the law of Securities and Exchange Commission 
(SEC), Bangladesh Bank and in line with the law of the land. 
Accofdin^y a Board Memo bearing Memo No. 248 of 2009 dated 
23.06.^)09 was placed in the Board Meeting-held on 30'Q6,2Q09 
and the Board of Otredas unanimously agreed to dispose off the 
held by Inlemadonai Islamic Relief Organization 
(URO) after observing Ifie tegal/reguiatory formalities involved in 
tfils behrif. The Board of Directors also agreed to seek permission 
ftum ttte High Court praying for Court's intervention to sell the 
oiire sharehoWng i.e. 6,49,226 shares of URO in the capital 
market and the proceeds may be deposited in any government 
actxjunl/screw account or as would be determined by the Hon'ble 
ctwrl of ju^ce lo save the Bank from any unwanted trouble and 
forsmo^ operation of the foreign exchange fausir>ess of the 
Bank. 

Meanwhile, Ministry of Finance, Government of the Peoples 
R^uWic of Bangladesh has Issued a circular bearing No. 
AQ/e"vAvcwe/dm/wewea-9/2008 (Ask-1) dated 31/05/2010 giving 
lIRO permissbn to mn business/ office legally in this country. A 
5<am^ copy of the ctrcular is attached herewith for your 
informadon and perusal. 

However, tfie Central Bank has also endorsed the circular issued 
by #ie Ministry of Finance, Government of the Peoples Republic 
of Bangladesh and advised us lo take necessary steps in view of 
: the ctrculsr vide their Letter No, AMLD-43201 0-2797 dated 
‘ ^.(W.2010. The content of the letter is as follows: 

. a) The Eloard of Diredom of URO will be fonned mutually by the 
’■ Governments of Bangladesh and Saudi Arabia. 

b) The Chiefexecutive Officer of URO in Bangladesh will be 
^ ^pointed wth the cwisent of the Government of the Peopies 
: Republic of Banglade^ 

^ c) A finance and Accounts Officer shall be appointed in URO 


[from the Ministry of Finance. Government of the Peoples Republic 


d) The 3 hank accounts of URO namely i) Social Isiaml Bank 
Ltd. ii) Islam) Bank Bangladesh Ltd. Hi) Al-Falah Isiaml Bank Ltd. | 
must be disposed off and iransforrad to i) Sonali Bank Ltd, ii) 
BASIC Bank Ltd. and in) Bank Asia Ltd. respectively. 

We endose herewith a scanned cc^ of the Letter Issued by the 
Ceniral Bank for your information. Menlionable that so farwehave 
not provided any dividend/ bonus share/ right share to URO 
agairrsl their share. 

As per the Share holding position as cn 31.07.2010, we do not 
have any shareholder having 5% or above share to any aingle 
person/ group. We have atlached herewith a statement of Share 
holdings in this regard issued by the Share Department of Iha 
bank. Sodal Islam! Bank is a publicly traded company and Is 
enlisted with Dhaka Slock Exchange and Chltlagortg Stock 
Exchange. 


Updated EDO ROF received May 5, 2009. Report provided no j 
rrew, or, up lo dale information. 

An RAU search was conducted on 2/27/2009. Due to llRO's 
partial ownership (rxtee 8.62%, now 3.85%) of the bank, there was 
a signrficani amount of infomiation found on the internal database 


and on World-Check. "Of primary concern In the November, 2003 
report was the issue of Social Investment Bank's majority 
sharehr^der. the International Islamic Relief Organization (URO), 
end the fIRO'a alleged connections to terrorist organizations such 


Sod^ Investment Bank has issued a statement in a letter dated: 



02/07/2012 1 0:12:58 AM 
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Know Your Customer: Social idami Bank Ltd 



VI. other NoiaUe Information 


Compliance NoUce 7/19/2011: 




"On 14/Apr/1 1, approve! at the KYC Profile for Social Islami Bank 
Ud ('SIBL*) vras denied pending collectton of more information to 
understand better SIBL’s his lory wilh the International islemic 
Relief OrganiraWon (ilRO), a Saudi-based Islamic charity whose 
rtame was placed on the OFAC SDN list circa 2004 (exact date 
not krrown). Since den^ng approval of the account in April, 
Compliance has communicated wilh PCM and with local 
Bangladeshi HSBC officers and feels more confident (1) that the 
owno^p of lIRO has been reduced to a non-material level 


CompKanoe Analysis: ’lIRO’s shareholding is a minority holding 
and information received indicates that they exert neither 
management control nor have board representalior^, Wtiiie this 
entity dearly represents a heightened reputational risk to the 
bank, i believe that with the knowledge we have today and the 
contrds that are being implemented we have mitigated that risk 


AML/CDD Discussion took place 08/23/201 0, see visitation 
secticvi for details 


V. AML Policy 

Icopyof the client's AML policy in the lile. AML Questionnaire in 


MTS Questiormaire In lile - Cllenl is payout agent for: Lotus Forex; 
Remit Master; and Placid NK Corporation. 


They do route activity through HSBC Bank USA: "Coverfunds 
comes through HSBC. NY (Nostro A/C) to SIBL, HO." No funds 
are senv AML program applies to these funds and user must have 
an account. 


Client notified 6/10/201 1 that RM/GRM has been queried several 
limes for a resolution to this issue and the only response we have 
received it that they are awaiting response from the client. 
Compliance acknowledged via response. 


” D3/OS/2009, to darify the issue. The bank explains that the MRO 
purchased sponso' shares of the bank when it was floated arrd 
received bonus shares. The IlRO currently has a holding of 
3.85% and the bank has no transactions and are in no way 
connected to the o^anizatlon. Dank is still seeking to offload 
sha r ^ o w n e d by this orgarrizatlonr 


Compliaice adwsed on 09/29/06 tftat the resporrses provided 
satisfactory and thet the fact l/rat ilRO has no involvement in 
toerunnng of the bartit, isnot a client of the bank and will likely be 
ousted as a shar^oider give considerable grounds for comfort. 


ROT was recaved OTi 08/10/1^, with no further additional 
information, that was not already mentioned in the previous 


TheU. S. Department of the Treasury had announced on August 
03. 2(X)6. the deslgnaliwi of the Philippine and Indonesian branch 
(^fices of toe Saudi4}ased International Islamic Relief 
Organizatfon (IlRO) for facilitating fundraising fora! Qaida and 
dilated terrorist groups. Treasury additionally designated Abd A! 
Htoitid Sulaiman /U-Mujil, the Executive Director of the Eastern 
Province Branch of IlRO in the Kingdom of Saudi Arabia. 


NOTE; Client name changed from Social Investment Bank 
Limited to Social Islam! Bank Limited effective 04/08/09. 
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Know Your Customer: Social Islami Bank Ltd 



y has absolutely no board or 

that the Bangladeshi government 
Ministry of Finance) is 

ai KRO ownership slake poses difficuity for any 
relationship and has worked hard to 

e considered an Ultimate Beneficial Owner of SIBL 
ownership slake. As noted in the KYC profile, SIBL 
friat liRO acquired this “sponsor’ stiare position when they 
By 2009, the liRO stake was reported at 3.85% 
dedined furthw to its current 1 .68%, 

(Sven that shares trade freely in the Bangladesh market. SIBL 
may nd be able to totally eliminate lIRO as shareholder. 

5. Cktmpliance is salisfied with the i^-ogress made," 


n. Ownership/Managemenl/Business Information 







fi^l _ 1 

Kamsiuddin Ahmed 

Anisul Hoque 

Mohammad Azam 

Aihaj Nasiruddin 
- 

Chairman 

Vice Chairman 

Vice Chairman 

Director 

Director 


765 <2010 BaokersA!manac> 

,7 ,, WIiOTtaJwCItanlJncoiiajftal. 

BANGLADESH 

; ^ vSiSSShiaT 

1995 

' Whlrtl»Clwn>aRinl(hcountty {■nwttiMdV 

32 <2010 BankersAlmanao 


64 <Clienl Websiie> 


Bangladesh 



jil'i:.'''' '.s‘ ■' 

Ckurespondent Banking, Private Banking, Commerdal/Reiail 
Banking. Mortev Service Business Pay Out Agent 


Commercial, Retail and Individual 






OY6S#No.j 


See Section VIII, Below 

lrKB<^mjMtiROtKMn<¥0r«upanita^ 

hfr«suni(Y 

Bangladesh Bank 

•.Usttomsetype;, ''?>>■' x"'.' :-.- '"V-) 


Banking 

1995 BANGLADESH 



' . : .r'lsaient^Shatehctdeftffqt^ 

O’ s'- ' 

O Yes 0 No 


IQyMrsI 


02/07/2012 1Q:12:58AM 


Confidential Treatment Requested 


HSBC-PSI-PROD-0102787 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00932 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 






2027 


Know Your Customer: ScrcJal Islami Bank Ltd 



0 Yes # No 



O Yes • No 


w-.'- A rtV.i 

N/A 

Ifttte tf" N (•n!.iti»>ui4e>>vwAc3(4inl5«rthHSBC«nMla», 

provide Uw fisuntrytnwMdi 

BDTACw/HSBC Dhaka; ACU AC w/HSBC India, HSBC, Hong 
Kchk) and HSBC ttaly 


III. Referral Information 



I^BCDh^ 

A , • v?»'< 

Iftddrar Alam 


• VesONo 

'.770-' 

'0 Yes O No : 










IV, Visitation 

General Visitation: 


Visitation Details: 



■eSWBSS’* 


- DMsofvtiltrton: 

03/09^011 

11/04/2010 

■ ^ . ayWhom* 



.• tpurposevB^tl^Praducits/ServlcMi 
' A • dteaeed: 

Regular site Visit 

invitation for Mr. Cam Adams Dinner and 
meet new Manspina Director 


• Yes O No 

# Yes 0 No 


Client Attendees : Mr. Md. Moinuddin 

Hossain (Nobel). Assistant Vice President 
(MMH) Mr. M.Mizaniir Rahman Talukder. 
Assistant Vice Presidenl (MMRT) 

Client Attendees; ALI, Muhammod- 

Managing Director,., FARHAD,, A- 

Executive Vice Presidenl 


V. Purpose/Nature of Activity 


TransacHofw* 


' i-^-fe-Tranaacadns 

BiEUlHa'i”- '*iJsi 

ACH (Clearing House) 


Money Mariwt 


i>^P (Account RecondRatton ) 


BecurWes Lendbtg 


Asset Management 




Check Collection (Cash Letter) 


Sweep Ovemfghi investment 


Checks/Demand Drans 


nmeDepoefta 


Clearing ^unds Transfer) 

Dally 

rrwfctg • BantoiotSB * 


Commerclat Une 


Tradng ' Boitde 


Conmitments 


Fracing - DerivaSvM 


ConSol Disbursement 


Fradmg • Ertterging MarIcMs 


Current Account 


Trading • E<]uiOes 
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Know Your Customer; Social Islami Bank Ud 






D«ivatives 


fradt^ • Fixed Income 




rrsiSng • Foreign Exchange 


Foryrard Rate Agreements 


Tracing • Futures 




Tracing • Sacurifies (Tr^>asury} 


Guarantees (CD o^t, 
D^xsits) 


Tradng/Lending - Precioc^/Ba^ 

MMals 


intra Day Exposure Lirrit 




Letter of Credit / Bakers 
Acceptances 

Occa^onaliy 



Loans 




Lockbox 


other. 



* Refer to Client's file for anticipated volume of activity. 






• sT? . . .. , .11.^ 



VI. Financial Summary 


■ L-w AtK*** kMta •k-uA ^ ^ tS. T i ■ ill & .•!> 



■■ A |A J 

tMta •Miter' 


I 

[ I ' kiB^rar**** 

Vll. Documentation Checklist 


^aaiiiaasaaiamaii^^ 

O Yes • No : 



Current Annuel Fteport (Form ^tMC) ot* FinatKfBl StaMnoM-in 

• Yes Q No 1 

' /I’c tridieateliacAiliSRgteWKMaMIlM^ 

'' <N«rne,C^xffltcyri^iMReMon^>ip^ 

Bank of Tokyo-Milsubishi Lid Tokyo 

Oresdner Bank, Frankfurt 

Standard Chartered NY 

' lab«»ingrete»tK»<tocumM<»i^lBCth^ 

- . . ■ (for^eni»iocetB<flfttfighRM(Oeunlrite-)? 

Bank Oiem and N 

• YssOno ; 

ot a Central Bank 

CppyofBanicfcigUcwwalQOIemATI ^ Q 

Foreign Bank Client and Not a Central Bank 

•. ■ , i« a USA Partot Act Ct»rtWe«Bc« on tjlie ? 

• VesQNo 

^ - tfyas/dateiec«tv«dbyHSBC: 

04/07/2011 

if yas, date most raoant Centllealian or Re •Cermcatoftwq* 
exeeuM/Wgned bycunomsr? 
(required by US Treasury every 3 yean) 

04/07/2011 
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Know Your Customer: Social Islami Bank Ltd 


Vlll. Summary of Reasons 

Nq have reviewed tfie information provided above in the context of the bank 's "know Your Customer” 
jolicy and "due diligence" requirements and criteria . Based on the following summary of reasons . we feel 
x?mfartabte recommending this client for banidng business . 

>uroose-Explafr>8>eDUfcose of this account / CBem r^ltonsr^ aid wmwriartze lha aritk±»^ : 

The purpose of this account is to clear USD wire transactioris and DC Trade rriated activity. The expected DC volumes are 30-35 DCs 
)er maith, valuing from USD5K to USD 300K. The antkipaled activiiy for MT103/202 type wire transfers is between 10 to 20 
ransactions per month. 

Sertion 312 Variance 

The December 2010 report of transactional activities (Treasury, Third Party Transfers, Cash Letter, and Drafts) from the Dates of 
)1/01/2010-12/31/201Q versus 01/01/2009-12/31/2009 reflected Treasury variance (71%) in actual v/s expected activity (see exhibit 10 
n diet's file). . 

When queried 02/20/201 1, Virgil D Rodrigues responded.ln Bangladesh the banks mahtain USD accounts with the Central Bank 
hrcKjgh which they can settle local USD payments, in ihe last few years, because of the better quality of backward linkage supply for 
^eady-made garments (RMG) has significantly risen in tholoc^ market it has resulted in a growing need for local DC settlements. 
Consequently, the banks require adequate furrds in ther inter bank dewng account to settle those bills and ihey prefer to maintain 
unds in their Central Bank accounts to meet those local DC payments, /te such, swap transactions are settled through inter bank 
accounts instead of nostro accounts and as a result such variance of Ireasuty activity in that spedfic period . 

Ownerehip - Commertt on the owner's / principal's background . NslPtv and reoutabon : — — 

Sodal Islami Bank Ltd ownership as of 07/31/2010 


xxal-sponsor's/Directer's (sH less than 5%) - 22-06%- 

•oreign Sponsoris (all less than 5%) • 5,18% 

’ubiicly traded with less than 5% ownership • 72.76% 

rotai 100.00 

\s per the Share holding position as on 31 .07.2010, we do not have any shareholder having 5% or above share to any single persoiV 
jroup. 

«30urce: Email received from Virgil D Rodrigues on 02/20/201 1> 


[Note: Although the HRO has lessihan 5% ownership, it is listed herewith deteilsduete the nature of the organization. 


nternaiional isiomic Relief Organization (iIRO) 1 .69% Ownership of Soda! fsiami Bonk 

Established in 1978 as a humanitarian nongovernmental organization (NGO) to provide assistance to victims erf natural disasters and 
vars ell over the worid. IIRO was elso created after it was discovered that 80% of refegees and victims were Muslims. 

rhe major pen ofllRO's financial contributions come from private donations in Saudi Arabia. An endowment fund (Sanabil AI'Khair)has 
>6en established to generate a stabis income to finance its various activities. Headquartered in Jeddah, IIRO Is structured into various 
lepartmenis acojrding to sector needs; the Oepanrneni of Urgent R^ief & Refugees; Ihe Depanment of Heellh Care; the Department 
jf Orpharrs & Sodal Welfare; the Department of Education; the Department of Agricultural Affairs; the Department of Architectural & 
Engineering Consultancy; and the "Our Children prcject". 

rhe llRO's relierf’ programs are directed towards Ihe provision of medical, education^ and social support of Ihose in desperate need. It 
jIso encourages entrepreneurs by sponsoring viaWe economic projects and small businesses that esan help victims find employment 
ind earn a living. To fulfill these objectives, the IIRO has established a wide network of national and International contacts with various 
slamic and non-lslamic relief organizations, institutions and individuals, operating in several countries in Europe, Asia and Africa, 
’reference is given to providing assistance to victims of natural disasters and wars, 

<source; www.gm-unccd.org/neld/ngo/iiro/res.htFn> 

danaoement - Comment on ttte gfertre profeseiottefam. experttee. expwtence. and wkKtatKte of senior pffiewa 
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Know Your Customer: Social Islami Bank Ltd 


<ama!uddin Ahmed has 34 years of business experience to his credtt. He is the chairman of Alif Group of Industries, former 
,flce-Preadent of FBCCl and former President of Chittagong Chamber of Comfneroe and industry (CCCI). 

^Sdiifce; ht457/wvvw:theTihan£aaTesipr6SS-fad.com/rn<:rfe.php?date=^Tt-06-14anews_id=139179>' 

knisui Hoaue- Vice Chairman 

' i/lr, Anisul Haque B. Com ( Ron's) in Accounting frortvDhakaUniverefty in 1989. He has completed C.A. Course in 1991 from iCAB. 
^e joined Hamdard Laboratories as an Accounts OfTicerin 1991. He is member of Board of Directors of Social investment Bank 
Jmited (SIBL) on behalf of Hamdard Laboratoriesarrdhealsomemberot Finances Investment Committee of Social Investment 
Sank Ltd. He is the Secretary of P.F. Trustee Board and President of Hamdard Officers Kallayan Samity (HOKS ). He traveled 
^olland, Germany, England, Moscow, Singapore, Dubai and USA 

rSource: http:yAivww.hamdard.com.t>d/new/index.php?option=com_content&view=arfideSid=129Sltemid=S8> 


i tohammad Azam.- Vice Chairman 

tr, Mohd. Azam was bom in the year 1964 in a respectable Muslim femiiy atChitagong. He is an arts graduate. He has 11 years of 
xperience in the various fields of business. He rsthe prophetor ofM/sZia & Brothers & Bushra Trading and sponsor shareholder of 
odal Investment Bank Umited. He is attached with many social and cultural organizations. 

Source: http://www.ngicl.com/board_directors.php> 


klhai Nasiruddirr • Director 

Mr. Nasiruddin was elected \^ce Chairman of SIBL at the bank's 126lh board meeting in Dhaka, on April 26, 2006. He was bom in 
Chittagong in 1962- He has completed his graduation in arts. He has20longyearsofbiJ5lness experience. He is, also, ihe proprietor 
p M/s Nasim Trading Company and M/s Nams Trade Corporation. He is the Chairman of the Claims Committee of the Northern 
General insurance Co. Ltd. He is invoNed with various educatlonataf>d socto-cultiirai activities. 


ksourco: Northern General Insurance Company Llrtwled Prospeclus> 


lid: Savedar Rahntan 

JOB: 01/03/1952 
Educationa: B.A. 

Managing Director: Lodestar fashions Ltd.; Mid Asia feshions Ltd; Jessore fishery 

Sayedur Rahman is the Managing Director of Lodestar Fashions Ltd. and Mid Asia Fashions Ltd. He is related with many social 
}rganizations 

^source: Provided by client, http://www,3iblbd.com/php/newafpopup.php?yz»4S> 

/Isltatlon - Summarize Information obtained from Client vtsttallons ai>d dfecussion s fCafl Re&orte. etcV 


znhanced Due Diligence Visit- 08/23/2010 
:Uent; Social Islami Bank Limited 


■iSBC attendees: 

shtlaque Ahmed, Relationehip Manager (lA) 

/irgil RODRIGUES, Assistant Relationship Manager (VR) 

Client attendees: 

VM M Farhad, Executive Vice President, Intemaltenai Division (AMMF) 
detailed descrifi^ion: 

fhe meeting was arranged to administer an enhanced due diligence on the client. Durmg the meeting, the following issues has been 
jjscussed and details are given below 

ntrodudlon of New Business and Branch expansion: 

\MMF informed that since June,2009, social islami Bank Ltd did not start any sub^nlial new Ime of business, there has been only 
lorizontei expanaon of products and network which ittckides 3 new hrarrches and Central Remittance Procesang Unit{CRPU)and they 
»re going to launch their Islamic Credt Card very soor>. 
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Know Your Customer: Social Islami Bank Ltd 


Ownership Changes: 

rhere has not been no major change in the Banks ownership. AMMF confirmed that no kidividuai, family or institution is holding more 
han 5% ofthe Bank's total shareholding. 

Change in AML Policy-: - 

\MMF advised that they have prepared their Internal AML Polcies and Guid^nes according to the requirements of those acts which 
lave been outlined by the Central Bank as Money Laundering Prevention A(4,20Q9 and Anti Terorism Act, 2009. 
n the meantime they have not implemented any new AML procedures or transaction monitoring tools. 

Client on-boarding process 

^MMF informed that they have a very regularized and formalway inthe form of cheddists while opening an account. 

.ocal client on boarding procedure Is maintained as per the Centra Bank AML guideline. Necessary KYC documents and transaction 
irofiie Is obtained. For Exchange Houses or Money Exchange accounts, the bank Mows Central Bank procedures which require 
aking approval from Central Bank before establishing such relationships. During this approval process, detail documents ofthe dient 
ire submitted to the Central Bank for their approval. 

Social Islami Bank does not have any non resident foreign accounts. For local incNviduats and corporate entities, all related documents 
ire checked by the Branch Anti Money Laundering Comfrfianoe Otficar (BAMLCO) checks aS documents with the checklist outlined by 
he Central Bank such as photo ID ofthe customers like passport, driving license etc. In recent days, copy of National identification 
i^ard is preferred. Two copies of customers’ photographs duly attested by the introducer, who Is an existing customer/acceptabie 
)er»}n to the Bank is obtained. Same procedures are Mowed wh^e on-boarding local corporate entitles for each ofthe 
Directors/Sponsors.), If {s)he thinks that there is an susfxdon and further endorsement ttiey send it to the Chief Anti Money Laundering 
Compliance Officer (CAMLCO) in the Head Office for endorsemertt. 


’olicy and status regarding Money Business & other high risk customers: 

\MMF informed that Social Islami Bank does not accommodate any shell banks. There are stringent regulatory restrictions in dealing 
vith any shell bank. Social islami Bank maintains relationships with some Exchange HousesjPiacid NK Corporation, Lotus Forex Ltd, 
?emit Master SDN BHD, Fast Remrt SDN BHD, Western UrMon)tofocjlttate Inward remittances from different countries. These 
exchange houses are maintaining these accounts with Social Islami Bank efler obtainir^ endorsement from the Central Bank. 
Bangladesh Bank considers transacting with money exchange houses as high risk and prescribed ^cific guidelines to deal with this, 
t requires the Money Services’ license issued by the Central Bank or other appropriate authority of its country of domidle, Credit report 

TOtm any internationajly reputed agency, audited financial of last ttiree years, profile of all the directors etc. Mso a wrtificate of 

jlearanca from the Bangladesh Consular Office in the <»untry of domictie of ihe Moh^'^rvice is required before commencing the 
elationship with them. There are no precious metal or gem traders in Social Islami Banks cuSomer-base. 

kML Policy & screening process of restricted clients while on-boarding and transactions 

kMMF added operations reteted to AML and other updated circulars pertaining to AML are circulated through the branches on a 
lontinuous basis. AMMF informed that they have not installed any fifiering system for AML recently. The list of restricted counterparties 
IS received from the Central Bank and Is distributed electronically to all the branches from the office ofthe CAMLCO {Chief Ariti Money 
.aundering Compliance Officer). They scan ail wire transactions by their names, account numbers and remitting bank details and try to 
natch it with the list provided by the Central Bank. If he tNnks that there is any suspicion and further endorsement they send it to the 
^hlef Anti Money Laundering Compliance Officer (CAMLCO) Inthe Head Office for endorsement. After sendirig the ui^eted list from 
he Central Bank to all the branches and 3ME centers they ask all branches to submit a feedback If there Isa match. According to their 
)wn policy, if there Ise match they are supposed to send a report to the Central Bank. AMMF added operations related to AML and 
>thef updated circulars pertaining to AML are drrulated through ttie brandies on a continuous basis and they scan transactions from 
DFAC countries. 


Correspondent banking and payable through accounts: 

Bodal idami Bank Ltd is not allowing any of their customers to provide correspondent banking services through their account 
naintained with HSBC Bank USA, N.A. Payable through account is also not permissible within the Banking guideline ofthe county. 

:amlco: 

i^r. Md. Shafiqul Islam, Executive Vice President is the Chief Anti Money Laundering Complianoe Officer. He reports to the Managing 
Director ofthe Bank. 

DontacI details: 

^MMF requested us to direct the future queries and documentation requests to Ns attention. His contact details are furnished below: 
iftr. Md. ShafiquI Islam 

Executive Vice President & Chief Anti Money Laundering Compliance Officer 
Bociai Islami Bank Limited 
Telephone: sa02 9556664 
Email: sibl@bdonline.com 
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Know Your Customer: Soda! Islam! Bank Ltd 


3n Site Visitation -03^9^011 

rhe main purpose of the vidt was to meet Md, Moinuddtn HoSsaiii(Nobe}). Assistant Woe President (MMH), and introduce Ms. 
ShaguBa Zabtn KhanfSK?. He joined recentfy from EXIM Bar*. MoWjheel branch and vras happy to see us also f»t>viding 

3orrespondent services to SiBL-asvwll- He already has tested-eur services and re qu es t e d us -to provide the same-setvtce-artd 

jtandatd, Wte informed that we will assst them as much as we can, subsequerrty, we aiso requeued him to route more DC and 
’ayment business in his new bank and bade him best of kick in his new endeavor. MMRT wanted to know whether we have done any 
leveiopment with their Credit Line, i answered we have «l date but am wortang on # and wilt try our level best to as soon as possible, 
■te added that they are getting a lot of requests tor "Corxfirmed* DC's but unfortunately ha cannot provide us those as we don’t have 
my Credit Line fociicties with them. 


3n site Visitation -11/04/2010 

rhe visit waste invite Mr. Farhad and Mr. Muhammad AB. ktenaging Director of SIBL for dinner hosted for Mr. Cam Adams, Regional 
fead of Financial Institutions Sates. Global PCM, Asia Pacific. 

At. Muhammad Aii joined SIBL as the Managing Director on 01 NOV10, hence If was a courtesy visit to me him too. 
i^r. Farhad and Mr, Muhammad Aii was very much grateftri tor being invited to the dfoner and stressed that HSBC is a world reputed 
ank and they are very happy te bank with us. Mr. Aii who banked with HSBC from ottter banks, expressed he will continue to bank 
vith HSBC in the current bank and expected to have a win-vdn situaHon from this relationship. We answered we will try our level best 
0 provide the unparalleled service that we have been giving them and try to fr)sterthis relationship to higher grounds. 


Do« ft, ha« 

0 Yes O No • 


0 Yes O No 

Uwlfflcftkft .nd VfttHcrtm 

# Yes O No 


0 Yes O No ' 





' _ -w.S 

• YesC'No ' 

.1., -i h^. ■ 

They scan all wire transactions by their names, account numbers 






by way of circulars end iniemai memos. Audits are performed to 
ensure the enforcement of AML Policies and Procedures, 


# Yes Q No ’ 



• Yes O No 


Internal quarterly treining on AML, ranging from the olficor level to 
menaaers 


The bank considers Money Laundering as high risk and lakes 
action in reducing and eliminating such risk by following iheir 
iniemal guidelines and compliance with administrative 
requirements enforced by the Bangladesh Bank (Central Bank). 
Good indicaiors are; procedures to identify clients at the 
inception of a reletion^p, not offering anonymous accounts to 
dients. identifying the source of opening credits to accounts, 
operaBng a risk-based approach to products and geographies, 
monitoring transactions so that unusual activity can be alerted, 
and suspicious activity reported to the criminal authorities, 
providing money laundering control training to its employees, an 
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Know Your Customer: Social Islam! Bank Ltd 



Gonlrol funclion that assesses money 


E -qiadesh is not 0 regional or offshore finannia! center. Under 
gowViitVwrffiBf d«larM'a stale of whergefTcy ' ' 
an ilcarnetopower on January 11, 2007, evidence of funds 
^^^undeed ttiRHigh the ofliciai banking system escalated. The new 
^ivemmentinsUtuted a stringent anti corruption campaign that . 
netted more than Si 80 million in procssds-a fraction of the 
estimated total amotmt of corrupt funds located bolh domestically 
and abroad. Bghling cormplion is a keystone of the caretaker 
govemmCTlundef the stale of emergency. Money transfers 
out»de the formal banking and foreign exchange licensing system 
j's/' are fllegal and tfierefore not regulated. The principal money 
latmdelng vulnerabiflty remains the widespread use of the 
unde^raund hawata or *hundi' system to transfer money and 
value CRJlsWe tho fonnal banking network. The vast majority of 
himdi hansaclions in Bangladesh are used to repatriate wages 
frwn expatriate Bangladeshi workers. 

In Apil and June 2008 the government promulgated the Money 
Laundering Prevention Ordinance (MLPO 2008) and the 
^ti-T»rorlsm Ordinance (ATO 2008). Tire laws facilitate 
intemadonal cooperation in recovering money iilegaliy transferred 
ID forragn counties and mutual legal assistance in terms of 
;V^. CTinunal investigation, trial prtxeedings, and extradition matters. 
The GOB has formed a national level comm'rltee headed by the 
Law Adviser and an inter-agency Task Force headed by the 
Governor of the CB to retrieve illegally transferred money. 

For the past twenty years, corrupt practices became so common 
i' tfiat. between 2001 ^d 2005, Transparency Internationei ranked 
Bangladesh in Hs Corruption Perception Index as the country with 
the highest level of perceived corruption in the world. In 2008, 

* RRn^tarioOi ui ag mnk<»fl 1 -17 mil nHBQcounliies.SLirv eye d — 

Banglade^is are not allowed to carry cash outside of the country 
in excess of the equivalent of $3,000 to South Asian Association 
' (or Regional Cooperation (SAARC) countries and the equivalent 
“ of $5,000 to other countries. Proper doDJments are required by 
•'■■-i.- aulhonzed foreign exchange benks and dealers. The GOB does 
not place a limit on how much currency can be brought Into Ihe 
country, but amounts over $5,000 must be declared within 30 


days. The Customs Bureau is primarily a revenue collection 


government income. 

Although positive legislation has been passed and progress has 

beefTmadeVlheGoverrirh^fcif BBhgr^esfTs'hoDia'caiBfiui6'lS’ 

strengthen its anti-money iauridering/terrorist finance regime so 
that it adheres to world standards. The GOB should support 
technology enhancements to reporting channels from outlying 
districts 10 the Ccnual Bank. While the FlU Is growing stsadily, Iho 
FlU analysis and Invcstigalws need to onhence their ability to 
conduct analysis, investigations, understand money laundering 
and terror flnencs meihoddogies and guide the ROs. Bangladesh 
'' law enforcement and customs should examine forms of 
trade-based money laundenng end iniliBle money laundenng and 
• -v" financral cnmes investigations at the “street level" instead of 
' waiting for a STR to be Wed with the FlU. A crackdown on 
.. N pervasive customs fraud would add new revenue streams for the 
GOB. Continued effons should be made to fight corruption, which 
w IS intertwined with money laundenng. smuggling, customs fraud, 
and tax evasion. The GOB should rali^ the UN Convention 
against Transnational Organized Cnme. 


02/07/2012 10:12:58 AM 
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Know Your Customer; Social islami ^nk Ltd 



• Yas O No : [ 





9 Yes O No : i 


CRISL 


06/29/2009 

. J' ; " rr /rni 

LoooTOTn; A- Sh«lT<»7n: ST-2 Outlook:Sl3ble 



#Yes ONo ; 


• y^ Ono ; 


k>m(^nce has designated client as a SCC, for reputational ri.sk, 
and placed a monitoring threshold of $50,000, effective 08/07/06. 




# Yes 0 No i 

d yes, has CompIfafKie cenftnned ttpttfm l| no 

•nfbmiaror to pisauds bumn w«i Al» dtont 7 

^ Yes 0 No 


03rt)3/2011 


07/22/2011 


Global Pa^nentsi Cash Mgmt 

Signature Section 

1 c: - : 4^, r V Aoeoum Maiiagsi / AdninMniBr (AM) 

Jon K Jones 07/22/2011 01:24 PM 


GregXBoston 07/25/2011 11:54 AM 


Anthonv Julian 07/25/2011 01:53 PM 

-Rete8chsW(tMi|iW*ffii^^ AiBt 


:> V ^T,^r^.44.^.insttu«or•« BenKlrg /Tmvi Lsadif (|p}.A(Vionl 



i 


APPROVE/DENY HISTORY: 

Created: 10/1*1/2063 04:22:41 PM Rhot^a Le'e-thomas 


AM Approved: (Oid Status In Process), 10/16/2003 05:35 PM: Rhortde Lee-Thomas 
NewAreount. Requires immediate attention! 

Approved: (OTdStatus AM Approv^'), 10/20^003 05:23 PM. Msnwei Huang 
Group intra-net KYC has been completed. 

in Process; (Old Stetus ^proved), 12/15/2004 10:12 PM: Rhonda Lee-thomas 
Customer is sent back for re-approval 


AW Approved: (Old Status In F^cess), 01/31/2005 07:03 PM: Rhonda Lee-Thomas 
Updated Call visit. 

CS Denied: (Old Status AM Approved}, ,03/08/2005 1 1 ;46 AM: Sharyn Malone 


02/07/2012 1 0:12:58 AM 
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Know Your Customer: Soctal Islami BanH Ltd 


-Update revenue information - actual 20M i/o anticipated 2003/2004 
- Obtain HSBC CEO’s vmtlen approval to retain (annuaRy) 

-Ask for another EDO Report to determine if anythfrrg has occurred during the last year. 

-Under EDD Section you mention yearly visits (yet only have Dec 04 Rsted - what happen to the initial visit? 

AM Approved: (Old Status CS Denied), 06/29/2007 03:03 PM: Shannon M Jones 
No Comments 


CS Denied: (Did Status AM Approved), 07/03/2007 01:48 PM; GiHian E Bachstein 

Pis provide follow-up on the Banks attempt to^nterestin ou^^g) liRO as a sharehokder. Additional revisions required, as 
discussed. 


AM Approved: (Old Status CS Denied), 07/03/2007 04:04 PM: Shannon M Jones 
Updated as required. Will send email to RM to Wlow-up on the status of lIRO shares, 

CS Approved; (Old Status AM Approved), 08/03/2007 06:56 PM: (^ian E Bachstein 
No Comments 


is Approved: (Old Status CS Approv^), 0^16/2007 11:51 AM: BobSheOy 
Agree based on clartRcations on EDD. worldwide group realtionship. 


IB Approved: (Old Status IS Approved), 08/16/2007 03:03 PM; Betfi Fisher 

Based on the continued support, knowledge, and monitoring from/by HSBC Banglads^ & HBUS PCM. 


Approved: (Old Status IB Approved), 08/17/2007 01:51 PM; Wan T Ketiey 

Please indude some comment about the current poiitical situation in Bangladesh and how H may impact the business climate in this 
profile. 

The variance between expected and actual vdumes of Treasury payments is material but does not represent a high AML risk. 


In Process: (Old Status Approved), 03/1 1/^09 04:44 PM; Jacob X Houseknecht 
Ownership percentage changed from: [8.62,8. 19,83. 19j to; [3.85,6.78,89.37] 


AM Approved: (Old Status In Process), 11/04/200909:49 AM: Jon K Jones 
No pending items 

CS Approved:'(Ord Status AM Approved), Ti/30/2009 02:36 PM: Gillian E Bachstein 
No Comments 


IS Approved: (Old Status CS Approved), 11/30/2009 03:39 PM: Bob Shelly 
Relying on QRM support, recent visit and comf^iance view on the minwity owner 

IB Approved: (Oid Status IS Approved), 01/08/2010 10:44 AM; Anthony Julian 
No Comments 

Approved: (Old Status IB Approved), 02/06/2010 07:25 PM: AliS Kazmy 

1 • Pursuant to 3/8/2005 CS condition, armual HSBC CEO ai^roval is required to maintain this retalionship. Confirmation Is required 
if this condition has been met. 

2 ' Confirmation required If the Board of Ihe bark has ousted the lIRO as previously cw^firmed. 

3 • Fresh confirmation Is required that no dividends have been paid to IIRO. 


In Process: (Oid Status ^proved), 03/03/2011 02:14PM: JonKJones 

Name of principals changed from: [Social Trust Fof>d.Publidy Traded; Widely Held • None wUh 5% or > holdings] to: [PuWicfy 
Traded - Widely Held - None with 5% or > holdings) 

Ownership percentage changed from: [6.78,93.22] to: ( 100] 

License Type(1) changed from; [Commercial Bonking License] to: [Banidng] 


AM Approved; (Old Status In Process), 03/03/201 1 02:15 PM: Jon K Jones 
No Comments 


CS Approved: (Old Status AM Approved), 03/03/201 1 03:25 PM: Gillian E Bachstan 
No Comments 


IS Approved: (Old Status CS Approved), 03/04/201 1 09:30 AM; Bob Shetty 
No Comments 


02/07/2012 10:12:58 AM 


Confidentiai Treatment Requested 


HSBC-PSi-PROD-0102796 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00941 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2036 


Know Your Customer: Social ialami Bank Ud 


IS Ap(xoved: (Old Status IS Approved), 03/29/2011 10:12 AM; Tom Lazaridis 
No Comments 


CO Denied: (bid'Status IB Approved). o’^15/26l1 12:32 PM: R DateSw^fl 

it is not clear vrfrether the disposel-of ShesmaH l!ROsiahehas1»Bf»C(iiBpteled. The20/Feb/2011 tetter- states- (bat the SJBL Board of 
Directors voted unanimously on 30/June/10 to dispose of tfiellRO^ke; hcwravw. SIBLhas not yet confirmed whether this action 
has been completed. Furthermore, the letter says that SiBL approached the High Carrt asking permission to the sell shares on the 
open market and placing the proceeds in escrow. Again, iheoulcocneoltHsrequeslts not revealed. 

Approval is denied unUi we receive from SIBL either a statement confinreng unequivocally that ItRO no longer holds its ownership 
stake in SIBL, or until the bank provides us with aftm date by which the disposal of Ais ownnership slake will have been completed. 

aTm Approved: (Old Status CO Denied), 07/22/2011 01:23 PM: Jon K Jones 
Approved by direction of Compliance 

CS /Approved: (Old Status AM Approved), 07/25/2011 11:52 AM; Greg X Boston 
Banking references should be more current.foBowupwithllRO stock to continue 

is Approv^; (Old Status CS Approved”), 07/2^61 i 01:53 PM: i^lhony JiAah 
Please correct Ihe dcubie negative comment under ovmership changes. 


Revision History 
Editor 

Jon K Jones 
Jon K Janes 
Shanrwn M Jones 
Sunil XAnchan 
Jon K Jones 
Sunil X Anchan 
Jon K Jones 
Shannon M Jones 
Jon K Jones 
Lalitha X Chlntatap8li_. 


Date 

07/22/201101:23:40 PM 
07/21/2011 05.25;30PM 
07/21/2011 04:42:59 PM 
07/21/2011 10:03:43 AM 
07/20/2011 04:19:52 PM 
07/20/2011 02:39:44 PM 
06/17/2011 10:49:58 AM 
05/06/2011 08:43;19AM 
03A33/2011 02:15:10 PM 
02/22/2011,10:05535! AM 


Reason for Update 

Available documenatton refreshed to current 
minor updates to GOTeral Comments 
duplicate 

Update Management 

Update for Compliance decision or: iIRO 

Update Visitation. Finandais & Mgmt. 

u^Ble on CO Denial to Genera! Comments 

updated certification date 

Annual Review Com{^ele 

updated - GRM supporl.oymership.Details. 


CRR Revision History 


Last t^sdated By On 

tgMrTVSAtFNBtlOcncral) , tHdVMOe - 

Anthony Julian -OT/JSfWI1 1:53^1 PM-);:;- 

r;;V|.. CS-Api^wl • . • 


02^7/2012 10:12:58 AM 
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CONFIDENTIAL 

*** FOR INFORMATIONAL PURPOSES ONLY / FOR INTERNAL USE ONLY*** 

mYESlIGATIVE CONTROL & REPORTING OFFICE aCRO) 

REPORT OF FINDINGS 

RESEARCH AS OF: September 8, 2008 

INVESTIGATOR: David Wagreich 

SUBJECT: Abdul Rahman Saleh ALRajhi 

ENTITIES: Abdul Rahman Saleh Al-Rajhi, Hussa Abdulaziz Mohamed 

Al Fayyad, Khalid Abdolrahman Saleh Al Rajhi, Badr 
Abduirahman Saleh Al Rajhi, Saad Abduirahman Saleh A! 
Rajhi, Turki Abduirahman Saleh Al Rajhi, Basma 
Abduirahman Saleh Al Rajhi, Sharooq Abduirahman Saleh Al 
Rajhi, Arwa Abduirahman Saleh Al Rajhi 

REQUESTOR: Mihaela W, Nistor 

DEPARTMENT: Compliance 

A report of findings was conducted for Abdul Rahman Saleh Al- Rajhi, former own er 
of Al-Rajhi trading Establishment, as well as his wife, Hussa Abdulaziz Mohamed Al 
Fayya, and his children, Khalid Abduirahman Saleh Al Rajhi, Badr Abduirahman Saleh 
Al Rajhi, Saad Abduirahman Saleh Al Rajhi, Turki Abduirahman Saleh Al Rajhi, Basma 
Abduirahman Saleh A! Rajhi, Sharooq Abduirahman Saleh Al Rajhi and Arwa 
Abduirahman Saleh Al Rajhi. 

This department has completed previous reports on Al Rajhi Banking and Investment 
Corp., most recently in December of 2007. The text of those previous reports is provided 
below for yoUrTeferehce" 

These previous reports have listed numerous allegations against Al Rajhi Bank of 
terrorist support, but the bank has reportedly never been officially sanctioned. However, 
there was a published “Wall Street Journal” article titled “U S, Tracks Bank Favored By 
Extremists” which offered a review of previously secret intelligence reports that state 
plainly that the Bush administration and US agencies have debated whether or not the 
bank should be sanctioned for what is perceived as a history of support of Muslim 
extremists. 

As is detailed below, no definitive information was found to confirm or deny a link 
between the subject in question and A! Rajhi Bank or Sulaiman AJ Rajhi, 

Please note that there is limited information available in our resources on entities 
residing outside of the United States. The information which we could find and confirm 
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as involving your client has been included in this report However, we carmot confirm 
that all information that involves your client has been uncovered and reported in this 
report. 

Abdul Rahman Saleh Al-Raihi 

Press 

Bahrain-based A1 Rajhi Holdings W.L.L. and Al Rajhi Partners (together "A1 Rajhi") 
represent the business interests of Saudi Arabian royal Sheik Abdulrahman Saleh Al 
Rajhi and his immediate family. Al Rajhi is a private investment company and has 
investments in financial services, infrastructure, mining, healthcare, biotechnology, real 
estate, oil and gas. Key investments include Bank Bitad, DanaGas, Saudi Telecom, 
Saudi Cement and Procare hospitals. Khalid al Rajhi, CEO of Al Rajhi, is a director of 
each of these companies. In the Daify Telegrcqih article, it was noted that it is not 
known whether the sheik is related to Saudi billionaire Sulaiman Al Rajhi, the 87 
year old patriarch of Saudi Arabia's wealthiest non-royal family, Sulaiman Ai-Rajhi is 
one of the richest men in the Middle East and has 31 children. His Islamic charity 
network was investigated in 2002 by US federal agents for suspected links to Osama 
Bin Laden. {'Ihe Daify Telegraph (Australia)., load date; 6/1/08; PR Newswire, load 
date: 5/10/08) 

There were approximately 5 corporate profiles that listed Abdul Rahman Al Rajhi as the 
General Manager of Al Rajhi Group, which is located at King Fahad Area, Prince 
Ahmed-Bin Abdulaziz Street, P,0. Box 55155, Riyadh 11534, Saudi Arabia. The profile 
also stated that Khaled Saleh Al-Rajhi is the President. {WWP-Report on Engineering 
Construct & Plant Operations in the Developing World, load date; 4/1/04) 

According to the website for Al Rajhi Bank, www alrajhibank.com.sa. Abdulrahman 
Saleh Al Rajhi or any known possible variation of his name was not found on its list of its 
Board of Directors and Management Team. 

As per Muslim naming conventions, the name Abdul Rahman Saleh Al-Rajhi would 
imply that this individual’s father’s name is Al Rajhi. We note that a Saleh Al Rajhi is 
notedin the press asTme ofSaudr Arabia^ richesl men and brother to Sulaiman Al Rajhi 
and the cofounder of Al Rajhi Banking and Investment Corp. He is known to have 61 
children. No other information was found in our sources to confirm or deny a link 
between Abdul Rahman Saleh Al Rajhi and Al Rajhi Bank or Sulaiman AJ Rajhi, 

Please note that there were multiple articles in the press and on the internet that state that 
Abdul Rahman Saleh Al-Rajhi is a royal sheik in Saudi Arabia. 

No further information of note was found regarding Abdul Rahman Saleh Al-Rajhi in our 
sources, which include searches of regulatory actions, World-Check profiles, corporate 
affiliations and US legal filings. 
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Hussa Abdulaziz Mohamed Ai Fawad 

No information was found regarding Hussa Abdulaziz Mohamed Al Fayyad in our 
sources, based on the identifying infoimation provided. This includes searches of 
regulatory actions, World-Check profiles, corporate affiliations, US legal filings as well 
as press and internet searches. 

Khalid Abdulrahman Saleh Al Ralhi 


(Source: http:/Av\i‘M>.danasas.ae/charman8.htm ) 

A “Khalid Sulaiman Al Rajhi” was listed as a defendant in 16 United States District 
Court filings related to 9/11/01 in New York. Al Rajhi was one of numerous defendants 
in each of these suits that are known terrorists including Osama bin Laden and Saddam 
Hussein. Please also note that Al Rajhi Banking and Investment was named ^ a 
defendant in each ofthese 15 civil suits. The suits include a $75,000 personal property 
civil suit, a $9.9 million Racketeering (RICO) civil suit, 5 personal injury class action 
civil suits, 2 torts to land civil suits, an airplane personal injury civil suit, an airplane 
crash statutory action, a $9.9 million personal injury breach of contract civil suit, a $50 
million personal Injury breach of contract civil suit, a personal injury Racketeering 
(RICO) civil suit, a $9,9 million personal injury class action civil suit and a $1 billion 
personal injury Racketeering (RICO) civil suit. 

Besides a partial name match, no further information was^ found to link- Khalid- Suhiman 
Al Rajhi to Khalid Abdulrahman Saleh Al Rajhi. 

No information was found regarding Khalid Abdulrahman Saleh Al Rajhi in our searches 
of regulatory actions and World-Check profiles. 

Corporate Affiliations 

Khalid Abdulrahman Saleh Al Rajhi, along with individuals who appear to be the subject 
in. questioa. with various. Jiame. peraiutations, appear..to-be-a£fiUated with-appcoximately 
30 companies in industries such as telecommunication, oil and gas, banking and 
construction, among others. These companies were found to be located in Saudi Arabia, 
Switzerland, Italy, Bahrain and the United Arab Emirates. 

Press 

There are numerous articles found in the press and on the internet that slate that Khalid 
Abdulrahman Al Rajhi is the CEO of Bahrain-based Al Rajhi Holdings W.L.L. and AI 
Rajhi Partners (together "Al Rajhi"). As mentioned above, AJ Rajhi is a private 
investment company and has investments in financial services, infrastructure, mining, 
healthcare, biotechnology, real estate, oil and gas. Mr. Al Rajhi was also noted to be the 
CEO of Abdulrahman Sdeh A! Rajhi & Partners Co. Ltd, Saudi Arabia, a member of the. 
Board of Bank Al BiLad, member of the Board of Saudi Cement Company and is a 
founder of a number of companies in the Gulf Cooperation Council (GCC). It is also 
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noted in numerous articles that Khalid Abdulrahman Saleh A1 Rajhi is a Saudi Arabian 
royal Sheikh, 

Khalid Sulaiman Al-Rajhi^ who is listed as the Managing Dirertor for Al-Rajhi Group of 
Industries in Riyadh, Saudi Arabia according to the U.S. Department of Agriculture 
Reports, was noted in numerous articles as a defendant in numerous 9/1 1 lawsuits. In 
these articles it was stated that 500 family members and survivors of the September 1 Ith 
attacks filed legal action against senior Saudi political and business figures, international 
banks, Islamic foundations, "charities" and their subsidiaries, individual terrorist 
financiers, the Saudi bin Laden Group, three Saudi princes and the government of Sudan 
for bankrolling al Qaeda, Osama bin Laden and the Taliban. {Middle East Economic 
Digest, load date: 9/3/02) 

A business profile was found for Khalid Abdulrahman AI-Rajhi on the website for 
DANA Gas, http://www danagas.ae/charman8.htm . The profile stated that Mr. Al-Rajhi 
was bom in 1971 and received a Bachelor's Degree in Finance from the King Fahd 
University for Petroleum & Minerals, Saudi Arabia. 

Please note that no information was found to either confirm or deny that Khalid 
Abdulrahman Saleh Al-Rajhi and Khalid Sulaiman Al Rajhi, the individual who was 
identified as a defendant in numerous 9/11 litigation, are the same individual or even 
related to one another if they are not the same individual. 

However, based on Muslim naming com^entions, it would appear that the above 
individuals ha\>e different fathers and are separate individuals. 

Badr Abdulrahman Saleh Al Rajhi 

Badr Saleh Al Rajhi was listed as a 3"^ partner and one of the top shareholders for the 
company, Saleh Abdul Aziz Al Rajhi & Co. Ltd. {Middle East Newsfile, load date; 
12 / 11 / 01 ) 

No further information was found regarding Badr Abdulrahman Saleh Al Rajhi in our 
sbufces7Tared~6h the Iderififyihg information provide. ’This includes fearches of 
regulatory actions, World-Check profiles, corporate affiliations, US legal filings as well 
as press and internet searches. 

Saad Abdulrahman Saleh Al Raihi 

No information was found regarding Saad Abdulrahman Saleh Al Rajhi in our sources, 
based on the identifying information provided. This includes searches of regulatory 
actions, World-Check pto?\\ts, corporate affiliations. US legal filings as well as press and 
internet searches. 

Turki Abdulrahman Saleh Al Raihi 

Litisadon and US Public Records 

Please note that due to the Imitations of our sources it cannot he confirmed that all 
actions that involve the entity in question hcnv been included in this report. 
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A “Turki A, AJrajhi” (DOB 10/24/74) was listed as the defendant for a traffic citation in 
Orange County, CA Superior Court on 8/9/01. Hie status of the case was not disclosed 
through. ouT-sources. 

Press 

Turki A, Alrajhi was listed as the contact nune for the company, National Polyester Fiber 
Factory, in Nomvovem hidustry 2008 Irriemational Buyers' Guide. According to the 
buyers’ guide, National Polyester Fiber Factory is located at P.O. Box 42185, Riyadh 
11541, Saudi Arabia and has the website, www.alrajhtgTOup.com - (J^onwo\>ens Industry, 
load date: 7/31/08) 

Turki A. A1 Rajhi was listed as the General Manager and contact name for the company, 
A1 Rajhi Foam & Plastic Factories in two directory listings on the websites, 
http://www.reckonindia.com/EximPoiicv/tradeopp/Octoberl2-18.2002.asp and 
http://dgft,delhi,nic.in/ziduftcal/tradeenq3.asp . According to the listings, A1 Rajhi Foam & 
Plastic Factories is located at P.O. Box 42185, Riyadh 1 1541, Saudi Arabia. No further 
information was listed regarding Mr. A1 Rajhi or the company in the directory listings. 

Turki Saleh A1 Rajhi was listed as one of the top shareholders for the company, Saleh 
Abdul Aziz A! Rajhi & Co, Ltd. {Middle East Newsfile, load date: 12/11/01) 

No further information was found regarding Turki Abdulrahman Saleh AI Rajhi in our 
sources, based on the identifying information provided. This includes searches of 
regu latory actions, profiles, corporate affiliations, US legal filings as vy^ 

as press and internet searches. 

Basma Abdulrahman Saleh Al Raihi 

No information was found regarding Basma Abdulrahman Saleh AJ Rajhi in our sources, 
based on the identifying information provided. This includes searches of regulatory 
actions, World-Check profiles, corporate affiliations, US legal filings as well as press and 
internet searches, 

SharooQ Abdulrahman Saleh Al Raihi 

No information was found regarding Sharooq Abdulrahman Saleh AJ Rajhi in our 
sources, based on the identifying information provided. This includes searches of 
regulatory actions, World-Check profiles, corporate affiliations, US legal filings as well 
as press and internet searches. 

Arwa Abdulrahman Saleh Al Raihi 

No information was found regarding Arwa Abdulrahman Saleh AJ Rajhi in our sources, 
based on the identifying information provided. This includes searches of regulatory 
actions, World-Check profiles, corporate affiliations, US legal filings as well as press and 
internet searches, 

Should you have further questions regarding this request, please contact me. 


Confidential Treatment Requested HSBC-PSl-PROD-0102817 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 00947 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2042 


David Wagreich 

Investigator Financial Intelligence Group (FIG) 

452 Fifth Avenue, Tower 7 
Mail Code (3 1 ) 

P.212-525-8653 
F. 212-525-5769 

This report is confidential and is intended solely for the use of the HSBC business to 
which it is addressed and those who need to know the information pursuant to that 
business' internal procedures. This report is not to be disseminated to any other person 
or entity. Our investigative findings are, in part, based upon information available to us 
through a variety of third-party providers at the time our search is performed. While 
every attempt is made to find all substantive information, we make no representation that 
the information provided to, or gathered by, us is complete. This is not a credit or lien 
report and should not be used as such. The information contained herein is intended as a 
supplement to the Know Your Customer information gathered by the HSBC business unit 
and may not he considered when determining the creditworthiness of a customer (see 
Regulation B, 12 CFR 202,7) or to determine the lien status of property. 
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Text of Report of Findings on Al Rajhi Banking and Investment Corp. (AI Rajhi Bank) 
From December 2007: 

CONFIDENTIAL- 

***FOR INFORMATIONAL PURPOSES ONLY / FOR INTERNAL USE 
ONLY*** 

INVESTIGATIVE CONTROL AND REPORTING OFFICE (ICRO) 

FINANCIAL INTELLIGENCE UNIT 
Research as of: 12/04/07 UPDATE 

SUBJECT: Al Rajhi Banking and Investment Corp 

ENTITIES: Al Rajhi Banking and Investment Corp (AKA AI Rajhi Bank) 
REQUESTOR: Daniel Jack 
DEPARTMENT: Banknotes 

A report of findings in support of Enhanced Due Diligence was conducted for Al Rajhi 
Banking and Investment Corp. This department completed previous reports on this 
bank, most recently in October of 2006. The text of those previous reports is provided 
below for your reference. 

As our previous reports state, there have been numerous allegations of t^rorist support 
against Al Rajhi Bank, but the bank has never been officially sanctioned. Since the 
previous report of findings, however, there was published a "Wall Street Journal" article 
titled "U S. Tracks Bank Favored By Extremists" which offered a review of previously 
secret intelligence reports that state plainly that the Bush administration and US agencies 
have debated whether or not the bank should be sanctioned for what is perceived as a 
history of support of Muslim extremists. A brief summary of this article is provided 
below, and the full artic]e [s appended for your reference. 

While it is not clear that this newly released information will lead to any oDlcia! 
sanctions against the bank, it is likely that there will continue to be references in the 
press to the allegations of terrorist support against the bank, and for this reason 
there remains a level of reputational risk attached to any relationship with Ai Rajhi 
Bank that should be taken into consideration. 

Only items impacting acb’crsely on money laundering, terrorist financing or other 
substantive criminal activity concerns will be detailed in this report. 
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Al Rajhi Bankin 2 and Investment Core 

Most Current Ownership Breakdown Found: 

Partners of ARCCEC the predecessor 52% 

New Founders of the Bank 5% 

Employee's Fund 2% 

Public 41% 

(Bankers Almanac, Profile Upload: November 26, 2007) 

Most Current List of Top Executives Found: 

Sulaiman Bin Abdulaziz Al Rajhi, Chairman & Managing Director 
Abdullah Sulaiman Al Rajhi, Chief Executive Office 
Mr, Saeed Mohd Al Ghamdi, Deputy Chief Executive Officer 
Mr. Mohammed Fazal Haque, Acting Head Financial Institutions 
(Bankers Almanac, Profile Upload: November 26, 2007) 


Notable Information Regarding the Financial Institution, its Ownership or its Top 
Executives: 

A "Wall Street Journal'' article published in July 2007, titled "U.S, Tracks Bank Favored 
By Extremists," offered a review of previously undisclosed intelligence reports by the 
Centrarinteiligence Agency and other US Agencies, detailing for the first time how much 
the U.S. knew about the use of Al-Rajhi Bank by alleged Muslim extremists and how 
U.S, officials debated over how to respond to this knowledge. The reports state that the 
spread of Muslim extremism is dependent upon the Saudi banking structure, and that the 
Bush administration has repeatedly debated whether to take action against Al Rajhi Bank 
in particular, Ultimately, the administration would choose to lobby Saudi officials 
quietly instead of instituting official sanctions. (The Wall Street Journal. Article-date: 
July 26, 2007) 

Key excerpts from the July 2007 article are as follows: 

- "The U.S, intelligence reports, heretofore secret, describe how Al Rajhi Bank has 
maintained accounts and accepted donations for Saudi charities that the U.S. and 
other nations have formally designated as fronts for al Qaeda or other terrorist 
groups," 

- "In addition, Mr, Al Rajhi and family members have been major donors to Islamic 
charities that are suspected by Western intelligence agencies of funding terrorism, 
according to CIA reports and federal-court filings by the Justice Department," 

- "A 2003 CIA report claims that a year after Sept. 11, with a spotlight on Islamic 
charities, Mr. Al Rajhi ordered Al Rajhi Bank's board 'to explore financial 
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instruments that would allow the bank’s charitable contributions to avoid official 
Saudi scrutiny."' 

"A few weeks earlier, the report says, Mr. A1 Rajhi 'transferred $1.1 billion to 
offshore accounts using commodity swaps and two Lebanese banks citing a 
concern that U.S. and Saudi authorities might freeze his assets.' The report was 
titled 'A1 Rajhi Bank: Conduit for &ctrermst Finance.'" 


(The Wall Street Journal, Article-date: July 26, 2007) 

The article notes that US agencies have never obtained proof that bank executives 
knowingly facilitate terrorism, "despite what they describe as extensive circumstantial 
evidence that some executives are aware the bank is used by extremists," But the article 
also included the fact that the 2003 CIA report concluded; "Senior A1 Rajhi family 
members have long supported Islamic extremists and probably know that terrorists use 
their bank." (The Wall Street Journal, Article-date: July 26, 2007) 

The article goes on to state that US officials considered various actions to take against the 
bank, including listing or threatening to list the bank as a supporter of terrorism. 
Ultimately, the Bush administration chose instead to appeal to bank officials privately. 
(The Wall Street Journal, Article-date: July 26, 2007) 

The article also provides a history of the bank's relationship with the Saudi Royal Family, 
as well as a history of the accusations against the bank. We have appended the text of 
this article to this report, for your reference, (The Wall Street Journal, Article-date: July 
26'.J0U7J 

Information Found Regarding this Financial Institution, its Ownership or its Top 
Executives that Warrants SCC Consideration: 

No additional information was found that would warrant additional SCC consideration. 

Should you find any discrepancies between the ownership and/or executives named 
in this report and those named in your current, -up-to-date KYC information; please let vt 
know so that we may check any differing names for items impacting adversely on money 
laundering, terrorist financing or other substantive criminal activity concerns. 

Please feel free to contact me with any questions regarding this report. See below for text 
of the July 2007 "Wall Street Journal" article as well as the text of previous reports on AI 
Rajhi Banking and Investment Corp. 

Bob Powers 
Financial Investigator 

Investigative Control and Reporting Office (ICRO) 

452 5th Avenue, Tower 7; New York, NY 10018 
Telephone; (212) 525-8089 
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This report is confidential and is intended solely for the me of the HSBC business to 
which it is addressed and those who need to know the irformation pursuant to that 
business' internal procedures. This report is not to be disseminated to any other person 
or entity,., Qiir inyestigaiiye.findings arejRTt(^>^-b(lsed upon information available to us. 
through a variety of third-party providers at the time our search is performed. While 
every attempt is made to find all substantive mf^mation, M’e make no representation that 
the information provided to, or gathered by, us is complete. This is not a credit or lien 
report and should not be used as such. The information contained herein is intended as a 
supplement to the Know Your Customer infmmation gathered by the HSBC business unit 
and mo)! not be considered M>hen determining the creditworthiness of a customer or to 
determine the lien status of property. 
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Text of July 26, 2007 "Wall Stre^ Journal" article on newly disclosed intelligence 
reports concerning Al Rajhi Bank: 


The Associated Press 
July 26, 2007 Thursday 2:50 PM GMT 

U.S. tracks Saudi bank favored by extremists 

BYLINE: By GLENN R. SIMPSON, The Wall Str^t Journal 
SECTION: BUSINESS NEWS 
LENGTH: 2669 words 

JIDDA, Saudi Arabia In the 1940s, two Bedouin farm boys from the desert began 
changing money for the trickle of traders and religious pilgrims in this then-remote and 
barren kingdom. It was a business built on faith and trust, Sulaiman Al Rajhi once told an 
interviewer, and for many years he would hand gold bars to strangers boarding flights in 
Jidda and ask them to give the gold to his brother on their arrival in Riyadh, 

Today, Mr. Al Rajhi is a reclusive octogenarian whose fortune is estimated at $12 billion. 
And Al Rajhi Bank grew into the kingdom's largest Islamic bank, with 500 branches in 
SaudiJVabia-and more spread across the Muslim world. 

Following the Sept, 11, 2001, attacks, the bank also set off an intense debate within the 
U.S, government over whether to take strong action against its alleged role in extremist 
finance. Confidential reports by the Central Intelligence Agency and other U.S. agencies, 
reviewed by The Wall Street Journal, detail for the first time how much the U.S, learned 
about the use of Al Rajhi Bank by alleged extremists, and how U.S. officials agonized . 
over what to do about it. 

After.9/.llrlhe Saudi monarchy pledged its fiill support inihe fight against global 
terrorism. And following violent attacks inside the kingdom in the next two years, the 
Saudis did launch major strikes against militants operating on their soil. But the Saudi 
government has been far been less willing to tackle the financial infrastructure essential 
to terrorism, U,S, intelligence reports state that Islamic banks, while mostly doing 
ordinary commerce, also are institutions that extremism relies upon in its global spread. 

As a result, the Bush administration repeatedly debated proposals for taking strong action 
itself against Al Rajhi Bank, in particular, according to former U.S. officials and 
previously undisclosed government documents. Ultimately, the U.S, always chose instead 
to lobby Saudi officialdom quietly about its concerns. 

The U.S. intelligence reports, heretofore secret, describe how Al Rajhi Bank has 
maintained accounts and accepted donations for Saudi charities that the U.S. and other 
nations have formally designated as fronts for al Qaeda or other terrorist groups. 
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In addition, Mr. AJ Rajhi and family members have been major donors to Islamic 
charities that are suspected by Western intelligence agencies of funding terrorism, 
according to CIA reports and federal-court filings by the Justice Department. 

A'200JXIA report claims that a year'aftCT'Sept^^ wth’a spotlight on Islamic charities, 
Mr. A! Rajhi ordered A! Rajhi Bank's board "to explore financial instruments that would 
allow the bank's charitable contributions to avoid official Saudi scrutiny." 

A few weeks earlier, the report says, Mr. AJ Rajhi "transferred $1,1 billion to offshore 
accounts using commodity swaps and two Lebanese banks citing a concern that U.S. and 
Saudi authorities might freeze his assets." The report was titled " A1 Rajhi Bank: Conduit 
for Extremist Finance," 

A1 Rajhi Bank and the A1 Rajhi family deny any role in financing extremists. They have 
denounced terrorist acts as un-Islamic. The bank declined to address specific allegations 
made in American intelligence and law-enforcement records, citing client confidentiality. 

In 2002, the bank sued The Wail Street Journal Europe after an article said Saudi 
authorities were monitoring some AJ Rajhi Bank accounts at U.S. request, in a bid to 
prevent them from being used, wittingly or unwittingly, for tunneling money to terrorist 
groups. The bank dropped the suit in 2005 and the Journal published a statement saying 
its article hadn't reported any allegation that the bank supported or financed terrorism. 

Also in 2005, a U.S. judge dismissed Al Rajhi Bank from a lawsuit filed by relatives of 
Sept. 1 1 victims. The ruling said banks couldn't be held liable for providing routine 

turned out to be terrorists. In a statement in respons^o quesfions 
about suspected terrorists among its clients, the bank not^ that "Al Rajlu Bank~Has a 
very large branch network, and a very large retail customer base." 

U.S. law-enforcement and intelligence agencies acknowledge it is possible that extremists 
use the bank's far-flung branches and money-transfer services without bank officials' 
knowledge. The U.S. has never obtained proof that the bank or its owners knowingly 
facilitate terrorism, according to documents and former officials, despite what they 
describe as extensive circumstantial evidence that some executives are aware the bank is 
used by. extremists. . The 2QQ3 CIA report concluded: "Senior Al Rajhi family members 
have long supported Islamic extremists and probably know that terrorists use their bank." 

Most major banks around the world are bound by a patchwork of treaties and agreements 
that, in effect, require them to know their customers and report any suspicious activities 
to regulators. The rules are designed to fight terrorism, money laundering and narcotics 
trafficking. It’s generally acknowledged that Saudi banks are bound by these rules, 
although experts differ on when compliance became mandatory. 

The top counterterrorism official at the U.S. Treasury Department, while declining to 
comment on Al Rajhi Bank specifically, says Saudi officials haven't met a promise to 
create a commission to oversee Saudi charities, many of which bank with Al Rajhi. 

"They are also not holding people responsible for sending money abroad for jihad," says 
the Treasury official, Stuart Levey. "It just doesn't happen." 
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The Saudi government maintains it has been working diligently with the U S. and others 
to counter terrorism. It cites its arrests of several alleged terrorist fund-raisers in recent 
years. The Saudis didn't respond to specific questions about their efforts to counter 
terrorist- finance or oversee banks. 

A White House statement said that "the Saudis continue to be a strong partner in the War 
on Terror, ... We have made significant progress on numerous fronts including the 
freezing of assets and the shutdown of known conduits of (terrorist) funding." A CIA 
spokesman said "publishing details of how our government seeks to track extremist 
financing" could undermine those efforts. 

For the ruling Saud family, any confrontation with the Al Rajhis could be politically 
treacherous. To stay in power, the Sauds rdy on the tolerance of clerical and business 
elites, many of whom view the royal family as corrupt The wealthy Al Rajhis are a clan 
long at odds with the royal family. And U.S. intelligence files show the Al Rajhis also 
have close ties to another group critical of the royals: Saudi Arabia's conservative clerics. 

The Al Rajhi empire includes hotels, housing developments, commodities trading, 
shipping, aviation leasing and poultry. Its core is the bank, with more than 500 branches 
in Saudi Arabia and other offices abroad, fi-om Pakistan to Malaysia. For 2006, the 
publicly held institution reported $1.9 billion in profit and $28 billion in assets. 

Sulaiman Al Rajhi grew up in the Nejd desert, the birthplace of a severe form of Islam, 
called Wahhabism, that forbids birthday parties, musical instruments and photographing 
people. In the 1940s, he and a brother, Saleh, went to the Saudi capital city. "From 
Hterahy-not hing m ak ing change onwhat were then the dirt streets of Riyadh Sulaiman 
and Saleh al Rajhi built the Al Rajhi Bank," Sulaiman's lawyers told a U, S. court in New 
York in 2005. 

Sulaiman described the business in a rare interview with Euromoney magazine in 1983. 
With two other brothers, he and Saleh began changing money for pilgrims taking camel 
caravans across the desert to the holy cities of Mecca and Medina, When throngs of 
migrant workers came to Saudi Arabia during the 1970s oil boom, the Al Rajhis helped 
them send their earnings home to places like Indonesia and Pakistan. 

In 1983, the brothers won permission to open Saudi Arabia's first Islamic bank, one that 
would observe religious tenets such as a ban on interest. 

But relations with the ruling family frayed. The government-controlled press in 1992 
publicized Al Rajhi Bank's tangential role in an international scandal ofthat era, that of 
the bank called BCCI, U.S. diplomats reported. Then in 1994, an infant relative of the Al 
Rajhis died in a kidnapping. Official press accounts said the kidnappers slit the child's 
throat, but Saudi dissidents claimed police shot the child. Mr. Al Rajhi blamed the royal 
family, the CIA report says. 

Although Al Rajhi Bank continued to make a show of support for the Sauds annual 
reports had flowery tributes to the royal family the bank began refusing to make loans to 
the Sauds or to finance their projects, U.S. diplomats said at the time. 
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With its Islamic procedures, the bank was a magnet for the clerical establishment, which 
grew rich from alms amid the oil boom. As the clerics' charities spread, they became 
entwined with A1 Rajhi Bank and the conservative A1 Rajhi family's own extensive 
financial support -for -Islami c causes. 

There is no reliable estimate of how much the A! Rajhis have given to promote Islam 
over the years, but an endowment holding much of Saleh A1 Rajhi's wealth gives an 
indication of the scale. Its Web site details nearly $50 million in direct donations within 
the kingdom to Islamic causes and at least $12 million in donations abroad, The overseas 
money went to aid embattled Muslims in Kosovo, Chechnya and the Palestinian 
territories and to finance Islamic instruction. 

There are indications not all the giving was for such purposes. The A1 Rajhi name 
appeared on a list of regular financial contributors to al Qaeda that was discovered in 
Sarajevo, Bosnia, in 2002. The list was authenticated for the Federal Bureau of 
Investigation that year by America's top judicial witness against al Qaeda, a onetime al 
Qaeda business manager named Jamal Al Fadl, who is in the federal witness-protection 
program. He called the contributor list the "golden chain." 

A 2003 German police report said Sulmman Al Rajhi and other family members had 
contributed more than $200,000 in 1993 to a charity that financed weapons for Islamic 
militants in Bosnia, in addition to providing humanitarian aid. 

The 2003 CIA report tells of efforts by two Al Rajhi brothers to keep some giving secret. 
It says that Sulaiman and Saleh transferred $4 million to parties in Germany and Pakistan 
in December 1998 using '-a unique computer- code to send funds at regular -intervals-to 
unspecified recipients, suggesting they were trying to conceal the transactions and that 
the money may have been intended for illegitimate ends." 

The report says extremists "ordered operatives in Afghanistan, Indonesia, Pakistan, Saudi 
Arabia, Turkey, and Yemen" to use Al Rajhi Bank. Mamduh Mahmud Salim, convicted 
mastermind of the 1998 embassy bombings in Kenya and Tanzania, was carrying records 
of an Al Rajhi account (number 001424/4) when arrested in Germany in 1998, German 
police found. 

In 2000, the CIA report says, Al Rajhi Bank couriers "delivered money to the Indonesian 
insurgent group Kompak to fund weapons purchases and bomb-making activities." 

A U.S. intelligence memo dated Nov. 16, 2001, says a money courier for Osama bin 
■Laden’s second-in-command, Ayman al-Zawahri, traveled on a visa that the bank had 
obtained for him. The memo adds, however; "Reporting does not indicate whether bank 
management was witting" of the courier's terrorist connections, 

Al Rajhi Bank maintained at least 24 accounts and handled unusual transactions for Al- 
Haramain foundation a charity that Treasury officials say has acted as a front for al 
Qaeda in 13 countries until the Saudi government ordered the charity shut down in late 
2004, according to intelligence and law-enforcement reports. The United Nations has 
designated top officials of At-Haramain foundation as terrorists, and most of its offices 
now are closed. 
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According to a federal indictment in Oregon, a top A!-Haramain official in 2000 carried 
$130,000 in $1,000 traveler's checks from Portland to Riyadh and deposited them with A1 
Rajhi funds the indictment says were for the ultimate benefit of al Qaeda fighters in 
Chechnyar-The indicted offrcial, Soliman Al^Buthe, now works for the city ofRiyadh. In 
an interview, he confirmed carrying the checks and depositing them with AJ Rajhi Bank 
but said that they weren't for al Qaeda and that he did nothing wrong, 

A Jidda-based charity called the Intemationtd Islamic Relief Organization, or IIRO, 
arranges for donors to send their donations directly to the Al Rajhi Bank. The IIRO’s 
chairman, Adnan Khali! Basha, says the charity is "absolutely apolitical" and has 
elaborate spending controls to prevent illicit divCTsions, The charity says it works with Al 
Rajhi Bank simply because its fees are low and its service is best. 

However, theU.N. has labeled two of thellRO's branches and some of its officials as al 
Qaeda supporters. In 2004, the IIRO solicited donations through Al Rajhi Bank for the 
Iraqi city of Fallujah, then largely under the control of insurgents and the base of the late 
Abu Musab al Zarqawi, who led al Qaeda in Mesopotamia. The IIRO's workers oversaw 
construction of a trauma clinic in an insurgent-controlled area of Fallujah. The U.S, saw 
the clinic as a haven for insurgent fightere, and Marines destroyed it in November 2004. 
That was "a big tragedy for us," says the IIRO's chairman, Mr, Basha, 

He denies the charity had any involvement with the Iraqi insurgency. Charity officials 
complain that the U.S. has produced no evidence of their alleged ties to terrorism. 

Two years earlier, federal agents raided the Virginia offices of a network of charities 
funded-by-Sulaiman-Ai Rajhi that worked closely with the llROand that according to 
Justice Department court filings provided funds to Palestinian terrorists. No charges have 
been filed. 

A year after the 9/1 1 attacks, U.S. authorities began to lament the lack of Saudi action in 
taking down terrorists' financial infrastructure. A November 2002 CIA report said the 
Saudi government "has made little independent effort to uncover terrorist financiers, 
investigate individual donors, and tighten the regulation of Islamic charities," largely 
because of "domestic political consid^ations," 

The report advised against a noisy confrontation: "A key factor for continued successful 
counterterrorism initiatives with the Saudis, whose society is by tradition private, closed, 
and conservative, will be to ensure that their cooperation with the United States is 
handled discreetly and kepi as much as possible out of the public eye." 

The U.S, began to rethink that approach after an al Qaeda attack in Riyadh in May 2003 
that killed 26 people, including nine Americans. Deputies from the National Security 
Council, CIA, Treasury and State departments debated a proposal for legal and political 
action against Al Rajhi Bank, including the possibility of covert operations such as 
interfering with the bank's internal operations, according to Bush administration 
documents and former U.S. officials. 

One idea kicked around was "listing or threatening to list" Al Rajhi Bank as a supporter 
of terrorism. Such a listing can be done if recommended by a committee representing the 
Treasury, State and Defense departments and the CIA and NSC, and signed by the 


Confidential Treatment Requested 


HSBC-PSl-PROD-0102827 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 


Jkt 076646 


PO 00000 


Frm 00957 Fmt 6633 Sfmt 6633 


P:\DOCS\76646.TXT SAFFAIRS 


PsN: PAT 



2052 


president. The designation bars U.S. companies from doing business with the named 
entity. A U.S, designation also normally is forwarded to the U.N,, and if that body puts 
the name on its own terrorist-supporter list, all member states are obliged to freeze the 
entity's assets. 

Other ideas U.S. officials discussed included enlisting friendly countries to step up 
scrutiny and regulatory action against the A1 Rajhis. The CIA report said that "a 
successful effort against the Al Rajhis would encourage efforts against other donors, or at 
a minimum, would discourage private funding of Al Qaeda." 

Ultimately, the Bush administration again chose merely to continue privately exerting 
pressure on the Saudis to stiffen their oversight. 
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Text of Report of Findings on Al Rajhi Banking and Investment Corp. (A1 Rajhi 
Bank) From October 2006: 


*** FOR INFORMATIONAL PURPOSES ONLY ♦**' 

FINANCIAL INTELLIGENCE (HIOUP (FIG) 

REPORT OF FINDINGS (UPDATE) 

Research as of: 10/16/06 

INVESTIGATOR; Michael Cohen 

SUBJECT: A1 Rajhi Banking and Investment Corp. (A1 Rajhi Bank) 

ENTITIES; A1 Rajhi Banking and Investment Corp. (A1 Rajhi Bank) 

REQUESTOR: Gordon Brown 
DEPARTMENT: PCM/Banknotes 

An updated Report of Findings in support of Enhanced Due Diligence was conducted for 
the Al Rajhi Banking and Investment Corp. This is an update to previous reports prepared 
for this bank on 12/04 and 10/03, which are also provided below for your reference. Only 
items jmpacting.adyerse,ly pri money laundering, terrorist financing or other substantive 
criminal activity concerns will be detailed in this updated report. 

UPDATE: 

AI Rajhi Banking and Investment Corp. (Al Rajhi Bank) 

Most Current Ovmership Breakdown Found; 

Partners of the ARCCECihe predecessor (52%) 

Public (41%) 

New Founders of the Dank (5%) 

Employee’s Fund (2%) 

(Bankers’ Almanac, Date Accessed; 10/16/06) 

No further information was found in our ordinary sources identifying the specific names 
of the individuals who make up the aforementioned shareholding entities. 

Most Current List of Top Executives Found; 

Sulaiman Bin Adulaziz Al Rajhi, Chairman and Managing Director 
Abdullah Sulaiman Al Rajhi, Chief Executive Officer 

Fahad Abdullah Al Rajhi, General Manager, Treasury and Financial Institutions 
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Cassim Docrat, AGM Head, Financial Institutions 

Syed Maqbul Qader, General Manager, Corporate Group 

Rizwan Shakor, General Manager, Finance Group 

Kishore Dash; General Manager, Investments-&-Private Banking 

Anand Anchan, AGM Treasure, Treasury Department 

Isamail Odeah, Head of Compliance 

Saeed Mohd A1 Ghamdi, General Manager, Retail Banking 

(Bankers’ Almanac, Date Accessed; 10/16/06) 

The following list of executives was found on a Dun & Bradstreet Business Information 
Report: 

Suliman Bin Abdulaziz A1 Rajhi, Chief Executive and Managing Director 
Saleh Bin Abdulaziz A1 Rajhi, Chairman 
Ahmed A1 Hosan, Director 

Abdullah A1 Suliman Bin Abdulaziz Al Rajhi, General Manager 

Fahad Abdullah Al Rajhi, Manager 

Salah Abdullah Abdulkhaii, Deputy Genera! Manager 

Abdulrahman Bin Oghail, Deputy General Manager 

Saleh Al Shaity, Branch Manager 

Nassar Bin Mohammed Al Subaiy, Deputy General Manager 
Ismail Hussein, Officer 

(Dun & Bradstreet Business Information Report, Load Date; 8/24/06) 

A website for the bank hsts the following jndLyiduals amongst its board of directors, 
World-Check also confirms their positions as follows; 

Saleh Abdul Aziz Al Rajhi, Director 
Saeed Omer Qasim Alesayi, Director 
Salah Ali Aba Al Khail, Director 
Mohamed Abdullah Al Rajhi, Director 
Naser Mohammed Al Subai’y, Director 
Mohammed Osman Ai Bishar, Director 
Sulaiman Saleh Al Rajhi, Director 
Mohammed Ibrahim Alissa, Director 
Mohammed Abdul Aziz AJ Rajhi, Director 
Ali Mohamed Al Rajhi, Director 
Abdullah Abdul Aziz Al Rajhi, Director 
Abdullah Yahya Al Mouallimi, Director 
Ali Ahmed Al Shudy, Director 
(World-Check, Date Accessed: 10/16/06) 

Notable Information Regarding the Financial Institution, its Ownership or its Top 
Executives, Subsequent to the Previous Report of Findings; 

It was recently reported that Al Rajhi Banking and Investment Corporation changed their 
name to Al Rajhi Bank, The change took place in order to upgrade their brand identity 
while paving the way for regional and international expansion (“Middle East Company 
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News Wire,” Load Date: 10/16/06). Specifically, the bank has a license to operate in 
Malaysia and has announced plans to open dozens of branches there (“The Banker,” 
9/1/06). 

It was reported that civil suits were brought in U.S. District Court on behalf of victims of 
the Sept. 1 1, 2001 attacks against many Saudi Arabian financial institutions for having 
involvement in terrorist financing. A U.S. District Court judge overseeing the lawsuits, 
dismissed Saudi Arabia and A! Rajhi Banking and Investment Corp,, amongst others, as 
defendant’s in six civil lawsuits accusing it of providing "massive" financial and 
logistical support to the Al-Qaeda network (www.aljazeera.com, on World-Check, Date 
Accessed: 1/19/05), 

Sulaiman Abdulaziz A1 Rajhi, the bank’s Chmrman and Managing Director, is listed 
under the “terrorism” category on World-Check. The report says that he, “financially 
supports terrorism and its main contributors” (Worid-Check, Date Accessed: 10/16/06). 
Details of Sulaiman Abdulaziz A1 Rajhi’s alleged links to terrorist financing are included 
in the prior Report of Findings from 10/2003, which is attached below for your reference. 

It was also reported by World-Check that Abdullah Abdul Aziz A1 Rajhi, a board 
member, is a Politically Exposed Person (PEP) because of his political involvement as a 
member in the Northern Borders Provincial Council (World-Check, Date Accessed: 
10/16/06). No further, specific information could be found in our ordinary sources that 
would confirm or detail Abdullah Abdul Aziz A1 Rajhi’s membership in a political party, 
the refore, y ou may wisl^to clari^ this matter with the client. 

No additional information impacting adversely on money laundering, terrorist financing 
or other criminal activity concerns was found subsequent to the previous Report of 
Findings, 

Information Found Regarding this Financial Institution, its Ownership or its Top 
Executives that Warrants SCC Consideration: 

According to its KYC profile, Al Rajhi Banking and Investment Corp, is clasrifled as a 
SCC type 2 - Connected Entity. 

*** Should you find any discrepancies between the ownership and/or executives named 
in this report and those named in your current, up-to-date KYC information, please let us 
know so that we may check any differing names for items impacting adversely on money 
laundering, terrorist financing or other substantive criminal activity concerns. 

This report is confidential and is intended solely for the use of the HSBC business to 
which it is addressed and those who need to know the information pursuant to that 
business' internal procedures, This report is not to be disseminated to any other person or 
entity. Our investigative findings are, in part, based upon information available to us • 
through a variety of third-party providers at the time our search is performed. While 
every attempt is made to find all substantive information, we make no representation that 
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the information provided to, or gathered by, us is complete. This is not a credit report 
and should not be used as a credit report. The information contained herein is intended as 
a supplement to the Know Your Customer information gathered by the HSBC business 
unit -and may not be considered-whendeterminingthecrethtworthiness of the customer 
(see Regulation B, 12 CFR 202.7). 


Please feel free to contact me with any questions. 
Sincerely, 

Michael Cohen 

Financial Intelligence Group (FIG) 


Update findings sent 7/13/05 
Sent by: Bob Powers 
CONFIDENTIAL 

*** FOR INFORMATIONAL PURPOSES ONLY **• 

FIN,^IAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS (UPDATE) 

SUBJECT; A1 Rajhi Commercial Foreign Exchange, Jeddah 

ENTITIES: AJ Rajhi Commercial Foreign Exchange, Jeddah 

REQUESTOR; Kevin ODonneil 

DEPARTMENT: AIM Support 


A report of findings in support of enhanced due diligence was requested for A1 Rajhi 
Commercial Foreign Exchange, Jeddah. The most recent update review of the Al Rajhi 
Trading Establishment in Saudi Arabia was sent in April, 2005. That update provided 
findings subsequent to the first report regarding Al Rajhi entities that was originally 
issued from this office in October of 2003. An update was conducted in December of 
2004. Text of the more recent update will be pasted at bottom. The text of the original 
report will be included in the attached PDF file. This current report will address recent 
information specific to Al Rajhi Commercial Foreign Exchange, Jeddah. 

Al Rajhi Commercial Foreign Exchange, Jeddah 
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According to "Bankers Almanac," A1 Rajhi Commercial Foreign Exchange is located in 
Jeddah, Saudi Arabia. The bank has correspondent banking relationships with Land 
Bank of the Philippines and Social Investment Bank in Bangladesh, 

Our review found no profiles that would provide insight into the bank's operations. 
However, the bank's own website (www.bankalrajhixom) names Mr. Abdul Rahman 
A. A, Alrajhi, member of the prominent A1 Rajhi family, as Vice Chairman, Chief 
Executive Manager, and President. The chairman is not named on the website. 

In 2004 it was announced in numerous press reports that Ai Rajhi Commercial Foreign 
Exchange would be one of eight Saudi money exchangers to merge into the new Al-Bilad 
Bank, which was expected to launch by mid-2005 with $800 million in capital. Another 
of the eight firms involved in the merger was reported to be Al Rajhi Trading 
Establishment. 

"Gulf News" reported on May 2, 2005 that shares in A! Bilad Bank soared to 950 Saudi 
Riyals ($253) on its first day of trading. 

Our review found no evidence of criminal activity surrounding Al Rajhi Commercial 
Foreign Exchange or its president Abdul Rahman Al-Rajhi. 

Text of previous reports regarding Al Rajhi entities.is pasted below and in the attached 
PDF document. 

Please fee! fi’ee to contact me with any questions regarding this report. 


Sincerely, 


Bob Powers 
FIG Investigations 


Update findings sent 4/12/05 
CONFIDENTIAL 

FOR INFORMATIONAL PURPOSES ONLY *** 

FINANCIAL INTELLIGENCE GROUP (FIG) 
REPORT OF FINDINGS (UPDATE) 

SUBJECT: Al Rajhi Trading Establishment 


ENTITIES: Al Rajhi Trading Establishment 
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REQUESTOR: Paul DiBenedetto 

DEPARTMENT: Client Services - FinancialJnstitutions 


“ Rfdaeled by the Penaanent 
Sebcommittcc or iBvnt^tioaa 


Accounts; AJ Rajhi Trading Establishment, Banknotes - 


A report of findings In support of enhanced due diligence was requested for the A! Rajhi 
Trading Establishment in Saudi Arabia. A report conducted on AI Rajhi entities was 
originally issued from this office in October of 2003. An update was conducted in 
December of 2004 for Al-Rajhi Banking and Investment Corp, Text of those previous 
reports will be pasted at bottom and attached. This current report will address recent 
information specific to Al Rajhi Trading Establishment. 


Al Rajhi Trading Establishment 

Al Rajhi Trading Establishment has appeared in the news very infrequently in the time 
since the initial report was conducted on Al Rajhi entities in 2003. Dun and Bradstreet 
lists Sheikh Abdul Rahman S Al Rajhi as the 100% shareholder in Al Rajhi Trading 
Establishment, 


The most significant recent press report concerning Al Rajhi Trading was published in 
"Ethnic Newswatch" in August, 2004. This article reported that Al Rajhi Trading was 
one of eight fi nan cial institu tions to be merged into AJ Bilad Bank, a new banking 
corporation expected to launch operations in mid-2005, Al Bilad will reportedly have a 
capita! of $800 million. This press report refers to Al Rajhi Trading as a "Money 
Changer." 

In April, 2005, the "EIU Riskwire" reported that Al Bilad was still waiting to open. Al 
Bilad will be the 1 1th commercial bank to base its operations in Saudi Arabia. 

As indicated in a chart in our 2003 review of Al Rajhi Banking and Investment, the 
owner of Al Rajhi Trading, Sheikh Abdul Rahman S Al-Rajhi, is the son of Saleh Abdul 
Aziz Al-Rajhi, founder and director of AJ-Rajhi Banking and Investment Corp. 
According to business records we've found, Al-Rajhi Trading is not a subsidiary 
company of Al-Rajhi Banking and Investment, but is 100% owned by Sheikh Abdul 
Rahman S Al Rajhi. 

A review of press found infrequent references to Sheikh Abdul Rahman S Al Rajhi, 
usually in reports on his various business dealings. 

No evidence of criminal activity relating specifically to Al Rajhi Trading Establishment 
or its owner could be found in our review. 

Text of previous reports regarding Al Rajhi entities is pasted below and in the attached 
PDF document. 
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Piease feel free to contact me with any questions regarding this report. 


Sincerely, 


Bob Powers 
FIG Investigations 

13 Dec 2004 10:04 

From: Steven Pichardo Tel: 212-525-6736 

Subject: Report of Findings - Al-Rajhi Banking & Investment Corp. - FIG 


CONFIDENTIAL 

*** FOR INFORMATIONAL PURPOSES ONLY *** 

FINANCIAL INTELLIGENCE GROUP (HG) 

REPORT OF FINDDJGS 

SUBJECT: Al-Rajhi Banking & Investment Corporation 
ENTITIES: Al-Rajhi Banking & Investment Corporation 
REQUESTOR: Sally Lomas 


' IMactedbytbePermaaeiit 
Subconmin^i^e Invwtigatimn 


t 

(iras- - 


DEPARMENT; Banknotes 


ACCOUNTS; Al-Rajhi Banking & Investment Corporation (Reference ■■■■( 

An enhanced due diligence was conducted on Al-Rajhi Banking & Investment 
Corporation. A report of findings was sent on this company in May 2004. The objective 
of this report is to procure additional information subsequent to the filing date of the 
initial report. 

Al-Rajhi Banking & Investment Corporation: 

In 2004, Al-Rajhi Banking & Investment Corporation (ARAJ) filed a suit against the 
Wall Street Journal (WSJ). ARAJ alleges that the WSJ defamed the bank by accusing it 
of supporting of terrorism in article published on 2/6/02. After 30 months of active 
litigation, a settlement was reached, leading to the paper publishing a “clarification” and 
a letter from Al-Rajhi’s chief executive. The clarification basically states that the article 
published by WSJ did not intend to imply an allegation that ARAJ supported terrorist 
activity, or had engaged in the financing of terrorism. 
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Under the terms of that settlement the WSJ paid no damages, nor was any order made 
prohibiting the paper from repeating the same allegations in the future. 

In all, no charges stemming from the aforementioned article have been levied against 
ARAJ, Therefore, no substantially adverse information, subsequent to the previous 
report provided for this company, was found regarding ARAJ. 

If you have any questions, feel free to contact the undersigned. 

Sincerely, 

Steven Pichardo 
Financial Investigator (FIG) 
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This Space Reserved for Compliance Officer and/ar Business Unit: 

Comments of the Compliance Officer and/or Business Unit Approver; 

Comments are required if the Report of Findings contains information to suggest that any subject may be a 

J^EP or other type. cf.SCC.or..maypTesmireputattonalriskto HSBC, Commrns must detailMetherMr no 

the CO. or business-level approver is comfortable with the relationship, as well as the reasons supporting 
that determination. If comments are entered below, i^trn a copy to ICRO (via email to “FIG HBUS”) 
for its records. 


□ I have reviewed this Report of Findings and none of the information in the Report requires 

comment, Signed on ^ . 

(Name of Reviewer) (date) 

□ I have reviewed this Report of Findings and comments were required and have been summarized 

above. Signed on . 

(Name of Reviewer) (date) 
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FOR COMPANIES INCORPORATED IN THE BRITISH VIRGIN ISLANDS 


Ref: PIC NAME (S) 

DearMrxxxxx: 

The registered agent (the ^Hegistered Agent”) for the above named company(!es) (the “Company 
(ies)”) has contacted us residing some important legislative changes m the British Virgin Islands 
(BVI) afTecting companies incorporated in the BVI that have issued bearer shares ( “Bearer Share 
Companies” and each a “Bearer Shore Company**). Our records indicate that the Conq>any(ie3) 
a/are Bearer Share Company (ies). 

As of December 3 1, 2009 all bearer shares issued Bearer Share Compani^ will need to be held 
by an authorized custodian recognized by the Pinancial Services Commission in the BVI, The 
audiorized custodian require full disclosure of the beneficial ownms of the shams. The 
adnunistratiye costs associated with maintaining Bearer Share Companies will increase 
signifi^tly and will typically exceed the administrative costs associated with maintaining BVI 
companies that issue registered shares. The annual govenunent fees for a company holding bearer shares 
will be up to USSl ^50.00 per aiumm (as compared to USS3S0 for a comi»Dy with registered diares). If 
the bear^ shares am held by an authorized custodian, they cannot be released to you except in 
exchange for registered shares. After Dec 31st 2009, any bearer shares still in existence and not in 
custody will be ^disabled*. 


Rather than meaning the additional expense associated with maintaining a Bearer Share Company, 
3 ^ou~n^^ want to consider canceling the bearer shares issued by the Conipany(tes) md replacing 
them witii registered shores. 

Please also note that as of December 31*^ 2009, os a matter of policy, we will no longer maintain 
accounts for companies that issue bearer shares. This , policy reflects increasing concern and 
scrutiny by regulators of accounts maintained by banks and other financial institutions for bearer 
share companies. Should you decide not to exchange the Company’5(ies*) bearer shares for 
registered shares, as of December 31*2009, you will .be required to close any accounts maintained 
in tile name of the Company(ies) with m and transfer assets in those accounts to another financial 
institution. In (his coimection, as appropriate, you should contact your Private Bank Relationship 
Manager as soon as possible to discuss existing credit facilities associated with those accounts. 

Please also not that should it be necessary to close the Company(ies) BCcount(s) with HSBC, HSBC 
will no longer be able to assist you with the administration of tire Company(ies) including, without 
limitation, the payment of govenunent and Registered Agents fees and charges. You will, 
therefore, need to moke alternative arrangements including, possibly, establishing a direct 
relationship with (he Registered Agent, which we can assist you with. 

Should you choose to replace the bearer shares issued by the Company(ies) with registered shares, 
we can assist you. In t^t connection, we have contacted the Company*s(ies') Registered Agent 
and, subject to your completion of the enclosed form(s) and to receipt of n«ressary dcKumentation 
from us, they have agreed to facilitate the exchange of bearer shares of tile Coinpany(ies) for 
registered shares. 

In order to proceed with (he exchange, please complete the enclosed document(s) and return them 
to us as soon as possible. We will then send to you the necessary Board of Directors resolution for 
signature by the Company’s(ies’) directors. Once the process has been completed, we will send to 
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you the newly issued shore certificates to be signed by the directors. A copy of the documentation 
will be mwn^ned by us inour fil«. There will be j one time charge of $ 1000.00 (per co m p a ny) 
to cover our service charges and the charges of^e Registered Agent. 

Please note that we are providing an administrative service only and nothing in this leRer is 
intended, or should be construed, as legal advice. Should you have questions with respect to any 
tax, accounting or legal issues associated with the above or the enclosed documents, you should 
consult your own tax, accounting and/or legal advisers. We accept no liability whatsoever for any 
damages, lo^es, costs or ejqiens^ associated with any action token or not token by you in 
connection with this letter or the enclosed documents. 

Sincerely, 

RM 

Encs 
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FOR COMPANIES INCORPORATED IN THE BRITISH VIRGIN ISLANDS (BVl) 

CONSENT TO SEND RECORDS 
FOR CONVERSION OF COMPANY(IES) (the “Company(ies)'^) 

NAME OF COMPANY(IES) AND/OR ACCOUNT: 

Dear [HSBC Bank USA, N.A.]/[HSBC Private Bank Intenuitional]: 

I/We hereby consent to your delivery of the corporate documents relating to the Company(ies) that 
you have in your possession to the Company*s(fes*) Registered Agent, in order to replace the bearer 
shares of the Company(ies) with registered shares. 

In connection with the above: 

1) The original CertiBcate(S) of Title No(S) > , . 

arc enclosed. 


or 

2) The original Cerlificate(S) of Title No(S):, 


related to the under mentioned shares of the above named CoinpBny(ies) have been lost or 
destroyed and I/We enclose a completed and signed ^Indemnity for Lo^ Ceil3ficate(s)*. 

I/We her^y instruct the Registered Agent to issue the following new share(s) certil]cate(s) for foe 
Company(tes) as follows: 

A. A single share certificate in foe name of: 

or 

B. A single share certificate in foe names of (as joint tenants with right of sunivorsbip): 


of 

C. Multiple share certificates as follows: 

NAME OF HOLDER NUMBER OF SHARES 

OR PERCENTAGE 
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The Registered Agent for the Con)pany(ies) is also authorized to provide you with a complete set of 
revised corporate documents upon completion of the conversion. 

I/Wc hereby instruct and authorize [HSBC Private Bank Intemational]/[HSBC Bank USA, N.A.] to 
debit my/our account(s) with SI 000.00 per Company to compensate it for its services and to pay 
the Registered Agent’s charges, which are typically between S150.00 and S300.00 per Company. 

Accepted and Agreed: Accepted and Agreed 


Name 


Signature: 


Date: 


Name: 


Signature: 


Date: 
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INDEMNITY FOR LOST CERTIFICATES 


To the Directors of [Company Name] (the "Company*’) 

The original Certificate of Title Nofs^ : , , 

relating to the under motioned shares of the above named Company have been lost or destroyed. 

Neither the shues nor the Certificate(s) of Title have been transferred, charged, lent, deposited or 
dealt with in any manner affecting the absolute tide thereto and the persons named in tl^ said 
Certi6cate(s) is the person entitled to be on the register in respect of such shares. 

I/We hereby request that you replace (be Certifica(e(s) of Title with new certificates) in accordant 
with my/bur instruction contained in the enclosed "Consent to Send Records for Conversion of 
Personal Company ^C) dated * , and in consideration of your doing so, undi^t^m (joinUy and 
severally) to indemnify you and the Company against all claims and any demands (and any 
mqjenses thereof) which may be made against you or the Company permitting at any time hereafter 
a transfer of die said shares or any part tfaerrof without the production of the said original 
Certificate. 

1/We undertake to deliver to the Company for cancellatioD of said original Certificate should the 
same ever be recovered 

PARTICULARS OF LOST CERTIFICATE 

Cert No. Amount & Gass of Shares In favor of 


Dated this day of ^ 2009 

Signed: 

Shareholder 

Signed: 

Shareholder 

Signed: 

Shareholder 
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From: Psiil A T>4UR5TON 
Sene Sat Fab» 03:34:44 2000 
To: Mictiael F GEOG^eoAN 

CC: Sephmt K GREEN: MalUmw J WKING. Richer E T BENNETT; Dflvid W J BAGLEY 
5ub|«et CNBV/FIU UpB8» 

Importance: Normal 


Alike. 


An update an Utii . H pfomisad: 



and timely data ftwn tor the past 4 yeara. ViWle we have been worktoe to address these Issues, end the 
CNBV have oeneralV been on side wfih our mows, the RU Is not sallstfed vriih the progress Is nov/ 
pul!!r»8 pressure on the CNflV to rrww more quielily. 


Redacted by the 

Pennanent Subcommittee oo Investigations 



3. Meny or the Items r^ed in the CNSV seeUoR of ne rapon nave been itosed bebre and eetions 
are b^ prooreased. VM new taken mueit mxe conecOw action Oian haw noted, end we believe 
iMt w« wB be able to previda faMy robust responses to most ot them. We strouid nevedreli responses to 
these by Monday, arto wIB then srtare these with Oevid Ba0ey. 

4. We are bvesbgalbg same of the new hem raised by the FlU end will update Dawd Bapby on 
these ncki week. It has to be seb met most oreiesB Iwve newr been leeniiBed in CNBV reports or 
inspeetbra before, nor new ihey been raised by us with the PlUtso while the Head of me Fiu tray say 
tr«l hb staff have complained about HSBC tor the pasta years, mb has never been escaieied re us, or it 
appears, to the CN6V). 

5. WeOeariy heve ptoblefT« In ensuring Ihelwe havealthe <nfonnat>on and documents required for 
new account openirHI. and 4 is looeasy tot Drench staff to mbs twi key rtocumenls. or inspection visits 
without ihis being ktondBed. We ere ki^emenfrig an knage based system through wttieh eii new oKOuni 
lites wU be dioUalty copied to s central oper tiions sbe where are documonis wiB be checked • this was 
developed and pRoied in 2H0r and b about to be tobd out naitomnde. once tt>e final systems capacity 
tests are comptoiod. Now dicck Ibis are b^ng put In place to support 84s and stronger dtsdpltnary 
procedures win be put In^ce tor branch managers vdw sign off on account openkif) wittiDih porsonaBy 
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cnecUng that the check fcis have &een csomplcied. Once the system goes Hve this month, we the need to 
do a major clean up exercise to go back through ail existing account nies. in prlohttsed order. While the 
CNBV have been Informed of these plans, greater pace wnii now be required. 

6. Deating vnlh enquiries from the FiU • ailhough this has never been raised with us an issue in the 
past, it is clear that we have not been sufficiently quick to resend to FiU enquiries nor have we always 
been very thorough in trying to find ell of the items requested. They can, of courso always quote 
examples of exirame delays, and we could uoufiiet with exurrpies where vve have been rrujch better • but 
we are undeiteking an analysis to get a representative picture. Part of the problem here has been 
volumes - all enquiries are routed via the CNBV. ab[\() with enquiries from every other government 
agency, be it rolated to potenda! police QrKjutries or tax Irwestigatlons. otc. Wo got more than 1000 letters 
each week from the CNBV asking for account Inforrrtatton v/hich can be very detailed (e.g. asking for 10 
years Uerisactton records and copies of ail related cheques, across muiUpla accounts). We need a better 
process to separate out and prioritise the enquiries from different sources, and we need to put mere 
resources Into this area. In the meantime, we have offered the FfU a direct contact (as we have In other 
countries) with our iniemal security, to provide a fast (rack if thera are urgent cases or those (hat may 
need more sensitive investigation. This was welcomed by them. 

7. The FIU have expressed concern that some of this work has been outsourced to legal rmhs which 
may lead lo a broach of confidenliality. Ttiis praclico (the data is provided by the bank, but the formal 
iogel response letter is prepared by a law firm, under cOant coniidenfielity restrictions) has been In place 
for more than 4 years, to enable us to deal with (he volume of enquiries and we have not had a complaint 
before. Hov/ever. we will ensure that in future, the more sensitive enquiries (those coming from the FIU} 
will be handled entirely (n house lo give them greatercomfoil We are revlewino the v/lder practice of 
using these tew firms. 

8. US banknotes • it seems Ihot the pressure from (he US authorities Is not aimed specifically at 

. HSBC,. butis-a general concern aboui the naw.aLUSbankittlasfiomJdexlsmnd the potential linkage to 
drug related activity. This issue was raised with us by the Bank of Mexico, who were concerned with (he 
accuracy of reporting and. at their request, we have been working on getting more accurate data records 
of theso transactions. We are currently conducting our own analysis of iho hows, but initial Indications 
were that our US banknote handling had been slowly doclining over recent yeara, raihor than rising. This 
anaiyste is continuing and v;e should have more information next weak. 

We wHi be reviewing progress with David Bagtey on Tuesday, and he and I vrili let you have a up to dale 
report in advance of the Holdings Board rreeiing on Friday. 

W'e will also be preparino our response lu (he CNBV/TiU reports, which we v/iii presnet to them Ihe 
foliowNrg Monday. 

Please will you. and those copied, let me Know if you require anything further or have ariy additional 
Comma rtts. 

Regards 

Paul 
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From: Michael F GEOGHEGAN 
Sent: Tue Fei5-19-22:50:45 2008 
To; Paul A THURSTON 

Cc: Stephen K GREEN; Matthew J W KING; David W J BAGLEY; Richard E T BENNETT 
Subject: Re; HSMX-ML Review 
Importance: Normal 


Paul 

Thanks-very thorough. 

Mike 

HSBC Holdings pic 
Registered Office: 6 Canada Square, Loruton E14 5HO, United Kjogdom 
Registered in England number 6179S7 


*» Redacted by the Permanent 
Subcommittee on investigations 


Paul A TI-rURS TON 


— Original Message — 


-Ecom-i— P-iul A THURSTON.. ,, 

Sent! 19/02/2008 14:06 CST 

TO! Michael F GEOGHEGAN; Richard B T BENNETT; Matthew J K KI24G 
Cc: David W J GAGLEY; Stephen GREEN 
Subject: Re: IIDMX -ML Review 


As promised, this is where we are: 


; regional head of Security (Grecki) has been recalled from a visit to 

SouUt America and returns tomorrow morning. He will re\iew the information and the Initial analysis being 
made today, and will commence an urgent internal investigation. 


- Other new items raised by FlU. Group Audit LAM (Thomson, Bentley) are conducting an initial review of 
these with HBMX COO (Rendall) 


- Update on general issues previously raised by CNBV. Group Audit LAM (Thomson, Bentley) are 
reviewing progress on actions already taken by HBMX to address these, and worldng with HBMX COO 

• (Rendall) to prepare a draft response, 

- Review meeting. We (Thurston, Thomson, Bentley. Rendall and Grecki) will have a review rreeting on 
Friday to assess the findings of the above. I will circulate a report to you all by Friday night. 
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- Group CompliancB. David Bagiey will come to Mexico on Monday 25th and wiH stay until at least Match 
5th. He will review the findings, and provide any guidance from a Group perspective. We will determine 
the action to be taken against the HBMX head of Compliance, and how to strengthen the function (he is 
already working on plans for this). 

- David and I will produce an update report to Mike ahead of the Board Meeting on Friday next week. 

-we are arranging for David Bagiey and I to have a follow up meeting with CNBV/FIU on Monday 3rd 
March (they were unable to do this next week). 

We will keep Matthew King updated throughout. 

Regards 

Paul 


Michael F GEQGHEGAN 


— Original Message — 

From: Michael F GEOGHEGftN 
Sent: 02/19/2003 C3:36 PM GMT 
To: Eichai-d Z T BENNETT; Paul A THURSTON; Matthew J W KING 
Cc: David W J E.AGLEY; Stephen GPZEM 

■ -KT. Revi'evT ‘ 

Gentlemen 


■ R'dacled by the Permanent 

Subcommittee on Investigations 


1 have spoken to each of you individually today and by ihe end of the day I understand Paul will have laid 
out what we will he doing.by when and by whom. 


Talking to the Group Chairman this morning , whilst he was Uansittlng in Parte for SeouLhe_gskedJ; 
David should lead in Mexico the Compliance funiion review ■ 


This moans David you should bo prepared to ofay in situ in Mexico when you visit this wook.You should 
urgently review which Group resource we put In there on a longer term basts. 


it is unlikely that by the Holdings Audit Commiltee meeting next Tuesday we vrill have sufficient 
information to accurately brief the committee but I would hope by the Friday board meeting (2&th) a 
situation report will be available (agreed by Paul and David) for me to brief the board. 


The next time l would like to review progress cn this is on Saturday on my return to UK 


Thanks 
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HSBC Holdings pic 

Registered Office; 8 Canada Square, London E14 5HQ, Unfted Kir^dom 
Registered in England number 61 7987 
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From: Paul A THURSTON 
..Sent. Wed Feb 2.7 23:16:08 2008 
To: Michael F GEOGHEGAN 

Cc: David W J BAGLEY; Matthew J W KING; Richard E T BENNETT; Stephen K GREEN 
Subject: Re; CNBV/FIU Update 
Importance: Normal 


Mike, 

Perhaps we can discuss when we meet on Friday. 
Paul 


Michael F GEOGHEGAN 


— Original Message — 

From: Michael F GEOGHEGAN 
Sent: 02/27/2003 03:22 P.M GMT 
To: Paul A THURSTON 

Cc: David W J BAGLEY; Matthew J W KING; Richard E T BENNETT; Stephen GRKEN 
Subject: Re: CNBV/FIU Update 

Paul 


t think HBMX have a credibiity issue and you are going to need to bring in a third party 

Also we at Group Level would want to see a very senior person put in to overview this project which 
frankly appears to have been allowed to go uncared for for some years 

Mike 


HSBC Holdings pic 

Re gistered Office: 8 Can ad a S qua re, Lon do n E 14 5HQ, U nited K in gdom 
Registered in England number 617987 


Paul A THURSTON 


— Original Message — 

From: Paul A THURSTCN 
Sent: 27/02/2008 OS:07 CST 
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' Redacted by the Permanent 

Subcommittee on Investigations 


To: Michael 
Cc: David W 
Subject: Re: 


F GEOGHEGAN 
J BAGLEY; Matthew' 
CNHV/FIU Update 


J 


W 


KING; 


Richard E T BENNETT; Stephen 


GREEN 


Mike, 

Thanks for your note. 

Before answering your specific questions. I should comment that all of the issues raised by the CNBV and 
F!U relate to practices that have been in place for many years and have not been challenged before 
2007. indeed, in February 2007, we had a totally dean review of our internal controls by the CNBV. 

That is not to say that these practices were correct, and there are many weaknesses. Some of these 
were already identified internally, and we have been working on them. Each time the CNBV has raised a 
concern in the past 12 months, however, we have responded positively with action plans to address them 
and we continue to do so. I have always had positive feedback from the Head of the CNBV on the actions 
! have been taking to improve controls and quality in this business. 



Turning to your questions: 

- our new COO, who arrived in 2H07 is overseeing the remediation programme and I believe he has the 
ability to do this effectively. What we need is a goof programme manager, probably with experience of the 
UK DSC2 type centraiisation/process streamlining work, to drive a nurrfoer of key projects, including 
centralisation of account opening files and controls, automation of branch transaction processing and 

transaotiOA-vouGh^c-storage, and-cetengineenng oLregulatory eng uiry handi ng. We also need to 

strengthen the Compliance function management. I am reviewing this with David Bagley. 

2. When we meet with the CNBV on Monday, we will present a detailed response to all of their points and 

■an-actioff ptaTT-fof the major-pfcject s - w e-afe-undertakingT-l-amnot-con v inced thaf w e need-arr e x te rna l 

audit or third party review (and the quality of external firms here is not that great), but we will be better 
placed to judge this after the meeting on Monday. We will certainly commit that our Group Audit function 
will be actively Involved in monitoring progress on our programme of rectification. 

Regards 

_Pa«l- 


Michae l F GEOGHEGAN 


— Original Message — 

From: Michael F GEOGHEGAN 
Sent: 02/25/2008 05:14 PM GMT 
To: Paul A THURSTON 

Cc: David W J BAGLEY; Matthew J W KING? Michael F GEOGHEGAN; Richard E T 
BENNETT; Stephen GREEN 


Confidential Treatment Requested 


HSBC-PSI-PROD-0198511 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 


PO 00000 


Frm 00979 Fmt 6633 Sfmt 6633 


P:\DOCS\76646.TXT SAFFAIRS 


PsN: PAT 




2074 


Subject: Re: CNDV/FIQ Update 

Paul 

Thanks for the update; 

The issues are: 

1 ) Who really senior are we going to put In. to take control of this whole process of account opening and 
back reviewing of accounts already opened- because clearly we have failed to have done that 
todate?This person needs to be a grade 1. reporting directly to CEO Mexico. 

2) Can our review ,in the eyes of the regulators, be seen to be Independent ?Does it not need a third party 
review or a Joint audit run by GMO INA and say KPMG or Deloittes . 

We need to really spec the size of the problem, agree an action plan with CNBV and then get each part of 
the action plan signed off by the third party. 

Your views pfease 

Best wishes 

Mike 
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CNBV/FJtLMEEIiNG _ 

DB’/idWJ BAGLEY to: Mlc>TASlPGEOaH6QAN 
Ser-.rby: Merton 0 ROACH 

SiophHlKQ.^I=E!■•I.RlcMtd5TBeN^«^r.P3U^A 
THUaSTCN, Mauhe',vJW)^;NG 


M'slor^: Tfiffl fnasaaga hfW Been fCWfardsd. 


03*05/5003 31:01 AM 


Paul at>d I mat with CNBVand the local flnenclaf tnielllg«nc« Un« {FlU) yesterday. Key points are: 

e Paul presented Ine detallad wntton response toatl of the points raised. 

• Paul ran Ihrough tJie main proposed 3t3>ons to artdress the KYCdeAdenciea. mainly by 
cenvalising the strooni opening pipcotsaa quicicly as safely possible and to handle formal 
requests far informstton received from CNGV mors prampitysrid eftcteRtty. 

e We made itoloar Lhat FlU reioted «nqutrie.s wilt be hand'ad on a priority baatstofough d dedkratcd 
team. Tbls action has been- taken. 

• CNSV expressed dteir thanks for the prompt and fuU reaporute. TheyateocKpiesseda wsh to 
vwfk with HBMX to improve the procass al their end. 



• A ftjrther mealing will ba h^d v/«h HD CNBV to review progress Cn ^-6 vvoaka. 

• There is an oLtEiandiri'j poir:'tas lo whether iheuse of an outside ^aw firm has breached Pdnklng 
secrecy. CN9V and H0MX wiH review iWs, 

• Wa -.jvoiJd nomrally proat^eiy athiso FSA of an incident liVo this in a managed way. CNSV' would 
tikeos to do this first and then srfvtss them. CNBV wifi ihen speak, to FSA. 

The mfifttiftQ was extremely cordial and tha pionrrpt rBspor.M and anentton, inotoding at Group '8v«l 
-Waa-wolljccelvod - - ■ 

iWih report fully toGuAC, 


Dsvia Bagley ^ 

« Redacted by the Permanent 
Subcommittee on Investigations 
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Re: MEXICO BANKNOTES / High-level Timeline 


Frcnt 

To: 

Daie. 

Attacfimarils: 


Paul LAWRENCE <'cn=pauj Iawref£e/D(j7^h9to«^b{f> 

iTilchae1gecgf>egan@hsbc.cwTi 

Mon. 07 Jiin 2010 09:20.35 +0100 

MEXICO AnACHMENT PURCHASE ONLY-jes.ifp (5i8 kS) 


Mike, 


As premised, here’s an OJtlirwofiheVey eMenis relating to the Meiican fegiiWorS* concerns over USD banknotes, leading 
up to your meeting in NOS^S. Before sending this, ( spoke to Paul Thurston (PAT), David Bagiey (OB), Luis Pena and 
Emifson Alonso, 


October 2007; PAT met alona, at their invitaVon. with the CNBV. They advise of ihelr concerns over a variety of interna! 
control weaknesses, including credit card fraud, customer service, sy^am ir«tability and weak KYC artd have reservat'ons 
0 ver the persistence of the Bital corporate cuiti.»'e. PAT advises otseniormara^ement changes and chartges In business 
mode! to address their concerns. 


February 2008; PAT met with the CNBV and the Head ofthe Rnandal tnteitigence Unif (FlU)of'&te Rnance Mirostiy. They 
revishthe OCT07 issues and acknowleC^e the progress made on inlemai controls. However, the FlU has new concerns, 
oeing; 


•the high levels of banknotes evported by HSBC in 2005 and 2006, which are materia^iy higher than 

competitors 

- faituresto respond to FiU anqcrirtos ine tirne^manner end the use iiexterrial firms fo hbndie such 

requesisi 


• missing KYC documentation; and 



Msn^ 2008: DB spends twc weeks in Mexico, further towtwh he and PAT met with the CNBV and FtU, at which we 
pieseri a detailed written response to all poinls raised and. 

• agrae to anaiysa USD banknote transacttorts to assess wheiharMntrois era efisctive, with immadiata 
enhanced KYC for aH customers depositing over USDtCOk per month arvd a rev-ewof high volume branches; 

• advise actions W address KTC; 


- agree to handle a)t FIU enquiries on a prionty basis, wnolty irt-houee; and 



Later, the FSAtalk totheC^©V, who inlintaie that they we^e furred on by ttve FIU. The CNBV confirm that they are 
»>tisfiad with (Tur reaction and mmediotton plons. 


— * Redacted by the Permanent 

Subcommittee on Investigations 
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Ji IS thill i.hts H6MX hond ct co'nptiftnw! {Cafcia) had not tcpt irtc 'cguSaiorA ns WKt'-mJof-'piid iis PAT and DB nati 

Doen yiviin to understand. Add iicriaiiy. ir\c CNBV had ear! cr citprc&scd icsc-n^atiofis over roses temg stvuctufed to cc'ix;- 
DDin Mex'Cft ar*j Cimt-ai An'otica. Maniioemeni recoHrise thal i-he M»wicocoinp;:anc«f.inc 1 c.n s not to ln« sarr« civc'e 
as otnfi' deoartrpcnts arxJ a decision is taven to tiring in a dea<cated head cf compliance (B jsse.'y) lof LAM, -.vhc ar-.vc-s n 
Janua^ rcfteci -nq the t..T.e needtidte find a sutasiy-qaalrfedfcoiacerr-cnl. Once she ss cn s‘Ai. thr? -ajad of 
ec-'noiia-’jcc-kir HBUX is nysiaetd aiJlie end ol May 2QC^, i^icugn Ga<od giKJencok 5Cmc cons-j^tancy wo-h ter LA?j1 afler 
that date 


Apr;! 20CS. PAT and DB meet ihc CNBV & rsUaeja n lo jpdafe on progress /aclroris to acM'CSS tine TiU ccnccrns, wn ch 
are acceoied with consistent fee-doack that we are now viewed posdi-vely. Later -n APROa. PAT 'eaves Me*.v:c. 


Ju^y 2L'Ca, H0MX COO iRcndallJorovideS a pregtesa report lothc rcgonaioudil cornhirttcc. ojliinirig 9 wcrivatrtari'S. with 
'<ey pn^grttss snd.fdmg 

- r.iatcftsslul inipletnenliliion oi n process erf digifAiisaiiOn / ecnirot nccyuin! opnn'hfj fnr r»i- new ficcounts 
opened ectoss iht- 1 488 urar«;rnjs tn Mexico 

• •fiiltrtlKJ.’i <)i a (enieii'al pfoytiinime for exisffny cnjstjKiwr KYC MeS. f«KiiSMr.l<i'i *nyl* nsk a-xaisnl.v 
a 90% reu.tdicn (fro-n :m, 700 to 3,300f m the bacLtcg of 2008 CAMP aleds, 

■ atpierTHinliil on of a n»!w prttcess wifh enha.nced KYC for ail cuatomeni dirposifiny tm.-r USDt OOk per 

.•noolh, .jiiil 

- arccess improvfihienis tor rtrspocisesto P’U infofrnaticn leqocsts 


Noveh’ter 2005 HBMX COC i Rervcla:!,i prov-des a preg-ress reped ic the reg:ono', aud-l comm-Hee. ucOiSt-ng I jriner 

projjrcss 

. .in •rii»(iirn-ixl n;rx"ir.s V; n;wR|ic; h FiU nxiacsts t«-«J fsrtn. 

. 7.9-i1 KYC Lifts fn * niQn ri.< .k_c_ust o>r. «>fs hAd sr win nev ipv/ed a \t>iiw tid. o' s cntiAred ter r.lnsu'w: 

• vres'k wiiG undonxay icaddrxtss the scccctd phase (47,000 accouns with vanoijs nrA Trigsi .-.nd ihrd 
phase '83.000 nccounis v* »h historic CAfutP a cn proiies; cf KYC Mes reqjifing remediation and 

• I'nrtJUKJ.on pruliiing systrthi, k> assist m uacfinp actual vs. expecfitd accouri) iM'livily. vms hCiXJ 

irrpiemenfeJ. 

Vouf tneei r\g v/iih the CNOV ccawa shnrtjy ihfreaher: the lAckof pregress inoddressing the volume of LlfJD hankicnes cs 
Rxompiitieil in thn graph attnchpd htiiow which .shows monthly USD pipoh voivirres stayed cohsi;t.nt or tpirri'flsed frotr Oct 
(17 irir«iiy.n n**c 08 , 



hrCnCOATTAChMEflT FUR:ka^S ONLVxkav 


- 1 nroiMho.li the period Pom Ccto&er2C07 fe November 2008. genjAe ertnns we*e m.vjeto address toe 
reguiators' ci>nc<ens 
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- These were aiareierBied in Febi uery 2008, whai the FlLTs €Mf«»ms w«re feceived. 

- At that pwnt, the issue* were escalated to GMQ and reat^ suppwt for the temedtal affoits received. 

- A substantia! number of remedial actions were taken arwl packed and early feedback from the regiiatcr 
on the remedal plans was positive. 

- However, the primary focus of the rerredia! efforts was upon {!) KYC and (2) responses ic Fiu enquihes, 
whh a notably lowerfocut on the F!U'a concerns relating ta the voUvne of USD banknotes being handled by HBMX 

- In relation fo the latter, addition^ screening of Wgh-vofume USD customers was implemented. However, 
the success or otherwise in reducing overall USD banknote volumes ws. market fro.m FEB08 onwards was not efleclively 
tracked and the graph danonstrates the Fim'Ftcd impact of these measures. 

-The lack of a KPI related to USD vdume&appe^ lobs a inajor gap in the tracking of remedial efforts. 

• We noted a genuine belief that ail proWems w«e bemg fixed in Kne with the regulators' expectations; 
their NOVOS concern that we had a dear disconnect ova" USD vrtumes was an evident surprise. 

Please let me know if you need anything else or would iika to discuss. 

Regards. 

Paul 
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HSBC HOLDINGS PLC 


Minute?: of a Meeting of the Board of Direaors of HSBC Holdings pic held at The Emirates 
Tower Hotel, Dubai on Friday 25 April 2008. 


PRBSE>rr: Mr S K Green, Chairman 

The Baroness Dunn, Deputy Chairman 

Sir Brian Moffal, Deputy Chaimtan 

Mr M F Gepgliegan, Group CliiefExccutive 

The Rt, Hon. Die Lord Butler 

Mr V H C Cheng 

Mr J D Coombe 

Mr J L Duran....,.-,...- Hem 08/43 to 08/47 (by idcphone) 

Mr DJ Flint 
DrWKLFung 
Mr J W J Hughes-HailleU 
Mr W S H Laicilaw 
Sii .MarkMoody-Stuail 
Mr G Morgan 
Mr S \V Ne-Rlon 
MrS M Robeiison 
Sir Brian Williaimon 

SHCREDARY: Mr R G Bather 

... --W-m^VU-ATiObi '. 

h'lr D J Shau 


IN ATTENDANCE; Mr S T Gulliver .; Item 08/46 

Me B McDonagh Item OS/43 

MrYNasr hem 08/45 

Mr B Robeitson Items 08/42.2 to 08/42.4 

Mr F A Stafford 


ABSENT WITH 

APOLOGIES: Mrs R A Fairhead 


49 3 Cttoup Audit Com mi tlee 

In the absence of R A Fairhead, .1 D Coombe reported on the mailers which came 
before the Group Audit Committee on 18 April 2008, 


D W J Bagiev, Head of Group Compliance, had updated the Comniittee on the 
P^e l of 2 
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issues, with the banl-iiig regulators in Mec^ico. A robust and full response to tiie 
■matters mised hns been prepared and action plaris to address confirmed areas of 
weakness presented to the regulators, who have expressed their salisfaclmn vvith 
the Group's reaction. 


CRAIRMAN 


Page 2 or2 
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HSBC IlOLPTNGS PLC 

Minutes of a Meeting of the Board of Diredois of HSBC Holdings pk held in the Boardroom, Level 

41, 8 Cmtadn Square, London E14 on Frid%-. 29 November 2002 ai 9.{X)am 

PRESENT: Sir John Bond, Qiairmah 

The Baroness Dunn, Depufy Chairman 

Sir Britin Moffat, Dspuly Chairman 

Sir Keith Whitson, Group ChiefExecutive 

The Lord Butler 

Dr R K F Ch'ien 

Mr W R P Dalton 

Mr D G Eldon - 

Mr D J Flint 

Dr W K L Pmg 

Mr S K Green 

Miss S Hinf/fi 

Mr A \V Jebson 

Sir,lohn Kemp- Welch 

The Lord Marshall 

Sir Mai'k MoocK'-Stuait 

Mr S W Newion 

DrH Sohmen 

Ms C Taylor 

BY nTV'TrATrO?E" ■ Mr R E T ■ 

Mr D J Shaw 

Mt D Moore. Morgan Stanley Sc Co Ltd - item 02/1 06 
MrMTor,', Morgan Stanley & Co Lid -llemOZTOd 

:iN ATI'ENDANCE- Mr R G Barber, SecreTarv' 

Mr SD King - Item 02/1 07.1 

MrMBMcPhes -Item 02/11 7 

ABSENT WITH Mr C F W de Croisset 

APOLOGIES; Sir Bhan Willtan-Bon 


1 09, '3 Minute N o 02/87.4: Grupo Fi nanciero Bi lal 

The tender oCfer for the acquisition of Grupo Financiero Bitai closed on 
22 Novembei. Tlie Group now owns 99.-69 per cent of Bitai. 


CHAIRMAN 


Page 1 of 1 
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HSBC HOLDINGS FLC 

Minutes of a Meeting of the Board ‘of Direcloni of HSBC Holdings pic held in the Boardrooin 

Gmpo Finajiciero HSBC, S, A. de C V.. Pasco dc la Relbrma 243. Cuauhtemoc, Mexico on Friday, 

30 Januan- 2004 al 8,30jim_ 

PRESENT: Sir Jolm Bond, Chairman 

Tlae Baroness Dunn, Deputy Chairman 

Sir Brian MofTaO Deputy Cltairman 

Mr S K Green, Group Chief Executive 

Mr W F Aldmger 

Tlie Lord Butler 

Dr R R F Ch’ien 

Mr WR P Dalton 

Mr C F W de Croissel 

Mr D G Eldon 

Nfr D J Flint 

Dr W K L Fung by telephone (items 04/1 to 04/8) 

Miss S Hint/e 
Mr A W Jebson 
Sir Jolm Kemp-Wetch 
The Lord Marshall 
Sir Mark Moody-Stuarl 
Mr S \V Newton 
Dr H Sohmen 
Ms C Taylor 

Sir Rnan Williai-mnn ; 

BY rNT/lTATTON: Mr D J Shaw' 

ABSENT WITH ^fr R E T Benncd 

APOLOGIES: 

IN A'n’ENDANCE: Mr R G Barber, Secretaty 


From the 1 6 December 2003 Group Executive ConaniUee Meeting: 

2 8 Minute No 03/2 14, 1 : Kev businc-ss losses and setbacks 

Tire Office of Foreign Assets Control (OFAC) of the US State Treasury^ 
Depariment administers and enforces economic and trade sanctions against 
targeted foreign countries, lerrorlsls, dnig iraflickers and those engaged in 
activilie.s related to the proliferation of weapons of mass destructiGn. No 
transactions in or with countries or persons proscribed by OFAC may, 
therefore, be allowed lo pass through systems based in the USA. 
Consequsntly, to avoid contravening the OFAC restrictions on processing 
credit card transactions in certain cooniries it will be necessary' lo establish 
a separate installation of in the UK, This is likely to cost about 

Page ! of 2 


Confidential Treatment Requested 


HSBC-PSI-PROD-0198571 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 


PO 00000 


Frm 00988 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS 


PsN: PAT 



2083 


L]SD2C mOion but will not cause theloss ofany jobs in the USA. Simiiarly, 
alteruative aiTangemsits wiU also have to be made io avoid processing 
internet transactions from those countries in the USA. 


04/7 GROUP AUDIT COMMITTEE MATTERS. 


Sir Brian htoflal reported on tlie tnatters were considered tn-’the Group Audit 
Committee at its Meeting on 27 January 2004. 


Tlie Coinmitlee received a routine report from tlie Group General Manager Internal 
Audit; tiiis included reports on higli-iisk audits and matters arising from the miniiles of 
subsidiary aiitii! cnnrmittees and from regulator^-’ and external auditors' reviews. There 
were no frauds reported. The Cornmittee had talked a little about the mtenial controls 
Nvithin GF HSBC (formerly GF Bilal) which, arter part of the Group for some 1 5 
months, w-as irciking veiy significanl progress in raising the standards of its controls. It 
Will howe;ei, probabK' take another two years to fuily reach Group standards. From 
Oipsric?i5ce \viih other acquisitions this is not unexpected. Sir Brian had met the 
previous day with lire KFMG Audit Partner in Mexico, who wholly supported these 
condusioirs rurd acknowledged the achievements of A A flockhart and his team 


CHAIRMAN 
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Overview 

• World's leading banknotes specialists with over 30 years of experience 

• Global reach from trading offices in New York, Lgndon, Hong Kong, Singapore, Tokyo, and Taipei 

• Representative offices in Beijing and Manila. ! 

• Products and Services 

- Competitive two-way prices for all currencies for which legal markets exist 

- Choice of good condition counterfeit-free used banknotes or brand new banknotes 

- Collection/delivery of banknote shipments on a same day or next day basis 

- Door-to-door collection/delivery with HSBC insuring the in-transit risks in most markets 

- Consignment program in selected markets whereby clients pay only for the banknotes they resell and 
can return unsold notes 

-Tailor-made service to meet each client’s specific needs 

- Business conducted with the utmost discretion 

• Value Added Services* 

- Exchange/collection of out-of-circulation and mutilated banknotes 

- Comprehensive currency manual with regular updates 

- Counterfeit banknotes detection seminars covehng all major currencies with a focus on the US$ 

- Banknotes supplied in pre-packs of same or mijred denominations 

- Our own security escort to collect/deliver shipmlents 

- Cash available on request | 

‘P/ease note that some or all of these value-added services are only available on a regional basis 

I 

I 
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Hugo Novaro 
Abe) Ghacham 
Ingrid Keating 
Scott Keese 
Kostas Michael 
Mayra Bonet 
Glenda Wagner 
Kauko Aro 
Erika Rabines 


sssivi 


Hanan Ofer 
Transportation 


Romy Belo 
Elena Duffoo 
Jenny Infante 
Marleni Velarde 
Michael Baez 
Richard Lopez 
Antoinette DiMpria 
Angelo Correa! 
Ethel Mitre i 


# of staff 

Global Mgr; 1 

Managers: 2 

KYC; 2 

Dealers: 7 

Transport: _10 

22 


Temp Couriers: 23 
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HSBC Bank USA, N.A., London Btfanch 
November 2006 


I i 


Regional Head of Banknote; 



. 



Vault j 

j 

Trading 

KYC 

r ^ r ZT 

Lee Foster 

David llling 

Gordon Brown * 

Manager + 45 

Manager 

Manager 


Kevin Oicken 
Senior Oeeler 


Richard Burden 
Senior Dealer 


Andrew Winterturn 
Senior Dealer 


European Transportation 


Susan Salas 
i PA to SA 
I & KYC Assistant 


Stefan Scholz 
Manager 


David Gluckert 
Shipping Manager 
fonaorr 


Chris Beyliss 
Assistant Dealer 


Daniei Maw 
Chief Shipping Clerk 




# of staff 
Full Time 16 
Contract RSQ 7 
Contract KYC 1 


Justin Leahy 
Shipping Clerk 


Ken Mason 
ISenlor Route Security OKic^r 


Jon Langdon 
Shipping Clerk 


Dean Trump 
Shipping Clerk 


j Colin Stuart 

rtoule Security Officer 

H 

Paul Carr 

f oute Security Officer 

H 

Malcolm Mattin 

F oute Security Officer 

n 


Stove Godman 
Route Security Off 


Terry Davies 
Route Security Off 


James Blunt 
Route Security Off 


* Coverage f^r Sally Lomas during extended leave. 
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HSBC Bank USA, 


N.A., Singapore 


Branch 
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No. of Staff 
Managers 1 

Assistant Manager 1 
Opt/Mktg 1 

Logistic Specialist 2 


TOTAL 5 
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No of Staff: 


Markeling 1 

Operations 2 

Security 3 

Total 6 


760611.927 


2094 
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From: CHRISTOPHER LOK/HBUS/HSBC 
Sent: 11/17/2006 10:11:13 AM 

To: STEPHEN 3 ALLEN/HBMD/HSBCMERIDIAN@HSBCMERIDIAN 
CC: 

subject: Alrajhi 
Steve 


lust spoke to Alan. He's going to read the whole file, including the few EDD. 
He says the file is more than an inch thick and he's aware of the 'threat' you 
passed along. His view is Alrajhi may not really walk away if we can't 
revert by November end, which I agree. 

I told him frankly lets avoid the middlemen and go straight to the decision 
maker. WE should have an answer in the next few weeks. 


Chri s 
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From: Daniel iack/hbus/hsbc 
sent: 8/7/2007 11:04:53 AM 

to; MICHAEL BAEZ/HBUS/HSBCgHSBC; GORDON BROWN/IBEU/HSBC0HSBC ; SALLY G 
LOMAS/HBMD/HSBCMERIDIAN@HSBC ; 

HBUS KYC AP;MICHAEL KARAM/HBUS/HSBC@HSBC:1AMES S 

NATHAN/HBMD/HSBCMERIDIAN@HSBC; GRAHAM J COLLINS/PM RNH/HBUS/HSBC@HSBC 
CC: CHRISTOPHER LOK/HBUS/HSBC@HSBC;DAVID M WILENS/HBUS/HSBC0HSBC ; RICHARD 
HA3DUKIEWICZ/HBUS/HSBC@HSBC ; 

lEREMY A CHARLES/HBMD/HSBCMERIDIAN@HSBC; STEPHEN I 

allen/hbmd/hsbcmeridian@hsbc;gyanen kumar/hbus/hsbc@hsbc; 

ROGER T K SO/HD NBD RNH/HBUS/HSBC@HSBC;GARY C H YEUNG/SVP NBD RNH/HBUS/HSBC0HSBC ; 
WING KIN - SG CHAN/CEO SIP/HBUS/HSBC@HSBC;ANASTASIYA SHRON/HBUS/HSBC0HSBC 
Subject: AML Enforcement Actions against AmEx businesses 

KYC Managers for HBUS Banknotes & Metals, 

Please review the attached AML enforcement action against two American Express 
entities/locations in USA, and the payments to be made by AmEx total $65 
million. The Federal Reserve and FincEN announced civil money penalties 
against American Express Bank International (AEBI) of Miami, Florida for 
violations of the Bank Secrecy Act (BSA) . In addition, FinCEN announced civil 
money penalty against American Express Travel Related services company, Inc., a 
money services business, located in salt Lake city, Utah, for its violations of 
the BSA. 

Although it appears we do not deal with the specific AmEx entitles/locations 
noted, please ensure KYC is updated and activity is monitored with the 
affiliated AmEx companies we do deal Banknotes and Metals with globally. 


Let me know if you have any questions or if you do in fact deal with American 
Express Bank International (aebi) of Miami, Florida or American Express Travel 
Related services company. 


Thanks and regards. 


Daniel lack, vp - aml Compliance 
Global Banknotes & Metals 
Telephone; 212-525-8686 


Attachment : aebi_joi nt_rel ease . pdf 
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From; CHRISTOPHER LOK/HBUS/HSBC 
sent; 5/1/2008 2:32:43 PM 

To: GARY C H YEUNG/SVP NBD RNH/HBUS/HSBC@HSBC 
CC: ROGER T K SO/HD NBD RNH/HBUS/HSBC@HSBC 

Subject; Fw: KYC Approval needed for: AL RA3HI BANKING & INVESTMENT CORP 
Gary 


Why would Alrajhi buy from you instead of their current source? And who's 
their current supplier? Why would they need Thai Baht and HKDoliar? All these 
have to be clearly stated. 

In case you don't know, no other banknotes counterparty has received so much 
attention in the last 8 years than Alrajhi. This name went to Group Compliance 
in London. Following 911 Steve had stopped trading with them because NYK 
Compliance wouldn't sign off the KYC. Only around a year ago did Group 
compliance come back and saying they're satisfied with the name and its only 
since then Steve could resume trading. 

I'm not against you doing business with them but the KYC has to be extremely 
transparent. 

And Steve knows about this? 


Chri s 


Forwarded by Christopher Lok/HBUS/HSBC on 05/01/2008 03:28 PM 

David M wilens/HBUS/HSBC 
05/01/2008 03:24 PM 

To 

Christopher Lok/HBUS/HSBC0HSBCO2 
cc 

subject 

KYC Approval needed for: AL RAIHI BANKING S INVESTMENT CORP 


A KYC BankNote Profile in saud^a^bia for HSBC Office Hong Kong is ready for 
your approval (Reference #|||m 


Click on the attachment to open the Profile. 


■ » Redacted by the Permanent 
Subcommittee on Investigations 
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From: CHRISTOPHER LOK/HBUS/HSBC 
sent: 5/5/2008 2:19:20 PM 

to: GARY C H YEUNG/SVP NBD RNH/HBUS/HSBCOHSBC 

CC: ROGER T K SO/HD NBD RNH/HBUS/HSBC@HSBC;STEPHEN 3 ALLEN/HBMD/HSBCMERIDIAN@HSBC 
subject: Re: Fw: KYC Approval needed for: al RA3HI BANKING & investment corp 

Gary 

One condition. I want to banknotes profile updated tor reflect these facts 
pi ease . 

chri s 


Gary c H yeung/svp nbd rnh/hbus/hsbcShsbc 
05/05/2008 05:11 AM 

TO 

Chri stopher Lok/HBUS/HSBC@HSBC02 
CC 

Roger T K SO/HD NBD RNH/HBUS/HSBC@HSBC, Stephen i 
ALLEN/HBMD/HSBCMERIDIAN0HSBC 
subject 

Re: Fw: KYC Approval needed for: AL RAIHI BANKING & INVESTMENT CORP 


Chris, 

I have spoken to Abdullah Darwish, Senior cash Manager of Al Rajhi. 

Al Rajhi have regular demands on the major Asian currenies including thb, php, 
Idr, inr and HKD which Bahrain Finance is their main current supplier. They 
sell currenices though their nationwide retail network and the Asian overseas 
workers, tourists and business-men are the main buyers. 

Abdul lahi approached hkg through Salman Hussain, HBME and Dave llling in March. 
Through the client KYC profile of London, we are well aware of Al Rajhi's 
background as you mentioned . Base on the information given, we don't think we 
have problem to deal with this prospective client. 

For the logistics side, we will possibly use Swiss Air flight from Hong Kong to 
Riyadh via Zurich, in fact the both transit and destination airports are to 
have good security record. 

Steve told that he is quite happy for us to go ahead. 

Please approve the profile. 


Gary 


Chri stopher Lok/HBUS/HSBC@HSBC02 
02 May 2008 03:33 Mail size: 6525 
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TO 

Gary c H yeung/svp nbd rnh/hbus/hsbcShsbc 
cc 

Roger T K so/HD NBD RNH/HBUS/HSBC@HSBC 
subject 

Fw: KYC Approval needed for: AL RAJHI BANKING & investment corp 


Our Ref 
Your Ref 


Gary 


Why would Alrajhi buy from you instead of their current source? And who's 
their current supplier? why would they need Thai Baht and HKDollar? All these 
have to be clearly stated. 

In case you don't know, no other banknotes counterparty has received so much 
attention in the last 8 years than Alrajhi. This name went to Group compliance 
in London. Following 911 Steve had stopped trading with them because NYK 
Compliance wouldn’t sign off the KYC. only around a year ago did Group 
compliance come back and saying they're satisfied with the name and its only 
since then Steve could resume trading. 

I’m not against you doing business with them but the KYC has to be extremely 
transparent. 

And Steve knows about this? 


chri s 


Forwarded by Christopher Lok/HBUS/HSBC on 05/01/2008 03:28 PM 

David M wilens/HBUS/HSBC 
05/01/2008 03:24 PM 

To 

Christopher Lok/HBUS/HSBC@HSBC02 
cc 

Subject 

KYC Approval needed for: AL RAJHI banking & investment corp 


A KYC BankNote Profile in SAUDI_ARABIA for HSBC Office Hong Kong is ready for 
your approval (Reference #| 


click on the attachment to open the Profile. 
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From: GARY C H yeung/svp nbd rnh/hbus/hsbc 

sent: 7/18/2008 9:29:38 AM 

to: CHRISTOPHER LOK/HBUS/HSBC@HSBC 

CC: 

Subject: Fw: Al Rajhi Bank, Saudi Arabia 
Chri 5 , 

Here is the information we put in HKG Banknotes profile, 

Al Rajhi Banking & Investment corp is one of the largest banking companies in 
the Kingdom of Saudi Arabia and listed on Saudi Arabia stock Exchange Market, 
client IS an existing customer of HBUS London office. Recently, they 
approached us through London office and would like to set up business 
relationship in Hong Kong. Al Rajhi mainly interest in buying Asian currencies 
from us, they have regular demand for the major Asian currencies including THB, 
PHP, IDR, INR and HKD which Bahrain Finance is their main current supplier. 

They sell currencies though their nationwide retail network and those Asian 
overseas workers, tourists and business-men are the main buyers. They will 
utilize our services for their retail banknotes activities only. In the 
meantime, client will become one of the counterpart to liquidate our Middle 
East currencies surpluses that we purchase from other markets. 


Gary 

Gary C H yeung/svp NBD rnh/hbus/hsbc on 07 Mar 2008 10:30 
Memo 

07 Mar 2008 10:30 

From: Gary c H yeung/SVP nbd rnh/hbus/hsbc Tel: 852 2844 1387 

Mail Size: 31755 


To: Salman hussain/hbme/hsbcShsbc 
D avid B ILLING/HBMD/HSBCMERIDIANSHSBC 
cc: Alex F tsang/vp nbd RNH/HBUS/HSBC@HSBC 
Dave A GLUCKERT/HBMD/HSBCMERIDIAN0HSBC 

Denys K s chan/vp nbd rnh/hbus/hsbc@hsbc 

Irwin C F YIU/VP nbd RNH/HBUS/HSBC@HSBC 
lim K T HUI/VP NBD RNH/HBUS/HSBC@HSBC 
John L scott/hbme/hsbcShsbc 
R oger T K so/HD nbd rnh/hbus/hsbcShsbc 
S tephen : allen/hbmd/hsbcmeridian@hsbc 
william m k wong/avp nbd rnh/hbus/hsbcShsbc 
wing Kin - sg chan/ceo sip/hbus/hsbc@hsbc 

Betty F S NG/NBD RNH/HBUS/HSBC@HSBC 
lohn N H NG/NBD RNH/HBUS/HSBCISHSBC 

Our Ref: Your Ref: 

Subject: Re: Al Rajhi Bank, Saudi Arabia 


Sal man , 

Please lets have more information and we will talk to Abdullah for details 
later. 


Dave, 

We will prepare the banknote profile and may need your input. 
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Thanks and regards 
Gary 


Salman HUSSAIN/HBME/HSBC 

06 Mar 2008 19:38 Mail size: 27632 

Phone No. 0097317569599 


TO 

Gary c H yeung/svp nbo rnh/hbus/hsbc 
cc 

Alex F TSANG/VP NBD RNH/HBUS/HSBC@HSBC , Dave A 
GLUCKERT/HBMD/HSBCMERIDIAN@HSBC, 

David B ILLING/HBMD/HSBCMERIDIAN@HSBC, Denys K S CHAN/VP NBD 

RNH/HBUS/HSBC@HSBC, Irwin C F YIU/VP NBD RNH/HBUS/HSBC@HSBC , Jim K T HUI/VP NBD 
RNH/HBUS/HSBC@HSBC, John L SCOTT/HBME/HSBC@HSBC , Roger T K SO/HD NBD 
RNH/HBUS/HSBC@HSBC, Stephen J ALLEN/HBMD/HSBCMERIDIAN@HSBC , William M K 
WONG/AVP NBD RNH/HBUS/HSBC@HSBC , Wing Kin - Sg CHAN/CEO SIP/HBUS/HSBC@HSBC 
Subject 

Re: Al Rajhi Bank, Saudi Arabia 


our Ref 
Your Ref 


Thanks Gary, 

I will try to obtain as much info as I can when I see Abdullah Darwish on 
Tuesday next week. I do suggest however to have a direct conversation with him 
as you both talk the same language, what I am trying to do is to facilitate 
additional business / benefits to Al Rajhi to justify the opening of a US$ 
account with hbus. 

oave Tiling is the best person to provide you with the logistics of flights and 
security etc. . 

Thanks and regards, 

Salman Hussain 

Global Transaction Banking 

P.O. Box 57, Manama - Kingdom of Bahrain 


Phone . 
Fax. 
Mobile. 
Email . 
Internet 


+973 17569599 
+973 17569888 


Tman . nussai nOhsbc . com 
http : //WWW . hsbc . com 


- - Redacted by the Permanent 
Subcommittee on Investigations 
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Gary C H yeung/svp nbd rnh/hbus/hsbc 

SVP NBD RNH/HBUS 

06/03/2008 01:04 PM 

Phone NO. 852 2844 1387 

Mail size: 23174 

To 

Salman HUSSAIN/HBME/HSBC@HSBC 
cc 

David B ILLING/HBMD/HSBCMERIDIAN@HSBC, Denys K S CHAN/VP NBD 
RNH/HBUS/HSBC@HSBC, lim K T HUI/VP NBD RNH/HBUS/HSBC@HSBC , iohn L 
SCOTT/HBME/HSBC@HSBC , Stephen 3 ALLEN/HBMD/HSBCMERIDIAN@HSBC , William M K 
WONG/AVP NBD RNH/HBUS/HSBCSHSBC , Wing Kin - Sg CHAN/CEO SIP/HBUS/HSBC@HSBC, 

Dave A GLUCKERT/HBMD/HSBCMERIDIAN@HSBC, Irwin C F YIU/VP NBD 

RNH/HBUS/HSBC@HSBC, Roger T K SO/HD NBD RNH/HBUS/HSBCaHSBC , Al eX F TSANG/VP NBD 
RNH/HBUS/HSBC@HSBC 
Subject 

Re: Al Rajhi Bank, Saudi Arabia 
Enti ty 

HSBC Bank USA. N.A. Hong Kong Branch 


Salman , 

There is no proper direct flight for the route between Hong Kong and Riyadh for 
valuable cargo at the moment. Swiss Air (LX) might be the only possible flight 
but that transits at Zurich for 6 hours and arrives Riyadh in evening at 
19:40. we have no idea about the security and ground support arrangement at 
Riyadh Airport. May London shipping give us the guidance and recommendation to 
this please. 

Apart from logistics/security, we would like to have the following business 
information from client in order to facilitate our price quote; 

- what is the frequency and average volume of the shipment? 

- what currencies (Asian) to be ordered most? 

- will some Asian currency (e.g. IPY) to be sold to us? 

- Do they have Reuters dealing? 

Basically, the trade term is GIF Riyadh Airport and value date is same day of 
shipment arrival. Dave (Illing), may I know any credit the client is granted 
from you? 

We would be happy to speak directly to Al Rajhi Bank for details if necessary. 


Regards 

Gary 


Salman HUSSAIN/hbme/hSBC 

05 Mar 2008 21:57 Mail Size: 17088 

Phone No. 0097317569599 
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TO 

Gary C H YEUNG/SVP NBD RNH/HBUS/HSBC 
CC 

David B ILLING/HBMD/HSBCMERIDIANSHSBC, Denys K S CHAN/VP NBD 
RNH/HBUS/HSBC@HSBC, lim K T HUI/VP NBD RNH/HBUS/HSBC@HSBC , John L 
SCOTT/HBME/HSBC@HSBC, Stephen 1 ALLEN/HBMD/HSBCMERIDIAN@HSBC , William M K 
WONG/AVP NBD RNH/HBUS/HSBC@HSBC, Wing Kin - Sg CHAN/CEO SIP/HBUS/HSBC@HSBC 
Subject 

Re: Al Rajhi Bank, Saudi Arabia 


our Ref 
Your Ref 


Dear Gary, 

Thanks for the email. I just want to let you know I will meet Al Rajhi Treasury 
Head, Banknote Manager and the FI Head next week Tuesday March 11 to discuss 
opening a usS account with HBUS. The Banknote Manager who raised the request to 
do business with HK was kind enough to push our proposal to senior management. 
Kindly let me know the details of what the logistics issues and how we can take 
this opportunity forward. Highly appreciate your feedback. 

Regards , 

Salman Hussain 

Global Transaction Banking 

p.O. Box 57, Manama - Kingdom of Bahrain 


Phone. +973 17569599 

Fax. +973 175 69888 

Email. saTmanThussain@hsbc.com 

Internet. http://www.hsbc.com 


” Redacted by th. manent 
Subcommittee cn iincstigations 


Gary C H YEUNG/SVP NBD RNH/HBUS/HSBC 

SVP NBD RNH/HBUS 

05/03/2008 04:18 PM 

Phone NO. 852 2844 1387 

Mail size: 11429 

TO 

David B ILLING/HBMD/HSBCMERIDIAN@HSBC 

CC 

John L scott/hbme/hsbc@hsbc, Salman hussain/hbme/hsbc@hsbc, Stephen l 
ALLEN/HBMD/HSBCMERIDIAN@HSBC, Wing Kin - Sg CHAN/CEO SIP/HBUS/HSBC@HSBC, Denys 
K S CHAN/VP NBD RNH/HBUS/HSBC@HSBC, William M K WONG/AVP NBD 
RNH/HBUS/HSBC@HSBC, lim K T HUI/VP NBD RNH/HBUS/HSBC@HSBC 

Subject 

Re: Al Rajhi Bank, Saudi Arabia 
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Entity 

HSBC Bank USA. N.A. Hong Kong Branch 


Dave, Salman, 

HKG actually has opened the dialogue with Al Rajhi Bank months a ago. The 
logistics seems to be our issue, we will keep you informed the progress. 


Regards 

Gary 


David B illing/hbmd/hsbcmeridian 
04 Mar 2008 20:23 Mail Size: 6810 
phone No. 799 17836 
+44 (0) 20 79928044 

To 

Salman hussain/hbme/hsbc^hsbc 
cc 

:ohn L 5COTT/HBME/HSBC@HSBC, Gary C H YEUNG/SVP NBD RNH/HBUS/HSBCOHSBC, Wing 

Kin - Sg CHAN/CEO 5IP/HBU5/H5BC@H5BC, Stephen 3 ALLEN/HBMD/HSBCMERIDIANOHSBC 
subject 

Re: Al Rajhi Bank, Saudi Arabia 


Our Ref 
Your Ref 


Salman, 

Great to see you last week, and thanks again for all your help. 

I believe Alrajhi may have already had initial discussions with our colleagues 
in HK about starting a relationship in Banknotes but I have copied in Gary and 
WK, from HK and Singapore respectively, in this e mail who will be able to 
advise further details. 

Regards 

Dave 
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Salman HUSSAIN/HBME/HSBC 
HBME 

04/03/2008 11:52 
Phone No. 0097317569599 
Mail Size: 2467 

TO 

David B ILLING/HBMD/HSBCMERIDIAN 

CC 

John L SCOTT/HBEU/HSBC 
Subject 

A1 Rajhi Bank, Saudi Arabia 
Entity 

HSBC Bank Middle East Limited 


Dear David, 


Received a call from Abdullah Darwish, Senior Cash Manager asking for 
possibility of establishing a relationship with HSBC Singapore and HK 
He would like to buy used Asian Banknote from them, is this possible, 
assist me on this and perhaps you may hook me up with them and I will 
request forward? 


the 

offi ce . 
can you 
take this 


By the way, 

I did ask Abdullah to assist in recommending us to open a U5$ account who 
promised he will INSHALLAH. 


Regards, 

Salman Hussain 
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From; DENISE A REILLY/HBUS/HSBC 
sent: 3/8/2005 11:16:54 PM 
to: DANIEL IACK/HBUS/HSBC@HSBC 

cc: 

subject: Re: KYC Deactivation Report for Banknotes in Feb-05 
Very interesting. Thanks. 


Daniel lack on 08 Mar 2005 10:58 
Note 

08 Mar 2005 10:58 

From: Daniel lack Tel: 212-525-8686 

Title: vice President Location: 452 5th Ave, Floor 07 

WorkGroup: 

Compliance Mail Size: 22867 

To; Denise A Reiny/HBUS/HSBC®HSBC 
cc: Alan T Ketl ey/HBUS/HSBC®HSBC 

Subject: Re: KYC Deactivation Report for Banknotes in Feb-05 

There has been a surge in KYC updates in the past few months due to 
clean-up/prep for OCC. 

In lan-05, a total of 10 Customer profiles and 59 Banknote Profiles were 
deactivated. 


From; Denise A Reilly on 08 Mar 2005 07:16 
To: Daniel lack/HBUS/HSBCfSHSBC 

Subject: Re: KYC Deactivation Report for Banknotes in Feb-05 
IS this number of deactivations higher than normal? 


From: Daniel lack 

sent: 03/07/2005 08:27 PM 

To: Alan T Ketley 

Cc: Denise Reilly; Ronald Schmick 

Subject: KYC Deactivation Report for Banknotes in Feb-05 

Attached is a detailed report on KYC Customer & Banknote Profiles deactivated 
for Banknote clients globally during February 2005. 

overall, 19 customer profiles and 21 Banknote Profiles were deactivated in 
Feb-05. There were no PCM shared clients. 

Only two were deactivated for AML/KYC/Compl iance Reasons (both were London 
cl ients) ; 


AL RA3HI BANI 


NVESTMENT CORP - in SAUDI ARABIA 



The following breakdown shows the # of KYC profiles deactivated by each 
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Banknote office last month: 


Occ-Psi -00169771 


The attached worksheets (2) provide explanations and other details on these KYC 
deactivations. 


Please let me know if you have any questions or would like more info. 
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Attachment 
Appendix A to 
OCC 2004-50 

Process for Taking Administrative Enforcement Actions Against Banks 
Based on BSA Violations 


Overview 

Effective bank supervision requires clear communications between the OCC and a national 
bank’s senior management and board of directors. The OCC uses a variety of methods to 
communicate problems or weaknesses in a bank’s systems and controls, including BSA 
deficiencies, and to obtain corrective action. However, as explained in this bulletin, when these 
deficiencies rise to the level of a BSA compliance program violation (12 CFR 21.21), a statutory 
mandate exists that requires the OCC to issue a Cease and Desist Order. Even when the facts do 
not support citation of a BSA compliance program violation, the OCC may take a formal or 
informal enforcement action to secure corrective action. 

In view of BSA’s elevated statutory requirements, and to ensure that the process for taking 
administrative enforcement actions based on BSA violations is measured, fair, and fully 
informed, the OCC’s process includes the following stages:' 

Preliminary Assessment of the Facts and Discussion with Bank Management 

During the examination process, preliminary facts and findings are discussed with bank 
management. Management has an opportunity to provide additional information throughout the 
examination process in response to the preliminary findings. The examiner-in-charge (EIC) will 
evaluate whether the preliminary findings include any BSA compliance program weaknesses or 
other BSA issues that need to be forwarded to the next stage of review for further consideration. 

Additional Reviews 

Potential BSA compliance program violations are considered by a review group that is generally 
comprised of representatives from bank supervision, compliance policy and legal, with expertise 
in BSA issues. The review group may request additional information from the EIC and the bank, 
if necessary. If a BSA compliance program violation is thought to exist, the EIC will discuss the 
violation (and potential consequences) with bank management, and if needed, direct that 
immediate corrective action be taken. 

Written Findings 

If there appears to be a BSA compliance program violation, the EIC prepares a document in draft 
form describing the basis for the apparent violation. This may take the form of a report of 


’These procedures provide only internal OCC guidance. They are not intended, do not, and may not be relied on to 
create rights, substantive or procedural, enforceable at law or in any administrative proceeding. 

While these procedures set forth the general process to be followed in enforcement cases based on BSA violations, 
the OCC may nonetheless deviate from them in certain cases, e.g., where a developing situation in a bank requires 
immediate action, other unusual or exigent circumstances are present, or intervening developments require a 
different course of action. 
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OCC 2004-50 

examination (ROE), a supervisory letter, or the description of the violation of law excerpted from 
these documents. The bank is given a copy of the draft document and an opportunity to respond. 
The bank’s response is then considered by the review group. 

Washington Supervision Review Committee (SRC) 

If the decision of the review group is to affirm a BSA compliance program violation, the 
supervisory office and the Law Department will prepare a case for the Washington SRC 
describing, among other things, the facts, the bank’s response (if any), any corrective actions 
taken by the bank or other mitigating factors, and the recommended action. The case is then 
brought before the Washington SRC for its recommendation. For community banks, the case is 
first brought before the appropriate district SRC for its recommendation (and district deputy 
comptroller concurrence) prior to coming before the Washington SRC. The recommendation of 
the Washington SRC on whether to cite a BSA compliance program violation and to pursue the 
proposed enforcement action w'ill be conveyed to the appropriate senior deputy comptroller. In 
the absence of a consensus, the views of the Washington SRC members will be conveyed to the 
appropriate senior deputy comptroller. 

Final Decision 

The final decision to cite a BSA compliance program violation is delegated to the senior deputy 
comptroller for Large Bank Supervision or the senior deputy comptroller for Mid-Size and 
Community Bank Supervision, as appropriate. Any recommendation of the Washington SRC is 
considered by the appropriate senior deputy comptroller, but it is not dctciminative, and the 
appropriate senior deputy comptroller considers all information he or she deems pertinent, in 
reaching a decision. If the senior deputy comptroller decides to cite a BSA program violation, 
bank management is contacted and informed of the decision. 

Initiating BSA Enforcement Actions 

The final examination report and draft enforcement action are forw'arded to the bank, and the 
proposed enforcement action is finalized with the bank’s representatives. If civil money 
penalties are warranted, the Financial Crimes Enforcement Network (FinCEN) is contacted and a 
15-day letter will be sent to the bank or the appropriate institution-affiliated parties. See PPM 
5000-7 (REV), Civil Money Penalties, dated June 16, 1993. 

Coordination with Other Agencies 

FinCEN is notified of all formal and informal enforcement actions under the terms of the 
Memorandum of Understanding between the Federal Bank Regulators and FinCEN, In cases 
involving potential criminal violations of the BSA or the money laundering laws, the OCC will 
ensure that suspicious activity reports are filed and will coordinate with the appropriate law 
enforcement agencies. 
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Redacted by the Permanent 

OCC-Psi -00179654 Subcommittee on Investigationi 

From: ALAN kerr/hbme/hsbc — —— — — 

sent: 5/30/2006 11:32:36 AM 

to: ALAN T KETLEY/HBUS/HSBC@HSBC;GARY BOON/HBME/HSBC 

CC: PALLAVI KEMPAIAH/HBME/HSBC;TERESA PESCE/HBUS/HSBC; DENISE A 

REILLY/HBUS/HSBC; SANDRA PETERSON/HBUS/HSBC; 

IAN EOEN 

subject: Re: U-Turns 


Alan, 


Ple ase call us as s oon as possible - gary's mobile is 
i s , 


and mine 


Thanks 


Al an 

PS We are joining a client for dinner in 30 mins. 

*******•*'****** ********'*’*'**’****'in!f* 

HSBC Bank pic 

Registered office: 8 Canada Square, London El4 5HQ, United Kingdom 
Registered in England - Number 14259 

Authorised and Regulated by the Financial Services Authority 
************************************** 


From: Alan T Ketley 
Sent: 30/05/2006 13:28 
To: Gary BOON; Alan KERR 

Cc: Pallavi KEMPAIAh; Teresa Pesce; Denise Reilly: Sandra Peterson 
Subject: Re: U-Turns 

Gary, Alan 

I tried calling you (Gary) but understand that you are out of the office until 
June 1. 

I'm unclear why you would be seeking to have HBUS handle this activity at no 
notice and am uncomfortable making arrangements for such sensitive activity in 
this fashion. 

As requested in my note below, I would like to receive copies of the types of 
payment orders that you propose to send to us (my fax is 212 382 7580) in order 
that we can review them. 

Given that you intend passing us as many u-Turns in a day as we would handle in 
a busy month I'd like to see this activity pass over a dedicated account and 
for Delaware to have the opportunity to set aside appropriate resources to 
handle this activity. For that reason I have copied Sandra Peterson. 

I would like to invoke some of the protocols set out in the attached document 
so that this activity may be suitably monitored and controlled 


Please advise who in HBME will be available to discuss this issue with HBUS and 
confirm that activity will not start to flow until we have appropriate controls 
in place. 


Alan T. Ketley 

First Vice President, Anti Money Laundering 
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Tel ; 212 525 6147 
Fax: 212 382 7580 


Gary boon/hbme/hsbc 
05/28/2006 01:35 AM 

To 

Alan T Ketley/HBUS/HSBC@HSBC 
cc 

Alan KERR/HBME/HSBC@HSBC 
Sub] ect 
Re: U-Turns 


Alan, as you've seen HBME is now in a situation where we now have to route the 
Iranian Payments through HBUS and our understanding from David is that this is 
now ok to do. 

After consultation with David, Alan and I contacted IPMC and advised them of 
the Group's decision to route payments using the serial method but we cannot do 
this for Iranian related payments as they have to be processed as cover 
payments (as per Group Compliance) to comply with the U-Turn process. However 
in our drive to be 100% transparent (and to follow the directive on the last 
GCL re Serial Payments) HBME would complete field 72 on cover payments 
(MT202 's) with the wording "Iranian transaction in compliance with OFAC 
sanctions". Following ipmc's refusal to process these specific instructions we 
seek your urgent assistance to get these payments processed asap through HSBC 
USA. 

we now have a requirement that wef from Tuesday 30th May - HBME need to process 
these payments through HBUS. It seems a good idea that we talk about this 
urgently - can we call you today? Please advise appropriate number. 

Alan, I was going to copy Sandra Peterson but I leave this to you. We have 40 
payments a day on average of which a majority are order a Group entity with 
about 10 a day from Bank Kesharvarzi , Iran - the only a/c remaining open with 
HBME with this kid of volume. 

The good news is that we've a weekend and a bank holiday, the bad news is that 
we have to do this wef Tuesday as we have no other route open to us! 

Gary 


Alan T Ketley/HBUS/HSBC 
HBUS 

05/26/2006 10:33 PM 
Mail Size: 3000 


To 
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Alan KERR/HBME/HSBCOHSBC, Gary BOON/HBME/HSBCOHSBC 
cc 

subject 

U-Turns 

Entity 

HSBC Bank Middle East Limited 


Alan, Gary 

I have received thru Terry Pesce a copy of your (Alan) correspondence with jpm 
C hase and David Baqley about your ’imminent move to serial + cover payments 
with field 72 completed.* 

I have asked around and we're not sure what you mean by this. My view would be 
that the move to serial payments would render a cover payment unnecessary: none 
of us has been able to figure out what the reference to field 72 means - even 
though David seems to be aware. 

Can you send me an example of two of the type of payment structure you have in 
mind so we can evaluate it properly; I'd also like you to send me examples of 
the types of payments that you have currently (as discussed previously). 

I do not see a date on which )pm chase will stop handling these items for you - 
please advise on this score so we can explore establishing the necessary 
infrastructure. 

Thanks 


Alan T. Ketley 

First vice President, Anti Money Laundering 
Tel: 212 525 6147 
Fax: 212 382 7580 
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From: CAROLYN M WIND/HBUS/HSBC 
Sent: 8/1/2007 11:44:07 AM 
to: DENISE A REILLY/HBUS/HSBC@HSBC 
CC: 

subject; Fw; HUSI Audit Commitee- update to the Chairman on 2 Aug 07. 

SO can you confirm with Nancy/Sandra if we have an agreed timetable? Thanks. 

Carolyn M. wind 

EVP, General Compliance 

& AML Di rector 

452 5th Avenue, T7 

New York, New York 10018 

Phone: 212-525-5503 / Fax: 212-382-5963 

E-mai 1 : carolyn .m.wi nd@us . hsbc . com 

Forwarded by Carolyn M Wi nd/HBUS/HSBC on 08/01/2007 12:42 PM 

David Dew/HBUS/HSBC 
08/01/2007 12:16 PM 

TO 

Bandul a Wi j esi nghe/HBUS/HSBC@HSBC 

CC 

Carolyn M wind/HBUS/HSBC@HSBC, Michael B Gallagher/HBUS/HSBCSHSBC 
Subject 

Re: HUSI Audit commitee- Update to the chairman on 2 Aug 07. 


I think that we simply must now agree on a definitive timetable for 
reintroduction of full OFAC controls. I am receptive to the idea of some form 
of phase-in during when we closely monitor the impact of the controls but we 
cannot continue to bypass them completely. 

Can we please agree the timetable today. 

Thanks 

David Dew 

SEVP, Chief Operating Officer 
HSBC Bank USA 

452 Fifth Avenue I 10th Floor | New York, NY 10018 


Phone. 212-525-6951 

Fax. 212-525-8688 

Email. david.dew@us.hsbc.com 


Bandula wi jesinghe/HBUS/HSBC 
08/01/2007 11:57 AM 

TO 

Mark Marti nelli/HBUS/HSBC@HSBC 

CC 

Michael B Gallagher/HBUS/HSBC@HSBC, Mike Ebbs/HBUS/HSBC@HSBC, Carolyn M 
Wind/HBUS/HSBC@HSBC, David Dew/HBUS/HSBC@HSBC, Teri Lemiesz/HBUS/HSBC@HSBC 

Page 1 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01020 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2115 


Occ-Psi -00188404 

Subject 

HUSI Audit commitee- Update to the chairman on 2 Aug 07. 


Mark, 

Please see attached the write up for tommorrow's meeting. 

Regards, 

Bandul a 

[attachment "GPS Audit commitee Update CFinal) . doc. zi p" deleted by David 
Dew/HBUS/HSBC] 
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From: DENISE A REILLY/HBUS/HSBC 
sent: 9/11/2008 8:33:35 PM 
To: ANNE LIDDY/HBUS/HSBC©HSBC02 
Subject: Re: Fw: Hokuriku Bank 

I thought the same thing. People are so down they don’t even want a day out of 
the office for a team event. 

original Message 

From; Anne Liddy 

sent: 09/11/2008 09:07 PM EDT 

To: Denise Reilly 

Subject: Re: Fw: Hokuriku Bank 

Exactly. 

You know, I was thinking about this yesterday (my new leaf again) - there are 
still some really good people we interact with. 

Did you happen to see Lesley’s note re the event. Participation is very low. 
It’s a real reflection of how people feel. 

original Message 

From: Denise A Reilly 

sent: 09/11/2008 07:48 PM EDT 

To: Anne Liddy 

subject: Fw: Fw; Hokuriku Bank 

That's because it's decisive. I just can't help note how this issue got raised 
to the business . . . 

Original Message 

From: Alan p Williamson 
Sent: 09/11/2008 07:01 PM EDT 
To; Anthony lulian 

Cc: Denis o'brien; Denise Reilly; Anne Liddy; Michael Gallagher; Thomas w 
Hal pi n 

Subject: Re; Fw; Hokuriku Bank 
what a great answer. 

Thank you. 

Alan 


Anthony lulian/HBUS/HSBC 
09/11/2008 05:51 PM 

TO 

Machiko M YAMASHITA/TKY/HBAP/HSBCOHSBC 
cc 

Ako K0BAYASHI/TKY/HBAP/HSBC@H5BC, Alan P Williamson/HBUS/HSBC{aHSBC02, cam 
ADAMS/PCM ASP/HBAP/HSBC(lHSBC, Hideki matsumoto/tky/hbap/hsbc©hsbc , Michael B 
Ganagher/HBUS/HSBC@HSBC02, Navin GUPTA/TKY/HBAP/HSBC(lHSBC, Richard JAGGARD/PCM 
ASP/HBAP/HSBC@HSBC, Takahiko KANECHIKU/TKY/HBAP/HSBC^HSBC, Thomas W 
Hal pi n/HBUS/HSBC(aHSBC02 
Subject 

Re: Fw: Hokuriku Bank 
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Please note that HBUS senior management has reviewed this service extensively 
and determined that we can not continue to support this business. Thiis is not 
an issue for negotiation with Hokuriku. HBUS has decided to withdraw from 
processing bulk quantities of TCs, as the regulatory burden is costly and the 
operational / regulatory risk is not acceptable. 

We respect Hokuriku's perspective, and 30 days notification should be 
acceptable for withdrawal of services (as stated in our cash letter 
documentation) . 

As Cash Letter is a manual process, there should be no significant systemic 
issues with them shifting this business to another provider. Hokuriku 
maintains accounts with all of the major USD service providers (citi , chase, 
Bony, Wachovia, Deutsche, Amex, etc), each of whom offer competitive cash 
Letter services. They can shift this business relatively easily, and we would 
appreciate their cooperation in ceasing bulk TC deposit as soon as possible, 
we will return bulk TC deposits received by HBUS after October 12. 

Thanks and best regards 


Anthony Julian 
First Vice President 
HSBC Bank USA, N.A. 

Global Transaction Banking 
Off i ce : (302 ) 327-2665 

Mobile (6B) : 


— » Redacted by the Permanent 
Subcommittee on Investigations 


Machiko M yamashita/tky/hbap/hsbcOhsbc 
09/11/2008 05:07 AM 

To 

Alan P winiamson/HBUS/HSBC<aHSBC02 
CC 

Ako K0BAYASHI/TKY/HBAP/HSBC@HSBC, Anthony Julian/HBUS/HSBC(aHSBC02, cam 
ADAMS/PCM ASP/HBAP/HSBC(aHSBC, Michael B Gallagher/HBUS/HSBC^HSBCOZ , Richard 
JAGGARD/PCM ASP/HBAP/HSBC@HSBC , Takahiko KANECHIKU/TKY/HBAp/hSBC@HSBC , ThomaS W 
Halpin/HBUS/HSBC@HSBC02, Navin GUPTA/TKY/HBAP/HS8C©HSBC, Hideki 
MATSUMOTO/TKY/HBAP/HSBCglHSBC 
Subject 

Fw: Hokuriku Bank 


Dear Alan 

Matsumoto-san and myself visited Mr. Takahashi , GM and Mr. Takarada, Deputy MGR 
of International operations Center to advise of your decision. 

We conveyed the message that we understand that AML process is appropriately 
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taken by Hokuriku Bank as Anthony commented and the point we intended to 
discuss is how we enhance process to avoid unnecessary internal process on our 
side. 

During the discussion, we confirmed again the background of relevant 
transactions. 

- Most of their customers related to this issue are used-car dealers for 
Russian buyers who are cash account holders of Hokuriku Bank through 
appropriate aml process. 

- The dealers are doing cash on delivery type of deals with buyers in this 
market therefore cash or TCs are normally used to accommodate those deals. As 
such Hokuriku Bank considers it is difficult for its customers to shift their 
payment method to wire transfers or commercial check from TCs. 

- HBUS is currently the sole cash Letter provider for Hokuriku Bank and if we 
stop providing this service to Hokuriku Bank, it needs reasonable grace period 
to find out alternative service provider and re-adjust its system which is 
currently arranged/designed to meet HBUS's requirement and also make sure the 
new internal process with all relevant branches/offices. 

- since relevant customers are limited around 20 - 25 names and they are all 

cash account holders of Hokuriku Bank, Hokuriku Bank is well prepared to 
cooperate with HBUS by providing necessary information / arranging operational 
process in order to help hbus to streamline the process. As such if there 

are any measures to reduce your processing burden, they are open to discuss on 
that. For that, they wish to understand what is exactly the issue in your 
processing of the TCs in problem. They have already been following your 
requirement on high value deposit (exceeding uSD20k per deposit), under which 
they have been providing their customers' information including name, address 
and business as well as amount and number of TCs. Tf HBUS requires further 
more information and/or different process, Hokuriku Bank is ready to discuss on 
that. 

Your feedback would be appreciated. 

Regards 

Machiko Yamashita, FIG TKY 

Forwarded by Machiko M YAMASHITA/TKY/hbap/hsbc on 2008/09/11 17:34 — 

Alan P Williamson/HBUS/HSBC(&HSBC02 
11 Sep 2008 01:22 Mail Size: 18427 

TO 

Hideki matsumoto/tky/hbap/hsbc^hsbc, Navin gupta/tky/hbap/hsbc@hsbc, Machiko 

M 

yamashita/tky/hbap/hsbcOhsbc 

cc 

Ako K0BAYASHI/TKY/HBAP/HSBC@HSBC, Anthony Julian/HBUS/HSBC@HSBC02, Cam 
ADAMS/PCM ASP/HBAP/HSBC(&HSBC, Michael B Ganagher/HBU5/H5BC@H5BC02 , Richard 
JAGGARD/PCM ASP/HBAP/hS 6C@HSBC, TakahlkO KANECHIKU/TKY/HBAP/H5BC(aH5BC, Thomas W 
Hal pi n/HBU5/HSBC@H5BC02 
Subject 

Re: Hokuriku Bank • 
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Our Ref 
Your Ref 


Gentlemen 

Can I ask for the status on this matter? 

Thank you ail for your help. 

Alan 

original Message 

From: Hideki matsumoto 
sent: 09/05/2008 09:35 AM ZE9 
To: Navin GUPTA; Machiko M YAMASHITA 
Cc: Ako K0BAYA5HI; Alan P Williamson; Anthony 
3ulian/HBU5/HSBC@-HSBCAMERlCAS; Cam ADAMS; Michael Gallagher; Richard lAGGARD; 
Takahiko KANECHIKU; Thomas W Hal pin 
subject: Re; Hokuriku Bank 

Navin 

RM is Yamashita san for Hokuriku Bk. 

Yamashita san 

it seems internal due date is tight for them to change structure involving 
their own clients, shall we move quickly to discuss on this with Hokuriku Bk. 

rgds , hideki 


Navin GUPTA/TKY/HBAP/HSBC 

05 Sep 2008 08:29 Mail Size: 14141 

Phone NO. 813 5203 4252 

To 

Takahiko KANECHIKU/TKY/HBAP/HSBC@HSBC, Hideki MATSUM0T0/TKY/HBAP/HSBC(&HSBC 
cc 

Alan p Winiamson/HBUS/HSBC@HSBC02, Anthony Julian/HBUS/HSBCOiHSBCAMERICAS, 
cam 

ADAMS/PCM ASP/HBAP/HSBC@HSBC, Michael B Gal 1 aqher/HBUS/HSBC@-HSBC02 , Richard 
lAGGARD/PCM ASP/H8AP/HSBC®HS8C , Thomas W Hal pi n/HBUS/HSBC@-HSBC02 , Ako 
K0BAYA5HI/TKY/HBAP/HSBC@HSBC 
Subject 

Re: Hokuriku Bank 


Our Ref 
Your Ref 
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Kanechiku san, 

Request your support in commui ncation to Hokuriku bank as below. 
Warm Rgs, Navin 


Fred SHYUR/PCM ASP/HBAP/HSBC 
09/05/2008 07:40 AM 
Mail Size: 3916 

To 

cam ADAMS/PCM asp/hbap/hsbcOhsbc, Navin gupta/tky/hbap/hsbcOhsbc, Anthony 
lul i an/HBUS/HSBCOHSBCAMERICAS@REPUBLIC 
cc 

Thomas W Hal pi n/HBUS/HSBC(aHSBC02 , Michael B Gallagher/HBUS/HSBC@HSBC02, 

Ri chard 

3AGGARD/PCM asp/hbap/hsbc^hsbc , Alan P Williarason/HBUS/HSBC@HSBC02 
Subject 

Re: Hokuriku Bank 
Our Ref 

Your Ref 


Cam and Navin, 

FYI. Please kindly work with Anthony. and Alan on the AML issue below. 

Regards , 

Fred shyur 

*******'!!?'****************<: ************************ ************ 

The Hongkong and shanghai Banking corporation Limited 
whose registered address is 1 Queen's Road Central, Hong Kong 
************************************************************ 

original Message 

From: Alan P Williamson 
Sent: 09/04/2008 11:05 AM EDT 

To: Anthony 3ulian/HBUS/HSBC@HSBC02; Fred SHYUR 

cc: Thomas w Halpin/HBUS/HSBC@HSBC02; Michael B Gallagher/HBUS/HSBC©H5BC02 
Subject: Hokuriku Bank 

Anthony, Fred 

As you may know, compliance meets monthly with senior management in the 
Payments and Cash Management AML Management Review committee. Recently we 
discussed the fact that Hokuriku has been sending a large number of sequential 
traveller's checks from a number of similar businesses through cash letter here 
in the US. This use of cash Tetter is inappropriate and the Committee has 
concluded that PCM should no longer allow Hokuriku to send traveler's checks 
through cash letter. Hokuriku should therefore cease the activity and make 
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alternative arrangements, such as to make the deposits by wire, by September 
30. can I ask you to contact the appropriate RM's to convey this message to 
Hokuriku and confirm back that they have done so? 

Thanks for your help. Please let me know if you have any questions, 

Alan Williamson 
PCM compliance 
212 525 8043 
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GROUP FINANCIAL SERVICES AUDIT 


FEBRUARY 2004 


HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


1. INTRODUCTION 

1.1 Background 

This report covers the findings identified during our high level controls review of the activities 
of HSBC Private Bank International (HRIB). 

HRIB is a wholly owned subsidiary of HSBC Bank USA Inc (HBUS), operating as an Edge 
Act Coprporation incorporated in 1979. As an Edge Corporation, the activity of HRIB is 
governed by Section 25, Regulation K of the Code of Federal Regulations that limits 
transactions to those being for the purpose o^ or incidental to carrying out international 
business activities. 

HRJB provides a highly personal range of private banking services to high net worth 
indivuduals domciled mainly in Latin and Central America. HRIB offers traditional banking 
products such as time deposits, loans, letters of credit, bill payments, cheque facilities as well 
as high quality investment products such as fixed income, equities, HSBC Group and 
sponsored third party funds, structured products and spot and forward exchange. 

As at December 2003, HRIB employed 112 staff with assets under management of USD 5 
billion and approximately 7,000 client accounts. For the year ended 31 December 2003, HRIB 
made net profit before tax of USD19million (including allocated costs of USD19.6million), 

1-2 Scope and Objectives 

The high level controls review covered all activities of HRIB with the exception of the trade 
finance department which is the subject of a separate audit by Group Audit USA (GAU). 
Local Compliance requirements have only been considered to the extent they are included 
within the Compliance Chart for the business. Our work was based on the accounting records 
as at 31 December 2003. The objectives of the review were to ensure that the business is 
operating in accordance with the requirements of the relevant Group Standards and Functional 
Instruction Manuals applicable to this business. 

The audit was carried out by V Leung, N Chawla, G Rao of GHQ GFA and Chung M Yau of 
GAU IT on various dates between 26 January and 13 February 2004. 

We wish to thank the management and staff of the office for their assistance and co-operation 
during the course of the review. 
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GROUP FINANCIAL SERVICES AUDIT 


FEBRUARY 2004 


HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


2. MANAGEMENT SUMMARY 

HRIB has had a successful year and has seen a substantial increase in the value of assets under 
management. It was pleasing to note, therefore, that management has been able to maintain a 
robust control environment during this period of growth and our review has indicated that the 
key controls within the business continue to operate in a satisfactory manner. We 
acknowledge the positive attitude and approach adopted by management to our review process 
and to the implementation of recommendations raised in the prior report. 

Full details of all issues identified during the review are given in section 5 to 14 of the report, 
whilst a summary of those issues considered to be high risk are given in section 3 and a 
summary of al! repeat and carried forward recommendations appear in section 4 of the report. 


Page 2 of 20 


OCC-PSI-00210878 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01030 


Fmt 6633 Sfmt 6633 


P:\DOCS\76646.TXT SAFFAIRS 


PsN: PAT 



GROUP FINANCIAL SERVICES AUDH” 


FEBRUARY 2004 


HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


“ “ Redacted by the Permanent 

3. SUMMARY OF HIGH RISK ISSUES Subcommittee on Investigattoni 


3.1 PDA 

From our review of the Inactive Clients List as of 8 February 2004, we noted 1; 1 
accounts which had had no client activity for over two years but which had not been 
classifed as dormant accounts. As a result, these accounts are not subject to the 
stringent controls which are otherwise exercised over dormant accounts. 

(See section 7.1). 

3.2 FUNDS TRANSFER 


The authorisation limits for the Electronic Payment system which have been allocated 
to Funds Transfer staff to release payments is inappropriate given the normal payment 
activity level. The maximum transaction limits are currently set at |||||||||[|||||||^^ 
payments to Banks and for payments to non Banks. 

(See section 8.1). 

3.3 INTERNAL CONTROL 


The planned internal control reviews, as set out in the annual Internal Control Periodic 
Review for 2003 had not been completed. We note only 60% of the planned work had 
been completed. 

(See section 12.1). 

The Internal Control Officer is required, on occasions, to support departments when 
staff are on vacation or on sick leave. This results in conflict of interest In the 
independence of the Internal Control function. In addition, work performed by the 
Internal Control Officer as supporting staff is not being independently reviewed. 

(See section 12.2). 


3.4 


A number of users from the other two IPB offices in the US have access to the Miami 
client database via the EPIC system without the knowledge or approval of the HRIB 
Local Security Administrator (LSA). There are currently three LSAs responsible for 
setting up user access to the EPIC system in their respective, region. However, each 
LS.A al.so has the ability to create new users and provide them with access to the client 
database of HRIB. 

(See section 14.1). 
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GROUP FINANCIAL SERVICES AUDIT 


FEBRUARY 2004 


HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


4. PREVIOUS RECOMMENDATIONS 

4.1 Repeat Recommendations 

At the time of the audit, the following issues raised in the previous internal and external 
reviews of the business remained outstanding: 

4.1.1 Group Financial Services Audit » August. 2002 
5.5 * Client Visitation Policy 

10.1 * Amended FX Orders 

10.3 * Deal Orders 
10.4* Trade Orders 

* These items are considered to be partial repeat recommendations as action has been 
taken to implement the original recommendation although not all aspects of the 
recommendation had been addressed at the time of the review. 

4.2 Carried Forward Recommendations 

The following recommendations which have been carried forward from internal and external 
reviews arc not scheduled to be implemented until after this audit; 

4.2.1 Group Financial Services Audit - August. 2002 

5.3 Beneficial Ownership of PlCs via Bearer Shares 

4.2.2 Federal Reserve Bank of Atlanta - February. 2003 

1 1 .2 Country Risk Monitoring 
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GROUP FINANCIAL SERVICES AUDIT FEBRUARY 2004 

HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


5. FRONT OFFICE 

5.1 Account Documentation 
Finding 

The blocking of accounts with critical missing documentation is not being performed in 
accordance with Group guidelines. Currently, transactions can be processed across accounts 
having missing documentation for up to 90 days rather than up to 30 days as required by Group 
Guidelines. 

Recommendation 

No transactions across accounts with ciritical missing documentation should be permitted after 
30 days from the date of account opening. 

GPB COO Memo Oct 2003 & PBT FIM i 8.3 

5.2 Authentication of Client ID 


Finding 

Guidance issued by GPB in October 2003 made it mandatory for the verified IDs of beneficial 
owner(s) to be obtained with immediate effect. However, HRIB continued to operate based on 
the dispensation granted by GPB in 2002 which did not require them to obtain verified ID in 
certain situations. In February 2004 the request for the renewal of the dispensation regarding 
the verification of IDs was declined. 

Recommendation 

Verified IDs of all beneficial owners should be obtained. 

5.3 Beneficial Ownership of PICs via Bearer Shares 
Finding 

Certificate of Beneficial Ownership forms, certifying the beneficial ownership of offshore PICs 
owned through bearer shares, is outstanding for approximately 60 clients. We acknowledge 
that Management has made significant progress in obtaining these forms from clients and is 
tracking the missing forms through the Missing Documents List. 

Recommendation 

Management should endeavour to obtain the missing Certificate of Beneficial Ownership 
forms at the earliest opportunity. 

Carried Forward Recommendation: Group Financial Services Audit - August, 2002 - 
section 6.3 
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GROUP FINANCIAL SERVICES AUDIT 


FEBRUARY 2004 


HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


5.4 Special Service Team 
Finding 

HRIB undertook a segmentation exercise and transferred approximately 1,300 accounts with 
balances of less than USD 250,000 to the Special Service Team. A marketing exercise to 
increase AUM was undertaken in Q3 03 which Involved contacting these clients with a view to 
increase the AUM. Following this exercise there were approximately 100 of these clients 
whom the RMs were unable to contact, potentially due to incorrect / outdated information 
being held on client files. 

Recommendation 

An exercise to obtain/update client information should be undertaken . In those cases where 
client contact cannot be established, management should review these accounts with a view to 
blocking them where it is considered necessary. 

5.5 Client Visitation Policy 
Finding 

The HRIB client visitation policy requries clients with account activity of more than USD 5 
million and/or AUM over USD 1 million to be met annually. Visits for clients with account 
activity of more than USD 5 million is being monitored. However, we understand that due to 
the constant fluctuations in AUM, HRIB do not believe they can effectively monitor visits for 
clients with AUM over USD 1 million despite the fact a report can be generated showing ail 
clients with AUM over USDl million and where no visit has been performed for longer than 
12 months. 

Recommendation 

Client visits should be conducted in accordance with the HRJB visitation policy. 

MLPPs 


Partial Repeat Recommendation: Group Financial Services Audit - August, 2002 - section 
6.4 

5.6 Appointment of a Back-Up Relationship Manager 
Finding 

HRIB has a team style of relationship management, however, a back-up Relationship Manager 
(RM) has not been formally appointed for each account. 

Recommendation 

Back-up RMs should be formally appointed for all client relationships. The back-up RM, once 
appointed, should also be responsible for reviewing the daily Significant Activity Report in 
respect of those accounts for they have been appointed. 

PBTFIM 18.9 
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GROUP FINANCIAL SERVICES AUDIT 


FEBRUARY 2004 


HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


5.7 Rcvepuc Reports bv Relationship Manager 
Finding 

The revenue reports (gross revenue as a percentage of assets under management) produced for 
management for each team, RM and Client Account do not take costs into consideration and 
hence it is not possible to determine the profitability by RM and by Account. 

Recommendation 

The revenue reports currently produced should be enhanced to recognise costs, this will include 
an amount based on the lime spent on each account by the RM to enable full profit information 
to be produced. 
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GROUP FINANCIAL SERVICES AUDIT 


FEBRUARY 2004 


HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 

6. CREDIT 

6.1 Credit Approval 


= Redacted by Ibt Permanent 
Subcommittee on Inveatigationi 


Finding 

From a review of 20 credit proposals, we noted five examples where the proposal had not been 
authorised in accordance with credit approval limits. However, we acknowledge that in all 
cases the proposal had been initialled by a Senior Officer as approval for any non standard 
features, such as the applicable rale. However, such sign off did not represent approval of the 
overall facility. 

Recommendation 

The Credit Department should ensure that appropriate level of credit authority is obtained prior 
to processing the facility. 


Ineligble Security 


Finding 

Collateral value has been given to two stocks which are classified, according to the IPB 
Americas Credit Guidelines Manual, as unacceptable tangible security due to the stocks having 
a value per share of less than USDIO, irrespective of the total market capitalisation of the 
company or its finan cial strength. In the case of one facility, 50% collateral value was given to 
two stocks each a less than USDIO per 

share. We acknowledge in this case that at the time of the audit it would not cause an 
undermargin position if no collateral value is given to the unacceptable tangible security. 


Recommendation 

i) Collateral value should not be given to US stock having a price of less than USDIO. 

ii) Notwithstanding this, management should review the appropriateness of the policy of the 
apparent arbitrary exclusion of such stock with the IPB Credit department. 

IPB Americas Credit Guidelines Manual S6.1 
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GROUP FINANCIAL SERVICES AUDIT 


FEBRUARY 2004 


HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


6.3 AHocation of Pledged Assets Across More Than One Account 
Finding 

i) For those facilities where the investment product RIMA is being used as collateral, the EPIC 
system is not capable of allocating such assets across more than one account, nor is it capable 
of updating the current collateral value of RIMA, Such functions are currently performed 
manually. We understand from management that a request for the above has been included in 
the EPIC Maintenance Request. 

ii) The independent review of the update of the current market value of RIMA is not evidenced 
as performed. 

Recommendation 

i) Management should ensure that system limitations regarding the use of RIMA as collateral 
across more than one account and the automatic updating of the price of RIMA is addressed in 
the next EPIC update. 

ii) The updating of the market value of RIM.A should be subject to an evidenced independent 
review. 

6.4 Loan to Value 
Finding 

There is no independent review of the LTV entered on to the EPIC system, except for 
Emerging Market Securities which is performed on a monthly basis. 

Kecommendation 

An independent review of all LTVs given to pledge assets should be carried out on a monthly 
basis. 

6.5 Country Ri.sk Approval 
Finding 

From our review of 20 credit proposals, we noted two examples where the proposals made to 
GHQ CRF incorrectly stated the tenors of the loans. We understand from management that 
this was as a result of a misunderstanding by HRIB in the way in which loan tenors should be 
classified according to Group policy. 

Recommendation 

Management should ensure that the information provided to GHQ CRF within the credit 
proposals is accurate and consistent with the Group classification of loan tenors. 
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GROUP FINANCIAL SERVICES AUDIT FEBRUARY 2004 

HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


7. PDA 

7.1 Inactive Accounts fHigh Risk> 

Finding 

From our review of the Inactive Clients List as of 8 Februar)’ 2004, we noted 1 i accounts 
which had had no client activity for over two years but which had not been classifed as 
dormant accounts. As a result, these accounts are not subject to the stringent controls which 
are otherwise exercised over dormant accounts. 

Recommendation 

The reason for the BIMAS system not accurately identifying all dormant accounts should be 
established and rectified. 

PBT FiM 22.9 

7.2 Overdraft Referrals 
Finding 

The daily overdraft referrals report which shows accounts having insufficient funds available to 
honour pending cheques is not evidenced as having been independently reviewed to ensure 
those cheques referred for payment and subsequently approved or rejected by the RM have 
been properly processed. 

Recommendation 

The independent review of the daily overdraft referrals report should be evidenced to show 
cheques were properly processed in accordance with the RM's instruction. 

7.3 Signature Discrepancies 
Finding 

An RM is able to authorise the payment of cheques drawn by clients which have minor 
signature irregularities, without the need for client contact or senior management approval. 

Recommendation 

Local procedures should be amended to include a threshold limit above which the authorisation 
of client cheques with signature irregularities should require client contact or senior 
management approval. 
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8 . 

8.1 


FUNDS TRANSFER 


Etectronk Payment Authorisation Limits (High Risk! 


“ Redacted by (he Permanent 
Subcommittee on Investigations 


Finding 

The authorisation limits for the Electronic Payment system which have been allocated to Funds 
Transfer staff to release payments is inappropriate given the normal payment activity level. 
The maximum transaction limits are currently set at for payments to Banks 

and jjiiiiiiiiiiiilll^^ payments to non Banks. 

Recommendation 

The payments limits allocated to Funds Transfer staff for the Electronic Payment system 
should be set to more approriatc levels based on the normal payment activity level. Should the 
limit need to be increased for one off exceptional payments, the approval of senior 
management should be sought. 

8.2 FX Telephone Orders 


Finding 

i) For cases where the client does not have a BIMAS FX account, the Funds Transfer team will 
place FX deals directly with HSBC Canada by telephone rather than place the trade with HBUS 
in New York or pass the trade to the IPO team for execution. 

ii) The Funds Transfer team is responsible for deal confirmation, matching, posting entries to 
the client account and settlement in respect of the above FX trades. 


iii) Dealing Authority letters are not in place for staff within the Funds Transfer team. 

Recommendation 

All FX deals should be executed on the E-Treasury system. In cases where this is not possible, 
the responsibility for placing FX deals with the broker should be transferred to the IPG team. 

8.3 Back Valued T ransactions 


Finding 

i) The Funds Transfer team is able to back value transactions for up to 90 days on the BIMAS 
system. 

ii) There is no report generated and reviewed by the Head of the Funds Transfer Department of 

all back valued transactions. We acknowledge that back valued transactions require the 

approval of the Head of the Front Office. 

Recommendation 

i) The period for which transactions can be back valued should be reviewed and set at a more 
appropriate level. 

ii) A regular report of all back valued transactions should be obtained and subject to an 
evidenced review by the Head of the Funds Transfer Department. 
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GROUP FINANCIAL SERVICES AUDIT FEBRUARY 2004 

HIGH LEVEL CONTROLS REVIEW OF IISBC PRIVATE BANK INTERNATIONAL 



Finding 

All client documentation was imaged onto the EPIC system in 3Q 2003. From a review of 17 
client relationships we noted that IDs for nine client relationships are not sufficiently legible to 
enable a positive identification of the client to be made. 

Recommendation 

Staff should ensure that scanned IDs held on the EPIC system are legible and clear. 


Page 12 of 20 


OCC-PSI-flfl210878 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01040 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2135 


GROUP FINANCIAL SERVICES AUDIT FEBRUARY 2004 

HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


10. IPG OPERATIONS 

10.1 Amended FX Orders 
Finding 

A summary report of amended FX orders is not maintained. 

Recommendation 

A summary report of amended FX orders should be maintained and reviewed monthly by the 
Head of Front Office and/or the Head of Operations. 

GM FIM 12.6.4 

Partial Repeat Recommendation: Group Financial Services Audit - August, 2002 - section 

7.9 

10.2 Deal Blotters/Trade Summary Reports 
Finding 

Daily blotters or trade summary reports of mutual tund trades and precious metals trades are 
not received from IPB (NY) lAG and CTMS IT Maintenance Department respectively. As a 
result, IPG Operations is unable to reconcile daily trades placed and input into CTMS (for 
mutual funds) or reconcile back to deal tickets (for precious metal trades) to ensure 
completeness of deal capture. 

Recommendation 

Dally blotters or trade summary report for mutual fund and precious metals trades should be 
received from IPD (NY) lAG and CTMS IT .Maintenance Department respectively and 
reconciled to the records held by IPG Miami. 

GMFIM 12.2.1 

10.3 Deal Orders 
Finding 

From a review of ten fixed income deal order fonns we identified two cases w'here the mark-up 
was not indicated by the RM(s) on the order form and two cases where the actual mark-up was 
higher than the original mark-up recorded, however, the former had not been initialled by the 
RM(s) as approved. 

Recommendation 

Fixed income deal order forms should record the mark-up as indicated by the RM(s) and any 
change to the original mark-up should be initialled by the RM(s) as having been approved. 

Partial Repeat Recommendation; Group Financial Services Audit - August, 2002 - section 
7.7 
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10.4 Trade Orders 


Finding 

From our review of ten income deal order forms, we noted: 

i) one amended order where the reason for the amendment was not documented and the funds 
availability was not re-confirmed on the date of the amendment. 

ii) one trade where the time of order creation by the RM and the 
by IPG was later than the time of order confirmation received 
client written instruction was not dated. 

Recommendation 

i) The reason for order amendments should be documented on the deal order form. Where an 
order is amended on a date subsequent to the date of the original order, funds availability 
should be re-confirmed on order amendment dale. 

ii) Orders should be date and time stamped in a timely manner. Client instructions should also 
be dated as received. 

Partial Repeat Recommendation: Group Financial Services Audit - August, 2002 - section 
7.10 


time of the order being placed 
from IPB lAG. Further, the 
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11. COMPLIANCE 

1 1.1 Review of Compliance Function 
Finding 

The review of the Compliance function by the HBUS Compliance department in New York is 
not documented. 

Recommendation 

The periodic review of the Compliance function by HBUS Compliance department should be 
documented. 

Chapter 10 ;COH 

11.2 Country Risk Monitoring 
Finding 

The CAMP monitoring system is not capable of isolating the activity on the accounts of clients 
from high risk countries, for example Guatemala. We acknowledge that a half yearly review of 
all transactions over USDlm is undertaken by the Compliance department. 

We understand that the User acceptance testing has been completed and the implementation 
date has been set for April 2004. 

Recommendation 

The CAMP system should be enhanced to include the functionality to enable the isolated 
monitoring of account activity of clients from high risk countries. 

Carried Forward Recommendation: Federal Reserve Bank of Atlanta • February, 2003 
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12. INTERNAL CONTROL 

12.1 Internal Control Review nii 2 h RiskI 
Finding 

The planned internal control reviews, as set out in the annual Internal Control Periodic Review 
for 2003 had not been completed. We note only 60% of the planned work had been completed. 

Background 

The Internal Control Officer is responsible for devising the annual Internal Periodic Review 
schedule. We note that only 60% of the planned reviews for 2003 had been completed. 
Further, the 2003 Internal Control Periodic Review schedule was not evidenced as having been 
approved by the President. 

Recommendation 

i) Management should ensure that the reviews, as set out in the annual internal Control 
Periodic Review plan are performed and the timetable adhered to. The President should be 
informed of any slippage in meeting the implementation dales. 

li) The annual Internal Control Periodic Review Schedule should be approved by the 
President. 

12.2 Conflict of Interest tHigh Riskt 
Finding 

The Internal Control Officer is required, on occasions, to support departments when staff are 
on vacation or on sick leave. This results in conflict of interest in the independence of the 
Internal Control function. In addition, work performed by the Internal Control Officer as 
supporting staff is not being independently reviewed. 

Recommendation 

Management should ensure that the Internal Control Officer doe.s not act as a relief staff 
member for absences in support departments. 

PBTFIM 22.19 
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13. FINANCE 


13.1 Revenue Sharing Arrangements 
Finding 

The basis of revenue sharing between the Group entities is not formally documented. HRIB 
receives revenue credits from IPB NY for products such as RIMA, Spectrum and Universal 
Investor. 

Recommendation 

Revenue sharing agreements between HRIB and other Group entities should be formally 
documented. 
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14 . 


14.1 Access to HRIB Client Database (High Riskl 


Finding 

A number of users from the other two IPB offices in the US have access to the Miami client 
database via the EPIC system without the knowledge or approval of the HRIB Local Security 
Administrator (LSA). There are currently three LSAs responsible for setting up user access to 
the EPIC system in their respective region. However, each LSA also has the ability to create 
new users and provide them with access to the client database of HRIB. 

Recommendation 

The ability of the LSAs in New York and California to give local users access to the HRIB 
client database should be removed. Users from the other regional offices who have a 
legitimate requirement to access the HRIB client database should submit a request to the HRIB 
LSA for their approval and action. 

Group IT Security Policy and Standards 1 1 


14.2 Physical Security at Contingency Site 
Finding 

i) The contingency site is not monitored at all times. 

ii) The communication room at the contingency site is equipped with a regular key lock instead 
of a card -key access device, as a result, there is no audit trail for access to this room. 

Recommendation 

Consideration should be given to implementing monitoring facilities at the contingency site 
and to installing a card key access device to the door to the communication room. 

Group IT Security Policy and Standards 6.2 ;6,7 
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GROUP FINANCIAL SERVICES AUDIT FEBRUARY 2004 

HIGH LEVEL CONTROLS REVIEW OF HSBC PRFV'ATE BANK INTERNATIONAL 


14.3 Segregation of Duties re Tei»A-Pav 
Finding 

There is a lack of segregation of duties within the IT Support team as they undertake the 
development, support, and installation of the bill pay system (Tel-A-Pay), as well as the 
issuance and maintenance of card-keys in addition to providing desktop and server support. 
Further, the Tf Support Team manager has a user profile which allows data entry access in the 
Tcl-A-Pay system. 

Recommendation 

i) The responsibilities of the IT support team should be organised such that there is a proper 
level of segregation of duties between the development, installation and card-keys issuance 
responsibilities and the responsibilities in respect of providing desktop and server support. 

ii) The data entry access profile to the Tel-A-Pay system by the IT Support Team Manager 
should be deleted. 

Group IT FTM 4.3 


14,4 Security of Sensitive Information 
Finding 

Sensitive information and documents such as upgrade documents (ID and passwords), the 

software upgrade” disk relating to T^extester Version 6!4~~aml sensitive IP ’ad'dfesY’ Triformation 

is not being stored in a locked cabinet or drawer after working hours. 

Recommendation 

Sensitive information and media disks should be stored in a locked cabinet or drawer when not 
in use or after working hours. 

Group IT Security Policy and Standards 6.13 


14.5 BIMAS System Access 
Finding 

The user access to the BIMAS system for two former bank employees and an employee who 
has been transferred to another business unit has not been deleted. 

Recommendation 

User access to the BIMAS system should be removed immediately upon an employee leaving 
the employment of the bank or when the job description of an individual changes such that 
system access is no longer required. 

Group IT Security Policy and Standards 9.2 
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GROUP FINANCIAL SERVICES AUDIT 


FEBRUARY 2004 


HIGH LEVEL CONTROLS REVIEW OF HSBC PRIVATE BANK INTERNATIONAL 


14.6 Business Continuity Plan and Test Results 
Finding 

i) The Business Continuity Plan contains out of date information. 

ii) The contingency test results do not have a summary to document whether the objectives of 
the test had been met. 

iii) The incident report, which recorded tasks that were either failed or where problems were 
encountered during the test, did not specify the date for resolution and the resolution status, 

Recommendation 

The Business Continuity Plan should be updated. The contingency test results should include a 
conclusion to indicate that the objectives have been met and where problems were encountered, 
the expected resolution date and resolution status should be recorded. 

Group IT Security Policy and Standards 1 1 
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Occ-Psi-00211658 

From: NERISSA P HALL/HBUS/HSBC 

Sent: 4/17/2007 2:41:34 PM 

To: ALAN P WILLIAMSON/HBUS/HSBC@HSBC 

CC: 

Subject: Re; tomorrow's meeting regarding PCS poiicies/procedures 

He keeps harping on what "other divisions" have.... I'm just chatting. I've 
been trying to see Bill but he's tied up. 


Nerissa P. Hall 

vice President, Senior Manager 
Anti -Money Laundering Compliance 
HSBC Securities (USA) inc. 

452 Fifth Avenue, NY 10018 

Tel. NO. (212) 525-5579 

Fax NO. (212) 525-5769 

Email : nerissa.p.hall@us.hsbc.com 


- Redacted bv the Permanent 
Subcommittee on Investigations 


Alan P Wil 1 iamson/HBUS/HSBC 
04/17/2007 03:36 PM 

To 

Nerissa p Hal 1 /Hbus/hsbc@HSBC 

CC 

subject 

Re;. ,.tomorrow/.s_ meeting^ regarding PCS policies/procedures_ 


Well, that's why we're meeting asap and asking Irene along 


From; Nerissa P Hall 

Sent; 04/17/2007 02; 53 PM EOT 

To; Alan P Williamson 

Subject; Fw; tomorrow's meeting regarding PCS policies/procedures 
I'm having deja vu of BUHlftom internal audit. They're probably twins. 


Nerissa P. Hall 

vice President, Senior Manager 
Anti -Money Laundering Compliance 
HSBC Securities (USA) inc. 

452 Fifth Avenue, NY 10018 

Tel. NO. (212) 525-5579 

Fax NO. (212) 525-5769 

Emai 1 ; neri ssa. p . hal l@us .hsbc.com 


Forwarded by Nerissa P Hall/HBUS/HSBC on 04/17/2007 02:52 PM 

Robert X Guthmul 1 er/HBUS/HSBC 
04/17/2007 02:37 PM 
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Occ-Psi -00211658 
To 

Nerissa P Hal 1/HBUS/HSBC@HSBC 
cc 

Alan P Williamson/HBUS/HSBC@HSBC, Irene M Stern/HBUS/HSBC@HSBC 
Subj ect 

Re: tomorrow's meeting regarding PCS policies/procedures 


thanks for the PCS AML policies and procedures which are certainly more 
detailed than the HSI p/p I read from the intranet. - cleared up alot of 
observati ons . 

However, in reading the material, I still have some observations/questions 
which may frame tomorrows discussion, such as: 

3.2 Requirements of KYC - Next to last paragraph regarding file semi-annual 
review by the Office of Supervision Jurisdiction and branch reviews (need a 
little background) 

3.4 EDO - circumstances where EDO is required - SCC, HRC, or engaged in 
Sensitive Industries and Occupations 

however, section 4.4 High Risk Categories list High Risk Businesses (HRB) 

- don't they qualify for EDO? 

4.4 High Risk Categories states that just because a business is listed as 
Sensitive... doesn't necessarily mean its nigh risk (are all businesses 
designated 

sensitive.... receive EBD o_r just those rising to the_level of high 

risk???? 

P/P wording unclear at best. 

use of ICRO optional in completing EDO. why? Are there guidelines 

when and when not to use ICRO? 

EDO Process - The New Account principal MAY ALSO request an EDO Report of 
Findings, why is it optional? Are there guidelines when and 
when not to request Report of Findings??? 

4.4 High risk Categories - Sensitive Industries and Occupations - "The mere 

fact that a customer falls within one of the sensitive industries/occupations 
listed below, or is located in a high-risk jurisdiction, does not in and 

of itself make a customer high risk. Rather these are additional factors to 
consider as part of the overall rating of the customer." 

If that is so, how do you document the factors and the decision as to 
whether an account is or is not high risk??? That's why I asked about a 
score-card that is used by some other divisions. 

DO you see my delimma? I'm trying to ascertain how PCS determines a high 
risk account. I read the procedures. First, I think that all sees, HRCs, HRBs 
and 

sensitive... are high risk (4.4). Then, a further review discloses that 
although all SCCs are high risk, HRBs may not be subject to EDD (3.4); HRCs 
and Sensi ti ve ... 

may not be high risk (4.4) but the policy/procedure do not provide for an 
auditable, structured methodology to determine high risk. 

PICs/Bearer Shares - To make optional that bearer shares are high risk 
does not mirror other banks policies. For at least the last 10 years, all 
private banks I 

know classify ALL bearer share PiCs as high risk 

paqe 2 
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CAMP Market procedures - How many analysts work institutional alerts? Retail 
alerts? 

what kind of activity triggers alerts (Rules, algorithms, scenarios etc ) 
???? (Procedures don't state) 

What is the decision making process for selecting an alert for review? 
(Procedures don't state) 

what percentage of alerts are "worked”? (Procedures don't state goal) 

Manual transaction monitoring - Procedures cite the AML LCO or designees. How 
many people conduct manual monthly reviews? 

Scope of review is general. What is the analyst looking for. Shouldn’t 
the procedures give examples of red flags (i.e.) free deliveries 

Where do the results of the manual reviews go???? (Procedures don't 
state) 

Revisions of policy - Following up upon your e-mail, when there are changes in 
AML policy (say in regard to SCCs) , do you immediately deseminate the change to 
RRS , 

a/c principals, resident principals? Do they sign certifications that 
they read them? If not, how does PCS compliance ensure that they read the 
revi si on? , 

and as important, understand the change without training??????? 


THANK YOU 
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occ-Psi -00214618 

From: ALAN p williamson/hbus/hsbc 
sent: 6/21/2007 6:17:27 PM 

To: MARLON YOUNG/HBUS/HSBC@HSBC;MANUEL DIAZ/HBUS/HSBC@HSBC 
CC: TERESA GARCIA/HBUS/HSBC@HSBC; SUSAN H0GGARTH/HBUS/HSBC@HSBC 
Subject: Fw: Waiver Request 

Marlon, Manuel 

fyi 

I have forwarded this to Carolyn for her views but have not heard back yet. I 
am not sure how much more David needs than he already has, but I think the 
request memo should come from you with our concurrence, unfortunately I am out 
next week and Carolyn is out for two weeks but we will do our best. 

Let me know what you think. 

Al an 

Forwarded by Alan P williamson/HBUS/HSBC on 06/21/2007 07:12 PM 

David Ford/PBRS/HSBC 
06/21/2007 12:15 PM 

To 

Alan p Williamson/HBUS/HSBC@HSBC 
CC 

Subject 

Re: Waiver Request 


Alan, 

Need GHQ cmp approval as well if dispensation from Group policy. Suprised can 
open bearer share account for offshore client with no bo declaration in US. 
Carolyn should be consulted on occ/fed view of such a structure. 

Suggest send detailed memo to Susan Wright, copy me, asking for dispensation, 
include why US compliance is supporting dispensation and the risks to the 
bank. Carolyn' s views should be included since PB part of hbus. 

Regards , 

Davi d 


original Message 

From: Alan P Williamson 
Sent; 06/21/2007 04:25 PM 
To: David Ford 
Cc: Susan Hoggarth 
Subject: Fw; Waiver Request 

David 

In Sue's absence I would appreciate your advice. As you can see from the email 
string below, we have been asked to onboard a pair of Peruvian bearer share 
companies. However, the controlling family does not want to follow our bearer 
share policy. The companies and controlling family are well known to the 
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business and compliance, which has supported the request. 

I have two questions - 1) procedurally am I correct that you would have to 
approve an exception? and 2) if so would you in this case? If you would like 
more information to address either question please let me know. 

Thanks for your help. 

Al an 

Forwarded by Alan p wi 1 1 i amson/HBUS/HSBC on 06/21/2007 10:20 AM 

Marlon Young/HBUS/HSBC 
06/21/2007 09:53 AM 

To 

Alan P Williamson/HBUS/HSBC@HSBC 
cc 

Manuel Di az/HBUS/HSBC@HSBC, Susan Hoggarth/HBUS/HSBC@HSBC, Teresa 
Garci a/HBUS/HSBC@HSBC 
subject 

Re: Fw: Waiver Request 


I approve the waiver request. 
Marlon 


Alan P Williamson/HBUS/HSBC 
06/20/2007 06:49 PM 

TO 

Manuel Diaz/HBUS/HSBC0HSBC 
cc 

Marlon Young/HBUS/HSBC<aHSBC, Teresa Garci a/HBUS/HSBC®HSBC, Susan 
Hoggarth/HBUS/HSBCdHSBC 
Subject 

Re; Fw; Waiver Request 


Thanks 


Manuel Di az/HBUS/HSBC 
06/20/2007 06:32 PM 

TO 

Alan P williamson/HBUS/HSBC@HSBC 
cc 

Subject 

Re: Fw; Waiver Request 
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Occ-Psi “00214618 


I FULLY SUPPORT THIS WAIVER 


Manuel L. Diaz 

President & Managing Director 
HSBC Private Bank International 
1441 Brickell Ave. 17th Floor 
Miami, FL 33131 
(305) 539-4747 Telephone 


Alan P wi 1 1 i amson/HBUS/HSBC 
06/20/2007 06:28 PM 

To 

Manuel Di az/HBUS/HSBC@HSBC, Marlon Young/HBUs/HSBC@HSBC 
cc 

Teresa Garci a/HBUS/HSBC@HSBC, Susan Hoggarth/HBUS/HSBC@HSBC 
Subject 

Fw: Waiver Request 


Manuel, Marlon 

I have no objection to this request, however r believe the requirement to 
register bearer shares is a group mandate. I understand the process to be that 
if you want an exception we will have to go to Geneva. I am willing to pass on 
the request if that is what you want. 

Thanks 

Alan 

Forwarded by Alan P williamson/HBUS/HSBC on 06/20/2007 06:24 pm 

Teresa Garcia/HBUS/HSBC 
06/20/2007 05:29 PM 

TO 

Alan P williamson/HBUS/HSBC@HSBC 
cc 

subject 

Re: Waiver Request 


Alan, 
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Occ-Psi -00214618 

Because they wish to maintain confidentiality, and theyhav^never been asked 
by our competitors with whom they bank to do t his. The HliBHi family is the 
most visible and influential family I'n^^Hllllf^ 


Teresa 


Alan p Williamson/HBUS/HSBC 
06/20/2007 05:21 PM 

TO 

Teresa Garcia/HBUS/HSBC@HSBC 
cc 

Subject 

Re: waiver Request 


“ Redacted by the Permanent 
Subcominittec on Investigations 


Teresa 

Why do they not want to register or deposit the shares? 
Al an ^ 


Teresa Garci a/HBUS/HS8C 
06/20/2007 01:44 PM 

TO 

Alan p Williamson/HBUS/HSBC@HSBC 
cc 

Subject 

Re: waiver Request 


Following are the RM responses: 

The name of the accounts are: 

- Urigeler International S.A. - Holding Company 

- Birmingham Merchant S.A. - Holding Company 

These two are companies that were established several years ago in Panama, 
which establishes companies with bearer shares. 

Thanks 


Teresa Garcia 

senior Manager specialized Compliance 
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HSBC Private Bank New York 

452 Fifth Ave., T6, NY, NY 10018 

(PH)212-525-6014 (F) 212-525-8255 


Alan P williamson/HBUS/HSBC 
06/20/2007 11:15 AM 

TO 

Teresa Garci a/HBUS/HSBCOHSBC 
cc 

Subject 

Re: Waiver Request 


Teresa 

Thanks for the info. What are the bs conpanies and why are they bs? 
Al an 


From: Teresa Garcia 

sent: 06/20/2007 09:58 AM EOT 

To: Alan P Williamson 

- subject: Fw; Waiv^i^-Request 

Alan, 

I would like to discuss with you. The RM is anxious for an answer since he is 
traveling to meet the client next week. 

Thanks. 

Teresa Garcia 

Senior Manager specialized Compliance 
HSBC Private Bank New York 
452 Fifth Ave., t6, NY, NY 10018 
CPH)212-525-6014 (F) 212-525-8255 

Forwarded by Teresa Garcia/HBUS/HSBC on 06/20/2007 09:57 AM 

Teresa Garcia/HBUS/HSBC 
06/14/2007 03:14 PM 

TO 

Susan Hoggarth/HBUS/HSBC 
cc 

subject 

Waiver Request 


Sue 
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From: ALAN P WILLIAMSON/HBUS/HSBC 
Sent: 6/25/2007 5:54:34 PM 

to: MARLON YOUNG/HBUS/HSBC@HSBC;3AIME CARVALLO/HBUS/HSBC(aHSBC 

CC; TERESA GARCIA/HBUS/HSBC(aHSBC;THOMAS FLORY/HBUS/HSBC@HSBC ; ANA DA 

SILVA/HBUS/HSBC®H^C 

Subject: Re : Fam1 1 y 

Marlon 

I apologise but I thought I forwarded you David Ford's response last week - I 
will again. Basically he wants us to get an exception from group. Since I 
happen to be with the head of group ami I will ask her tom'w. 

Alan 


From: Marlon Young 

Sent: 06/25/2007 06:33 PM EDT 

to: Jaime carvallo 

Cc: Teresa Ga rcia ; Thomas Flory; Ana Da Silva; Alan p Williamson 
Subject: Re: ||H^^Fartiily 

I have discussed w Terry and Alan Williamson and will give my support to this 
exception, sorry, I was in a rush to leave friday, I forgot to send my 
approval . 

Regards , 

Marlon 


From: Jaime Carvallo 

Sent:_06/2V2007 01 -.48 PM EDT_ 

to: Marlon Young 

cc; Teres a Garci a; Thomas Flory; Ana Da Silva 
Subject: |H|||[| Family 

Marlon , 

Teresa Garcia must have given you heads up on the family and the issue 

regarding their holding companies having bearer shares and the fact that they 
will not sign the BOL. 

I will see one of the family members tomorrow morning and this still seems to 
have no resolution. This is too important a family in Peru for us not to want 
to do business with, and one that has taken a lot of my time and effort to 
convince to start a relationship with us. Joao Luiz has met members of the 
family as well. I would appreciate your involvement at this point, as this has 
become extremely sensitive. 

Thank you and regards. 


Jaime 


Redacted by tht Pemucnt 
Subcommittee on Investifations 
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OCC-PSI -00214891 

From: ALAN P WILLIAMSON/HBUS/HSBC 
Sent: 6/26/2007 5:48:45 PM 
To; MARLON YO UNG/HBU S/HSBCQHSBC 
Subject: Re: (BB Family 

Doing what l can 


From: Marlon Young 
sent: 06/26/2007 06:44 PM EDT 
To: Alan p Wi lliams on 
Subject: Re: Family 

Thanks for your support. 

Marlon 


From: Alan P Williamson 
Sent: 06/26/2007 06:40 PM EDT 
To: Manuel Diaz; Marlon Young 

Cc: 3aime carv^^^^Susan Hoggarth; Teresa Garcia 
Subject: Re: 

Marlon, Manuel 

I don't disagree. If I think an exception does not pose undue risk to the Bank 
I will do what I can to help get it, but unless and until we can get the rules 
changed this seems to be what we have to do. 

Alan 


From: Manuel Diaz 

Sent: 06/26/2007 06:17 PM EDT 

to: Marlon Young 

Cc: Alan P wi 1 1 1 amso n ; laime carvallo; Susan Hoggarth; Teresa Garcia 
Subject: Re: 

I FEEL THE SAME WAY THIS IS AN EXCELLENT FAMILY iMI 


Manuel L. Diaz 

President & Managing Director 
HSBC Private Bank international 
1441 Brickell Ave. 17th Floor 
Miami , FL 33131 
C305) 539-4747 Telephone 


» Redscled by the Permanent 
Subcommittee on investigations 


Marlon Young/HBUS/HSBC 
06/26/2007 06:09 PM 

To 

Alan P Williamson/HBUS/HSBC@H5BC, Jaime Carvallo/HBUS/HSBCOHSBC, Manuel 
Diaz/HBUS/HSBC@HSBC, Teresa Garcia/HBUS/HSBC@HSBC. Susan Hoggarth/HBUS/HSBCCaHSBC 
cc 

Subject 

: ■■■i Fami 1 y 
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Occ-Psi -00214891 


A1 an , 

This is an important relationship for IPB and a family that has a clean 
record. It would be ashame if we are not able to obtain an exception. 
Regards , 

Marl on 


From; Alan P Williamson 
Sent: 06/26/2007 05:24 PM EDT 

To: Jaime Carvallo; Marlon Young; Manuel Diaz; Teresa Garcia; Susan Hoggarth 
Marlon, Manuel, Jaime 

I spoke to Susan Wright, Group Head of AML. She is reluctant to grant the 
exception but will consider it, 

Jaime 

could I ask you to prepare a summary of the proposed relationship again, 
including details of the family and their businesses. Please specifically 
address whether there are any undisclosed ownership interests or political 
connections with these accounts. Circulate it to this group for review. 

I know you already did something of this - no reason you can't re-use most of 
Alan 


From: Jaime Carvallo 
Sent; 06/26/2007 02:23 PM EDT 
To: Marlon Young 
cc; Alan P Wi lliams on 
Subject: Re: Family 

Marlon , 

I forgot t o mention again that this family's li quid net worth is estimated in 
excess of ■■■■■and total net worth in the ■■!■ S area. 

I hope this can be done. 

Thank you again for your help. 

waem regards 

Jaime 


■= Reoacicu :>> i/u* i'lTinanefii 

Subcommittee on investigations 


From: Marlon Young 

Sent: 06/25/2007 06:33 PM EDT 

To: Jaime Carvallo 

Cc: Teresa Ga rcia; T homas Flory; Ana Da Silva; Alan P Williamson 
Subject: Re: ■■■Family 

I have discussed w Terry and Alan Williamson and will give my support to this 
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exception. Sorry, i was in a rush to leave friday, i forgot to send my 
approval . 

Regards , 

Marlon 


From: Jaime Carvallo 

sent: 06/25/2007 01:48 PM EOT 

To: Marlon Young 

cc: Teres a Garc ia; Thomas Flory; Ana Da Silva 
subject: Family 

Marlon , 

Teresa Garcia must have given you heads up on the^[|HHI'f"af^''"Iy and the issue 
regarding their holding companies having bearer shares and the fact that they 
will not sign the BOL. 

I will see one of the family members tomorrow morning and this still seems to 
have no resolution. This is too important a family in Peru for us not to want 
to do business with, and one that has taken a lot of my time and effort to 
convince to start a relationship with us. Joao Luiz has met members of the 
family as well, i would appreciate your involvement at this point, as this has 
become extremely sensitive. 

Thank you and regards, 

Jaime 





Subcommittee on Investigations 
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From: ALI S KAZMY/HBUS/HSBC 

Sent: 8/6/2007 7:47:58 AM 

to: ALAN P williamson/hbus/hsbc@hsbc 

cc: ANNE LIDDY/HBUS/HSBC 

subject: Re: Fw: on Boarding Bearer Share Corporation Policy Guidance 
Al an , 

Many thanks for your feedback. The minor edits within the documents are 
accepted. As regards the major concerns noted below, please note that: 

we may have to do a retro review, however, over a period of reasonable time 
Cone to two years possibly). A firm time frame has not been decided, as such, 
the Policy Guidance does not provide for an implementation date. Going forward 
it will apply on all Bearer share Corp. customers. As soon as this draft is 
agreed to by all parties, we will issue it with immediate effect and advise 
with the Ops. circular the retro review time frame. 

I agree with your point regarding exception. No matter how much we try not to 
deviate from the policy, we cannot still control all situations. Accordingly, I 
am adding a line at the end of the Policy Guidance stating the following: 

Exceptions to this Policy must be sought from the AML Director or designee in 
writing giving full details of the matter warranting such exception. The 
written approval must be maintained in customer file and reported to oversight 
& control Group upon receipt. 

At this stage, I would also like to confirm our discussion of last week, where 
you agreed that pb Miami should not be treated any separately. That being the 
case, we will have to ascertain as to how we will arrange practical 
implementation of this guidance on them with about 600 high-risk Bearer Share 
corp. accounts. _ 


Regards , 


From: Alan P Williamson on 05 Aug 2007 11:46 


to: All S Kazmy/HBUS/HSBCSHSBC 

subject: Re: Fw: On Boarding Bearer share corporation Policy Guidance 

[attachment "On Boarding Bearer Share corporation Policy Guidance 
(comments) .doc" deleted by Ali S Kazmy/HBUS/HSBC] 

Ali 

I made some fairly minor comments, mostly to emphasise the unique nature of 
bearer share companies. My major concerns are: 

I think the policy should state that it is prospective from the date of 
issuance; otherwise we may have to do a retrospective looking for bearer share 
corps. This may be a good idea but we should avoid locking ourselves in. 

There has to be an exception process, we know from experience that there is 
always a special case somewhere. That should take care of the few instances in 
markets where this may come up. 

I apologise for my lateness and lack of prior attention to this, but can you 
confirm that Nerissa, Teresa, Clara, and Martin have reviewed? What is the 
next step? 
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Thanks as always for your patience. 
a 1 an 


Ali s Kazmy/HBUS/HSBC 
08/03/2007 01:01 PM 

To 

Alan P Wi 1 1 iam5on/HBUS/HSBC0HSBC 
cc 

Subject 

Fw: On Boarding Bearer share Corporation Policy Guidance 


Per our discussion of Monday the 30th of luly, this is to request your feedback 
on the aforementioned document. 

Thanks & regards, 


Forwarded by Ali S Kazmy/HBUS/HSBC on 08/03/2007 01:00 

PM - 

Ali s Kazmy on 25 Jul 2007 17:23 

Note _ _ 

25 Jul 2007 17:23 

From: Ali s Kazmy Tel: 212-525-5560 

Title: Vice president Location: 5TH-21 

WorkGroup: COMP/anti -MONEY LAUNDERING Mail Size: 36166 


To: Alan P Williamson/HBUS/HSBC@HS8C 
Alan T Ketley/HBUS/HSBCiaHSBC 
Alexine Von Keszycki/HBUS/HSBC0HSBC 
Anne Liddy/HBUS/HSBC 
Bernie Mackara/HBUs/HSBCiaHSBC 
Clara Hurtado/HBUS/HSBC@HSBC 
Daniel Dack/HBUS/HSBC@HSBC 
Deborah R pri ce/HBUS/HSBC®HSBC 
Denis E 0'brien/HBUS/HSBC@HSBC 
George Tsugranes/HBUS/HSBCSHSBC 
Judy P St0ldt/HBUS/HS8C®HSBC 
Kathleen L Gl adkowski /HBUS/HSBC0HSBC 
Mary A Caski n/HBUS/HSBC@HSBC 
Nerissa P Hal 1 /hbus/hsbc@hsbc 
R ichard Sal vatore/HBUS/HSBC®HSBC 
Robert Abreu/HBUS/HSBC@HSBC 
Sal vatore locol ano/HBUS/HSBC®HSBC 
Steven J Rockefel 1 er/HBUS/HSBC@HSBC 
Susan Hoggarth/HBUS/HSBC®HSBC 
Teresa Garci a/HBUS/HSBC@HSBC 

subject; On Boarding Bearer Share Corporation Policy Guidance 

Thanks to all the participants of today's meeting. I believe we are getting 
close to finalizing the guidance. In this regards, please provide your final 
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comments/feedback/suggestion/question in writing to me by Tuesday the 31st of 
duly. 

For ease of reference, the draft guidance is attached. 

[attachment "on Boarding Bearer share Corporation Policy Guidance. doc, zip" 
deleted by Alan P wi 11 i amson/HBUS/HSBC] 

The minor changes discussed today will be incorporated after receipt of all 
comments on Tuesday. 

Regards , 
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From: ALI S KAZMY/HBUS/HSBC 

sent: 8/6/2007 10:00:01 AM 

To: ALAN P WILLIAMSON/HBUS/HSBC@HSBC 

cc: 

Subject: Fw: miami bearer share procedures 

Here is one of the emails I received from Clara regarding this matter. The 
second one follows. 

Forwarded by Ali s Kazmy/HBUS/HSBC on 08/06/2007 10:57 

AM 

From: Clara Hurtado on 30 3ul 2007 09:04 


to: Ali s Kazmy/HBUS/HSBCfSHSBC 

Subject: miami bearer share procedures 

As promised, our procedures which were approved for use by the business last 
year byt eh AML Director. At this point, if you wish to change things, you 
need to reach out to the business first. The person you should speak to is ieff 
Clous, our COO, at 305-539-4810 as he is the one who had all conversations with 
Terry/sue/regul ators on this. Thanks. 


Clara M. Hurtado 

Director of Anti -Money Laundering Compliance 

HSBC Private Bank - Miami 

Ph: 305 539 4998 Fax; 305 539 4850 

r-z". Fo.Qiarded_ by,,-,Claj:a Hurtadp/HBUS/HSec on 07/_^0/2007_09i03 AM 
abed 

Procedure 


Section: Customer Service Risk; 

Procedure Name: Bearer share Accounts Procedure Number: 3.053 


The use of a Bearer Share Company to hold assets represents a high money 
laundering risk as the method of transfer of these assets merely involves the 
physical passage of share certificates, ownership passes with possession of 
the certificates. A Bearer Share Company may therefore be used to conceal the 
true beneficial ownership of assets. 

If ownership of the company is held in Bearer Share form, the Bank should 
determi ne : 

that Bearer Shares are permitted by the jurisdiction where the company is 
i ncorporated . 

whether the jurisdiction requires custody of the Bearer shares or not. (For 
example, Cayman Islands allows Bearer Shares but they must be held by an 
authorized custodian.) 

In order to address the risks associated with an account for a Bearer Share 
Company one of the following procedures should be followed: 

Clients who open or have an account which involves a company which issues 
Bearer shares must provide a beneficial ownership certificate identifying all 
beneficial owners of the account (see also requirements for personal investment 
companies in Section 12 of the mlpp) . 

A new beneficial ownership certificate must be obtained by the private bank if 
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there is a change of ownership of the company, change in signatory authority or 
significant change in account activity; in addition, the bol form for Bearer 
Share companies with a risk assessment of High Risk or see must be updated 
every three years. 

and if required by the jurisdiction where the company is incorporated, the 
Bearer Shares should be held in safe custody/safe keeping with another member 
of the HSBC Group or with a third party Financial Institution acceptable to the 
HSBC Group. In all cases, arrangements must be made to ensure that the shares 
are not released from custody or transferred without the knowledge of the 
relevant private bank where the account/relationship is maintained. On release 
or transfer of the shares, the relevant private bank must obtain further 
confirmation of the ‘new' ownership and undertake the appropriate controls set 
forth in the MLPP. A copy of the custody agreement must be held on file with 
the bank. 

Accounts must not be established or maintained if the customer is unwilling to 
provide an appropriately completed certificate of beneficial ownership or lodge 
the shares in safe custody/safe keeping. 


Compliance will review activity of Bearer Share accounts that meet "High Risk" 
Assessment criteria on a quarterly basis. 
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From: ALI S KA2MY/HBUS/HSBC 

sent: 8/6/2007 10:00:52 AM 

To: ALAN P WILLIAMSON/HBUS/HSBC®HSBC 

CC: 

Subject: Fw: Bearer share meeting 
The second email. 


Forwarded by Ali S Kazmy/HBUS/HSBC on 08/06/2007 10:59 

AM 

From: Clara Hurtado on 29 3ul 2007 13:24 


To: Ali s Kazmy/HBUS/HSBC@HSBC 

subject: Fw: Bearer share meeting 

A few more comments. Tomorrow I will also send you the Miami procedures which 
were approved by Terry Pesce and Susan Hoggarth, where it was approved Miami 
would not custodize tine shares. We are in compliance with the MLPPs. 

- I do not agree with having the AML Director not CEO approve all bearer share 
accounts. The CEO should be able to delegate to the Group Heads who are all 
svps. 

- We have added bearer share criteria into our high risk database, we will not 
be lowering the monitoring thresholds on over 600 bearer share accounts. 

- We have a Beneficial Ownership Letter in use approved by corporate 
compliance, we cannot go back and re-paper. 

Thanks. ’ " 


Clara M. Hurtado 

Director of Anti-Money Laundering compliance 

HSBC Private Bank - Miami 

Ph; 305 539 4998 Fax: 305 539 4850 

Forwarded by Clara Hurtado/HBUS/HSBC on 07/29/2007 01:21 PM 

Clara Hurtado/HBUS/Hsac 
07/25/2007 08:20 AM 

To 

"Ali Kazmy" <ali .s.kazmy0us.hsbc.com> 

CC 

"Martin Holy" <martin.holy0us.hsbc.com> 

Subject 

Bearer share meeting 


Ali 

111 be out today unexpectedly but wanted to send you my comments on this 
matter. Could you please forward to martin Holy the meeting invitation so he 
can attend in my place please thanks 

We have about 2000 PICs and I believe 600 or so to be bearer share accounts. 

We could not possibly categorize them all as high risk, what we've done in 
Miami is entered the bearer share classification into our high risk database as 
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an indicator and if they ALSO have high activity they will be categorized as 
high risk then, requiring EDO. We feel this is a good way to capture truly 
high risk bearer share accounts 

Miami also agreed with Terry and Susan H to not custodize bearer share 
certificates as there was no way to custodize in Miami and remotely was too 
difficult. Instead we get a Beneficial Ownership Letter upon opening, upon 
any change in signatory, and it is updated every three years. Custodizing was 
discussed at length and was not feasible for Miami. You can talk to Sue more 
about that if you like. 

Thanks 
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From: DANIEL :aCK/HBUS/HSBC 

sent: S/7/2007 10:37:50 AM 

To; ALAN P WILLIAMSON/HBUS/HSBC@HSBC 

CC: ALAN T KETLEY/HBUS/HSBCSHSBC; ROBERT ABREU/HBUS/HSBC@HSBC 
Subject: AML Enforcement Actions vs AmEx (Banknotes & Metals) 

Alan, 

We do not deal with these specific AmEx entities and locations noted by FinCEN 
& FRB for AML/BSA violations: 

American Express Bank International (aebi) of Miami, Florida 

American Express Travel Related Services Company, Inc. located in salt Lake 

city, Utah 

However, HBUS Banknotes currently deals with the following 5 AmEx clients & 
locations: 


And HBUS Metals deals with the following AmEx clients/locations: 


I believe the RM Team Leader in CIB is Peter Nealon, Robert may have contacted 
him already. 

AS you know, I monitor customer activity closely for both businesses on a 
monthly basis. 

Please let me know if you have any questions of heed mdfe^ihfd. 


Thanks and regards. 


Daniel lack, vp - aml compliance 
Global Banknotes & Metals 
Telephone; 212-525-8686 


Alan P williamson/HBUS/HSBC 
08/07/2007 07:23 AM 

TO 

Alan T Ketley/HBU5/HSBC0HSBC, Anthony vassiliou/HBUS/HSBCSHSBC, Christopher 
Carreno/HBUS/HSBC@HSBC, Clara Hurtado/HBUS/HSBC@HSBC, Daniel 
lack/HBUS/HSBCSHSBC, Denis E o'brien/HBUS/HSBC@HSBC, George 
Tsugranes/HBUS/HSBC@HSBC, Gina Drexler/HBUS/HSBC0HSBC, Jonathan 
Dean/HBUS/HSBCSHSBC, Jonathan P Morice/HBUS/HSBC@HSBC, Judy P 
Stoldt/HBus/HSBC@HSBC, Loretta Fields-Powell/HBUS/HSBC@H5BC, Lorna 
Ki rwan-Bennett/HBUS/HSBCSHSBC, Margie Lopez/HBUS/HSBC@HSBC, Maria Teresa 
Carnei ro/HBUS/HSBC@HSBC, Mark A Kaczynski/H8US/HSBC@HSBC, Martin 
Holy/HBUS/HSBC@HSBC, Nerissa P Hall/HBU5/HSBC@HSBC, Robert 
Abreu/HBUS/HSBC@HSBC, Steven J Rockefel 1 er/HBUS/HSBC@HSBC, Tabitha 
Patchel 1/HBUS/HSBC@HSBC, Teresa Garcia/HBUS/HSBC@HSBC, Todd 
Maddi son/HBUS/HSBC@HSBC, Vanessa Bryant/HBUS/HSBC@HSBC, Willa 
McMorris/HBUS/HSBC@HSBC, William wehmeyer/HBUS/HSBC®H5ac 

CC 
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Carolyn M Wi nd/HBUS/HSBC@HSBC, Irene M Stern/HBUS/HSBC@HSBC, Denise A 
Reilly/HBUS/HSBC@HSBC, Anne Liddy/HBUS/HSBCSHSBC 
subject 

enforcement actions against Amex businesses 


[attachment "aebijoi nt„rel ease . pdf" deleted by Daniel lack/HBUS/HSBC] 

Please take a look. If you have either of these specific entities as customers 
please let me know, but even if not it is instructive. 

Alan 
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From: ALAN P WILLIAMSON/HBUS/HSBC 
Sent: 8/20/2007 3:49:26 PM 
To: CAMILLUS P HUGHES/HBUS/HSBC@HSBC 
CC: 

Subject: Fw: AEBI Deferred Prosecution Agreement 

Forwarded by Alan P williamson/HBUS/HSBC on 08/16/2007 05:15 PM 

leff Clous/HBUS/HSBC 
08/16/2007 09:57 AM 

To 

Alan P williamson/HBUS/HSBC@HSBC 
CC 

Subject 

Fw: AEBI Deferred Prosecution Agreement 


FYI Amex has 12 full time compliance staff. As I mentioned in our quarterly 
meeting - l believe we have resource constraints that impact our AML program 
that need to be addressed. 

Regards , 
leff clous, SVP 
IPB operations 

1441 Brickell Avenue. 16th floor. Miami, Florida 33131 

TJOB) S39-T810 TPhon^^ (3057 374 '646‘6' 'CF'rxT 

Forwarded by leff Clous/HBUS/HSBC on 08/16/2007 09:52 AM 

leff Clous/HBUS/HSBC 
08/16/2007 09:37 AM 

To 

Manuel Diaz/HBUS/HSBC, lose Ortega/HBUS/HSBC, Antonio 
Suarez-obregon/HBUS/HSBC 
CC 

Clara Hurtado/HBUS/HSBcaHSBC, Martin Holy/HBUS/HSBC(3HSBC 
Subject 

AEBI Deferred Prosecution Agreement 


Please read and we should discuss these findings compared to our bsa/aml 
program. 


AEBI failed to exercise sufficient control over accounts held in the names of 
offshore bearer share corporations, and until 2004 had no policy or procedure 
requiring beneficial owners of such accounts to certify in writing their 
continued ownership of the bearer shares. 

we require every 3 years. This is maintained by exception list. Bearer share 
accts known. 
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AEBI failed to conduct a risk assessment of its operations until 2002, and 
consequently was unable to and did not identify and monitor its highest-risk 
banking products and transactions. 

CRMS, dept heads have to identify key responsibilities and controls 

AEBI failed to develop and maintain an account monitoring program that was 
adequately designed to identify, detect, report and prevent suspicious 
acti vi ti es . 

Front office staff trained and sensitized, visitations, recorded. Daily 
operations "significant activity report". Bankers required to review daily. 
Norkom. 

AEBI failed to monitor adequately the source of funds sent to customer accounts 
to identify suspicious activities. 

source of incoming funds known. See above. 

AEBI failed to independently verify information on clients provided by private 
bank relationship managers. 

Accts initially opened CIF verifies - eg worldcheck. 

AEBI failed to provide compliance personnel with authority to identify and 
prevent suspicious and high-risk banking activities. 

Not applicable. Management supportive. KYC Committee. 

AEBl.-fai.led.-to--maiatai.n...an., audit.program.. reasQaabJx-d esi gnfi_d._tQ....en sure. ..the., bank 
s compliance with BSA / AML laws and regulations. 

Several audit functions, ORU, CRU 


offshore Shell Corporations: 

The Bank had numerous other accounts held in the names of offshore shell 
corporations, many controlled through bearer shares. Many of these accounts 
were beneficially owned and controlled 

by supposedly legitimate corporations in south America. There are few, if any, 
legitimate reasons why an established business concern would need or want to 
conduct financial transactions through secret accounts held in the names of 
offshore shell corporations. Yet, law enforcement has found that the presence 
of such accounts is endemic to international private banking in the United 
States, including at AEBI. 

Daily Activity Report: 

The bank’s written KYC policies and procedures set out a clear expectation that 
bank employees assess their client’s transactions and ensure that those 
transactions remain consistent with the client’s usual business and activities 
and make economic sense based on tbeir knowledge of the client’s source of 
wealth and use of funds. To that end, AEBI Relationship Managers CRM's) were 
tasked with conducting a monthly review of the activity occurring in all 
transaction accounts under their management using Activity Analysis Reports and 
Activity Detail Reports distributed by Compliance with 

the goal of identifying any activity which appeared to be out of pattern for 
the client or which required additional investigation. However, law enforcement 
identified a number of examples of red flag activity or suspicious activity 
that was unmonitored and unquestioned by AEBI, particularly with respect to the 
questionable source of funds from south American parallel currency exchange 
market activity. The primary cause of this failure is that AEBI’s account 
monitoring system and the detail reports provided to the RM did not identify 
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the country of origin or the source of incoming funds. This failure contributed 
significantly to tne RM’s failure to identify the massive amounts of parallel 
market transactions occurring in AEBI accounts. 

Even in situations where accounts breached parameters and CAMS flagged the 
account for review by the RM, the bank failed to effectively investigate the 
account activity, in general, the RM’s were not given reports with sufficient 
transaction information to allow them to effectively review the activity in the 
account. On a number of occasions, instead of doing further investigation, RM’s 
simply informed Compliance that the activity in the account was consistent with 
the RM’s knowledge of the client’s business. No real review was conducted by 
the RM, and Compliance did not independently look at the account activity to 
corroborate what the RM was reporting. 

Compliance Reviews: 

The "Rules Based” as opposed to a “Risk Based” approach of monitoring activity, 
coupled with reliance on the RM to provide the assessment of the quality of 
account flows, without independent review and corroboration, was ineffective 
and caused AEBI to fail to identify, prevent, and report suspicious activity. 
Given that the account monitoring at AEBI was not a risk-based program, it was 
even more critical for AEBI’s compliance personnel to independently review the 
account activity. Yet, the limited “independent reviews” conducted by 
Compliance were confined to those accounts that had exceeded external debit 
parameters; to the extent no exceptions were noted all activity was deemed to 
be appropriate. 

It is apparent that AEBI failed to adequately review accounts during these 
reviews, one of the Targeted Accounts, for example, was reviewed through this 
process in July 2003. The compliance officer conducting the review explained 
that the parameter breach occurred because the customer had received payments 

.frora_carpor^te..-sales Yet_th.e-_r,evi ewer_-fail ed tcl notfi-that durlnq„.th.at_mQnth 

there were several unexplained incoming wire transfers, one of which, 
unbeknownst to the reviewer, came from a OEA undercover account and was drug 
money. 

Some of the accounts being reviewed by Compliance were being used to conduct 
heavy commercial activity as well as high-risk foreign exchange transactions. A 
sample of accounts reviewed for parameter breaches snowed a significant number 
of accounts with commercial activity. Also, the comments provided illustrated 
that independent reviews were not actually being conducted by Compliance, but 
rather were based on the uncorroborated information provided by the RM. 

Monitoring: 

the CAMS system did not consider or monitor source of wealth. Further, CAMS 
only monitored for breaches in preset parameters: it did not identify or 
monitor the country of origin or destination of funds 

flowing in and out of the accounts. Even the Activity Detail Reports produced 
by CAMS offered little in the way of detail. The information CAMS provided on 
incoming wires did not include originator information, so the bank was unable 
to monitor or review the source of funds sent into an account. Similarly, the 
information provided for check deposits, even pouch deposits containing dozens 
of third-party checks, included only the total deposit amount, and the date and 
type of deposit. 

SAR Filing: 

Given the nature of the high risks associated with private Banking and 
specifically with the majority of the client base in countries presenting a 
high-risk of money-laundering, the nominal amount of filings that resulted from 
activity monitoring are very small and represent an ineffective account 
monitoring program. 

Parallel Currency Exchange Market: 

AEBI personnel were well aware of the BMPE and the prevalent use of the BMPE by 
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Colombian businessmen and the nature of transactions which may be associated 
with the BMPE, Bank personnel also demonstrated sophisticated knowledge and 
understanding of parallel currency exchange markets. They also were aware that 
it was common knowledge in South America, particularly Colombia, that the 
parallel exchange markets were funded at least in part with drug money and that 
there were two main reasons to use the parallel markets: 1) tax avoidance; and 
2) a better exchange rate. At the same time, these AEBI personnel considered 
the parallel exchange market a “fact of life” in South America - not something 
to be prevented or reported - but something that any financial institution 
providing banking services to wealthy South Americans would have to accommodate 
in the ordinary course of business. 

BMPE: 

Generally, these BMPE dollar payments are: (1) made in the united States or 
foreign country with bulk cash (often delivered by local “couriers”); (2) 
involve the delivery of structured money orders, traveler’s checks, cashier’s 
checks, or bank checks (each usually under $10,000 in value), (3) involve 
checks drawn from United states banks in the name of, or negotiated by, some 
person or company not readily identifiable with the United States exporter’s 
customer; or (4) are in the form of wire transfers from united States bank 
accounts that are not in the Colombian or other south American customer’s name. 
Third-party wire transfers constitute the most common form of BMPE dollar 
payments. A common thread in all forms of BMPE payments is that they rarely 
come directly from the person or company that ultimately receives credit for 
the payment (i.e., the Colombian importer or customer). 

Actions Taken by AMEI 

• Implemented improved policies related to high-risk accounts. 

• Enhanced its Compliance department, staffed by more than 12 full-time 
employees, who are exclusive^ engaged in BSA and AML compliance. 

-• Si gni f i can:L]-y--enhan-ced-i-ts^r-ansaction -moni toring_praces5 

• Conducted additional training on BMPE and other BSA and AML compliance issues. 

Regards, 
leff Clous, SVP 
IPB Operations 

1441 Brickell Avenue, 16th floor, Miami, Florida 33131 
(305) 539-4810 (Phone) (305) 374 6466 (Fax) 

Attachment: AEBI Deferred Prosecution Agreement.pdf.zip 
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From: lEFF CLOUS/HBUS/HSBC 

sent: B/7/1007 9:11:04 AM 

to: ALAN P WILLIAMSON/HBUS/HSBC@HSBC 

CC: CLARA HURTADO/HBUS/HSBC@HSBC: MANUEL DIAZ/HBUS/HSBC@HSBC ; TERRY WESTREN - 
Subject: Re: Fw: on Boarding Bearer share corporation Policy Guidance 

AS you requested, IPB Miami maintains accounts for 1,679 Bearer share 
corporations of which 126 are considered High Risk. (See attached report.) 
These companies hold $2.6 billion in PUM and generate an estimated revenue of 
$26 million per year. I have not estimated the revenue from the related 
accounts but it would be substantially more. 

# Bearer Share pum Bearer share Est. Margin Estimated Rev 

1679 2,626,134,512 1.00% 26,261,345 


There would be a major impact if we enacted the policy of requiring all bearer 
shares to be held in custody and as i pointed out below the interagency 
examination manual has clearly stated that periodic re-certification of the 
beneficial ownership of bearer share accounts is acceptable for well known 
established customers. (I have included the # years with the bank in the 
report.) 

Regards , 

leff Clous, SVP 

IPB operations 

1441 Brickell Avenue, 16th floor, Miami, Florida 33131 
(305) 539-4810 (Phone) (305) 374 6466 (Fax) 


Jeff Clous/HBUS/HSBC 
09/06/2007 06:43 PM 

TO 

Alan P Williamson/HBUS/HSBC 
CC 

Terry Westren, Manuel Diaz/HBUS/HSBceHSBC, Clara Hurtado/HBUS/HSBCSHSBC 
Subject 

Re: Fw; on Boarding Bearer Share Corporation Policy Guidance 


Alan with respect to existing bearer share accounts the BSA/AML EXAMINATION 
MANUAL has changed their comment on the mitigation of risk of bearer share 
accounts, in 2005 - custody was the only option. This changed in 2006/7 and 
re-certification is acceptable. 


EXAMINERS MANUAL 2005 - BEARER SHARE 

If ownership is held in bearer share form, the bank should maintain the 
physical control of the bearer shares either inhouse or with a trusted third 
party to ensure that the ownership of the corporate entity does not change 
without the bank’s knowledge. 


EXAMINERS MANUAL 2006/7 - BEARER SHARE 
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If ownership is held in bearer share form, banks should assess the risks these 
relationships pose and determine the appropriate controls. For example, banks 
may choose to maintain (or have an independent third party maintain) bearer 
shares for new clients, on those without well established relationships with 
the institution. 

For well-known, established customers, banks may find that periodically 
recertifying beneficial ownership is effective. 


Regards , 

Jeff Clous, SVP 
IPB operations 

1441 Bnickell Avenue, 16th floor, Miami, Florida 33131 
(305) 539-4810 (Phone) (305) 374 6466 (Fax) 


Alan P wil 1 iamson/HBUS/HSBC 
08/27/2007 07:50 AM 

To 

Jeff Clous/HBUS/HSBC^HSBC 
cc 

Subject 

Re: Fw: on Boarding Bearer share Corporation Policy Guidance 


Jeff 

I think it is, with the exception of the points in red below. Outstanding is 
the question of what do we do about existing bearer share accounts? 

Alan 

a) Required Documentation 

The following applies to all customers who wish to open a bearer share 
corporation account. The requirements noted below must be fulfilled prior to 
account opening: 

• Client must commit to registering the shares or agree to hold bearer shares 
in custody with HSBC on an approved third party custodian*, who should be 
authorized to advise HSBC of any changes in ownership; 

■ Clients who open on have an account which involves a company which issues 
bearer shares, must provide a beneficial ownership certificate, which can be in 
the form of a beneficial ownership letter, a sample of which is attached as 
Appendix “C". This letter or equivalent letter on client stationary must be 
provided every three years; 

■ Account opening request will only be processed after receiving the bearer 
shares for deposit in custody by HSBC or after receiving confirmation from the 
third-party custodian of having received the bearer shares for safe-keeping and 
that tneir release will be subject to prior notification to hsbc; 

* A list of approved third party custodians will be maintained by each business 
unit who will provide a copy of such list to the AML Oversight & Control Group 
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(“OCG”) . The business units will also report changes to such list to the OCG 
immediately upon effective date of the change. oCG’s role will be to reconcile 
names appearing on this list to the names reported on the semi-annual register, 
which is discussed below in section 6. Third-Party Custodian must be subject 
to Enhanced Due Diligence (“EDD"), which includes business unit head as well as 
AML Director (or designee) approval, ongoing maintenance of KYC information, 
and nature and background information on the custodian. EDD must be reviewed, 
updated and documented annually and retained in a file maintained by the 
business unit. 

HSBC will require disclosure as to beneficial ownership at the outset of the 
relationship and when there are changes in ownership structure. 

The Know Your Customer (“KYC”) and Customer Identification Program (“CIP”) 
requirements, as detailed in the hbus aml Policy and the specific business unit 
AML procedures, must be completed. The 60 day period permitted to obtain KYC 
not obtained at account opening will not apply to bearer share accounts. 

The best way to determine if a company is a bearer share corporation, including 
an IBC or a PIC, is by reviewing its formation documents. Also simple 
questions can be asked to ascertain status of the prospective customer. Sample 
questions include: 

■ Is the company an offshore company? (iBCs and PICS are predominantly offshore 
companies.) 

• HOW many beneficial owners does the company have? (Normally, an IBC or a PIC 
has only one beneficial owner.) 

■ Country of registration? (It is common for Caribbean countries to allow IBCs 
and PICS.) 

■ Are shares of the company registered or not? (This question enables us to 
ascertain if the company is a bearer share corporation.) 

If the prospective customer is unable to provide the required documentation, 
the account cannot be opened, simultaneously, if during the account opening 
process unusual behavior or documentation is noted, the matter must be reported 
to the AML LCD, who will review the situation and take appropriate action, 
including escalation to the investigative Control and Reporting office (“ICRO”) 
for additional investigation and possible SAR filing. Employees must not 
disclose to the customer that a SAR is contemplated or filed. In order to 
assist employees in detecting unusual behavior, a list of Red Flags has been 
developed. The list is attached as Appendix “A”. it is not exhaustive and is 
meant to complement, not supersede, the red flags included in the respective 
business unit AML procedures. 

All requirements set forth in this document supplement the requirements in 
specific business unit aml Procedures for High-Risk customers, including the 
EDD requirements. 

b) Approvals 

Account opening must be approved by the Head of the Business unit, AML Local 
Compliance Officer and AML Director or a designee. Each approval must be 
documented and retained in the customer file. A form has been created for this 
purpose, which is attached as Appendix "B". 


leff Clous/HBUS/HSBC 
08/26/2007 10:17 PM 

TO 

Alan P williamson/HBUS/HSBC@HSBC 
cc 
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Subject 

Re: Fw: On Boarding Bearer Share Corporation Policy Guidance 


Alan, 

Effective September 1st, IPB Miami will not open new accounts with bearer 
shares unless held in custody by a trusted third party. 

Existing Bearer Share accounts must have BOL letter and it will be updated 
every 3 years or when changes to the account or signature arrangements are 
requested . 

Is that consistent with the proposed procedures? 

Regards , 
leff clous, SVP 
IPB Operations 

1441 Brickell Avenue, 16th floor, Miami, Florida 33131 
(305) 539-4810 (Phone) (305) 374 6466 (Fax) 


Alan P Williamson/HBUS/HSBC 
08/22/2007 06:58 PM 

To 

leff cIous/hbus/hsbcOhsbc 
cc 

Subject 

Fw; On Boarding Bearer Share Corporation Policy Guidance 


as discussed, thanks 

Forwarded by Alan P williamson/HBUS/HSBC on 08/22/2007 06:50 PM 

All S Kazmy/HBUS/HSBC 
08/03/2007 01:01 PM 

To 

Alan P Williamson/HBUS/HSBC@HSBC 
cc 

subject 

Fw: On Boarding Bearer Share Corporation Policy Guidance 


Per our discussion of Monday the 30th of luly, this is to request your feedback 
on the aforementioned document. 
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Thanks & regards, 
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Forwarded by Ali S Kazmy/HBUS/HSBC on 08/03/2007 01:00 

PM 

Ali S Kazmy on 25 lul 2007 17:23 
Note 

25 lul 2007 17:23 

From: Ali S Kazmy Tel: 212-525-5560 

Title: vice President Location: 5TH-21 

WorkGroup: COMP/anti-money laundering Mail size: 36166 


to: Alan P wi 1 1 i amson/HBUS/HSBC@HSBC 
Alan T Ketley/HBUS/HSBC@HSBC 
Alexine von Keszycki/HBUS/HSBC@HSBC 
Anne Liddy/HBUS/HSBC 
Bernie Mackara/HBUS/HSBC@HSBC 
Clara Hurtado/HBUS/HSBC@HSBC 
Daniel lack/HBUS/HSBC@HSBC 
Deborah R Pri ce/HBUS/HSBC@HSBC 
Denis E o'brien/HBUS/HSBC@HSBC 
George Tsugranes/HBUS/HSBC@HSBC 
Judy P Stoldt/HBUS/HSBC@HSBC 
Kathleen L Gladkowski/HBUS/HSBC@HSBC 
Mary A Caski n/HBUS/HSBC@HSBC 
Nerissa P Hall/HBUS/HSBC@HSBC 
Ri chard Sal vatore/H8US/HSBC@HSBC 
Robert Abreu/HBUS/HSBC@HSBC 
Sal vatore locol ano/HBUS/HS8C@HSBC 
Steven J Rockefel ler/HBUS/HSBC@HSBC 
^iBTfTTfoggarWHBUS/HSBCLaHSBi: 

Teresa Garcia/HBUS/HS8C@HSBC 

Subject: On Boarding Bearer share Corporation Policy Guidance 

Thanks to all the participants of today's meeting. l believe we are getting 
close to finalizing the guidance, in this regards, please provide your final 
comments/feedback/suggestion/question in writing to me by Tuesday the 31st of 
July. 

For ease of reference, the draft guidance is attached. 

[attachment "on Boarding Bearer Share corporation Policy Guidance.doc.zip" 
deleted by Jeff CIous/hbus/hsbc] 

The minor changes discussed today will be incorporated after receipt of all 
comments on Tuesday. 

Regards, 


Attachment: All Bearer Share Accounts.pdf.zip 
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High Level Comparison of key Anti-Money Laundering Program deficiencies identified at American 
Express Bank International ( AEBI) and preventative control processes currently in place at HSBC 


• AEBI failed to exercise sufficient control over accounts held in the names of offehore bearer 
share corporations, and until 2004 had no policy or procedure requiring beneficial owners of 
such accounts to certify in writing their continued ownership of the bearer shares. 


Bearer share accounts are known and HSBC requires written confirmation every three years. 
A decision has been taken by the business not to accept new bearer share accounts beginning 
9/1/07. Management is considering a program to eliminate aii bearer share customers. 


• AEBI failed to conduct a risk assessment of its operations until 2002, and consequently was 
unable to and did not identify and monitor its highest-risk banking products and transactions. 


HSBC conducts an annual formal risk assessment Department heads have to identify key 
responsibilities and controls. Internal Control groups have been established within IPB to 
perform independent risk assessments on an ongoing basis. 


• AEBI failed to develop and maintain an account monitoring program that was adequately 
designed to identify, detect, and report suspicious activities. 


HSBC has an automated account monitoring program that was created and implemented with 
consultation from global and local compliance. Front office staff are trained in recognising and 
reporting suspicious activities. Operations produces a daily "Daily Transaction Report" which 
bankers are required to review daily. Although the Daily Transaction Report generally contains 
sufficient Information for RMs to be aware of possibly suspicious activity, management might 
consider enhancing some of the information in the report. 


• AEBI failed to monitor adequately the source of funds sent to customer accounts to identify 
suspicious activities. 


HSBC’s account monitoring program identifies source of funds as part of its suspicious 
activity scenarios. 


• AEBI failed to independently verify information on clients provided by private bank 
relationship managers. 


HSBC’s account opening process independently verifies information on clients, e.g. by 
Woridcheck, Google and other sources if deemed appropnate. 


• AEBI failed to provide compliance personnel with authority to identify and prevent 
suspicious and high-risk banking activities 
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HSBC management is supportive of compiiance in both centers. Best practices, such as the 
KYC Committee chaired by Miami Compliance mill be exported to New York where a similar 
committee will be established soon. 


• AEBI tailed to maintain an audit progranv reasonably designed to ensure the bank's compliance 
with BSA/ AML laws and regulations. 


HSBC has two Corporate audit functions and an independent Compliance Review Unit who 
review BSA/AML Compliance. These are in addition to the Quality Assurance testing programs 
within the AML compliance teams. 


• AEBI did not give sufficient information to RMs to conduct a review of their client activity. 


The Daily Activity Report contains sufficient information for RM's to conduct a review of client 
activity. In addition, when compliance makes inquiries as a result of a monitoring alert sufficient 
information Is shared between the RM and compliance to conduct a meaningful review. 


• AEBI's account monitoring was not a risk-based program. 


• AEBI's monitoring system did not identify or monitor the country of origin or destination of 
funds flowing in and out of the accounts. 

HSBC's monitoring system Identifies and monitors the country of origin and destination of 
wire transaction funds flows. It does not identify country with respect to checks, but the pouch 
oversight process covers checks mailed to and from outside the US. 

• AEBI's information on check deposits, even pouch deposits containing dozens of third-party 
checks, included only the total deposit amount, and the date and type of deposit. 

HSBC's pouch logs record detailed information regarding non-US checks received in the mail. 
All checks must be detailed on the deposit slip. 

• AEBI's nominal amount of SAR filings resulting from activity monitoring were very small and 
represented an ineffective account monitoring program. 

Year to date NY and Miami have filed more SARS from activity monitoring than AEBI did. 
However, the number of SA R filings will be a focus of compliance management going forward. 

• AEBI personnel were well aware of the BMPE and the prevalent use of the BMPE by Colombian 
businessmen and the nature of transactions which may be associated with the BMPE. At the 
same time, these AEBI personnel considered the parallel exchange market a “fact of life" in South 
America - not something to be prevented or reported - but something that any financial institution 
providing banking services to wealthy South Americans would have to accommodate in the 
ordinary course of business. 
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HSBC senior management have warned personnel of the consequences of accepting BMPE as 
a fact of life' through email alerts and on-line training. In person awareness training Is being 
scheduled as appropriate. New York is hosting an AML training session for IPB personnel on 
BMPE on 16 October 2007 led by two agents from the DEA. 
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GROUP FINANCIAL SERVICES AND EUROPEAN AUDIT 
REPORT ON 

HSBC PRIVATE BANK INTERNATIONAL, MIAMI AND HBUS DOMESTIC 
PRIVATE BANKING - FLORIDA REGION 

OCTOBER 2007 


AUF GEN 070216 

This report is intended solely for the information and use of the management, the Audit 
and Senior Compliance Committees, and others within HSBC Group and is not intended 
for use by anyone other than these specified parties. 
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1. INTRODUCTION 


1.1 Background 

This report covers our findings identified during the audit of HSBC Private Bank 
International, Miami (PBUS) and the Domestic Private Banking (DPB) activities of 
HSBC Bank USA, N.A, (HBUS) in Florida. The PBUS office is located in Miami and the 
DPB offices are located in Boca Raton and Miami. 

PBUS is a wholly owned subsidiary of HSBC Bank USA, N.A,, operating as an Edge Act 
Corporation incorporated in 1979. PBUS provides a full range of private banking services 
to high net worth individuals domiciled mainly in Central and South America. PBUS 
offers traditional banking products such as time deposits, loans, letters of credit, bill 
payments, cheque facilities; investment products such as fixed income, equities, HSBC 
Group and sponsored third party funds, structured products and spot and forward foreign 
exchange; and third party multi-manager products such as SIS/CIS and Universal 
Investor, 

As at 31 August 2007, PBUS employed 176 staff with assets under management of USD 
9.4 billion and in excess of 11,000 client accounts. For the 8 months to 31 August 2007 
PBUS made a net profit before tax of USD 34.8m (USD 45.4m) made up of revenue of 
USU 7T8ifr(tfSD~98t 3m) ai i d -cxpenses-of USD 39.0m (USD 52.9m). Comparatives are 
for the 12 months to 3 1 December 2006. 

DPB markets and supports a variety of retail banking products and services to their 
customers, including deposit accounts and funds transfer services. A number of 
relationships were transferred to DPB in Florida from the North East Region during 2007. 
The two offices rely on DPB New York for all operational and control aspects of the 
business such as transaction approvals, account opening approvals, compliance review, as 
well as processing of third party payments and other client instructions. As at 3 1 August 
2007 DPB Florida had 124 client relationships, total deposits were USD 28.8m and 
investments were USD 468.5m. Credit commitments and outstandings were USD 425m 
and USD 342m respectively. Net revenues and contribution were approximately USD 
4.4m (USD 4.4m) and USD 3.4m (USD 2.4m) respectively for the eight months ended 31 
August 2007. Figures in brackets are comparatives for the year ended 3 1 December 2006. 
DPB Florida had 1 1 staff as at 3 1 August 2007. 

1.2 Scope and Objectives 

The audit covered all of the activities of PBUS, with the exception of IT, and the 
activities undertaken by HBUS Treasury in New York in relation to the investment 
portfolio which are subject to a separate audit by Group Financial Services Audit New 
York, The review of Credit was limited in scope, excluding a review of credit suitability, 
and focusing on credit administration and monitoring. The audit of DPB Florida was 
restricted to the relationship management activities since all of the operational and control 
functions including Compliance, Back Office and Credit are centralised in New York. 

Local Compliance requirements have only been considered to the extent they are included 
within the Compliance Chart for the business. Our work was based on the accounting 
records as at 3 1 August 2007. The objectives of the audit were to ensure that the key risks 
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arising from the activities of the business arc being managed in an appropriate manner 
and in accordance with Group Standards. 

The audit was carried out by Paul Nolan, Mehul Parekh, Gareth Amos, Viral Shah, Kalbir 
Sahota and Helen Mountain of AUF, Vianney Trajin and Laurent Sonnay of GAJ, Ralph 
Guiilou of GAU, and Barbara Bums, Kim Sokolowski and Robert Guthmulier of the 
HBUS Compliance Review Unit between 16 September 2007 and 4 October 2007. 

We wish to thank the management and staff of the office for their assistance and 
cooperation during the course of the audit. 
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2. MANAGEMENT SUMMARY 


Since our previous audit in July 2005 HSBC Private Bank International, Miami (PBUS) 
has experienced significant growth in assets under management (AUMs), profitability and 
staff numbers. It is to Management's credit that despite this rapid period of growth the 
business has not experienced any deterioration in the control environment and the 
business continues to operate in a satisfactory manner. 

Although we did not identify any backlogs in the monitoring performed by the 
compliance team, it is important to note that the level of Compliance staff has fluctuated 
during 2007 putting significant strain on the remaining Compliance staff, and 
Management should ensure that Compliance staffing levels remain at an appropriate 
level. The Norkom anti-money laundering account monitoring system was implemented 
by PBUS in February 2007 and due to problems in the installation of the system and data 
feeds, the full capabilities of the system have not been used by PBUS, which has resulted 
in certain important parameters not being monitored and some of the thresholds used 
being excessive. Further, the new client risk rating methodology only considers activity 
at a client level and does not include a review of activity at an overall relationship level. 

Due to the international nature of PBUS' business, relationship managers undertake 
regular business tr ips overseas, and for many of the countries visited there are no cross 
border marketing guidelines ana n5~eanstiltation-is-made-wi th the Loc al Compliance 
Officer (LCO). PBUS has decided to further strengthen its controls over beneficial 
ownership declarations for personal investment companies incorporated with bearer 
shares and has embarked on an exercise to obtain those that have not been renewed for 
over three years. We also noted that there are a large number of smaller accounts where 
KYC client profiles have not been updated for over three years. We acknowledge that a 
number of the above concerns were identified by Management who are in the process of 
addressing these. 

We noted control weaknesses in important areas within Operations, such as the lack of 
segregation over physical access to client debit cards and PINs, and the lack of 
appropriate controls over third party payments made on the basis of client standing 
instructions. It is disappointing that these basic control weaknesses were not identified by 
the Internal Control department of PBUS. 

All the key operational controls for the Domestic Private Bank offices in Florida have 
been migrated to New York during 2007 and we identified one instance where an account 
was opened for a SCC client without appropriate procedures being followed. 

Full details of all issues identified during the review are given from section 6 in the 
report, whilst a summary of those issues considered to be high risk is given in section 3. 
A summary of all repeat and carried forward recommendations is also provided in section 
4 of the report. 
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3. SUMMARY OF HIGH RISK ISSUES 

3.1 FRONT OFFICE 

Client profiles are not being updated on a periodic basis for standard risk clients 
(non high risk and non SCC clients). As at 28 September 2007 there were 
approximately 3,000 clients for whom the client profile has not been updated for 
at least three years, including some cases where the client profile has not been 
updated for over 10 years (See section 6.1). 

For countries outside the Individual Country Guidelines (ICG) issued by GPB, the 
LCO is not consulted in advance of business trips to meet existing clients and 
generate new business. We note that country manager approval is obtained for 
those countries where HSBC has a presence (See Section6.2). 

3.2 AML COMPLIANCE 

Significant problems have been encountered with the implementation of the 
Norkom system. Four of the 20 'detection scenarios' built into the system have not 
been turned on. As a result, there are no scenarios for monitoring high account 
turnover, such as regular' 'mahdTitU' of funds:— We-alse- consider t hat-some-ollhs. 
thresholds within the system have been set at too high a level to identify 
meaningful alert . 

Further, the functionality of the system has not been fully utilised, as high risk and 
SCC accounts are not being subjected to stricter thresholds than standard risk 
accounts; non-client initiated transaction types have not been excluded from the 
monitoring; and non-ATM cash activity is not included in the system monitoring 
(See Section 9.1). 

Where accounts are identified as high risk, other accounts for the same 
relationship are not classified as high risk (with the exception of SCCs), and 
therefore are not subject to enhanced monitoring (See Section 9.2). 

3.3 CUSTOMER SERVICES 


PBUS has 1,667 company accounts incorporated with bearer shares. Whilst 
beneficial ownership declarations are held for all cases, PBUS has identified 1,109 
accounts where the declaration is more than three years old. It is noted that PBUS 
has obtained updated declarations for the high risk accounts and is in the process 
of obtaining the declarations for the remaining accounts (See Section 11.1). 

Physical access to client debit cards and the associated PINs is not segregated. A 
single employee has access to the cards and the PINs, and is also able to activate 
the cards (See Section 1 1.2). 
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3.4 FUNDS TRANSFER 


Standard third party payment controls are not always applied. Where clients wish 
to set up standing payment instructions, no independent call backs are performed 
either to verify the initial instruction or for any subsequent payments. Further, 
where instructions are received from other HSBC sites as Trustee, signature 
verification is performed by the RM, not Operations, and no call backs are 
performed (See Section 12.1), 
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4. PREVIOUS RECOMMENDATIONS 

4.1 Repeat Recommendations 

At the time of the audit, the following issues raised in the previous internal and external 
reviews of the business remained outstanding: 

4.1.1 Group Financial Services Audit - July 2005 

*7.1 Timeliness of Trade Input 

4.1.2 Group Financial Services Audit - July 2005 

*6.3 Source of Initial Funds 

4.1.3 Group Audit USA - January 2006 

* 1 3.2 US Patriot Act Certification 

* This recommendation was only partially addressed. 

4.2 Carried Forward Recommendations 

The following recommendations which have been carried forward from internal and 
external reviews are not scheduled to be implemented until after this audit; 

4.2.1 Local Regulator's Inspection Report - January 2007 

9.6 Offshore Operating Companies 

4.2.2 Group Financial Services Audit - July 2005 

6.5 Control Over Fax Machines 

8.2 Loan to Value (LTV) 

14. 1 Unusual Activity Monitoring 

4.2.3 Group Financial Services Audit - July 2005 

6.6 Performance Monitoring 

4.2.4 Credit Risk Review - July 2007 

8.4 Risk Rating Methodology 

8.5 Loss Given Defaults (LCD) 

8.6 Macro Level Exception Reporting 
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5- SARBANES-OXLEY MATTERS 

No issues relevant to Sarbanes-Oxley controls were noted during the audit. 
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6- FRONT OFFICE 

6.1 Client Profiles (High RUkl 

Finding 

Client profiles are not being updated on a periodic basis for standard risk clients (non 
high risk and non SCC clients). As at 28 September 2007 there were approximately 
3,000 clients for whom the client profile has not been updated for at least three years, 
including some cases where the client profile has not been updated for over 10 years. 

Background 

Client visits and contact are made in line with the visitation policy and overdue visits are 
monitored by Compliance. Management has identified that a large proportion of these 
clients are SIG accounts, hence the activity level in these accounts is minimal. 

Recommendation 

Management should ensure that client profiles for standard risk clients are updated at 
least every three years. 


WfcPP-IB 


6.2 


6.3 


Cross Border Marketing (High Risk) 


Finding 


not consulted in advance of business trips to meet existing clients and generate new 
business. We note that country manager approval is obtained for those countries where 
HSBC has a presence. 


Recommendation 


RMs should consult the LCO before they undertake business trips to meet existing clients 
and generate new business in countries where the Individual Country Guidelines are not 
available. In the absence of specific guidelines, the LCO should consult GPB 
Compliance for guidance. 


PBTFIM- 16.4,5; MLPP - 14.1; GSM - 5.9 


Source of Initial Funds 


Finding 

RMs do not document the reason for differences between the actual source of initial funds 
and the expected source of funds. From a review of 25 new accounts, we noted two cases 
where the source of initial funds was different from the documented source, and the 
reasons for the deviation were not documented in either case. 
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Recommendation 

RMs should document the reason for differences between the actual source of initial 
funds and the expected source of initial funds. 


MLPP- 10 

Partial Repeat Recommendation: Group Financial Services Audit - July 2005 - 
section 5.3 

6.4 Account Opening 
Finding 

From a review of 25 existing relationships we noted one case where the source of wealth 
was not sufficiently documented and one case where there was no beneficial ownership 
declaration. The missing beneficial ownership declaration did not appear on the missing 
documents list. 

Recommendation 

Account opening procedures should be adhered to in all cases. . 


MLPP - 10; MLPP - 12 


6.5 Control Over Fax Machines 


Finding 


distributed and that outgoing faxes are properly authorised and effectively transmitted. 
Access to incoming and outgoing faxes is not subject to supervisory oversight. 


Background 

PBUS plans to implement an automatic fax workflow system which would route faxes to 
specific shared mailboxes. 

Recommendation 


Controls should be in place to ensure that incoming faxes are recorded and appropriately 
distributed and outgoing faxes are properly authorised and effectively transmitted. 
Access to incoming and outgoing faxes should be subject to supervisory oversight. 

PBT FIM -22.13.4 

Carried Forward Recommendation: Group Financial Services Audit - July 2005 - 
section 6.5 
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6.6 Performance Monitoring 
Finding 

There is no measurement or reporting of client account performance. 

Recommendation 

Client performance should be reported internally and used by management as a trigger for 
reviews to be undertaken where account performance is exceptionally good or poor, in 
order to detect any inappropriate activity. 

Carried Forward Recommendation: Group Financial Services Audit - July 2005 - 
section 6.2 

6.7 Expenditure Pre-Approval 
Finding 

Expenditure over USD 1,000, other than for marketing, is not pre-approved in writing. 
We acknowledge that the business trips undertaken by the RMs are pre-approved. 

Background 

A dispensation request for PB Americas has been submitted to introduce a higher pre- 
approval threshold. 

Recommendation 

Management should ensure all expenditure over USD 1,000 is pre-approved in wfiting. 

PBT FIM - 10,4.2; PBT FIM Appendix - 22 
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7. INVESTMENT PRODUCT GROUP 

7.1 Timeliness ol Trade Input 
Finding 

From a review of 75 client investment orders, 12 orders were not input into eFOS until 
over an hour after receipt of the client instruction, of which two cases were not input for 
over two hours. 

Background 

Internal Control perform an ongoing 100% review of the timeliness of trade entry and 
execution, and prepare monthly statistics of the timeliness of trade entry. Management 
has set a target of 90% processing of orders within 30 minutes of the receipt of the client 
order. We acknowledge that the completion rates have improved significantly during 
2007. 

Recommendation 

The input of trade orders should be performed on a timely basis and should be within the 
target completion rates of 90% within 30 minutes. 

PBT FIM- 18.19.1 

Partial Repeat Recommendation; Group Financial Services Audit - July 2005 - section 

7.1 

7.2 Investment Suitability 


Finding 

The half-yearly review of client investment portfolios, used to identify clients holding 
investments outside their investment profile, is performed at a custody account level 
rather than at a total AUM level. 

Further, there is no deadline to regularise the accounts identified in this review. The 
rectification of these cases is reviewed at the subsequent half-yearly review. 

Recommendation 

i) Management should consider changing the half-yearly review of client investment 
suitability to consider suitability at a total AUM level. 

ii) Where exceptions are identified in the half-yearly review, these should be 
followed up and regularised on a timely basis. 
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7.3 Non Deposit Investment Products Committee 

Finding 

The Non Deposit Investment Products Committee (NDIPC) meetings have been 
conducted on an annual basis, rather than a quarterly basis as designated by the 
committee terms of reference. 

Recommendation 

The NDIPC meetings should be conducted on a quarterly basis. 
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8. CREDIT 

8.1 Concentration Report 
Finding 

Collateral concentrations are not monitored on a daily basis as the EPIC system does not 
have the functionality to generate exception reports for monitoring concentrations. 

Weekly monitoring is performed of single securities exceeding 35% of outstanding loans 
greater than USD 5 million. Further, monthly monitoring of 25% collateral 
concentrations for outstanding loans greater than USD 1 million is also performed. These 
reviews require manual adjustments of other collateral (TDs, ADMs, SIS, etc.) within 
each portfolio to determine whether concentration exists. 

Recommendation 

The EPIC system should be enhanced to ensure that collateral concentration limits are 
monitored on a daily basis. The concentration limits should be reviewed in line with the 
PB credit policy (i.e excluding cash, deposits, bank guarantees & insurance should not be 
taken into consideration) and also on an overall portfolio basis. 

8.2 Loan to Value (LTV) 

Finding 

i) The input and amendment of LTV rates on the EPIC system is not subject to dual 
control. Further, there is no exception report detailing the amendments made to 
LTV rates. The Credit Administration Manager reviews a LTV report twice a 

and is not subject to a complete review. 

ii) Whilst Credit Administration receives credit ratings for bonds held as collateral 
from the IPG team, these are not received on a regular basis. 

Recommendation 

i) The EPIC system should be enhanced to enforce dual control over LTV rates. 
Alternatively, an exception report should be developed to identify amendments to 
LTV rates which should be subject to a regular supervisory review. 

ii) Credit Administration should obtain credit ratings for bonds held as collateral 
from the IPG team on a regular basis. 

Carried Forward Recommendation: Group Financial Services Audit - July 2005 - 
section 8.4 
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8.3 


8.4 


8.5 


Collateral Reconciliation 


Finding 

We noted two accounts which appear daily on the Credit Risk Reconciliation Report 
showing large discrepancies between the blocked investment managed securities in the 
custody (SEI) system and the EPIC system. However, these are not true discrepancies 
and as a result, a daily manual entry must be performed in EPIC to reconcile the pledged 
securities. 


We note that this is due to EPIC's inability to accept SEI account numbers. 
Recommendation 


Management should investigate whether a system solution is possible to prevent the 
reporting of erroneous exceptions. 

Risk Rating Methodology 


Finding 


Credit Risk Review (CRR) noted inadequacies in the existing credit risk rating 

borrower. There have been ongoing delays in the development and implementation of a 
credit risk methodology approved by Credit Risk Management. 


Background 

We jji i dr i-st a i iH that trnining hn s recRntly been p rovide d to staff and implementation of the 
new credit risk rating methodology is expected by October 2007. 


Recommendation 


Management should develop and implement a new Customer Risk Rating Methodology 
for PBUS customers in conjunction with CRM, taking account of the creditworthiness of 
the client as well as collateral considerations. 


Carried Forward Recommendation: Credit Risk Review - July 2007 
Loss Given Defaults (LGD) 


Finding 

CRR noted that the LGD percentages have not been fully updated in line with the most 
recent policy agreed with CRM, and are being changed during the annual review of each 
credit facility. The required changes not yet recorded represent increases from 0% to 2% 
and 5% to 7%, affecting 9 of the 749 facilities in the portfolio. 
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Recommendation 

Management should continue their efforts to update all the LGD percentages at the 
earliest available opportunity. 

Carried Forward Recommendation: Credit Risk Review - July 2007 
8.6 Macro Level Exception Reportin 2 

Finding 

CRR noted that the business unit does not conduct macro level reporting and monitoring 
of collateral or exposure covered at advance rates in excess of policy, collateral 
concentrations in excess of policy or exposure priced below stated PBUS guidelines. 

Recommendation 

Management should continue its efforts to obtain appropriate macro level reporting of 
collateral exceptions. 

Carried Forward Recommendation: Credit Risk Review - July 2007 
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9 . 

9.1 


AML COMPLIANCE 


Finding 


Significant problems have been encountered with the implementation of the Norkom 
system. Four of the 20 'detection scenarios' built into the system have not been turned on. 
As a result, there are no scenarios for monitoring high account turnover, such as regular 
'in and out' of funds. We also consider that some of the thresholds within the system have 
been set at too high a level to identify meaningful alerts. 


Further, the functionality of the system has not been fully utilised, as high risk and SCC 
accounts are not being subjected to stricter thresholds than standard risk accounts; non- 
client initiated transaction types have not been excluded from the monitoring; and non- 
ATM cash activity is not included in the system monitoring. 


Background 

The Norkom system, used for monitoring client account activity, was implemented by 
PBUS in February 2007. We noted the following: 


1 ) 


and are therefore not generating any alerts. Two of these scenarios are designed 
to identify patterns of activity such as high turnover of money coming in and out 


of an account. There are no further scenarios which would identify such patterns. 
Further, two of the scenarios which are not in use are designed to identify 


SCC and high risk accounts on a daily and weekly basis. 


ii) The thresholds for scenarios five and six have been set too high. Scenario five 
and six compare expected activity to actual activity for the number of transactions 
coming in and out and the value of transactions coming in and out. The threshold 
has been set to create an alert where actual activity is 300% over the expected 
levels. 


iii) Norkom allows clients to be grouped together and subjected to different 
thresholds in each of the detection scenarios, however PBUS is not using this 
functionality. As a result, the standard thresholds are applicable to the entire 
client base, including SCC and high risk clients. 

iv) The ability within the Norkom system to exclude certain types of transactions 
from the monitoring (such as account fees or corporate actions), which would not 
present a money laundering threat, has not been used. 

v) Cash activity, other than ATM activity, is not included in the ongoing monitoring 
in Norkom. As a result, four of the 20 scenarios are not working effectively. We 
note that additional procedures have been implemented within Compliance for 
cash transactions to be monitored on a weekly basis. Further, cheque, money 
order and traveller's cheque activity is not identified directly in Norkom and 
Compliance perform additional manual monitoring. 
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PBUS management has notified its concerns regarding these issues to senior Compliance 
management on several occasions. Control of the thresholds used within Norkom rests 
with senior Compliance management in New York and therefore scenarios and thresholds 
cannot be changed by PBUS. 

Recommendation 

i) All detection scenarios should be active unless deemed to be ’not applicable' by 
Senior Compliance Management and the GMLCO. Appropriate thresholds should 
be agreed with Senior Compliance Management for the four scenarios which are 
not turned on and these should be turned on at the earliest opportunity. 

ii) AH thresholds should be reviewed and updated, where necessary, to ensure that 
they are appropriately identifying suspicious activity. In particular, thresholds for 
scenarios five and six should be reduced to a more reasonable level. 

iii) The 'Group' facility should be used to implement stricter thresholds for SCC and 
other high risk customers. Consideration should be given to implementing 
separate Groups for different types of client accounts, such as operating accounts. 

iv) The transaction types included in Norkom for monitoring should be restricted to 
fltose’ transactionTypes wbich-mayLbe su^ect to suspicious activity or susceptible 
to money laundering. 

v) Management should consider the implementation of a system fix to allow the 
monitoring of cash, cheque, money order and traveller's cheque activity within 
Norkom. In the absence of a system fix. Compliance should continue the manual 
monitoring pr or ediires . 


MLPP - 18 


9.2 High Risk Clients (High Risk! 

Finding 

Where accounts are identified as high risk, other accounts for the same relationship are 
not classified as high risk (with the exception of SCCs), and therefore are not subject to 
enhanced monitoring. 

Background 

During 2007 a new client risk rating methodology was introduced taking account of 
account activity, as well as the country of exposure, occupation/nature of the business and 
the nature of the client (e.g. offshore operating companies, personal investment 
companies). This methodology does not link together accounts belonging to the same 
relationship. 


17 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01101 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2196 


GROUP FINANCIAL SERVICES AND EUROPEAN AUDIT OCTOBER 2007 

HSBC PRIVATE BANK INTERNATIONAL, MIAMI AND HBUS DOMESTIC 
PRIVATE BANKING - FLORIDA REGION 


Recommendatioa 

Where accounts are identified as high risk, other accounts for the same relationship 
should also be subjected to additional monitoring and review. If deemed necessary, these 
accounts should also be classified as high risk. 


9-3 Client Profiles 


MLPP- 18 


Finding 

Compliance does not perform a sample review of client profiles, using a risk based 
approach, to ensure these are up to date and complete. 

Recommendation 

Compliance should perform a sample reviews of client profiles as part of the compliance 
monitoring programme. 


MLPP - 10 


9.4 


9.5 


GMLCO Approval 

Fmaing' 

GMLCO approval has not been obtained for the Compliance staff responsible for review 
and monitoring ofNorkom alerts. We note that this was received during the course of the 
audit. 

Recommendati on 

The responsibilities of staff designated to perform the review and analysis of Norkom 
alerts should be documented and should be approved by the GMLCO. 


Investigative Log 


MLPP- IS 


Finding 

The LCO does not maintain a log of potentially suspicious cases which have been 
escalated to Compliance but which have not been subject to a suspicious activity report 
(SAR). This would serve to substantiate the reasons for not reporting such cases. 

Recommendation 

The LCO should maintain an investigative log of cases which have been reviewed but 
have not been subject to a suspicious activity report. 
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9.6 Offshore Operating Companies 

Finding 

Accounts relating to offshore operating companies have not been referred to Senior 
Compliance management for formal review and approval. PBUS has around 200 
offshore operating company accounts, of which around 70 have been classified as high 
risk. 

Background 

No issues were noted with the level of due diligence held for those operating companies 
deemed to be high risk. 

Recommendation 

Any accounts relating to offshore operating companies should be referred to Senior 
Compliance management for annual approval. 

Carried Forward Recommendation: Local Regulator's Inspection Report - January 
2007 
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10. GENERAL COMPLIANCE 

10.1 Compliance Staffing 
Finding 

While the PBUS business has continued to grow significantly the level of Compliance 
staff has remained constant at around five. We note that for a period during 2007 the staff 
was reduced to three, putting significant strain on the remaining staff. 

We have noted no back logs in the ongoing monitoring and reviews performed by 
Compliance. 

Recommendation 

Management should ensure that staffing levels in Compliance are appropriate to ensure 
that the required level of Compliance oversight can be maintained. 

10.2 Gift Register 


Finding 

There is no gift register to record gifts given or received by PBUS staff to ensure that they 
have been reported and appropriate approvsITrarijeeir given. 'Further, there is no 
proforma for completion by staff upon giving or receiving a gift. 

Recommendation 


Compliance should maintain a gift register to record ail gifts given and received 


made by an employee in excess of USD50 should require prior approval of the 
COO. 


ii) A standard form should be introduced for the reporting of gifts given or received 
by PBUS staff. 


PBT FIM- 10.4.14 


10.3 Compliance Risk Rating 
Finding 

Compliance Review Unit, in conjunction with Risk Analysis and Development, have 
identified cases where the compliance risk assessment is considered to be understated. 
Seven risks were identified which could be changed from 'C to 'B', and 14 risks which 
could be changed from 'D' to 'C. 

Recommendation 

A review of the compliance risk assessment should be performed and risk ratings should 
be updated where deemed necessary. 
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10.4 Overseas Bank Certifications 
Finding 

There are no formal procedures to track renewal dates of certifications (as required by the 
USA PATRIOT Act) provided by the seven foreign bank clients of PBUS. Further, we 
note that recertifications are not being accurately completed. Certifications were up to 
date in all cases. 

Recommendation 

Forma! procedures should be put in place to track the expiration date of certifications and 
staff should ensure the proper completion of the recertification. 
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11. CUSTOMER SERVICES 

11.1 Beneficial Ownership Declaratiogs (High Risk) 

Finding 

PBUS has 1,667 company accounts incorporated with bearer shares. Whilst beneficial 
ownership declarations are held for all cases, PBUS has identified 1,109 accounts where 
the declaration is more than three years old. It is noted that PBUS has obtained updated 
declarations for the high risk accounts and is in the process of obtaining the declarations 
for the remaining accounts. 

Background 

PBUS is in compliance with all group requirements with regards to beneficial ownership 
declarations for bearer share accounts. 

Recommendation 

Management should continue with their efforts to obtain the remaining beneficial 
ownership declarations, for companies incorporated with bearer shares, that have not been 
updated in the last three years. 

11.2 Plastic Cards and PIN Code Storage (High Riskl 
Finding 

Physical access to client debit cards and the associated PINs is not segregated. A single 
employee has access to the cards and the PINs, and is also able to activate the cards. 

Recommendation 

Physical access to plastic cards and PINs should be segregated. Further, the process of 
activation should be segregated from those with physical access to the cards. 

PBTFIM-22.8 

11.3 Account Set Up 
Finding 

The new account set up on EPIC and BIMAS is not subject to dual approval within the 
Customer Services team. As a result, accounts may be opened by DDA Services based 
on an instruction from a single member of Customer Services without verification that 
appropriate approvals are in place. 

Recommendation 

Approvals sent to DDA Services to open client accounts should be signed by two 
members of Customer Services. 
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11.4 Review of Hold Mail Accounts 
Finding 

The independent review of hold mail accounts where mail has not been collected for over 
12 months only includes accounts with a balance in excess of USD 250,000 also having a 
net reduction in value during the period greater than USD 100,000. 

Recommendation 

An independent hold mail review should be performed on accounts where mail has not 
been collected for 12 months and which have a balance greater than USD 250,000, or 
there has been a net reduction in the balance of USD 100,000. 

PBT FM- 22.12 

11.5 Pouch Activities 


Finding 

From a review of the new Incoming Deposit Log (revised on 10 September 2007) for 13 
days, we noted three days where country of origin information was missing. 

Recommendation 

The Incoming Deposit Log should be fully completed on a daily basis. This should be 
subject to daily approval by the Head of Customer Services. 
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12. FUNDS TRANSFER 


12.1 


Transfer of Client Funds (High RiskI 
Finding 

Standard third party payment controls are not always applied. Where clients wish to set 
up standing payment instructions, no independent call backs are performed either to 
verify the initial instruction or for any subsequent payments. Further, where instructions 
are received from other HSBC sites as Trustee, signature verification is performed by the 
RM, not Operations, and no call backs are performed. 


Background 

From a review of 25 third party payments we noted the following exceptions: 


i) The setting up of standard payment instructions and subsequent requests on those 
instructions are not subject to independent callbacks, even when it is a third party 
payment in excess of USD 250k. We noted two payments for. Yen 93m and Yen 
84m where no independent callback was performed. 

ii) Instructions from HSBC Trustee, as accounts holder, are only signature verified 



party payment in excess of USD 250k. 


iii) Six cases where one of the officers performing a callback had not signed the form 
evidencing the call. 


i) Where payment requests in excess of USD 250k are received, independent 
callbacks should be performed and evidenced. 

ii) Standard fund transfer procedures should be applied on all occasions. 

iii) Officers should evidence that they have performed callbacks. 


PBTFIM- 22.5.2 
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13. TRADE SERVICES 

13.1 Letter of Credit Application 

Finding 

From a review of 1 6 Letter of Credit (LC) applications, we noted the following: 

i) One case where material alterations were made to the application by a PBUS 
Client Service Officer, with no evidence of client approval. This included 
manually adding a tolerance level to the client requested amount. 

ii) One case where the application did not indicate who was responsible for paying 
banking charges outside the US. 

iii) One case where the wrong LC number was noted on the application. 
Recommendation 


No material changes should be made to the LC application without the client’s written 
approval. Further, all relevant details should be clearly documented by the client on the 
application. 


13.2 US Patriot Act Certification 


TSFIM- 2.4.3. 1 


Finding 

From a review of three export letters of credit issued by foreig n banks, we noted that 
there was no evidence on file of a valid USA Patriot Act Certification (PAC). For two of 
these cases a valid PAC was registered on the Trade Services Operations (TSO) New 
York PAC Database, Written confirmation from the TSO Compliance Officer that a valid 
PAC exists for the third case was obtained during the audit. 

Recommendation 


Management should evidence in each file that a valid PAC exists at the time of 
confirming Export LCs issued by foreign banks. 

Partial Repeat Recommendation: Group Audit USA - January 2006 - section 3.1 
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14. INTERNAL CONTROL 

14.1 Unusual Activity Monitoring 
Finding 

i) PBUS does not have an automated monitoring system, such as Concept Against 
Fraud (CAP), for identifying potentially fraudulent or suspicious activity. 

ii) PBUS has drafted procedures to implement the GPB Fraud Detection Minimum 
Standards and is in the process of developing reports to enable manual 
monitoring. From our review of the draft procedures, we noted that in some cases 
these did not meet the requirements of the Fraud Detection Minimum Standards. 

Recommendation 

i) Management should consider the implementation of Concept Against Fraud 
(CAF). 

ii) In the absence of suitable systems, management should ensure that the Fraud 

Detection Minimum Standards, as prescribed by GPB HO, are monitored. In 
conjunction with GPB HO, appropriate procedures should be developed to meet 
the r equirements of the Fraud Detectio n Minimum Standards. 

PBT FIM - 19.2; MLPP - 1 8; PBT FIM - 22.19 

Carried Forward Recommendation: Group Financial Services Audit - July 2005 - 
section 9.6 

14.2 Best Execution Monitoring 
Finding 

The best execution monitoring performed by Interna! Control docs not compare the time 
of receipt of a trade order to the time it is accepted by HSI. We acknowledge that 
separate tests are performed on the time of receipt of order compared to the time of entry 
to eFOS, and the time of entry to eFOS compared to the time the order is accepted by 
HSI. 

Recommendation 

Internal Control should perform best execution monitoring by comparing the time of 
receipt of an order from the client to the acceptance of the order by HSI. 

PBT FIM- 18.19.1; PBT FIM-22.19 
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IS. DOMESTIC PRIVATE BANK 

15.1 KYC - New Accounts 

Finding 

From a review of eight accounts opened since 1 January 2007, we noted the following: 

i) One client who was not identified as an SCC until after the account was opened. 
This account is still awaiting approval from the GMLCO. 

it) One case where a client's second account was opened with an out of date ID, 
which was not identified as a missing item. 

iii) Two cases where the name of the person certifying the ID document was not 
detailed. We understand that this was not a local requirement at the time. 

iv) One case where the nationality of the client on the client profile system did not 
agree with the client documentation. 

Recommendation 


i) 


Thorough due diligence should be undertaken prior to account opening to ensure 


GMLCO, and if approval is not provided appropriate remedial action should be 
taken. 


ii) Identification documents should be valid at the time of account opening. Where 
accounts are opened without critical documentation, the outstanding 
documentation should be tracked using the missing documents list. 

iii) The identity of the person authenticating the ID should be evidenced beneath the 
signature. 

iv) On-line client profiles should accurately reflect the client details. 


MLPP - 5.2; PBT FIM - 18.3; MLPP - 10 


15.2 KYC - Existing Accounts 


Finding 

From a review of ten accounts opened prior to 1 January 2007, we noted the following: 

i) One case where the account opening documentation was signed by only one 
tmstee, whereas the trust deed required the approval of two tmstees. 

ii) One case where identification documents of third party signatories had not been 
obtained, although these were obtained during the audit. 

iii) Visitation is monitored at a consolidated relationship level and not an individual 
account level. We noted one account where visits were not being monitored 
correctly, as the system was identifying visits on other accounts within the 
consolidated relationship as the most recent visit, 

27 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01111 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2206 


GROUP FINANCIAL SERVICES AND EUROPEAN AUDIT OCTOBER 2007 

HSBC PRIVATE BANK INTERNATIONAL, MIAMI AND HBUS DOMESTIC 
PRIVATE BANKING - FLORIDA REGION 


iv) One case where the purpose of the account was not documented on the client 
profile. 

v) One case where the name of the person certifying the identification documents 
was not recorded, although it is understood that this was not a local requirement at 
the time. 

vi) Two cases where the identification documents were not legible on the scanning 
system. 

Recommendation 

i) The account opening documentation should be approved in line with the trust 
deed. 

ii) Identification documents should be obtained and verified for all account 
signatories at the time of account opening. 

iii) Visitation monitoring should consider visitation requirements at an individual 
account level and not just at a consolidated relationship level. 

iv) The purpose of the account should be documented in the client profile. 

v) THe identity of the person authenticating an fD should be evidenced. 

vi) Identification documents held on the scanning system should be legible. 

MLPP -5.1; MLPP - 1 4; MLPP - 1 0; PBT FIM - 1 8.3 


tSS' Staff expenses 
Finding 

From a review of staff expense claims in 2007, we noted six cases where entertainment 
expenditure of more than USD 1,000 was not pre-approved by the CEO. Further, one 
case was noted where an employee took a first class flight which was not approved by the 
CEO. 


Background 

We understand that PB Americas has submitted a dispensation request to increase the 
thresholds for expense pre-approvals. 

Recommendation 

All entertainment expenditure in excess of USD 1,000, and exceptions to the travel 
policy, should be pre-approved by the CEO. 


PBT FIM Appendix - 22; PBT FIM - 10.4.2 
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15.4 Controls Over Fax Machines 


Finding 

There are no controls to ensure that incoming faxes are recorded and appropriately 
distributed and that outgoing faxes are properly authorised and effectively transmitted. 
Access to incoming and outgoing faxes is not subject to supervisory oversight. 

Background 

DPB plans to implement an automatic fax wortdlow system which would route faxes to 
specific shared mailboxes. 

Recommendation 

Controls should be in place to ensure that incoming faxes are recorded and appropriately 
distributed and outgoing faxes are properly authorised and effectively transmitted. 
Access to incoming and outgoing faxes should be subject to supervisory oversight. 

PBT FIM- 22.13.4 
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From: PAUL J O'SULLIVAN/HBUS/HSBC 
Sent: 12/10/2007 6:36:29 PM 

To: TERRY WESTREN/HBUS/HSBC®HSBC; MASON C SALIT/HBUS/HSBC0HSBCO2 ; TERESA 
GARCIA/HBUS/HSBC@HSac02 ; 

ANTONIO SUAREZ-OBREGON/HBUS/HSBC@HSBC; JEFF CLOUS/HBUS/HSBC@HSBC ; MANUEL 
DIAZ/HBUS/HSBC@HSBC ; 

CLARA HURTADO/HBUS/HSBC@HSBC; PATRICK M CAMPION/HBUS/HSBC@HSaC ; STEVEN J 
ROCKEFELLER/HBUS/HSBC@HSBC ; 

DENNIS J DUGGAN/HBUS/HSBC@HSBC 

CC: MARLON YOUNG/HBUS/HSBC@HSBC: LOUIS MARINO/HBUS/HSBC@HSBC ; ALAN P 

WILLIAMSON/HBUS/HSBC@HSBC 

Subject: Fw: Bearer share Corporation Policy 

Ail , 

Attached is the final draft of proposed policy covering Bearer share Company 
clients. There is a little more flexibility than was originally planned and we 
will be able to maintain bearer share company accounts once the requirements of 
the policy are met. 

I will follow up with each group individually Cdpb, ipb ny, and ipb Miami) to 
discuss implementation steps. 

regards , 

Paul 

Forwarded by Paul I o'sullivan/HBUS/HSBC on 12/10/2007 06:21 PM 

Ali S Kazmy/HBUS/HSBC@HSBC 
12/10/2007 04:38 PM 

To _ ___________ 

Paul 1 "o’Sul Ti van/HBUS/HSBC@HSBC02 
CC 

Subject 

Bearer Share corporation Policy 


Attached is the aforementioned document for implementation purposes. Please 
note that we will be announcing the policy by the end of the week. 


In case of any questions, please let me know. 

Regards , 

Attachment: Bearer Share Corporation Account Policy Guidance (Final Draft 
082907) .doc. zip 
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HSBC4I> 


Bearer Share Corporation Account 

“Policy Guidance” 


1 . 


Overview 


Bearer shares are simply stock certificates of private corporations owned by the persona^^^^lds 
them; hence the name “bearer”, however the ownership is not recorded on the cornpi^Q books. 
These shares are owned by and give all their rights to the holder. Bearer shares negotiated 

without endorsement and transferred by delivery; consequently bearer shares.jN^ot subject to 
controls associated with ordinary shares. As regards dividends, they are pai^Sgso^resentation of 
dated or numbered dividend coupons. 

Bearer Share corporations can be used for legitimate investment or l>|;e r3Hng purposes (i.e. asset 
protection and privacy). Bearer Share Corporations are tvpja^ro registered in an offshore 
jurisdiction but in the U.S.. they are permitted in the states olkviiyomine and Nevada. 

Bearer Share Corporations are usually structured as Intern «[hii al/Business Corporations (“IBCs”) or 
Private Investment Corporations (“PICs”), which are disausSedWi more detail below. 

International Business Corporation ("JBC”) 

Also known as International Business Compa^^an IBC is a legal entity incorporated in a tax haven 
jurisdiction. Typically, the IBC cannot c^ndiw^^usiness in the country of incorporation. They are 
offshore companies that are most comm^i^wsed for offshore banking to conduct international trade, 
investment activities, etc. Assets oLatffilJp’are extremely private and allow the owner to retain 100% 
control. Ownership records are nd^vatTable in any public record. In offshore jurisdictions, there is 
no ITTN* required in order to opei^n^ccount for an IBC. 



xye^dentification Number issued by IRS lo individuals who are required (o have a U.S. 
'ut who do not have, and are not eligible to obtain a SSN. It is a tax processing nine-digit 
'the number 9 and has a 7 or 8 in the fourth digit, example 9XX- 7X-XXXX. 


* An ITIN is an Individual Tj, 
taxpayer identification n. 
number that always 

Private Investpi^t Corporation (“PIC”) 

^ji^^shore company that can be set up by an individual to own and manage an investment 
^^in certain cases, protect the individual from capita! gains and inheritance taxes. Funds 
in the offshore company can be invested throughout the world and structured to give 
L benefit. 

Heightened Risk 



There are legitimate usages of bearer share corporations; however, they can also be used for the 
purpose of tax evasion. The anonymity provided makes bearer share corporations attractive to money 
launderers and terrorist financiers. Offshore bearer share companies have been known to be used in 
terrorist financing schemes. 
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Because of the potential for money laundering, terrorist financing and tax evasion, numerous 
jurisdictions have abolished bearer shares in favor of registered shares. The owners of registered 
shares are recorded on the company’s books so that physical issuance of the shares is in many ways 
needless. 

Notwithstanding the above, several jurisdictions still permit bearer share corporations. Keeping in 
view FATF’s recommendation no. 5‘ and 33^ many jurisdictions have implemented controls in place 
to identify, in a timely manner, the beneficial ownership of bearer share corporations. 

3. Requirements for Bearer Share Corporation Accounts 


Due to the potential for money laundering, terrorist financing and tax evasion, HSBC BamltUS^C, N.A. 
and HSBC Securities, Inc. (collectively “HSBC”) does not encourage establishing Mft(joJships with 
bearer share corporations. However, if a customer/entity who has bearer shares dfl^^t^roach HSBC, 
the applicant will be evaluated on a case-by-case basis and HSBC may allow th«(M 
whether for a new client or an existing client, provided requirements set 
requirements also pertain to existing bearer share corporation accounts: 

a) Required Documenlalion 

The following applies to all new and existing bearer 
bearer share corporation accounts, the requirements 
account opening . For existing accounts, the requi^ 
time period not to exceed 12 months from 


whichever is later: 


irporation accounts. For new 
gJl^S^elow must be fulfilled prior to 
must be met within a reasonable 
is guidance or December 31, 2008, 



who should be authorized to advise HSBC 


HSBC or an approved third pa 
of any changes in ownerships 

• Clients who open or have-SOiSfcount which involves a company which issues bearer 
shares, must provide ^Vtjepcial ownership certificate, which can be in the form of a 
beneficial ownership leS^ a sample of which is attached as Appendix “C”. This letter or 
equivalent letter ^ cljgnt stationary must be provided every three years; 

• For new accoufctk account opening request will only be processed after receiving the 
bearer sharej^r ^posit in custody by HSBC or after receiving confirmation from the 
third-parrf"ctli6»dian of having received the bearer shares for safe-keeping and that their 
releasq^ilSfee subject to prior notification to HSBC; 

* A list of apprafeilqhird party custodians must be maintained by each business unit and must provide a copy of such list to 
the AML Oii^^gi^iSc Control Group ("OCG"). The business units must also report changes to such list to the OCG 
immediatai^u^^ effective date of the change. OCG will reconcile names appearing on this list to the names reported on 
the s^i-anmlbl register, which is discussed below in section 6. Third-Party Custodian must be subject to Enhanced Due 
Dil^lgJU^'“EDD'), which includes business unit head as well as AML Director (or designee) approval, ongoing 
lance of KYC information, and nature and background information on the custodian. EDD must be reviewed, 
yted and documented annually and retained in a file maintained by the business unit. 

HSBC requires disclosure as to beneficial ownership at the outset of the relationship and when there 
are changes in ownership structure. 


* This recommendation advises that financial institutions should not keep anonymous accounts or accounts in obviously 
fictitious names. 

^ This recommendation states that countries that allow legal persons to issue bearer shares should take appropriate measures 
to ensure that they are not misused for money laundering purposes and be able to demonstrate the adequacy of those 
measures. 
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The Know Your Customer (“KYC”) and Customer Identification Program (“CIP”) requirements, as 
detailed in the HBUS AML Policy and the specific business unit AML Procedures, must be 
completed. 

For new bearer share accounts, all KYC documentation must be obtained prior to account 
opening, whereas for the existing accounts, the requirements must be completed no later than 
December 31, 2008. 

The best way to determine if a company is a bearer share corporation, including an IBC or a 
reviewing its formation documents. Also simple questions can be asked to ascertain stj^ 
customer. Sample questions include: 


(IBCs and PICs are 


offshore 


Is the company an offshore company? 
companies.) 

How many beneficial owners does the company have? (NormaHy, anHBC or a PIC has 



only one beneficial owner.) 

Country of registration? (It is common for Caribbean counti 
Are shares of the company registered or not? (This quesffi 
company is a bearer share corporation.) 


Jlow IBCs and PICs.) 
iables us to ascertain if the 




If the customer is unable to provide the required document a<ibriT 'i3e new account cannot be opened or 
in case of an existing account, it cannot be maintained. Simui^neously, if during the account opening 
process or during the life of the existing account relartwlslt^, unusual documentation or behavior is 
noted, the matter must be reported to the AM ^aC ^, who will review the situation and take 
a ppropri a t e a cti on, i n cluding e s calatio n to-Jhe-H>) g|n^ ti v e Co ntr ol a nd Report i n g Off ic e (“ICRQH) 
for additional investigation and possible SARdTTl)^ Employees must not disclose to the customer 
that a SAR is contemplated or filed. In^rdelpto assist employees in detecting unusual behavior, a 
list of Red Flags has been developed. attached as Appendix “A”. It is not exhaustive and 

is meant to complement, not supet^M.^T red flags included in the respective business unit AML 
procedures. 

All requirements set for tlt^lp t/Tis document supplement the requirements in specific business 
unit AML Procedures (arfli^-Risk customers, including the EDD requirements. 

b) Approvals 

Account openiim fVrWarer share accounts must be approved by the Head of the Business Unit, AML 
Local Complqm^ CJtncer and AML Director or a designee. Each approval must be documented and 
retained in t^^imomer file. A form has been created for this purpose, which is attached as Appendix 
“B”. In existing accounts, the approvals already secured will suffice, however, all approvals in 

plac^T^sybe reported to the AML Director or designee within the semi-annual report, the first of 
be due as of March 3 1 , 2008. If it is determined that the existing approvals are inadequate, 
tn^A^L Director or designee will advise corrective measures. 


4. 


Risk Classification of Bearer Share Accounts 


Bearer share corporations carry with them a heightened level of risk, requiring enhanced (i) account 
opening approval, (ii) due diligence and (iii) transaction monitoring. However, there are certain 
factors which, if present, reduce the risk associated with bearer share corporations, these include: 
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• Risk classification of ultimate beneficial owner (i.e., non-SCC, non-High-Risk Country, non- 
Sensitive Industries/Occupations etc.); 

• HSBC’s involvement in the creation of the Bearer Share Corporation (if HSBC created the 
corporation, then the Relationship Manager will already have significant customer knowledge, 
which must be documented); 

• Bearer Shares are deposited with HSBC or an approved third party custodian; 

• Length of time the beneficial owner of the Bearer Share Corporation has been a client; 

• Non transactional account (i.e. TDA, Loan, etc.); and, 

• Level and nature of activity in the Bearer Share Corporation account. ^ 

Ao 

When one or more of the factors noted above are present, consideration may be given tcv^sS^ng a 
“standard” risk classification, however, all such classifications supported by reaspmffi^ust be 
documented and retained in the business unit client file. 1 


The AML LCO, together with the business unit Senior Management, will maj 
determination with regards to “Standard Risk” classification. ^ 




'inal risk rating 


Transaction Activity Monitoring 


In the absence of above-mentioned factors, the customers known to be bear©Nshm 
bearer share corporations must be classified as “High-Risk”. T? ^ 

.Cr 


corporations or owning 


Transaction activity monitoring is a key component of m 
transaction activity, through the combined use of techrtblo 
and report suspicious activity. Lower transactionrtnayt^ 
share " Co rp ora t io n a cco un ts. 


XM2 Program. By effectively monitoring 
igji'and manual analysis, HSBC can identify 
ring thresholds should be applied to bearer 


6. Relationship Monitoring andJttep^ing 


Each business unit maintaining relatiaijs^s with bearer share corporations must maintain a separate 
register of all such accounts and reph^tnem to the AML Oversight & Control Group on a semi annual 
basis; March & September of eaclyyear. This reporting will be on a spreadsheet form, the template for 
which will be furnished byJtflAML Oversight & Control Group. 


Suspicious Activity &ulh^laes: 

Employees must ^ vigi/ant for and report suspicious activity. If an employee believes that a 
particular actiyj^ BS_pattem of transactions represent, or a customer behavior reflects, potentially 
suspicious aijwifc the employee must report the event immediately to the AML LCO. It is also 
advised thd^^pioyees periodically review the “Red Flag List” in order to maintain awareness on the 
latest trei^i^ money laundering, terrorist financing and other illicit activities. The Red Flag list is a 
guida CAyfe ned to assist in the implementation of the AML monitoring program, particularly with 
rthe detection of unusual activity/behavior. 


If, after an investigation, it is identified that a bearer share corporation has been used as a possible 
vehicle or conduit for money laundering or terrorist financing, the AML LCO, in conjunction with the 
business unit, will determine the appropriate action, including escalation to the Business Unit Head 
and the AML Director and possible closing of the account or placing of the account on an “On Watch 
Status”. Action to close an account shall be taken promptly and in a commercially practical manner. 
The AML LCO will review the circumstances to determine if SAR filing is warranted. 
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Exception: 

In the event a law enforcement agency specifically requests in writing that the account remain open as 
part of an ongoing investigation, the account will remain o^en for the duration of the request. All such 
requests must be approved by the AML Investigations Unir. 


In case of need for further clarification, please contact your AML LCO. 



^ For further details on responsibilities of AML Investigations Unit, please see Section 2.2 of the HBUS AML 
Policy. 
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Appendix “A” 


List of Red Flags 


The Red Flags list (approved by the AML Director) is a guide developed to assist in the implementation of the 
AML monitoring program, particularly with regard to the detection of unusual activity/behavior. The list is not 
exhaustive and is meant to complement, not supersede, the red flags included in the respective business unit 
AML procedures. It is updated and approved on a semi-annual basis. 


Kitormg 


The mere fact that a red flag is detected either at account opening or through ongoing transaction -j^oKitartig 
does not in and of itself indicate money laundering or terrorist financing. However, it may indQjO^ount 
activity/behavior that requires further review, investigation, and/or escalation. Red flags, ifTloScxpiained 
through further review, research, and investigation, must not be ignored. As per the A5^\aiicy, it is the 
responsibility of all employees to be alert to unusual activity. Any unusual actj^i^ i^pst be reported 
immediately to the designated AML Local Compliance Officer ("LCO") of the business' 

Any questions regarding the Red Flags list may be directed to your AML LCO^we Retail AML Compliance 
Helpline on (716) 841 ”4100, or the AML Oversight and Control Group. 


rxv 

io^y^^r 


Customer unwilling to provide required account opening inforTnatioft 
A customer presents a photocopy of photo ID when opening^a fn^ vaJcount^^: 
Two or more persons use the same identification; 

Customer exhibits unusual concern for secrecy , 


documentation; 


customer exmoics unusuai concern lor 
assets or dealing with firms (defensive 

ID documentation are expired or appear 


stance^^S^^ing); 


^wiihrtsp.cl lohi.^er idtnlitv, type of biisinw. 


Wtft^y wi: 


^an^annot be readily verified by the Bank; 


A prospective customer presents yth^gijlatic passport from a high-risk country, where such passports are 
easily obtained for modest amount^w money. The passport may be genuine but the holder may be involved 
in illicit activities; , ^ 

Customer requests that^fcun^tation standards may be waived; 

rxV 

Customer has describing their business, the stated purpose of the account and the expected 

transactions in tlU^ount; 

The fin ^^ements of the business appear to have questionable accounting standards; 



irovides inconsistent information when questioned; 

^l?;tomer is a trust, shell-company, Fh'ivate Investment Company (“PIC”), or an International Business 
6rporation (“IBC”) that is reluctant to provide information on controlling parties and underlying 
beneficiaries. 


Oniy original photo IDs, drivers licenses, passport etc., or other identification documents are to be accepted at account opening, however, it 
is important to note that photocopying technology makes rt easy to add a new photo to origral documentation 
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Appendix “B” 

Bearer Share Corporation Account Information Form 


Name ofCoiporation , T ; 


Coi^ratidh (i.e.;PIC» EBC, 

etc.) 









_ 


LiM N^c & specify if SCCtod W^ ' . 
j*^ of see fi.e. PEP. Hifih Level H- . 

BeneBcial Owners Line of 

X 9ipV/,A‘4>’' 


Mtlii^ Personnel, etc ) - ^ 




% 



Name &. Complete AdJ^c^s 
(including sireei x.'(v, ^tate s.ounti%) 
iof Third Partv C ustodidn or HSBC 
Office custodi7ins the shiirc(s) 

is 3rd Part\ Ciisiod«an \pproved b\ 
HSBC 



\ «'nocr of Bearer Shaas Nsued 



^ The Sensitive bidustry/Occupatton List can be accessed on the intranet via this link: 
hnp;//connecLus.hsbc/hnah__compiiance/pdf/sensitiveindustry doc 
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Appendix “C” 


Beneficial Ownership Letter 


To: HSBC Bank USA, National Association or HSBC Securities, Inc. (collectively “HSBC”) 

(Full Street Address) 

Re: (Company Name) a company organized under the laws of 

(“Company”) fV 

Each of the undersigned certifies to HSBC that the persons listed below are the sole benefi fta|j> B*ners 
(“Beneficial Owners”) of 100% of the Company’s issued and outstanding shares (“ShareSV^ith 
respective percentages as set out: 






% 




% 




% 


% 


© 




% 


Total 


% 



. 0 ^ 


Form of Share Ownership: 
o Bearer: 
o Registered: 

Eadrofth? Benefiotal Owners certifies to MSB6^K^oven‘ants‘wrtirHSBeTiraf1ire/her respective 
bearer Shares are held in custody with (NameS^^stodian) 

Each of the Beneficial Owners agrees ^ the Bank immediately if, at any time, any Shares are 
sold, assigned, delivered or transfes^^^iueluding without limitation by operation of law), any bearer 
Shares are held by any other naturaloi^legal person, new Shares are issued, the percentage ownership 
changes, or any of the matterstcertffied above ceases to be true, accurate or complete for any reason. 

This Letter will be bindjra^n the Beneficial Owners’ heirs, executors, successors and assigns, and 
will inure to the bei^fC^tfe Bank, its subsidiaries, affiliates, successors and assigns. This Letter will 
be governed by Ne^ law. 

SIGNATU^S>C)F BENEFICIAL OWNER(S) 



Sign^urc 

(Date. MM-DD-YYYY) 


Signature 

(Date; MM-DD-YYYY) 


Signature 

(Date MM-DD-YYYY) 


Signature 

(Dale: MM-DD-YYYY) 


Signature 

(Date: MM-DD-YYYY) 


Signature 

Pate- MM-DD-YYYY) 


Signature 

(Date. MM-DD-YYYY) 


August 29, 2007 
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Appendix “D’' 


Sensitive Industries/Occupations 


As per the AML Policy, risk rating the customer base is an integral component of the AML process. 
It enables HBUS to identify categories of customers whose transactions and banking activities may 
pose potential increased risk for money laundering and/or terrorist financing activity. Risk ratings 
may be based on the business unit and certain customer characteristics; such as geography, 
industry/occupation, account type, transaction type, etc. 

To that end, the AML Director, through the AML Policy has designated certain bup 
jurisdictions, and client ty'pes (Special Categories of Clients SCCs) as high risk. In ai 
industries/occupations are deemed .sensitive to money laundering and/or terrorist firi^l 

The mere fact that a customer falls within one of the sensitive industries/occuBajaai^sted below, or 
is located in a high-risk jurisdiction does not in and of itself make the custtantM^igh risk. Rather, 
these are additional factors to be considered as a part of the overall risk the customer at the 

inception of the relationship or during the course of ongoing monftQring (i.e. in the event that 
unusual or suspicious activity is being reviewed, a review to de^ 
one of the sensitive industries/occupations categories would 



if the customer falls into 
feted). A customer risk rated 


I 

overall as high requires enhanced due diligence and monitorin^y\. 

The following are sensitive industries. This factor is to'S^^plied when an individual and/or their 
family (spouse, children) earn or has acquired incomj/^eSitH from any of these industries: 


A.utgrnotiye_ Dealers .(includes: Cfar and 

Cash Intensive Businesses, such as: 

□ restaurants -- 

□ privately owned ATM machines 

□ contractor/construi^t A ^ 

□ gas station 'V' 

□ parking lot , ^ ^ 

0 telephone cary distributor 

f ticket br^ftyv 

□ fast ftxTtOfyin 

n bac^vj 

Dii^g_^rlor 


dealerships) 





□ _ 

CorppJ^Hions located in High-Risk jurisdictions ' 

LI l%reign Financial Institutions 

International Business Corporations (IBCs) (entities formed outside of a person’s 
country of residence which can be used to maintain confidentiality or hide assets) 
Offshore Management Services Companies 
Diamonds, Jewelry, Precious Metaks/Stones (Wholesaler, Retailer, Manufacturer, 
Trader/Dealer, Mining, Import/Export) 

Electronics (Iraport/Export, Wholesaler, Retailer) 

Internet - Investment Vehicle 
Internet - Online Gambling (prohibited) 

Manufacturer of Credit Cards, Stored Value Cards, Identification Cards 
Non-Governmental Organizations/Charities or Religious Organizations 
Noii-regiilated, non-registered financial service/provider (such as hedge funds, private equity 
investor, venture capital entities) 
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Pawnbroker/Shop 

Private Investment Companies (PICs)/Bearer Share Corporations (further analysis is required 
to make the final determination of risk level, see below) 

Privately Held (excluding mutually held) Insurance Company that sells cither Annuities or 
Life Insurance 
Telemarketers 
Travel Agency 


In addition to the above, the following are sensitive occupations: 

□ Accountant (acting as an intenuediary or advisor for investments) 

□ Attorney*** 

: 1 Pilot for non-commercial airline 

□ Real Estate Broker/Agent 

□ Retired individuals from sensitive industries/occupations (retired less thanj 
C Student from a jurisdiction designated as high-risk for terrorist financin; 

• Student with source of funds from a sensitive industry or occupation 


Notes: 




as well as those countries 
er the AML Country Risk 


* High risk jurisdictions include those countries deemed hi 

that have a higli (“H”) rating for Offshore Financial filter 
Matrix. __ 

** Jurisdictions designated as high-risk for terrori 5 t frt^I^ng are indicated with a “Y” in the 
Terrorist Financing column of the AML Courftt^Bisk Matrix. 

A sensitive attorney would be an attomdsc^ is in a small practice (factor s to b e considered 

include: less than 5 attorneys, crimin^f^k^se attorney, deals in cash, acts as an intermediary 
for clients regarding investmentsteal^tete or other asset purchases). 


PlCs/ Bearer S hare Comorat i ons: 






Factors to be considered to deterrjji^if a PlC/Bearcr share corporation is high-risk include: 

Risk classificati mate beneficial owner 

Involvement oH^^ in the creation of the Bearer Share corporation (if HSBC created the 
corporatiom^sflsji^e significant knowledge of the client, therefore less risk) 

Number on^^unts the Bearer Share client maintains (if the only account with HSBC is the 
PIC (gWerShare corporation), then the client will most likely be considered high risk) 
Lento oWime Bearer Share corporation has been a client (>2 years less risk) 

nature of activity in the Bearer Share corporate acoount(s) (minimal activity' related 
Wopurchase/sale of investments less risk) 

no circumstances will accounts for PICsAIearer Share Corporations be opened or 
naintained without required identity information on the ultimate owner(s)/benericiary(ies). 
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HSBC Private Bank 


HSBC Private Bank International 
FSA Audit Issues 


STATUS REPORT 
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Redacted4>y the 

Permanent Subcommittee on Investigations 


Tuesday, December 11, 2007 
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11.1 - Beneficial Ownership Declarations (HR) MiAMiFSAAUDiT2007 02/28/2008 Pei-dniy JJ 

PBUS has 1 ,667 company accounts incorporate with bearer shares. V^ilst beneficial ownership declarations are held for all 
cases, PBUS has identified 1,109 accounts where the declaration is more than three years old. It is noted that PBUS has obtained 
updated declarations for the high risk accounts and is in the process of obtaining the dedarations for the remaining accounts. 

Background . ^ u u , 

PBUS is in compliance with all group re q u irem ents with regards to benefidal ownersh ip declarations for bea rer share accounts. 

Ma'nagem^shou^^d <xn^ their effo^ to obtain the remaining beneficial ownership declarations, for companies 
incorporated with bearer shares, that have not b een updated in the l ast thre e yea rs. 

Management Re s pon s e: — — i 

flPB Miami continues to obtain updated Beneficial Ownership Declarations for the identified 1 109 accounts. We expect to complete j 
Ithis project by end of Peb 2008. | 

ilhe Beneficial Ownership Declaration has an expiry date in EPIC and will appear on the monthly Missing Documentation Report | 
|on(^ hasexpir^, — 
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Redacted by the 

Permanent Subcommittee on Investigations 
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9.1 - Norkom System (HR) MIAMI FSA AUDIT 2007 12/31(2008 Penifng CH 


Significant problems have been encountered with the imptementa^on of the Norkom system. Four of the 20 ‘detection scenarios' 
built into the system have not been turned on. As a result, there are no scenarios for monitoring high account turnover, such as 
regular 'in and out’ of funds. We also consider that some of the thresholds vwthin the system have been set at too high a level to 
identify meaningful alerts. 

Further, the functionality of the system has not been fully uUiised. as high risk and SCC accounts are not being subjected to stricter 
thresholds than standard risk accounts; non-cfient initiated transaction types have not been excluded from the monitoring; and non- 
ATM cash activity is not included in the system monitoring. 

Background 

The Norkom system, used for monitoring client account acBvflty, was implemented by PBUS in February 2007. We noted the 

following: 

i) From a total of 20 ‘detection scenarios', four scenarios have not been switched on and are therefore not generating any alerts. 

Two of these scenarios are designed to identify patterns of ar^vity such as high turnover of money coming in and out of an 
account. There are no further scenarios which would identify suc^i patterns. Further, two of the scenarios which are not in use are 
designed to identify suspicious activity on SCC and high risk accounts on a daily and weekly basis. 

fi)The thresholds for scenarios five and six have been set too high, Scenario five and six compare expected activity to actual 
activity for the number of transactions coming in and out and the value of transactions coming in and out. The threshold has been 
set to create an alert where actual activity is 300% over the expected levels. 

iii) Norkom allows clients to be grouped together and subjected to different thresholds in each of the detection scenarios, however 
PBUS is not using this functionality. As a result, the standard thresholds are applicable to the entire client bass, including SCC and 
high risk clients. 

iv) The ability within the Norkom system to exclude certain types of transactions from the monitoring (such as account fees or 
corporate actions), which would not present a money laundering threat, has not been used. 

v) Cash activity, other than ATM activity, is not included m the ongoing monitoring in Norkom. As a result, four of the 20 scenarios 
are not working effectively. We note that additional procedures have been implemented within Compliance for cash transactions to 
be monitored on a weekly basis. Further, cheque, money order and traveller's cheque activity is not identified directly in Norkom 
and Compliance perform additional manual monitoring. 

iPBUS management has notified its concerns regarding these issues 1o senior Compliance management on several occasions. 
Icontrol of the thresholds used within Norkom rests with senior Compliance management in New York and therefore scenarios and 
ithresh olds cann ot be changed by P BUS. 

ii) Ali detection scenarios should be active unless deemed to be 'not applicable’ by Senior Compliance Management and the 

iGMtGQ.-AppropTtate thresholds shooM be a g reed with- Senior Com^a nc e Manage men t-fer the feof-seer^BHes-whieh-ere not 

Iturned on and these should be turned on at the earliest opportunity. 

|ii)AII thresholds should be reviewed and updated, where necessary, to ensure that they are appropriately idenli^ing suspicious 
activity, in particular, thresholds for scenarios five and six should be reduced to a more reasonable level. 

iii) The ‘Group’ facility should be used to implement stricter thresholds for SCC and other high risk customers. Consideration 
should be given to implementing separate Groups for different types of ciient accounts, such as operating accounts. 

iv) The transaction types included in Norkom for monitoring should be restricted to those transaction types which may be subject 
to suspicious activity or susceptible to money laundering. 

v) Management should consider the implementation of a system fix to allow the monitoring of cash, cheque, money order and 
traveller's cheque activity within Norkom. In the absence of a system fix. Compliance should continue the manual monitoring 
procedures. 

_MLPP ■ 18 

Manag em ent Response: 

17) Detection scenarios 13, 14. 15, and 16 are not turned on. Scenarios 14 and 16 are being modeled and stroke tested currently 
With the intention of activating them in 1Q2008. Scenarios 13 and 1 5 will need more extensive work to ensure the results are 
|moanigful in terms of identifying potential suspicious activity. These 2 scenarios have not been activated elsewhere in GPB, 

ii) Corporate compliance has reviewed the thresholds for all scenarios. 

Scenarios 5 and 6 require more analysis. In conjunction wilh the lowering of thresholds for scenarios 5 and 6, we are working on 
implementing customer level thresholds with the goat of producing more risk focused alerts and lowering general thresholds. This 
will be worked on during 2008, with delivery by 4006- 

iii) In early November, reduced thresholds were implemented for SCC and HR accounts for targeted scenarios. During t QOS we 
will consider/analyze the possibility of implementing different groups for different types of accounts, 

iv) Non-relevant transaction data feeds were turned off in October 2007. Resolved. 

v) This project will be prioritized for completion in 4Q 2006. It should also be noted that the cash activity in Miami monitored against 

various structuring scenarios by the CAMP monitoring team in Buffalo. This is performed by the Atchiey surveillance system. In 
addition, the Complian ce te am in Miam i will continue to perf o mi m anual surveilla nc e of the activity. 
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COMPLIANCE CERTIFICATE 


T 0 : Carolyn Wind, AML Director for HBUS 

From: Daniel Jack, AML LCO for Global Banknotes 


I certity that to the best of my knowledge and belief: 


(a) save as disclosed to you below, no company, division or branch (as listed on the Compliance Chart) 
or any of its employees is or has at any time during the period June 1, 2007 to December 31. 2007 
been in material or significant breach of any applicable law, code, rule, regulation or standard of 
good market practice (as listed on the attached Compliance Chart); 

(b) there is no other law, code, rule, regulation or standard of good market practice carrying significant 
compliance risk which is applicable; 

(c) save as disclosed to you and detailed on the attached schedule, no company, division branch, (as 
listed on the attached Compliance Chart) nor any employee of such company, division or branch 
has been the subject of any disciplinary measures or investigation (not including a routine 
inspection visit) by a regulatory body; 


'(3) save as discloseffTo^youTfelovv there have been no customer complaints evidencing bad faith, 
malpractice or impropriety by a Group employee or which individually or collectively indicate a 
significant systemic problem; 

(e) save as disclosed to you below there have been no internal frauds which taken alone or with other 
similar frauds may involve monetary loss of US$750,000 (or equivalent) or more and/or may 
involve a material or significant breach of any law, code, rule, regulation or standard of good 
market practice and/or may reflect adversely upon the control systems in place within the company 
or branch concerned; 

(f) save as disclosed to you below there has been no irreconcilable disagreement with line management 
over any significant compliance issue; 

(g) in respect of every breach which is not of a material or significant nature, remedial action has been 
taken or initiated and/or the relevant regulatory authority notified if appropriate. 

(h) there are no other matters which should be drawn to your attention. 


NB; For RCO/GCO certificates. Compliance Charts need not he attached. 
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Redacted by the Permanent 
Subcommittee on Investigations 


Disclosure Statement (If any) for matters arising during the reporting period, including brief 
particulars of remedial action taken and/or notification made to relevant regulatory authority: 



Status reports on any items disclosed in previous Compliance Certificates and still outstanding at 
the beginning of the reporting period: 



Regulatory issues since the previous certificate (including any impending significant regulatory 
development and how it will be addressed; any topic which regulators have indicated as a priority; 
and any significant matter affecting the relationship with regulators): 

• In response to a request from the Financial Crimes Enforcement Network (FinCEN) of the US 
Treasuiy, on 20-Jul-07 the AML LCO and Banknotes management met witli FinCEN research 
specialists to discuss our wholesale banknotes business with clients in Mexico as well as our AML 
progr am. C T R f i l ing and other related issues. After a few follow-up phone c all s, we have 
established a working relationship with FinCEN to assist each other in our AML efforts. We also 
met with an analyst from the National Drug Intelligence Center of the US Dept of Justice to explain 
our business and AML program along with discussing cross-border issues (on 1 7-Jui-07). 


Daniefjack Christopher Lok 

Signature (LCO for Banknotes) Countersignature (Head of Global Banknotes) 


December 20. 2007 December 20. 2007 

Date Date 
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Schedule of Investigations and Disciplinary Actions 

Company Name and Location: None. 

Employee Name (where applicable): 

Category* 

Investigating/Actioning Authority: 


Purpose of Investigation: 

(Do not include routine inspection visits) 


Date of Alleged Offence: 


Dates of Investigation 
from .... to .... : 


Date and Details of Sanction: 


Commentary^ ' 

(Continue on separate sheet if necessary) 


‘ Categories are:- 

(A) Investigation by a Regulator. 

(B) Criminal Conviction or possible criminal action. 

(C) Requirement to produce books and papers to Repilator (only where a Group company or employee is the target - rather 
than a mere information source), 

(D) Any other non-routine regulatory acticwis including any fine of the equivalent of US$1,500 (or equivalent) or more, 
censure, warning as to future conduct, discipline or public criticism by, or Court Order at the instigation of, any regulatory 
authority not covCTed by A, B or C above. 

(E) Any civil action which by virtue either of the size or the basis of the claim is likely to be of interest to a regulator as 
reflecting on a Group company's or employee's fitness and propemess. 

^ This should cover:- 

• For Category (A) items - a status report including the reason for the investigation and including details of any disciplinary 
sanctions 

• For Category (B) items - a status report including the nature of the offence, the court handing down the conviction and the 
penalty imposed, 

• For Category' (C) items - the nature of the data requested and the basis for the request. 

• For Category (D) items - the nature of the action and tiie basis for it. 

• For Category (F.) items - tlie reason for possible interest to a regulator. 
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Money Laundering Statistics 


From: DanielJack, AML LCO for Global Banknotes Region: US & Global 

Date : December 20. 2007 

Money Laundering Report for Half-year Ended: December 3 1 . 2007 


1.1 CAMP or other automated monitoring system 


Country 

Number 
of alerts 
generated 

Number of 
reports sent 
to MLRO 
for 

validation 

Number 
validated by 
MLRO. 

Number of reports 
where review / 
validation by 
MLRO is 
outstanding for 
more than 30 days 

Number of reports 
submitted to 
Authorities more 
than 7 days after 
validation. 

Globa] 

J44 

1 


0 (none) 

0 (none) 





















4t 2 Manual Reports 


Country 

Number of 
manual reports 
received 

Number 
validated by 
MLRO 

! 

Number of reports 
where review / 
validation by MLRO 
is outstanding fur 
more than 30 days 

Number of reports 
submitted to the 
Authorities more 
than 7 days after 
validation. 


Not applicable 




















2.1 Money Laundering Related Reportable Events 


Country 

Number reported 
to LCO 

Number reported 
to RCO 

Number reported 
to CMLCO 

USA/Mexico 
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w^mm • Redacted by the Permanent 

Subcofflmittec on Invntigatioos 


2.2 Update of Reportable Events reported to the CMLCO and still outstanding at the end of 
the previous half-year. 


Country 

GHQ 

Reference 

Date of 
Report 

Details and Current Status 

USA 

■ 

I 6 -N 0 V-O 6 











2.3 Update of Reportable Events reported to the CMLCO during the half-year. 


Country 

GHQ 

Reference 

Date of 
Report 

Details and Current Status 

USA/Mexico 


25-Jun-07 

Law enforcement (District Attorney's office and Drug 
Enforement Agency) interest in our banknote trading with 
Casa dc Cambio Puebla (CCP), an MSB in Mexico. A 
seizure order was also filed against CCP and their accounts 
at Wachovia Bank were closed. CCP was also a client of 
HSBC Mexico with whom close liaison is maintained. 
Banknotes ceased trading with CCP on l-Jun-O?, 
conducted a site visit on 1 l-Jun-07, and has terminated the 




■ftBUS felaiioirshlp. 









AML Key Performance Indicators 


KPIs 

Details 

Current failure rale (shown as apercentage) in respect of local regulatory identification 
and verification requirements. 

0% 

see Policy - Number of failures to identify clients correctly as SCC, to follow SCC 
procedures or to meet regulatory requirements in respect of SCCs. 

0 

Confinn the percentage of employees who have received AML training during the 
previous 12 months. 

99% 

Confinn percentage of staff employed in high-risk areas who have received AML 
training during the previous 12 months. 

100% 

Currency Transaction Reporting - Number of failures to report and/or aggregate 
transactions for the purpose of CTR requirements as required by local legislation. 

0 

Confirm the number of SARs validated during the reporting period subject to one or 
more previously validated SARs. 

0 

Confirm the number of relationships exited as a result of more than one validated SAR. 

0 

Confirm the number of relationships the subject of more than one validated SAR that 
! are to be continued. 

0 
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Business Unit Name: Global Banknotes Date: December 31, 2007 


Certification of Regulatory Changes / New Requirements Applicable to 

Business Unit 

Covering Period: June 1, 2007- December 31, 2007 


I hereby certify that procedures have been implemented or revised to address all new regulatory 
requirements/changes that are applicable to my business unit. 


RAR Number Title 

• NIL 
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From: DANIEL jack/hbus/hsbc 
sent; 5/30/2008 10:44:52 AM 
to: ALAN P WILLIAM50N/HBU5/HSBC@H5BC02 

cc: 

subject: kyc bn profile pending CO approval for; al ra3HI banking & investment corp 
A lan, 

A1 Rajhi Bank is already an approved & active customer for HBUS London 
Banknotes. Gordon recently updated the linked KYC Customer Profile after you 
CO approved it: 

Approved: (Old Status IB Approved), 04/01/2008 05:42 PM: Alan P Williamson 
AML risk should be discussed in visitation/call report, including whether MSB 
payout agent. Note that like prior approval, this is limited to banknotes only 

Revi sion 
Hi story 


Reason for update 
08/04/2008 14:17:30 

25/03/2008 16:56:01 
25/03/2008 16:28:16 


Editor Date 
Gordon BROWN 
issues. 

Gordon BROWN 
Gordon BROWN 
comments) , Section 
VIII (management) . 

Gordon BROWN 28/02/2008 12:18:03 
Siddiqi . 

Christopher baylisS 06/02/2008 12:01:19 Annual Review - grammar check 

Thri stdpher 'BAYLTSS ' ' 06/02/2008 "lTr49TT)5 ArihuaT“R'evtew~“- updatffd-ownFr-shl^ 


updated with CO Approval (1 April 2008) 

updated 2007 financials. 

updated incsr 2008, Section I (general 

updated site visitation 23 July 2007 shariq 


I think it will always be an SCC, and we have been diligent with KYC and 
activity monitoring. 

SO I recommend you CO approve the Banknote profile for Hong Kong to begin 
trading with them now. 


Thanks and regards, 

Daniel Jack 

vice President - Compliance Officer 
HSBC Bank USA, NA 

452 Fifth Avenue, 7th floor, New York, NY 10018 


Phone 212-525-8686 

Email daniel .jack@us.hsbc.com 


Alan P Williamson/HBUS/HSBC 
05/30/2008 08:03 AM 

TO 

Betty F S NG/NBD RNH/HBUS/HSBCeHSBC 
CC 

christopher.lok@us.hsbc.com, Colin W L HUl/VP nbd RNH/HBUS/HSBC@HSBC, Daniel 
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Jack/HBUS/H5BC@H5BC02, Denys K S CHAN/VP NBD RNH/HBUS/HSBCOHSBC, Gary C H 
YEUNG/SVP NBD RNH/HBUS/HSBC©HSBC, Jim K T HUl/VP NBD RNH/HBU5/H5BC@H5BC , John N 
H NG/NBD RNH/HBUS/HSBC©H5BC, Joseph C TAl/NBD RNH/HBU5/H5BC@HSBC , Roger T K 
SO/HD NBD RNH/HBU5/HSBC©H5BC 
subject 

Re: Fw: KYC BankNote Profile is IB Approved for: al RAJHI BANKING & 
INVESTMENT 
CORP 


Betty 

I will have to spend some time looking at this and discuss with Dan. There are 
long standing issues with Al Rajhi as I am sure you are aware. 

Thanks 

Alan 


Betty F S NG/NBD RNH/HBUS/HSBC^HSBC 
05/29/2008 09:29 PM 

To 

Alan P Williamson/HBUS/HSBC@HSBC02 
cc _ 

RNH/HBUS/HSBC©HSBC, Denys K S CHAN/VP NBD RNH/HBUS/HSBC@HSBC , Colin W L HUI/VP 
NBD RNH/HBUS/HSBC@HSBC, Jim K T HUI/VP NBD RNH/HBUS/HSBC©HSBC, Joseph C TAI/NBD 
RNH/HBUS/HSBCSHSBC, John N H NG/NBD RNH/HBUS/HSBC@HSBC , 
chri stopher . 1 ok©us . hsbc . com(aHSBC, Dani el Jack/HBUS/HSBC 
subject 

Fw; KYC BankNote Profile is IB Approved for: al RAJHI BANKING & INVESTMENT 

CORP 


Dear Williamson 

Kindly review and approve the banknote profile of the subject prospect client 
(Reference: 1000157;. Thank you. 

Best Regards 
Betty 

Forwarded by Betty F S nG/NBD rnh/HBUS/hsbc on 05/30/2008 09:09 am 

Christopher Lok/HBUS/HSBC©HSBC02 
30 May 2008 01:23 Mail Size: 2055 

To 

Betty F S NG/NBD RNH/HBUS/HSBC@HSBC 
cc 

Subject 

KYC BankNote Profile is IB Approved for: AL RAJHI BANKING & investment corp 
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our Ref 
Your Ref 

A BankNote profile in SAUDI ARABIA for HSBC Office Hong Kong, has been IB 
Approved (Reference #1000157) . 

click on the attachment to link to the BankNote profile. 


HSBC Bank USA, N.A. Hong Kong Branch 

whose registered address is Room 226 North Office Block 
Superterminal 1, Hongkong international Airport 
Hong Kong SAR 

************************************************************ 
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PBUS KYC Committee Meeting 

April 18, 2008 
11:00 -12:30 PM 
425 Fifth Avenue, 6* Floor 

Meeting Minutes 


Chair: 



Paul O’Sullivan 

Present: 


On the Phone: 

Marlon Young 

Bill Prichason 

Manuel Diaz 

Mason Salit 

Patrick Campion 

Antonio Suarez-Obregon 

Dennis Duggan 

Mihaela Nistor 

Clara Flurtado 

Steve Rockefeller 

Stefan Hardy 

Jeff Clous 

Terry Westren 

Absent: 

Lou Marino 

Alan Williamson 



1. Anoroval of Minutes 

Paul O’Sullivan opened the meeting with an overview of the agenda. The first item was 
the approval of the minutes for the February n* meeting. A correction regarding 
Stefan’s name as the person confirming the acceptable percentage for past due visitation 
w'as noted. 


2. Audit Issues 

■ DPR Visitation and KYC updates 

Bill Prichason presented the current status of the DPB visitations. He noted that the past 
due visitations situation has been resolved and the audit issue addressed. A graph 
showing the decrease in the number of past due visitations from month to month was 
distributed and discussed. 

Bill also gave a brief update on the development of a system solution for visitation 
tracking. It is expected that RMD2 will be the host system for a visitation tracking 
module to be developed in the 3"* or 4"' quarter of 2008. Bill has met with Flitesh 
Ghandi, the RMD2 Project Manager, to discuss business requirements. The KYC updates 
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are part of the visitation process and the system solution for tracking the KYC updates 
will be developed at the same time as the visitation tracking module. 

The quality of call memos is improving, although issues remain mainly due to the fact 
that many of the clients KYC profiles are part of the remediation project (RMs will not 
update the KYC profile after a visitation if the profile is scheduled to be remediated). 
Marlon asked if the same quality issues have been noted with the IPB call memos. 

Mihacla and Teresa confirmed that in recent Compliance testing the quality of the call 
memos for IPB was found to be good. 

The identification of the population of clients due to be segmented has been largely 
completed. The migration of these clients though will take a longer time than originally 
planned. 

■ IPB NY Visitation and KYC updates 

Mason Salit presented the current status of the visitations and calls overdue. Although the 
business continues to make progress in performing required visitations and KYC updates, 
due to a tight travel schedule a small number of visitations have been delayed. The status 
is as follows: 

- Clients over $5 million in AUMs requiring a face-to-face visit: 37 (or 10%) 
overdue, compared to February 5.65% overdue (due to delays in travel) 

- TTIenls below’)E5 miHiohln AUMs requiring a phone caJE’5, /% overdue, 
compared to February 6.04% overdue. 

With respect to the past due KYC updates, Mason announced that the action plan to bring 
the KYC profiles up-to-date is practically completed. This has been a great success, as 
the backlog was 1350 past due KYC updates last November, and by April there were 
only 79 profiles still left. Manuel asked if there is a quality control in place for the KYC 
updates. In Miami Clara is doing the quality control and works with the bankers to make 
corrections if necessary. In IPB NY Teresa is doing the quality control. In the latest test 
of 15 KYC profiles 3 were returned to the bankers for additional information. In DPB the 
KYC updates are part of the larger remediation project. 

■ IPB Miami Visitation and KYC updates 

Currently there are no issues with the visitation and the KYC updates in Miami. 

• High risk client definition 

The new risk rating methodology has been reviewed and agreed on by David Ford, the 
GFA, and was subsequently approved by the HBUS AML Director. With respect to the 
implementation, Compliance is w'orking very closely with the Project Office and the IT 
teams to get the risk calculation methodology into production as an integral part of 
RMD2. The initial IT estimates were 7 man months for the entire project. A decision was 
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made to have the risk calculation developed first, with an estimated delivery time of July 
2008, and the reporting functionality to be developed in the next stage, with an estimated 
delivery time of end of 3“* quarter 2008. 

The initial plan was to have IPB migrate to the RMD2 platform this year, but it appears 
that this initiative has been delayed. Marlon commented that RMD2 might not be selected 
as the system of choice for the Private Bank platform. Currently all systems are being 
evaluated. There is also a new head of the IT unit Chen Picard who will need time to 
assess the systems. 

The intention is to have consistent procedures between the business units. There is going 
to be a bifurcated approach initially between IPB and DPB, as DPB will implement the 
new risk rating methodology first, as soon as it’s developed in RMD2. IPB will continue 
to use the existing risk rating methodology. 


• California Audit Issues 


All action plans have been closed: 

Number of Action Plans 22 

Action Plans Closed 22 

■ Other DPB Audit IssueTOutstandin g 

Steve mentioned that in DPB the only other outstanding audit issues in the New York 
Audit Report pertain to the high risk account definition, still awaiting official publication 
of the procedures. The business must identify the high risk accounts and monitor them 
appropriately. For the accounts in remediation the identification of the correct risk rating 
will be done at the time of the remediation according to the new risk rating methodology. 
The monitoring of high risk accounts is dependent on the implementation of Norkom 
later this year. A more detailed discussion on Norkom to be led by Paul next. 

■ Norkom updates 

In IPB scenarios 14 -16 have been turned on with the result that the number of alerts has 
risen significantly (for example, in Miami there have been more than 1000 alerts 
generated for the month of March including quarterlies). A fix for scenario 6 was put in 
by Geneva. Further analysis is required to fine tune the customer level thresholds, which 
is expected to yield substantial benefits by reducing the number of alerts for regular 
aetivity thus allowing us to focus on and investigate the more unusual activity. 

In DPB the monitoring of the transactions is performed by the team in Buffalo using 
CAMP. The DPB business is expected to migrate to Norkom in the 3rd quarter of 2008. 
A steering committee for the Norkom implementation is being assembled to provide 
project leadership. 
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Patrick Campion expressed his discomfort with the date for migration to Norkom. He 
pointed out the RMD2 will not have been fully populated by the time Norkom is 
implemented, It is estimated that only 16% of the clients will have been remediated and 
updated in RMD2; however this represents 85% of the asset. Also, with so many critical 
projects going on at the same time it seems that it would be a waste of resources to divert 
them to work on Norkom much earlier than it would be necessary. He proposed that 
DPB continues to remain on CAMP until the KYC remediation is completed. Stefan 
asked if, as an alternative, CIF can be used as the basis for Norkom monitoring. Patrick 
responded that the CIF data is stale and the most recent information is in RMD. 

3. Bearer Share Companies 

HBUS introduced a Policy requiring custody of the Bearer Shares by the end of 2008. 
This policy poses significant implementation challenges for the Private Bank and 
discussions are being held with HBUS. Since there is a separate industry requirement 
that the BVI shares are required to be registered by the end of 2009, the business 
proposes that the BVI bearer shares companies are allowed to be registered under these 
requirements. Our other bearer share clients have clearly expressed their concerns with 
plans to entrust their bearer shares to a Panamanian company, as a third party custodian. 
A solution is still being worked on. 


4. Spe'ci^'Categories of Oients (SCCsT 

The formal annual review of all the SCC clients took place on March 28"' and was 
very successful. The details of that meeting and the resulting decisions are documented 
separately as part of the SCC review process. Marlon asked that Alan reports up the 
Compliance chain such that senior Compliance executives are aware of the SCC review 
process undertaken in the Americas Private Bank. 


5. Metrics 

Paul discussed the Metrics report, noting the increase in the number of monitoring alerts 
to record levels. We are still working through the backlog. March has also been a record 
month for new accounts opened across all business units. Nevertheless, the AML team 
has managed to keep the average turnaround lime to less than 1 day. There have been 10 
SARs filed for the month. Other metrics discussed were the accounts Returned to RM for 
additional infonnation. Pouch reviews, and Reviews of KYC processes. 


6. Operating Companies 

Paul informed the Committee about the Regulator concerns regarding Operating 
Companies. There is an expectation that the business is aware of the purpose of the 
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company and the nature of transactions, and that the activity is closely monitored. Marlon 
proposed a review of the top 1 0 operating companies in each business unit, with a focus 
on the ones where there is no private wealth being managed for the principals of the 
business. He expects Compliance to make recommendations targeted at reducing the ri.sk 
to the bank. 


7. Any Other Business 

There was no other business to discuss and the meeting was adjourned. 
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From: DANIEL :ACK/HBUS/H5BC 

sent: 9/23/2008 9:11:03 AM 

to: ALAN P WILLIAMSON/HBU5/HSBC@HSBC02 

CC: DENIS E 0’BRIEN/HBUS/HSBC@HSBC02 . n ^ ^ 

Subject: OFAC match - IIRO - KYC on social investment Bank Ltd. in Bangladesh CPCM) 

Alan, 

Do you want me to ask Gillian/Valerie in PSRR to follow-up on current 
ownership, or have you asked already? 

social Investment Bank Ltd. in Bangladesh - has been a PCM client since Oct-03 
— > 

The KYC profile indicates the last annual KYC review was on 08/17/2007 
(overdue) . 

" Name of principals or Beneficial Owners: (List all shareholders with 10% or 
more ownership, if corporate client not publicly traded, special category 
Client or High Risk country, then list all shareholders with 5% or more 
ownershi p) : 

* % of ownership: 


int’l Islamic Relief Organization (IIRO) 

Social Trust Fund 

Publicly Traded; widely Held - None with 5% or > holdings 8.62 

8.19 

83.19 


Thanks and regards, 

Daniel Jack 

vice President - compliance Officer 
HSBC Bank USA, na 

452 Fifth Avenue, 7th floor, New York, NY 10018 


Phone 212-525-8686 

Email daniel .jack@-us.hsbc.com 

Forwarded by Daniel Jack/HBUS/HSBC on 09/23/2008 10:00 AM 

Alan P williamson/HBUS/HSBC 
09/23/2008 06:32 AM 

To 

Denise A Reilly/HBUS/HSBC@HSBC02, Mary A caski n/HBUS/HSBC@HSBC02 , Anne 
Li ddy/HBUS/HSBCi9HSBC02 , Gloria Strazza/HBUS/HSBC@HSBC02 , "Daniel Jack" 

<dani el . jackQus . hsbc. com> 

CC 

Subject 

Re: POSITIVE OFAC MATCH - IIRO -KYC NOTES DATABASE 


will do. 
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Original Message 

From; Demse A Reilly 
sent: 09/23/2008 06:10 AM EOT 

To: Mary Caskin; Anne Liddy; Alan P Williamson; Gloria Strazza 
subject: Re: POSITIVE OFAC MATCH - IIRO -KYC NOTES DATABASE 

I think we should first confirm that llRO is still a shareholder - email below 
indicates that they were to be "ousted" and the KYC profile may not be up to 
date. Alan, can you cover this? 

If they are still a shareholder, I do think we need to check with ofac. 


original Message 

From; Mary A Caskin 

sent: 09/23/2008 05:59 AM EOT 

To: Anne Liddy; Denise Reilly; Alan P Williamson; Gloria strazza 
subject: Fw: positive ofac match - ipo -kyc notes database 
D o we want to review the activiity on this account? 

If you want me to refer it to OFAC for their guidance, let me know. 


Original Message 

From; Monique Codjoe 
sent: 09/22/2008 10:22 PM EDT 

To : Glo ria Strazza 

Cc: Dani^ lack; Ma’ry Caskin; Andy Irn 
Subject; positive ofac match - IIRO -kyc notes DATABASE 

Dear Gloria, 

I am just writing to put you on alert that after reviewing the 9/15/08 KYC 

' ■ ^international 

1 Investment 
was noted in 
this positive 
have any 

questions or concerns. Thanks. 


Notes OFAC report - I 
Islamic Relief orga| 
Bank Ltd. Account 
their KYC profile. 


have round one positive matcn to tne iinu 

They are a minority owner of Socia 
It appears to be ok as the below 
wantM to alert you to the existence of 


OFAC match that appeared in my report. Please let me know if you 


= Redacted by the Permanent 
Subcommittee on Investigations 


General comments: 


COMPANY BACKGROUND 


Social investment Bank Ltd. (SIBL) was incorporated on 5th 3uly, 1995 as a 
result of dedicated efforts of a group of established Bangladeshi entrepreneurs 
and international import personalities. The bank started commercial operations 
on 22nd November, 1995, with a clear manifestoto demonstrate the operational 
meanings of economy, banking and financial activities as an integrated part of 
Islamic code of life. , ... . ^ t _i -i 

SIBL is beginning a new era of Islamic Banking having social, ethical and moral 
dimensions in each of its activities ranging from credit to construction, 
trading to transport, farming to fishing, manufacturing to mining and so op- 
Some renowned personalities and institutions are sponsors and directors of this 
bank. 


SOURCE: www.siblbd.com 

»>GRM Support was provided on 06/28/07 by Anthony lulian 
IMPORTANT NEWS RELEASE 
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The U. S. Department of the Treasury had announced on August 03, 2006, the 
designation of the Philippine and Indonesian branch offices of the saudi-based 
International Islamic Relief Organization (IIRO) for facilitating fundraising 
for al Qaida and affiliated terrorist groups. Treasury additionally designated 
Abd Al Hamid sulaiman Al-Mujil, the Executive Director of the Eastern Province 
Branch of IIRO in the Kingdom of Saudi Arabia. 

compliance's actions 

As of 08/03/06, client's USD PCM account has been placed on a debit block 
subject to the receipt of a response from Sr. Management of SIB and HSBC, 

DhaKa. 

On 08/07/06 Compliance's issued an email as follows: 

**~***After reviewing the information provided by HSBC Dhaka my provisional 
decision is that this relationship be allowed to continue. It will be 
designated as a SCC Category 4 (reputational risk) with immediate effect and 
will be subject to closer monitoring as a result.****** 

"*****llRO's shareholding is a minority holding and information received 
indicates that they exert neither management control nor have board 
representation, while this entity clearly represents a heightened reputational 
risk to the bank, I believe that with the knowledge we have today and the 
controls that are being implemented we have mitigated that risk 
adequately . ******* 

******The block on outbound payments that was imposed on 08/03/06 may be lifted 
and the account returned to normal operation.******* 

CLIENT'S RESPONSE 

'■Oh''g/19/06 Cl'i enf 'was "Vi s1 ted by TTersel" Mehani , ift^ktrar-Alanr,* rt chard "Boyre- 
and GRM, Muhammad Shohi duzzaman regarding the US Treasury announcement on 
IIRO. Client provided the following information regarding their relationship 
with IIRO: 

- they do not have any contact withthe IIRO, only a PO Box and 
therefore referred this matter to their security Exchange Agency, indicating 
that they wish to remove them as a shareholder. 

- they do not like having an association with a shareholder which is 
listed OFAC and do not wish to be associated with the IIRO in any way. 

- they are not aware of any Nominee shareholders relationship or 
other ownership structure which would entitle IIRO to hold more than 8% of 
Social investment Bank. 

- they are not aware of any actions taken by IIRO in response to the 
US Treasury Department. 

- IIRO do not maintain or operate any accounts with the bank. 

- IIRO is not involved in the management of the bank or is not 
represented on the Board of Directors. 

- there have been no dividend payout to IIRO 

- they seek guidance from the Security Exchange Agency in Bangladesh 
and they advised they have the power to oust them in the next board of director 
meeti ng . 

Compliance advised on 09/29/06 that the responses provided were satisfactory 
and that the fact that IIRO has no involvement in the running of the bank, is 
not a client of the bank and will likely be ousted as a shareholder give 
considerable grounds for comfort. 


ROF was received on 08/10/06, with no further additional information, that was 
not already mentioned in the previous findings. The most recent information, 
was the US Treasury announcement, that was stated above under important News 
Release, which Compliance was aware of. 
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RAU 

In an e-mail dated 08/26/2008, RAU found no matches on ofac. However, they did 
find a match on worid-check for Internationai Islamic Relief Organization with 
the following description: "Terrorism-linked non-profit organisation. 
Established by Mohammed Khalifa (1978). Member of the World Muslim League 
network and of the Union of Good, purported links to Osama bin Laden, al-Qaida, 
Hamas and the Palestine Islamic lihad (Pll). connected to plots to assassinate 
Bill Clinton, the Pope and attacks on the Lincoln Tunnel and the Brooklyn 
Bridge. Operated extensively in Afghanistan during Taliban regime. Considered 
major sponsor of Afghan terrorist training camps. 

[IDENTIFICATION] 

Based in leddah, Saudi Arabia. Secretary general - Dr Adan Basha. Former 
secretary general - Mohammed Khalifa. 

[FUNDING] 

Suspected of engaging in whole or in part in the misappropriation of 
charitable funds to finance terrorist activity in the Middle East. Believed to 
receive funding from Saudi Arabia. Reportedly involved in providing financial 
support to and money laundering for a^Qaida, Hamas, PII and Islamic 
fundamentalist groups in Mindanao, Philippines. 

[REPORTS] 

1993 - reportedly linked with World Trade Centre bombing in the u.S. 1997 - 
offices raided by FBI as part of a Hamas laundering investigation. Feb 2002 - 
declared to be an unlawful organisation by the Israeli government. Dec 2002 - 1 
of 10 non-governmental organisations indicted in a class action lawsuit by the 
families of the 9/11 world Trade Centre victims. 2007 - reported to fund the 
Yala Islamic college in southern Thailand. May 2008 - declared to be an illegal 
organisation by the Israeli government for a second time. 


Kindest Regards, 

Monique Codjoe 

AVP - Manager, Reporting & Analysis unit - AML Compliance | HSBC bank USA, N.A. 
452 5th Avenue, Tower 7, New York, NY 10018 


Phone 212-525-6712 

Fax 212-525-5769 

Email monique.codjoe3us.hsbc.com 
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From: DANIEL lACK/HBUS/HSBC 

Sent: 9/23/2008 9:23:04 AM 

To: ALAN P WILLIAMSON/HBUS/HSBC@HSBC02 

CC: DENIS E 0'BRIEN/HBUS/HSBC@HSBC02 

Subject: Re: Fw: social Investment Bank 

Alan - IS Gillian aware of this? 

PSRR staff need to do an annual KYC review on this PCM client asap - including 
ownership & mgmt, visitation, financials, AML program/changes , etc. 


Thanks and regards, 

Daniel lack 

vice president - compliance officer 
HSBC Bank USA, NA 

452 Fifth Avenue, 7th floor. New York, NY 10018 


Phone 212-525-8686 

Email daniel.jack@us.h5bc.com 


Alan P Williamson/HBUS/HSBC 
09/23/2008 10:12 AM 

To 

Daniel lack/HBUS/HSBC®HSBC02 , Denis E o' bri en/HBUS/HSBC@HSBc02 
CC 

Subject 

Fw: social investment Bank 


Forwarded by Alan P williamson/HBUS/HSBC on 09/23/2008 10:11 AM 

Hersel Mehani/HBUS/HSBC 
09/23/2008 08:37 AM 

To 

Muhammad shohIdUZZAMAN/ib dak/hbap/hsbc@hSbc03 

CC 

Anthony 3ul ian/HBUS/HSBC@HSBC02 , Alan P wi 1 1 i amson/HBUS/HSBC@HSBC02 
Subj ect 

Re: social Investment Bank 


shohi d 

Please can you send us an update on SIB as requested below . Last call report 
appear to be from May 2007 
call Report KYC issues 
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Client Social Investment Bank Deal or CAO 
Main details 

Date of call 29 May 2007 
Products 

Country of call Bangladesh Location Details 

subject KYC issues 

Call type Client Meeting at Client 

Attendees 

Reported on behalf of saad, Ahmed 

Internal (HSBC) saad, Ahmed ; mehani, Hersel ; 

SHOHIDUZZAMAN , Muhammad 

External Attendees ISLAM, Md, Azharul ; SOHEL, Abu 
sadek Md.; asaduzzaman, k m; 

IQBAL, Mohammad 
Other attendees 
Detailed Description 
Existing Attachments 

Had a discussion about their AML and KYC issues. We inquired the status of 
ousting IIRO which is on OFAC suspension ist. Social Investment Bank 
could not manage to oust llRO yet due to some regulatory complexities. However, 
as per the central bank and SEC's directive they have stopped all 
transaction on the share holding (ie. buy/sell of the shares, issuance of 
bonus/right shares, payment of dividend). 

Mr. Asaduzzaman appreciated our continuous support and ensured us that they 
will also continue and grow their USD PCM volume with HSBC. 

Follow-up Tasks 
Hersel Mehani 
Senior Vice President 
Global Payments and Cash Management 
1212 525 6239 Office 
1212 961 6614 Cell Phone 


Alan P Williamson/HBUS/HSBC 
23/09/2008 07:50 AM 

To 

Anthony iulian/HBUS/HSBC@HSBC02, Hersel Mehani /hbus/hsbc@HSBC02 
cc 

subject 

social Investment Bank 


Tony, Hersel 

Can you provide an update on the status of liRO and SIBL? The last visit seems 
to have been in May and the situation was still up in the air. 

Thanks 

a 1 an 


social Investment Bank Ltd. (SiBL) was incorporated on 5th luly, 1995 as a 
result of dedicated efforts of a group of established Bangladeshi entrepreneurs 
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and international import personalities. The bank started commercial operations 
on 22nd November, 1995, with a clear manifesto to demonstrate the operational 
meanings of economy, banking and financial activities as an integrated part of 
Islamic code of life. 

SIBL is beginning a new era of Islamic Banking having social, ethical and moral 
dimensions in each of its activities ranging from credit to construction, 
trading to transport, farming to fishing, manufacturing to mining and so on. 

Some renowned personalities and institutions are sponsors and directors of this 
bank. 

SOURCE: www.siblbd.cqm 

>»GRM Support was provided on 06/28/07 by Anthony lulian 
IMPORTANT NEWS RELEASE 

The u. s. Department of the Treasury had announced on August 03, 2006, the 
designation of the Philippine and Indonesian branch offices of the Saudi -based 
International Islamic Relief organization CHRO) for facilitating fundraising 
for al Qaida and affiliated terrorist groups. Treasury additionally designated 
Abd Al Hamid Sulaiman Al-Mujil, tbe Executive Director of the Eastern Province 
Branch of IIRO in the Kingdom of Saudi Arabia. 

compliance's ACTIONS 

AS of 08/03/06, client's USD PCM account bas been placed on a debit block 
subject to the receipt of a response from Sr. Management of SIB and HSBC, 

Dhaka . 

On 08/07/06 Compli ance ' s i ssued an email as follows: 

******After reviewing the information provided by HSBC Dhaka my provisional 

tleci^i-e n i s t h at t hfs-re-l-ati-orrshfp-be-a-ll-owe d to -con tinu e^ — It wtl-l b e 

designated as a SCC Category 4 (reputational risk) with immediate effect and 
will be subject to closer monitoring as a result.****** 

******llRO's shareholding is a minority holding and information received 
indicates that they exert neither management control nor have board 
representation, while this entity clearly represents a heightened reputational 
risk to the bank, I believe that with the knowledge we have today and the 
controls that are being implemented we have mitigated that risk 
adequately.******* 

******The block on outbound payments that was imposed on 08/03/06 may be lifted 
and the account returned to normal operation.******* 

CLIENT'S RESPONSE 

On 9/19/06 client was visited by Hersel Mehani , Iftekhar Alam, Richard Boyle 
and GRM, Muhammad Shohiduzzaman regarding the US Treasury announcement on 
IIRO. client provided the following information regarding their relationship 
with IIRO: 

- they do not have any contact with the IIRO, only a PO box and 
therefore referred this matter to their Security Exchange Agency, indicating 
that they wish to remove them as a shareholder. 

- they do not like having an association with a shareholder which is 
listed OFAC and do not wish to be associated with the IIRO in any way. 

- they are not aware of any Nominee shareholders relationship or 
other ownership structure which would entitle IIRO to hold more than 8% of 
Social Investment Bank. 

- they are not aware of any actions taken by IIRO in response to the 
US Treasury Department. 

- IIRO do not maintain or operate any accounts with the bank. 

“ IIRO is not involved in tbe management of the bank or is not 
represented on the Board of Directors. 
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there have been no dividend payout to IIRO 

they seek guidance from the Security Exchange Agency in Bangladesh 
and they advised they have the power to oust them in the next board of director 
meet! ng . 

Compliance advised on 09/29/06 that the responses provided were satisfactory 
and that the fact that iIRO has no involvement in the running of the bank, is 
not a client of the bank and will likely be ousted as a shareholder give 
considerable grounds for comfort. 


On site visit took place on 05/29/2007. 

HSBC attendees, Muhammad shohiduzzaman- Manager, Hersel Mehani- RGNL sales 
officer, Ahmed Saad- Assist Manager sales met with client attendees, Mohammad 
Iqbal- svp, Md. Azharul Islam- AVP, K M Asaduzzaman- Managing Director, and Abu 
Sadek Md. sohel- Dep Managing Director. 


Had a discussion about their AML and KYC issues. We inquired the status of 
ousting IIRO which is on OFAC suspension ist. Social investment Bank could not 
manage to "oust" iIRO yet due to some regulatory complexities. However, as per 
the central bank and SEC‘s directive they have stopped all transaction on the 
share holding Cie. buy/sell of the shares, issuance of bonus/right shares, 
payment of dividend). 

Mr. Asaduzzaman appreciated our continuous support and ensured us that they 
will also continue and grow their USD PCM volume with HSBC 
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GROUP FINANCIAI. SERVICES AND EUROPEAN AUDIT OCTOBER 2008 
HSBC PRIVATE BANK INTERNATIONAL - NEW YORK 

I. INTRODUCTION 

1-1 Background 

This report covers our findings identified during the audit of HSBC Private Bank 
International - New York (IPB NYK) which is a division of HSBC Bank USA (HBUS). 

IPB NYK offers a range of private banking services to non-US resident high net worth 
individuals, including investment advice, foreign exchange, funds, structured products, 
deposits and loan/overdraft facilities. In addition, advice on offshore trust structures is 
provided by Global Wealth Solutions. 

The client base consists mainly of Central and South American nationals and Middle 
Eastern clients, principally from Israel. A number of lower value clients are scheduled to 
he transferred to HSBC Private Bank International in Miami. IPB NYK also has four 
Representative Offices based in Uruguay, Chile, Argentina and Israel. These offices have 
not been visited as part of this audit as they are covered by separate audits. 

As at 31 July 2008, IPB NYK has 191 staff. The total Assets Under Management (AUM) 
as at 31 July 2008 is USD 10.22billion (USD 10.23billion) and the total approved credit 
facilities total USD 1.3billion. IPB NYK has approximately 1,800 client relationships. 
For the 7 months to 3 1 July 2008, IPB NYK generated an operating profit of USD 
21.1million (USD 34.5million) attributed to revenues of USD 42.5million (USD 
73.2million) and expenses of USD 21.4million (USD 38.7million). Comparatives are for 
the 12 months to 31 December 2007. 

1.2 Scone and Objectives 

The audit covered all of the activities of IPB NYK, with the exception of Information 
Technology. The Investment Advisory Group, who provide support to all of Private 
Banking Americas, was covered in the audit of the Fiduciary Activities of HSBC Private 
Banking Americas, which was performed concurrently with this audit. Local Compliance 
requirements have only been considered to the extent they are included within the 
Compliance Chart for the business. 

Our work was based on the accounting records as at 3 1 July 2008. The objectives of the 
audit were to ensure that the key risks arising from the activities of the business are being 
managed in an appropriate manner and in accordance with Group Standards. 

The audit was carried out by Alain Amann, Laurent Ulrich and Vianney Trajin of GAJ; 
Gareth Amos, Viral Shah, Chirag Parckh, Dhairya Kapadia, Kailash Bhalia and James 
White of AUF; Ralph Guillou of GAU and Alona Lapena of the CRU, between 15th 
September and 3rd October 2008. 

We wish to thank the management and staff of the office for their assistance and 
cooperation during the course of the audit. 
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6.8 Bearer Share Acconnts 


Finding 

There are 2! cases, from a total of 610 bearer share accounts, where the beneficial 
ownership declarations are overdue by more than one year. There are 31 overdue in all as 
at September 2008. Further, we note that no beneficial ownership declarations have been 
obtained from clients with bearer share companies based in the BVI and the location of 
these bearer shares is not known in all instances. We understand that under BVI 
regulations all shares will be registered during 2009. 

Recommendation 

Management should ensure that beneficial ownership declarations are obtained for all 
bearer shares accounts on a regular basis. 

AML Procedures for Private Bank Americas 2008 3.2.2 
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Permanent Subcommittee on Investigations 
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10. COMPLIANCE 

10.1 NORKOM Monitoring (High Riskl 


Finding 

A review of the list of aged alerts from the NORKOM system as of 21 September 2008 
revealed that work had not commenced on a number of alerts that were outstanding for 30 
days or greater. These outstanding alerts included several SCC and High Risk alerts. 
Further, the monitoring of client transaction across a number of accounts belonging to the 
same Beneficial Owner / group of Beneficial Owners is not yet in place, even though this 
functionality is now available. 

Background 

i) As of 21 September 2008, 64 alerts were outstanding for 30 days or greater, of 
which 43 were outstanding for 52 days or greater, These outstanding alerts 
included four SCC and 26 High Risk alerts. We noted that during our audit, the 
backlog identified as of 21 September 2008 has been reduced. 

ii) The plan is to implement the CROl I functionality locally during Q2 2009. 
Recommendation 

i) Management should ensure that work commences on the transaction alerts 
highlighted by the NORKOM system in a timely manner, prioritising the high risk 
cases. 

ii) Management should ensure that the monitoring of client transactions across 
accounts with the same Beneficial Owner / group of Beneficial Owners is 
implemented. 


Private Banking FIM - B.9.6 


10.2 NORKOM Alerts 


Finding 

We have noted from our review that several NORKOM alerts were closed without 
appropriate the appropriate due diligence having been conducted or WorldCheck being 
performed on the correct names. These weaknesses all related to one temporary member 
of staff This was subsequently detected by Management and rectification action took 
place. 

Background 

A review of 55 NORKOM alerts was conducted, of which 3 1 had a status of closed, five 
were confirmed to be reported and 19 were closed and reviewed by Qualitj' Control. 
Within our sample, we have identified that there were six names that were not properly 
entered into the exact match mode on the W’orldCheck database search and one reviewer's 
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comments were not supported by any documented due diligence conducted (i.e. Google 
Search, World-Check search, etc). 

There are three temporary employees reviewing alerts from the transaction monitoring 
system. We noted that alerts identified during the audit as not being properly documented 
have been closed by a former temporary employee. 

Recommendation 

Management should ensure that personnel (full time or temporary) are sufficiently trained 
before reviewing alerts on the transaction monitoring sy.stem. Consideration should be 
given on the appropriateness of the use of temporary staff to perform key Compliance 
tasks. 


Redacted by the 

Permanent Subcommittee on Investigations 


24 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01162 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




2257 


GROtJP FINANCIAL SERVICES AND EUROPEAN AUDIT OCTOBER 2008 

HSBC PRIVATE BANK INTERNATIONAL - NEW YORK 


Redacted by the 

Permanent Subcommittee on Investigations 


25-28 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01163 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




2258 


Occ-Psi -00248782 

From: TODD MADDISON/HBUS/HSBC 
Sent: 11/14/2008 11:05:17 AM 

to: ALAN P WILLIAMSON/HBUS/HSBC@HSBC02 

cc; 

Subject: Re: Bearer share question 

Roger. l haven't discussed with touch with 

them. I'm on a conf. ca11 right now about ■■IIIIIBIIIIIIIHIII^Kalerts as well, 
hopefully will have updated news for you on tms. 

Todd C. Maddison, CAMS 

AVP, AML Compliance 

HSBC Securities (USA), inc. 

452 Fifth Ave. New York, NY 10018 
212-525-5360 Fax 646-366-2528 
todd . maddi sonOus . hsbc , com 


Alan P williamson/HBUS/HSBC 
11/14/2008 10:21 AM 

TO 

Todd Maddi son/HBUS/HSBC@HSBC02 
cc 

Subject 

Re: Bearer share question 


Redacted by the Permanent 
^ub^mittee on Investigations 


Todd 

Ok, please put some time on my calendar. Also note we'll have to discuss 
w/Pershing if not already done so. 

Alan 


Original Message 

From: Todd Maddison 
Sent: 11/13/2008 04:50 pm est 
T o: Alan p Williamson 
Subject: Fw: Bearer share question 
Alan, 

When you're back in, please let me know when you're available to discuss, 
private Banking needs to know if we are providing dispensation for the 80 or so 
bearer share accounts that they have. l think this decision has been made 
already, but I just want to confirm with you before I tell Scott den m tel y 
yes. I say I think the decision has been made based on this email from Teresa 
Garcia to Terry westren that was forwarded to me by Jacques Herman: 

Terry, 

The policy is part of the AML Business Unit procedure located on the l-Net - 
Policies & Procedures - AML Procedures. l copied and pasted this section for 
you. : 

Bearer share corporation Account 
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Bearer shares are simply stock certificates of private corporations owned by 
the person who holds them”, however the ownership is not recorded on the 
company’s books. These shares are owned by and give all their rights to the 
holder. Bearer Share corporations can be used for legitimate investment or 
operating purposes (i.e. asset protection and privacy) and are usually 
structured as International Business corporations (“IBCs") or Private 
Investment corporations (“PICs”). Due to the potential for money laundering, 
terrorist financing and tax evasion, HBUS does not encourage establishing 
relationships with bearer share corporations. However, if a customer/entity 
who has bearer shares does approach the Bank, the applicant will be evaluated 
on a case-by-case basis. The account to be opened, whether for a new client or 
an existing client, will be subject to additional documentation requirement per 
guidance approved by the AML Director. 

However, the AML Director through the approval of these procedures, has allowed 
the following exceptions to PB Americas; 

■ Since BVI authorities have granted till December 2009 for all bearer shares 
to be registered, all BVI bearer share corporations within pb Americas will 
follow this time frame; 

• High risk bearer share accounts will provide an annual recertification of the 
beneficial owners through a properly executed BOL; 

■ Standard risk bearer share accounts will provide beneficial ownership 
recertification every three years through a properly executed Beneficial 
Ownership Letter ("BOL”); and 

- Clients must attest that they will notify the bank of change in ownership, as 
and when it takes place. A new BOL will be required from the new beneficial 
owner. 

The complete Bearer share corporate Account “Policy Guidance” can be viewed at 
the link appearing below; 

http: //connect. us .hsbc/hnah_compl iance/ pdf /beare rshare_guidance.doc 

can you confirm for me? Thanks Alan, 

Todd c. Maddison, CAMS 

AVP, AML compliance 

HSBC Securities (USA), Inc. 

452 Fifth Ave. New York, NY 10018 
212-525-5360 Fax 646-366-2528 
todd . maddi son@us , hsbc . com 

Forwarded by Todd Maddi son/HBUS/HSBC on 11/13/2008 03:36 PM 

Scott 3 watson/HBUS/HSBC 
11/13/2008 12:49 PM 

TO 

Todd Maddi son/HBUS/HSBC@HSBC02 
cc 

Subject 

Re: Fw: 2 reg r items 


That's appropriate. I was just confirming it was the GBM not PB opinion. 

Scott Watson 
First Vice President 
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Director - Specialized Compliance 
HSBC Bank USA, N.A. 

452 Fifth Avenue, 6th Floor 
New York, NY 10018 
work 212-525-6247 
Fax 716-630-1826 
BlackBerry 516-439-9979 


Todd Maddi son/HBUS/HSBC 
11/13/2008 12:27 PM 

To 

Scott 1 Watson/HBUS/HSBC@HSBC02 
cc 

Subj ect 

Re: Fw; 2 reg r items 


I want his opinion and think he would want to give it b/c he's GBM and not PB 
anymore . 

Todd C. Maddi son, CAMS 

AVP, AML Compliance 

HSBC securities (USA), inc. 

452 Fifth Ave. New York, NY 10018 
212-525-5360 Fax 646-366-2528 
todd. maddi son@us.hsbc.com 


Scott : Watson/HBUS/HSBC 
11/13/2008 12:05 PM 

TO 

Todd Maddi son/HBUS/HSBC@HSBC02 
cc 

Subject 

Re: Fw: 2 reg r items 


Yes. Is Alan opining because of GBM or because of PB? if it is PB, then Paul 
not Alan should opine. 

Scott Watson 

First vice President 

Director - Specialized Compliance 

HSBC Bank USA, N.A. 

452 Fifth Avenue, 6th Floor 
New York, NY 10018 
Work 212-525-6247 
Fax 716-630-1826 
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Todd Maddison/HBUS/HSBC 
11/13/2008 10:14 AM 

TO 

Scott J Watson/HBUS/HSBC@HSBC02 
cc 

subject 

Re; Fw: 2 reg r items 


Scott, I left you a voicemail as well. 

Before you take it as an absolute yes, let me reconfirm with Anthony and Alan 
Williamson as well. Alan is out until Monday, can you wait for an answer until 
then? 

Todd C. Maddison, CAMS 

AVP, AML compliance 

HSBC securities (uSAj , Inc. 

452 Fifth Ave. New York, NY 10018 
212-525-5360 Fax 646-366-2528 
todd . maddi son@us . hsbc . com 


Scott 3 Watson/HBUS/HSBC 
11/13/2008 07:28 AM 

To 

"Todd Maddison" <todd. maddi son(aus. hsbc. com> 
cc 

Subject 

Fw; 2 reg r items 


Todd , 

Does Anthony's comment about you resolving bearer share issue mean that our 
current dispensation will include brokerage accounts opened by existing PB 
cl i ents? 

Scott Watson 
First Vice President 
Director- Specialized compliance 
HSBC Bank USA, N.A. 

452 5th Ave, 6th Floor 
New York, NY 10018 
Work 212-525-6247 
Fax. 212-525-0611/0612 
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BlackBerry 516-439-9979 — = Redacted by the Permanent 

Subcommittee on Investigatmns 


Original Message 

From; Anthony M verga 

sent: 11/12/2008 09:57 PM EST 

to: Scott 3 WatSOn/HBUS/HSBC(aHSBC02@HSBC02@HSBC 
subject: Re; 2 reg r items 

According to Todd he resolved the bearer share account issues. 


I posed several questions to Bruce and Steve Newman regarding the 
questionnaire, Bruce was supposed to provide me with a copy of the 
questionnaire, which I have not seen. 


Please see if you can follow up with Bruce. Thanks. 


Original Message 

From: Scott 3 Watson 
Sent: 11/12/2008 06:56 PM EST 
To: Anthony M verga 
Subject: 2 reg r items 
Anthony, 

At the 4:00 status meeting i was asked to follow up with you on 2 items: 


1 ) 


statement questional re - i believe you were 


taking one last look. 


2) Bearer share accounts being opened in HSI. I believe 80 or so need to be 
opened so Todd was supposed to discuss with you whether HBUS dispensation will 
apply for these HSI PB accounts too. 


Thanks , 


Scott Watson 
Fi rst Vi ce President 
Director- specialized compliance 
HSBC Bank USA, N.A, 

452 5th Ave, 6th Floor 
New York, NY 10018 
Work 212-525-6247 
Fax. 212-525-0611/0612 
BlackBerry 516-439-9979 
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From: JANET L burak/hbus/hsbc 
sent: 2/15/2010 10:43:51 AM 
to: LESLEY MIDZAIN/HBUS/HSBC@HSBC02 
CC: 

Subject: Re: Advice requested 
Lesley, 

I coincidentally was on the telephone with David Bagley when I received your 
email. We agreed that it would be sufficient for you to provide an update on 
the OCC expanded banknotes exam only, and indicate that "there have been no 
other significant developments other than that communicated by Janet to David 
by email dated 4FEB, which she will update today if it is appropriate to do 
so". Not knowing where you are and what sort of technology you have access 
to, I have attached below the email I sent to Brendan for GMB last week which 
is largely based on what you provided me--obviously it is missing last 
Thursday's OCC/FRB meeting, but may provide a basis for you to respond to Ivor 
(and if it is not helpful just ignore it). Happy skiing!! 


The OCC commenced a regularly scheduled banknotes examination on 20JUL09. The 
OCC's field work was completed 28AUG09. On 3SEP09 we were informed verbally 
that the OCC was expanding their banknotes exam, but had not yet set the scope 
or line of i nqui ry . 

On 21SEP09 we received a request for an extensive amount of additional 
information, from 1JAN04 to the present, on 25 Latin America-based financial 
institutions, for all activities occurring in banknotes, correspondent banking 
and fx businesses. In addition, significant information regarding HBUS' 
policies, procedures and programs was requested. 

On 29OCT09, the OCC raised concerns that cash letterCtravelers' checks) 
monitoring was lacking sufficient analysis of suspicious activity, based on one 
week samples from each of 2007, 2008, and 2009. We immediately undertook a 
detailed review of all cash letters from 2009 (280 items), and determined as a 
result to now file 2 additional SARs (although at the time of the transactions 
there was no negative information on the individuals at the time of the 
transactions) . 


on 9NOV09, the examiner team was increased from 2 to 9, and now includes FRB 
examiners as well as OCC examiners. On 10NOV09, presentations were made to the 
OCC/FRB regarding the banknotes, PCM and fx businesses and their compliance 
programs. Based on the questions asked, the regulators appeared to be focused 
on resources, sufficiency of due diligence and monitoring with respect to HSBC 
affiliates, and linking information and processes across business lines. 

Between 12NOV09 and 2FEB10 we received 8 additional requests for information, 
including: subpoenas received for banknotes clients from 2004 to the present; 
all enhanced due diligence on banknotes clients in Mexico following the change 
in Mexico's country risk; a list of all affiliates conducting a banknotes 
business; the monitoring program for affiliates; results of targeted Compliance 
reviews in PCM, including a review of HBMX; to conduct and provide 2008 and 
2009 wire searches for 32 entity names (money services busi nesses/casa de 
Cambios); information on all banknotes and PCM clients, including HSBC 
affiliates, from 2005 to the present, in Paraguay, Uruguay, Ecuador, Panama, El 
Salvador and the Cayman Islands; KVC and activity information for specific 
financial institutions in Ui^jqua^^a^qua^^cuado^^^^Salvador (including 


Throughout this process, the OCC declined to identify what their objectives or 
underlying concerns were, indicating a number of times that they were not 
authorized to do so. These comments led us to conclude that the OCC was 
conducting this expanded examination at the request of some enforcement 

PSige 1 ' p— 


■ - Redacted by the Permanent 
Subcommittee on Investigations 
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We were also aware that at least one other financial institution 
and probably others, were being subjected to a similarly rigorous 
revi ew in the same areas as ours. 


on 73AN10, the examiners finally provided us with some general 
comments/concerns, but no specifics. These issues were: 

— adequacy of 5AR process 

--policy/procedures for foreign correspondent business 
--weakness in due diligence and monitoring in banknotes program 
--backlogs in PCM monitoring and enhanced due diligence, and resources 

We have a 2 hour meeting scheduled with the OCC on llFEB at which time they 
have indicated that they will provide more specifics around their concerns. 


Janet 


Janet L Burak — = Redacted by the Permaneni 

SEVP and General counsel Subcommiitee on Investigations 

HSBC North America Holdings Inc. 

HSBC USA Inc. 

HSBC Bank USA, N.A. 

452 Fifth Avenue, 7th Floor 
New York, NY 10018 
(T) 212-525-6533 
(F) 212-525-8447 

email : janet.l.burakOus.hsbc.com 


Lesley Midzain/HBUS/HSBC 
02/15/2010 09; 13 AM 

TO 

lanet L Burak/HBUS/HSBC0HSBCO2 
cc 

Subject 

Advice requested 


GMO^Compliance (Ivor Godfrey-Davies) has asked me for an update about expanded 
BN examination. This is needed for Douglas Flint today. 

I can easily update on regulator matters, but not sure how would you like me to 
convey the other matter? I could draft a complete note, and send to you for 
onward forwarding? Or do we need to suggest that David needs to give a verbal 
update to Douglas on that other aspect? 

Lesley 

Lesley Midzain , , 

Executive Vice President & chief compliance Officer j HSBC Bank USA 
452 Fifth Ave, New York, NY - 7th Fl . 


Phone. 212-525-6410 
Fax. 212-525-5769 
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OCC & Chicago FED update Meeting February 11, 2010 


Attendees: 

HSBC: 

Janet L. Burak, SEVP 

Lesley Midzain, EVP 

Camillus Hughes, SVP 

Wyndham Clark, SVP & AML Director 

Denis O’Brien, Director 

OCC Supervision: 

Monica Freas, Washington OCC Enforcement 
Sally Belshaw 
Kerry Morse 

OCC Exam Team: 

Joseph Boss 

Bert Gregg 

Ray Pruszkowski 

Teresa Tabor 

Rita Watts 

Manny Torrijos 

Chicago Fed Exam Team: 

Mike Jarrell 
Pat Brunner 
Grace Rihani 


Sally Belshaw thanked the Bank for arranging the meeting and explained they have not 
requested an earlier meeting with Management because of the extensive details of 
material under review and to ensure productivity. Sally emphasized and wanted to covey 
material concerns which should be deemed as “Significant”. The exam is not over and 
will be ongoing. 

Joseph Boss addressed the framework for the meeting as an “Informative forum” - not 
for extensive dialog at this time. Joe mentioned that our last meeting was in January with 
Cam, Wyn & Denis wherein a “genera!” discussion was had as the OCC was unable to 
provide details at that time. Joe stated he would provide some content at this time: 

1 . Pouch Exam - In November 2009 (Joe / Elsa) tested the Cash Letter Process, 
methods and analysis. The concerns identified relate to possible violations of 
103.176 oftheU.S.A. Patriot Act as it relates to “Due Diligence” of 


Minutes OCC Meeting February 11, 2010 
Draft - Private & Confidentiai 

Drafted by Denis O’Brien 1 of 8 
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» —a Redacted by the Permanent 

Subcommittee on Investigations 


Correspondent Accounts; detailed procedures and escalation of open issues - no 
process documented to suspend activity, file a SAR or close the account. 

a. Joe acknowledged that a presentation was made Tuesday, February 9, 

2010 to the exam team and he was pleased to report enhancements that 
were implemented as well as an internal look-back of cash letter activity 
for Travelers Checks and Money Orders. However, Procedures must he 
enhanced to reflect the changes inclusive of a process suspend activity, file 
a SAR or close the accounts when adequate responses to our queries are 
not received in a timely manor so as to comply with 103.176.. 

b. Joe also verbalized concern as it relates to 1 1 pending reviews that date 
back to early 2009 and requested the Bank to enhance Procedures for 
clarity on how alerts are cleared - Aged items first. 

c. Additional concerns are if we have adequate resources to effectively 
manage the backlog of alerts and will be having further eonversations with 
the AML Director as to how we propose to have proper resources in place. 


Janet Burak asked if there is a specific instance or a failure. 


Joe stated - One example is HSBC needed further information from Bank^H 
■■■■who hid behind privacy law. The OCC contends there is no privacy 
issue with Canada; there were multiple instances with no resolution or action 
taken by the Bank. HBUS should include escalation procedures for remediation 
when appropriate in accordance with 103.176 of the US Patriot Act. 


2. Joe went on to discuss the Banknote Accounts sampled - and stated there is 
concern as it relates to; 

a. Adequacy of the level of analysis. 

• ^^■■■i- as detailed in t he LN KYC own ership / principals - 
founder and owner of ||||^^■■■i■■■Bin the US to 
provide services to Spanish clientele. 

Cam asked for further explanation. 


Joe stated - some level of enhanced due diligence or an indication that the 
common interests of ■^■■■ownership should have triggered additional 
research - which was not documented in the file. 


b. Rita Watts stated that HSBC Policy as it relates to Enhanced Due 
Diligence for High Risk Customers. Whereas, Banknotes being a 
extremely High Risk Business our customer base of Cautionary and 
Medium Risk clients “seems” to water down the Policy & Procedures. 

Rita further questioned the Banks determination to classify the Dominican 
Republic as “Cautionary Risk” in particular notation to our handl ing of 

Dominican Republic and a^^^& 
owner. Rita asserted that the Bank is vague on the level of research 
performed on the Board, an internet search revealed a website for the 
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Cam asked if we are certain they are the same individuals. Joe responded that based on 
the information available in the LN KYC and documented in the files, that they are the 
same individuals. 

e. Grace Rihani addressed a review of the KYC for lIHHHiHknd stated 
that the RoF documented a Director is connected to a former Director that 
was accused in a criminal complaint related to violations of BSA and 
misuse of confidential information. Graee added that the review has not as 
yet been completed and further information will be requested of Gillian 
Bachstein and Denis O’Brien. 

f. Joe Boss stated as it relates to the Dominiean Republic, that it appears 
Compliance is not getting information to adequately address KYC. - 

according to 

file, we conduct U.S..fliiiHH per month in Banknotes activity. When 
the OCC asked Gyanen Kumar a specific question related to the 
percentage of remittance business; he responded that 40% - 50% attributed 
to remittance business. Joe went on to state the Business, who conduct the 
visitation calls, have wealth of information that does not always make it to 
the Profile of the customer and it appears that it is not shared with 
Compliance. 

g. Joe further observed that Risk Rating Client and Monitoring is mainly 
based on the Country Risk Matrix and that Compliance does not 
necessarily have all the information to perform adequate due diligence to 
rate the Customer. That there should be consideration for “Reputational 
Risk” under the SCC category and perhaps that would result in a different 
Risk rating if the Reputational Risk is considered heightened. 

Janet asked if he thought the Business was withholding information. Joe replied that he 
has no proof of that and it seems that information is not evenly being shared. 

h. Joe went on to state that the issue is with the Due Diligence: 

• ^j^HIH^'isitation 2/09 n arrative r eflected I^^HBlljust 
ceased doing business with HSBC Rep stated he 

knew about the current media; and despite this, was 

onboarded. There was no information on why exited, 

no due diligence, no 23b request, etc... (Implied HSBC Rep was 
aware but went forward anyway). Fite did not show adequate 
due diligence on Media and rationale to open business. 

Cam inquired as to how many Banknotes customers were reviewed. Joe responded that 
many were reviewed but their scope “Targeted” 
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Rita also commented on the Analysis of Clients, projected volumes and how we 
validate. She further stated that in a discussion with Banknotes staff, Michael Baez stated 
he does not maintain or retain these records. 

i. Ray Pruszkowski provided additioiial commentary on |||||||||||||^m|^m 
■!■■■■■■ Dominican Republic stating that the State Department 
has deemed the Dominican Republic as vunerable to Money Laundering 
yet no Due Diligence was identified in his review to determine if our 
customer base dealt with Casa de Cambios or other MSB’s. The KYC 
Profile discussed possible exposure to money transfer businesses in 
general; but they did not consistently consider the extent of that particular 
exposure or to other businesses identified as facilitators of money 
laundering. 

Risk Ranking of Clients 

1, Joe Boss commented that the reviewers deemed that HSBC relies too 
heavily on the Country Risk Matrix to assess customer risk. Another 
category of risk - reputational risk, should be “higher risk". He noted 
that we rate many Banknotes customers as SCC’s but, as it relates to 
the Dominican Republic, a “Jurisdiction of Primary Money 
Laundering” with concerns - “Vulnerable of Money Laundering” and 
in consideration that Banknotes is a High Risk Business, we should 
reassess our Customer Risk methodology. Also, in certain iiustances, as 
it relates to Country Risk rating matrix - particular rating may not be 
accurate. 

Lesley asked if this is based just on the State Department information or are there other 
factors or information that can be shared with us. Joe referred back to ■■■■■ as one 
example - Ownership, across borders, connections with MSB’s Si. Casa di Cambios.,.. 

2. Joe stated they have not, as yet, started what he proposed to be 
“extensive work” on Affiliate transactions. Policy Procedures silent 
on monitoring of Affiliate transactions, as well as KYC on affiliates on 
products and services. 

Sally asked if there was a specific policy as it relates to KYC/CIP and monitoring of 
Affiliates. Janet commented that it may vary. Lesley added Policy does not segregate 
affiliates. Business Unit Proeedures and Desk Instruction Manuals note different 
procedures on affiliates as we have more comfort on controls. Sally followed up with a 
question on KYC standards. Lesley responded that it’s a little different as we know the 
ownership - 50% or more is clear, for under 50% W'e follows HSBC standard. 

Banknotes Monitoring Program 

Joe commented that HBUS methodology for monitoring is tracking Sales and Purchases, 
Spikes trigger alerts; but there is no other aspect of the review. He further stated that it 
should be reasonable and expected to do more ~ what other products & services is the 


Minutes OCC Meeting February 11,2010 
Draft - Private tfe Confidential 

Drafted by Denis O'Brien 5 of 8 


OCC-PSl-00256916 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 


PO 00000 Frm 01176 Fmt 6633 Sfmt 6633 


P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




2271 


= Redacted by the Permmpn- 

! M{tec c*!! isn tfjiitjations j 


customer utilizing - just as one example. The Bank cannot continue to justify the activity 
as “Tourism” or “Remittances, etc” with no further explaination. 


PCM Monitoring Program 

Joe Boss stated that his t eam ident ified unacceptable patterns of activity as it relates to 
and 


A. Marmy Torrijos commented on his observations of 

The account was opened January 2009 - with minimal activity up to 
October 2009. Sudden onset of pattern of activity concentrated to a 
single Beneficiary. Various (30) money remittances companies and 
Casa di Cambios sending funds to a single beneficiary atHlB 
■■■I 1 .3 million U.S. Dollars daily - 19 million to a single 
Beneficiary atH^IHIB Also of note were originator’s which 
were previously subject of negative media: 



December 2009 had a similar pattern. However, 1 'A times the volume and 
value of transactions. It was also noted that based on the alert pattern, our 
thresholds would only pick up half of these transactions. 


Denis commented that this pattern was identified by the Monitoring team, wo had 
preliminary meetings and have this pattern under review. 


B. Grace & Ray commented on a review ofHHHH^Bstating that a 
pattern of Structured - Multiple originators to a single beneficiary was 
identified, commonly known as “Shotgun” transactions. This pattern 
was identified in transactions from 2004 - 2009 with multiple 
originators to one Beneficiary and the same individuals on both sides 
of the transaction. This Structuring was also below the thresholds in 
the AMS system. 


Janet commented that this is of interest, wasn’t 
bank acquisition by the FED? 


.recently approved for a failed 


BANK PROFILES 

Joe Boss made additional comments as examples of how information in the profiles could 
be used in the enhancement of our monitoring program. 

an asset size of 744 million - yet the activity through wires 
July - October was minimal; In November it was 776 million - 500 million 
increase, December is $ 1 .7 billion. Based on the asset size, does this activity 
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make sense? stated in 2009 that they cleared 70.5 billion in FX 

transactions for the year; that would relate to 3.2 million individual transactions. 

flHHHftwas a Banknote only client with an asset size of only 1 79 million; yet 
from 2006 - 2009 - sold 1 .6 billion to HSBC. 

Cam stated the account was closed. Joe commented that yes, it may have been closed but 
did the relationship make sense to onboard. 

Michael Jarrell commented on material concern as it relates to Reports of Findings and 
backlogged alerts. Out of 89 requests, 51 RoF’s were still outstanding as of October 2009 
also noteworthy was the fact that it took an excess of 100 days to accomplish the reports 
of Finding. 

Pat commented as it related to BOH was requested in June 2009, the report was not 
completed until October 2009. KYC was approved contingent on no negative findings. It 
was noted that there is no process in place to go back for re-approval. 

AMS ALERTS 


Joe noted a Significant Backlog in alerts and is aware that the Bank (Wyn/others) are 
working toward a solution to control and handle the backlog. Sally is also concerned and 
is working with Wyn. This is a Big Risk and must be cleared quickly - as we are 
“Working out of a deep hole”. 

Pat and Grace commented on the Quality of Alerts as it relates to well as what 

the Policy/Procedures are to ensure that aged alerts are cleared first. Manny commented 
that they are unable to assess the potential vulnerabilities’ withH^HI^Ibs the alerts 
from November 2009 have not been worked. 

SARs 


Joe and Ray stated concerns - failure to file SARs as it relates to: 



BARTON ADAMS - 5/2005 - 12/2008 various accounts in the U.S., Canada, Hong 
Kong and China for himself, his children, wife and business. Material concerns with the: 

- depth, breadth scope of review 
review of activity prior to alert activity 
1 2/2006 - 30K wire to Philippines 

5 check dep. Less than lOK in 12/2006 

- Employee contacted customer to ask on wire 
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- Did not ask why 5 checks from Jefferson Savings 
Janet asked for a clarification 


— = Redacted by the Permaneiit 

Subcommittee on Investigations 


Joe commented that the Bank did not perform a comprehensive look-back, nor across 
other Business Units - did not consider similar activity previously processed in 2007, 
2008 or 2009. SAR analysis did not consider wire activity - 3 Bank to Bank wires for 9K 
to same checking A/C that alerted. 

Concerns to monitoring process did not analyze on overall customer relation basis. Over 
3 Million Dollars through HSBC of which 2.3 Million to offshore entities. Potential 
“Layering - Money Laundering” was not deemed suspicious or questioned and not 
discussed on case alerts. The quality review requested and suggested additional review 
which was not documented as being done. 

World Check showed a possible match for medical fraud. 

- The alert narrative, stated not a match to our customer. Different address. But 
alert also shows customer just moved from another address.... 

- November 2008 reflected a hit, exact name and country - which showed that it 
could not be confirmed as there was no date of birth whereas, EPLs listing 
matched the name and DOB of the banks customer. 


General strong examples - SAR should have included all activity, 

Joe stated that SAR’s are not being completed in a timely manner. The AMS Alert 
constitutes a trigger, Branch referrals, etc. - the bank was past the 30 day. Joe also 
commented that there is a potential deficiency in the “Accuracy of filings” and HBUS has 
informed foreign affiliate of filings. 

Teresa Tabor commented onVf^^BIHIIi^HH^^HHHi^^HH^^HiBrazil KYC 
Profile and EDD, She stated that there was negative Money Launde ring news on the 
customer. It was not directly related to the MSB, but on the ®HRmdividual that owned 
the MSB. Banknotes staff had verbally stated they had a letter refuting the information - 
it has yet to be provided. 

Teresa Tabor commented that she is in the process of reviewing FX and has provided 
GBM FX 55 questions from a review of the FX Procedures and monitoring provided. She 
has requested a response on February 17, 2010. 
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OCC-PSI-0028S742 

MEMORANDUM 

Date: July 14,2008 

To: David Dew, Chief Operating Officer 

Lesley Midzain, EVP Compliance/AML Director 
Cam Hughes, Sr. VP Specialized Compliance 
From: Debra Bonosconi 

Topic: GIB AML Matters 

David: 

Per your request, I am providing you with an update of our status regarding the following: 

• Alert disposition progress, 

• Staffing issues, and 

• Libya’s account information. 

ATERT DISPOSITION 

As shown in the chart below, we currently (as of 7/1 5) have a total of 1 ,793 open alerts which is 
a reduction of 1 ,5 1 9 from 3,3 1 2 on June 27th. There are a total of 203 that are open in excess of 
120 days and 147 open in excess of 90 days (350 combined) and we are concentrating our efforts 
on reducing those first. We are closing an average of 84 alerts daily (including Saturdays) and 
based upon current projections, we should have total of 1 ,499 pending alerts when the OCC 
arrives on July 21, 2008.' 



Jan- 
os & 

Earlier 

Feb- 

08 

Mar-08 

Apr- . 
08 

Mav-08 

Actual 

Total 

>120 

Oavs 

91- 

120 

Days 

61-90 

Days 

SO- 

SO 

Days 

Current 









3,312 






07/11/2008 

2,051 

227 

153 

490 

509 

672 

07/15/2008 

1,793 

203 

147 

422 

407 

614 

Estimates (based on current average 
Droduction) 







07/16/2008 

1,709 

175 

119 

413 

398 

605 

07/17/2008 

1.625 

147 

91 

403 

388 

595 

07/18/2008 

1,541 

119 

63 

394 

379 

586 

07/19/2008 

1,499 

105 

49 

389 

374 

581 

FINAL ESTIMATE 







07/21/2008 

1,499 

105 

49 

389 

374 

581 


' This does not include June alerts which we should have on July 21, 2008. 
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Kathy Gladkowski’s team (five staff) has been graciously providing assistance to us with our 
alerts since last week and will continue to do so for the near term. Our staff is currently working 
overtime and Saturdays to address both the backlog and aged alerts. We will continue to 
maintain this work schedule until we have reduced the number of alerts to a manageable level. 

STAFFING 

Currently, GIB has a total of 8 FTEs, two temporary staff, and one intern. As you are aware, 
senior management approval has been obtained to hire two additional FTEs in Buffalo, NY and 
those positions will be fully dedicated to alert management. We are currently interviewing for 
these positions and anticipate that they will be filled by August 15, 2008. 

Libya 


On June 25, 2008, the Libyan People's Bureau submitted a letter to GIB requesting the closure of 
the Money Market account and the remittance of the funds by cashier check. On June 30, 2008, 
GIB acknowledged the receipt of the letter and advised the Ambassador that GIB would also be 
closing the remaining checking account (balance $5,011,818.71 as of June 30, 2008) by July 30, 
2008. The Money Market account, with a closing balance $22,304,521 .51, has been closed as of 
June 30'*' 2008. 

The Libyan Embassy has indicated that it has ceased issuing new checks and expects most 
outstanding checks to clear by July 30, 2008. Nevertheless, the account will be closed on July 
30,2008. 

Please advise if you have any questions. 
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MEMO 


To: 

From; 

Date: 

Subject; 


Lesley Midzain 
All S. Kazmy 

y 

July 3, 2008 

Modifications to the Approved Private Bank Americas AML Procedures 


The following modifications have been made to the Private Bank ("PB") Americas AML 

Procedures for 2007/2008. 

1) Bearer Shares 

• Since 8VI authorities have granted till December 2009 for all bearer shares to be 
registered, all BVI bearer share corporations within PB Americas will follow this time 
frame; 

• High risk bearer share accounts will provide an annual recertification of the beneficial 
owners through a properly executed BOL; 

• Standard risk bearer share accounts will provide beneficial ownership recertification 
every three years through a properly executed Beneficial Ownership Letter ("BOL"); and 

• Clients must attest that they will notify the bank of change in ownership, as and when it 
takes place. A new BOL will be required from the new beneficial owner. 

2) Visitation Schedule 


Client Risk 
Category/Product 

Domestic Clients 

International Clients 

L. ..... . ... 

Minimum 

Timing/Period 


Face to 
Face 

Phone 

Face to 
Face 

Phone 







■ ^ ■■ 

Special Categories of 
Clients (SCCs) 

All 


All 


Annual 

High Risk 

All 


All 


Annual 




>$5MM 

$145MM 

Annual 

Standard/Medium Risk 

>$15MM 




Every 2 years 


$341 5MM 

<$3MM 


<$1MM 

Every 3 years 

Approved intermediaries 

All 


All 


Annua! 
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3) International Private Bank (Miami) Risk Rating Methodology 

The International Private Bank will risk rate categories of customers to establish appropriate 
levels of EDD. Clients are identified as Special Categories of Clients (SCC), High Risk, and 
Standard Risk based on products and services, activity, type of business or entity, occupation, 
and geographic location. The risk assessment is performed at the time of account opening and is 
updated on a quarterly basis based on changes in account activity. 

For a new account the initial risk assessment is completed by the RM upon account opening 
using a Risk Assessment Worksheet. The final assessment as calculated on the Worksheet is 
entered into the CUSTOMER RISK RATING field in the Account Pmtile/Purpose Tab of the 
KYC Form, New accounts that are classified as SCC or High Risk require a completed EDD 
checklist prior to account opening. 

Risk Factor 1 - Industry / Occupation 

Certain Industries and/or Occupations are deemed to have a higher risk of money laundering 
potential. As determined by the AML Director, Given world circumstances and the developing 
intricacies of money laundering and terrorist financing, this listing is subject to amendment at any 
time. 

Risk Factor 2 - Country of Exposure 

Using the Group Countries list as a starting point, the AML Oversight Committee reviews the High 
Risk Country listing as necessary. Again, the world political and financial situation can affect this 
listing and it should be carefully monitored for change. 

Risk Factor 3 - Product / Transaction Typo & Volume 

The client's actual usage of high risk products and services are tracked by client and are 
considered along with other factors to determine the overall client risk assessment 

Risk Factor 4 - Customer's Corporate Structure for Business Activity 
Certain types of structures are considered high risk when combined with high activity (Offshore 
Operating Shell Company, Personal Holding Company, Personal Operating Account) are 
considered along with other factors to determine the overall client risk assessment 


Clients who match any of the following six conditions ate considered High Risk Clients: 

High Risk Occupation And High Risk Activity And High Risk Country 
Or High Risk Occupation And High Risk Activity 

Or High Risk Occupation And High Risk Country And Total Debits>=$500,000 
Or Offshore Operating Company And High Risk Activity 
Or High Risk Activity And Personal Holding Company 
Or High Risk Activity And Personal Account or Personal Operating Account 


Your 


consideration to this matter is appreciated. 


Thanks & regards. 


IrVi 0^ f 
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«<DRAFT ONLY»> 


OFAC Pre-penalty Notice 


Reactive Statement;' 

HSBC abides by ail OFAC rules and regulations and seeks darification from OFAC when 
needed- 

In 2006, HSBC Bank USA, N.A. {London Branch) processed one gold bullion transfer instruction 
based on a good-faith and reasonable interpretation of OFAC rules. It has since rejected similar 
transfer regoeds instructions . 

Background Talking points onIv/Not for attribution : 

> HSBC abkjes by all OFAC rules and regulations and seeks darification when needed. 

> Transfer occurred because of a good-faith and reasonable interpretation of the legal 
requirements pertinent to the exemption provided at Sect 560.516(a) (1). 

> HSBC self disclosed the transaction to OFAC. 

> This type of transfer has only-happened only once. N-and-no further similar-requests 

transfers of this type have been processed. 

> There was no physical delivery of gold to Iran cw direct dealings by HSBC w ith Iran. 

> HSBC only acted on authenticated instructions transmitted electronically via SWFLT 
SWIFT to make book entry payments between accountsJ 


Q; if asked, why did it take OFAC so long to issue a Pre-Penalty Notice on this matter? 
We cannot comment for OFAC. Please direct this cfLiestion to their office. 


Comment [21): We are also potentially being 
fined regarding the Burma sanction. Should we not 
include information about that? 


• Comment [22]: Would we wi 

uiE to include 

Ehese wi 

;reaccoum$oiHM 


- FOR INTERNALV USE ONLY - 


BACKGROUND • - What happened; 


On May 24, 2006 , the HBUS London branch received an instruction from one-oFits clients-- 
flHliijllllllln Paris- to transfer [3 2,000 oz] of gold to an accountofV^^^^HHH^ 
London , which was held by in the US (acting as clearer)^.^^Bll|^HK^inL^iT 

, favQUPing Bank Markazi Iran, The transaction did not involve the physical movement of gold and 
was solely book entries. 


I An internal assessment was made at the time by HSBC UK compliancer. B-based on information 
I contained on the U.S. Treasury web site^:-T-hereforerUK compliance allowed this- the transaciton 
to take place. 


When HBUS London branch received a second such hstruction the next day. May 25. it decided 
to reconfirm the positbn and verify the interpretation of the OFAC rules in relation to gold clearing 
activity. 


On Friday, May 26, HSBC rejected the second trahsfer. 

j Siibsenuentiv. on Tuesday. Mav 30.‘". OFAC confirmed orvaO^-May-that this transaction was not .... --formatted: Superscript 
{ permitted and should be rejectee , " 


] 


Redacted by the Permanent 
Subcommittee on Investigations 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01184 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 






2279 


OCC-PSI-00299323 


Full d 0 tails were self-disclosed by HS BC to OFAC in a letter dated 27th June 2006, On 8th May 
2009, OFAC issued a Pre-Penalty Notice with a proposed penalty of $125,000. On June 4. 2009. 
HSBC sent a response letter to OFAC and is currently awaiting feedba ck from OFAC. 


Q&A 

Note: If a penalty is aocessed assessed , the fine will be posted on the OFA(>s website. On Jun e 


Did HSBC sell gold to Iran? 


No. As a "clea ring bank", HSBC Bank USA. N.A. acted on a S WIFT standard paym ent instructton 
fromBHIHiHHI'n transfer “unallocated’’ metal to account 

of a 


There was no physical delivery of gold to Iran or direct dealings wtth Iran. HSBC only acted on 
authenticated instructions transmitted eiectronically via SWFIFT to make book entry payments 
between accounts. 


HSBC's involvement was limited to acting as a dearer between 1 


Why did HSBC allow this transfer? 

HSBC Bank USA. N.A. (London Branch} processed one gold bullion transfer instruction based on 
a good-faith and reasonable interpretation of OFAC rules. 

HSBC acted as a dearer betweeri^^^^ft and^^l^^ftBank. The transaction was flagged by 
HSBC's internal systems and referred to compliance for approval. 


Why did HSBC not process subsequent transfers? 

The second transaction was rejected after HSBC London conferred with US compliance, which in 
turn referred to OFAC on 25th May 2006. 

;QD.,.26,to, May, 2006, HSBC reiected the second transaction and no further dealings took place. 

On 30th May, OFAC confirmed that the U-turn rules applied to cash but not gold and therefore 
1 the transaction should be rejected. 

When did HSBC report this violation? 

Full details were self disclosed to OFAC in the letter dated 27th June 2006 (date has been 
confirmed). 


Mas HSBC been fined? 


NO, On 8th May 2009, OFAC issued a Pre-Penalty Notice with a proposed penalty of $125,000. 

I ^ The pot e nt i a lTtr>»^n-b6- up-{e^xHhe-yafoe^Fthe-tran6a<aiOft— in thi s gogo SI 1 mn;.) 


HSBC has 30 days to contest the rufing , and s 
HSBC is currently awaitino feedback from OFAC - 


Comment [23]: f den ‘Uhink we need lo mention 
the upper range of penalty as it is simply not relevaift 
here. 


- Redacted by the Permanent 
Subcommittee on investigations 
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Timeline 

24th May 2006; Date of the original transaction. 

25 May 2006: Date of the proposed second transaction. 

25th May 2006: HBUS Compliance discussed the transacfion with OFAC. 

25th May 2006: HBUS applied for a licence to process the transaction. 

26°^ May 2006; HSBC rejected the second transaction. 

30th May 2006: OFAC advised the license application would not be approved and the transaction 
should be rejected (which HSBC had already done) . 

27th June 2006: Full detaite of the first transaction were comreunkat e d -self-disclosed in a letter t o 
OFAC rn the letterdated. 

8lh May 2009: OFAC issued a Pre-Penalty Notice with a proposed penalty of $125,000 ^ 

1 ^June-4T2009: HSBC responded to tetter and is waiting furtiwr feedback frorn.OF/iC. •{ Formatted: Superscript J 


Glossary: 

Unallocated account - an account where specific bars are not set aside and the customer has 
general entitlement of the metal. 

Background: what is the U-turn exemption? 

Before it was amended in November 10. 2008, the Iranian Transactions Regulations authorized 
transfers ordered by a non-US bank from its own account in a US bank to an account held by a 
second US bank for a second non-US bank. This is commonly referred to as the ■’U-tum'' 
I excemption. 
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From: "PAUL K. STECKER" <PSTECKER(aPHILLIPSLYTLE.COM> 
sent; 8/8/2008 3:56:45 PM 

To: ELIZABETH PROTOMASTRO/HBUS/HSBC@HSBC02 

cc: ANNE LIDDY/HBUS/HSBC@HSBC02; DEBBIE M D' AUBNEY/GMO/HSBCOhSBC ; 30HN M 
HALLIDAY/HGHQ/HSBCOHSBC ; LESLEY MIDZAIN/HBUS/HSBC(aHSBC02 ; 

MARY A CASKIN/HBUS/HSBC@HSBC02:MICHAEL T RYAN/HBUS/HSBC@HSBC02 ; PATRICIA 
KOPF/HBUS/HSBC@HSBC02; SUSAN A wright/hghq/hsbc@hsbc 
S ubject: RE: USS Cole Case (rux) 

Thank you, Elizabeth; please let me know what Ms. Lawlor tells you, as 
this is an issue the bank counsel as a group are trying to decide how to 
address; and the sooner we know ofac’s position, and what if any role 
they plan to play in the lawsuit, the better. 


original Message 

From: el i zabeth .protomast ro@us . hsbc.com 
[mai 1 to : el i zabetn . protomastroOus . hsbc . com] 

Sent; Friday, August 08, 2008 4:14 PM 
To: Paul K. StecRer 

Cc: Anne.Liddy@us.hsbc.com; debbiedaubney@hsbc.com; 
johnhal 1 i day@hsbc . com; Lesl ey.MidzainSus .hsbc . com; 
mary . a . caski n@us . hsbc.com; mi chael . t . ryan@us . hsbc . com; 
patrici a . kopf@us .hsbc.com; susanwright@hsbc . com 
Subject: RE: USS Cole Case (Rux) 

I was told by OFAC that (A) the funds cannot be transferred without a 
license and (B) that they needed to see if the Executive Branch has any 
issues with this. I was told that OFAC should have some information 
for 

us by next week. (We we were originally told they would have a 
prel i mary 

answer for us today, but that did not happen.) 

I will follow up with OFAC (Lorraine Lawlor) on Monday. 


"Paul K. Stecker" 

<PStecker@phi Hip 

si ytl e . com> 

To 

Anne Li ddy/HBUS/HSBC@HSBC02 , 

Susan 

08/08/2008 03:55 A WRIGHT/HGHQ/HSBC@HSBC 

PM 

cc 

Lesley Mi dzai n/HBUS/HSBC@HSBC02 , 

Mary a Caski n/HBUS/HSBC@HSBC02, 

^ETizabeth^ 

Protomastro/HBUS/HSBC@HSBC02 , 

Michael T RYAN/HBUS/HSBC@HSBC02, 
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Patricia Kopf/HBUS/HSBC(aHSBC02 , 

Debbie M o' aubney/gmo/hsbc@hsbc, 

John M HALLIDAY/HGHQ/HSBC@HSBC 
Subject 

RE: USS Cole Case (Rux) 


Anne, Susan et al . - I am on a conference call with the other bank 
counsel right now, and one of the issues we are discussing is whether a 
license from OFAC is needed to transfer the funds, as there is some 
uncertainty as to whether the tria statute preempts the license^ 
requirement, would whomever was advised by ofac that it is their 
position that the funds cannot be transferred to the court without a 
license (as described below) please give me further details about what 
OFAC said, and whether we have any sense as to what action OFAC is 
expected to take (e.g., issue a license or challenge the court's order). 

-Paul 


Paul K. Stacker 
Phillip's Lytle LLP 
3400 HSBC Center 
Buffalo, NY 14203-2887 
Direct tel.; 716.847.7044 
Fax: 716.852.6100 


Original Message 

From: Anne. LiddyOus . hsbc . com [mail to: Anne. Li ddy0us.hsbc.com] 
sent; Friday, August 08, 2008 3:37 PM 
to: susanwriqht@hsbc.com 

Cc: Lesley.Midzain@us.hsbc.com; mary.a.caskin@us.hsbc.com; 
el i zabeth .protomastro@us.hsbc.com; mi chael . t . ryan@us . hsbc . com ; 
pat ri ci a . kopf@us .hsbc . com ; debbi edaubney@hsbc . com ; 
johnhalliday@hsbc.com; Paul K. stecker 
Subject: USS Cole Case 

sUiitTT^^per^our conversation bn ihursday aft c 'noon pi's se^Thr^ToVS^ 

on October 12, 2000, the USS Cole was attacked in Yemen resulting in the 
deaths of 17 u.S. sailors. The families of these victims have filed 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt076646 PO 00000 Frm01188 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2283 


Occ-Psi -00304783 

and are awaiting compensation. 

Under the subject lawsuit, the family members seek to collect the 
judgment 

they obtained against the Republic of Sudan out of blocked funds hbus 
and 

other banks are holding pursuant to ofac's Sudanese sanctions 
Regul ati ons 

(SSR) . HBUS holds four wire payments blocked pursuant to the SSR 
total ling 

$3,265,151.58 which are subject to be turned over to the court's 
registry 

by August 25, 2008 in compliance with this order. These four payments 
involve HSBC Group Members: 

1. ) HSBC Hong Kong $300,000; 

2. ) British Arab Commercial Bank Ltd $58,442.25; 

3. ) HSBC Dubai $367,770; and 

4. ) HSBC Johannesburg $2,538,939.33 

Pis see the attached spreadsheet detailing the blocked payments. 

(See attached file: Sudan Blocked Funds.xls.zip) 

We have been advised by our external and internal legal counsel that we 
should notify the affected Group entities and their impacted customers 
of 

this court action prior to August 25th. Background on the court order, 
issued on 3uly 29, 2008, as well as dates reguiring specific action are 
included below. We will need your advice regarding the manner in which 
we 

should contact the Group entities. We can certainly contact them 
directly 

ourselves, or would you like us to work through Group Compliance? OFAC 
has 

advised that the funds cannnot be released until a license is issued. 

We 

have spoken with ofac today and they indicated they will be providing us 
details regarding this issuance next week. 


(See attached file: Order Regulating Proceedings.pdf) 

Key Dates: 

By August 25, the banks are ordered to release and transfer the 
blocked 

funds to the court's registry. 

By September 25, the banks are required to send formal notice to 
impacted parties. Formal notification is being drafted by the banks 
and 

reviewed by the court. 

Our legal counsel has confirmed that hbus is permitted to provide 
informal notification to the impacted parties prior to September 25. 
Impacted parties will have 60 days in which to take action and submit 
objections to the court. 


I will be out of the office on Monday and Tuesday. During that time 
pi se 

contact Mary Ann Caskin on 212 525 5530 if you have any questions. 
Thank 
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Anne Liddy 

svp, AML Compliance | HSBC Bank USA, N.A. 
452 5th Avenue, Tower 7, New York, NY 10018 


Phone 212-525-5906 

Fax 212 525 5769 

Email anne.liddy@us.hsbc.com 


****************************************************************** 
This E-mail is confidential. It may also be legally privileged. If 
you are not the addressee you may not copy, forward, disclose or 
use any part of it. if you have received this message in error, 
please delete it and all copies from your system and notify the 
sender immediately by return E-mail. 

Internet communications cannot be guaranteed to be timely, secure, 
error or virus-free. The sender does not accept liability for any 
errors or omissions. 

****************************************************************** 
SAVE PAPER - THINK BEFORE YOU PRINT! 


****************************************************************** 
This message originated from the internet. Its originator may or 
may not be who they claim to be and the information contained in 
the message and any attachments may or may not be accurate. 
****************************************************************** 
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From; ALI S KAZMY/HBUS/HSBC 

sent: 2/26/2007 4:22:13 PM 

To: MARY A CASKIN/HBUS/HSBC@HSBC 

CC: NERISSA P HALL/HBUS/HSBC@HSBC;CAROL 1 HARVEY/HBUS/HSBCSHSBC ; ANNE 
LIDDY/HBUS/HSBC@HSBC; 

ALAN P WILLIAMS0N/HBUS/HSBC@HSBC;ALEXINE VON KESZYCKI/HBUS/HSBC@HSBC 
Subject: Re: APC Interim Procedures 

I have the following comments/suggestions: 

At present, we do not have a standard Bearer share Policy. I am actually 
working on it and expect it to be finalized this week, however, it will require 
senior management approval. I will try my best to secure that as well, but 
believe that we should have a note on the training deck that a Bearer Share 
policy will apply and that for the time being the one in existence being that 
of PB Americas should be utilized. 

Three months (90 days) is reasonable for a site visit. I concur with carol. 

If the initial deposit is a check and it ends up being sent on collection, I 
believe there are certain disclosure requirements regarding the time frame it 
takes to collect proceeds of a collection item. A reference to that effect is 
in order to deter customer dissatisfaction/complaints. 

No mention is made of OFAC check. 

Proper documentation, including that which relates to work done to ascertain 
customer identification, type of government issued ID, KYC requirements, etc., 
must be maintained in the customer file. This should also include any reports 
generated by ICRO, EDD reports, etc. Additionally documentation related to 
resolution of discrepancies (ID numbers, address, etc.) must be maintained in 
the file as well . 

Regards , 


From: Mary A Caskin on 26 Feb 2007 15:57 


to; Nerissa p Hall/HBUS/HSBCSHSBC 
carol 1 Harvey/HBUS/HSBC®HSBC 
Anne Liddy/HBUS/HSBC®HSBC 
Alan P Williamson/HBUS/HSBCSHSBC 
Alexine von Keszycki/H8US/HSBC@HSBC 
Ali S Kazmy/HBUS/HS8C®HSBC 

Subject: APC Interim Procedures 

Nerissa and I worked up a revised document reflective of Carol's suggestions, 
indicated with tracking. There are some comments that need to be addressed to 
help with clarity: 

The visitation policy needs a management decision. There was an original 
suggestion to require the visitation within 6 months of account opening, carol 
is asking that we consider a 3 month window, instead, 
we included a call report, modeled after the IPB Call Report. 

We still need a decision on the "Hold All Mail" policy. 


Also, it is important to note that HSBC has the capability to assist the 
customer in the establishment of a PIC or IBC. This issue is addressed in this 
proposed procedure. 
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Please send any additional comments as soon as possible so we can draft a 
training deck. 


Mary Ann Gaskin VP 
AML Compliance 
HSBC Bank USA NA 
452 Fifth Ave Floor 7 
NY, NY 10018 
212-525-5530 


Nerissa P Hal 1/HBUS/HSBC 
02/26/2007 03:03 PM 

TO 

Mary A cask! n/HBUS/HSBC@HSBC 
cc 

subject 

Fw: APC Interim Procedures (draft) 


Nerissa P. Hall 

vice President, senior Manager 
Anti -Money Laundering Compliance 
HSBC securities (USA) Inc. 

452 Fifth Avenue, NY 10018 
Tefr-No- (212-) -525-55-7^ 

Fax NO. (212) 525-5769 

Emai 1 : neri ssa. p . hal l@us .hsbc .com 


Forwarded by Nerissa P Hall/HBUS/HSBC on 02/26/2007 03:03 PM 

Carol J Harvey/HBUS/HSBC 
02/26/2007 02:25 PM 

To 

Nerissa P Hall/HBUS/HSBC@HSBC 
cc 


Re; APC Interim procedures (draft) 


Nerissa, 

I made some comments and questions that I high-lighted in yellow: 
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[attachment "APC Interim Procedures (draft) 26FEB07.doc" deleted by Mary A 
Caskin/HBUS/HSBC] 

Carol J Harvey, CAMS 
senior compliance Officer 
AML Retail Compliance 
1441 Brickell Ave, 16th floor 
Mi ami , FL 33131 

Phone: (305) 536-8113 Fax; (305) 539-4910 
Emai 1 ; Carol . : . Harvey@us . hsbc. com 


Nerissa p Hal 1 /HBUS/HSBC 
02/26/2007 09:52 AM 


Carol : H'arvey/HBUS/HSBC@HSBC, Anne Li ddy/HBUS/HSBC@HSBC, Alan P 
wi 1 1 i amson/HBUS/HSBCSHSBC, Mary A Caskin/HBUS/HSBC@HSBC, Alexine Von 
Keszycki/HBUS/HSBCSHSBC, Ali S Kazmy/HBUS/HSBCOHSBC 
cc 

Subject 

APC Interim Procedures (draft) 


All , 

Mary Ann and I drafted interim APC procedures for your review. We tried to 
consider all previous comments. The one topic we did not address is the hold 
all mail" issue which we need to research further. 

please provide you comments no later than end of day, 2/26, so that we may 
obtain appropriate sign off and plan the training document reflective of the 
“pTfra'i d'fa'ftr ^ 

[attachment "APC Interim procedures (draft) 26FEB07.doc" deleted by Carol o 
Harvey/HBUS/HSBC] 

Thank you 


Nerissa P. Hall 

Vice President, Senior Manager 
Anti -Money Laundering compliance 
HSBC Securities (USA) Inc. 

452 Fifth Avenue, NY 10018 

Tel. NO. (212) 525-5579 

Fax NO. (212) 525-5769 

Email : nerissa.p.hall@us.hsbc.com 


Attachment: APC interim Procedures (draft) 26FEB07 carol edits. doc 
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From: ALAN P williamson/hbus/hsbc 

sent: 5/9/2007 8:14:15 PM 

To: GEORGE TSUGRANES/HBUS/HSBC@HSBC 

CC: ALAN T KETLEY/HBUS/HSBC(aHSBC;ANNE LIDDY/HBUS/HSBC©HSBC ; DENIS E 
0'BRIEN/HBUS/HSBC©HSBC; 

DENISE A REILLY/HBUS/HSBCSHSBC; ROBERT X GUTHMULLER/HBUS/HSBC(aHSBC 
Subject: Re: Fw: visit -to Brooklyn Ops 


George 

I am sorry l have not had a chance to comment before on your proposal. Couple 
of questions: 

How much effort/manhours Vvfould it be to institute the process Alan described 
for^Biand one other client of equivalent size, if Brooklyn recorded the info 
rather than you using check image? 

How much time do you estimate could be saved by revising the process for group 
members? 

How much time do you estimate would be added by your heightened monitoring 
process for SCC's? 


Thanks 


Alan w 


George Tsugranes/HBUS/HSBC 
05/09/2007 01:49 PM 


Redacted by the Permanent 
Subcommittee on Investigations 


TO 

Alan T Ketley/HBUS/HSBCOHSBC 

CC 

Alan P Williamson/HBUS/HSBC@HSBC, Anne Liddy/HBUS/HSBCQHSBC, Denis E 
O'brien/HBUS/HSBCSHSBC, Denise A Reilly/HBUS/HSBCOHSBC, Robert X 
Guthmul ler/HBUS/HSBC®HSBC _ 

Subject 

Re: Fw: visit to Brooklyn Ops 


Alan' - I had Bill wehmeyer do a quick analysis on account and the stats 

for the last 5 days - average of 22 checks per day. using the data for the 
last 5 days and incorporating the process noted below would take about 2+ hours 
each day. 

This process if instituted would make the cash letter review process a 6+ hour 
per day process absent some relief in other parts of the daily cash letter 
monitoring. 

Analysis below: 

^-From ^-r4ay nd ' to -my- Stltr 

deposit on each day. None of these deposits had an item count on the cash 
letter deposit ticket. i used check image to obtain the exact item count for 
each day, this process was time consuming. I have summarized each day below. 

Items Dollars 
OZMay 14 101,837.00 
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03May 26 76,311.14 
04May 26 33,820.83 
07May 21 63,498.41 
08May 21 37,617.00 

regards , 

George 


Alan T Ket1ey/HBU5/H5BC 
05/09/2007 10:26 AM. 

TO 

George T5ugranes/HBU5/HSBC@HSBC 
cc 

Alan P williamson/HBU5/H5BC@HSBC, Anne Liddy/HBU5/HSBC@HSBC, Denise A 
Reilly/HBUS/HSBC@HSBC, Robert x Guthmull er/HBU5/HSBC@HSBC, Denis E 
0’brien/HBU5/HSBC@H5BC 
subject 

Re: Fw: Visit to Brooklyn Ops 

- Redacted by the Permanent 
Subcommittee on Investigations 


George 

We have been a sked by the OCC what spedfically we are going to do about the 
monitoring for cash letter. I think the suggestion below is a 

good start but we need some more detail. 

HOW feasible would it be to pull every one of the cash letters and record 
on a spreadsheet the names of the makers of the cash letter ite ms? The 
spreadsheet should identify items that were made payable tci^*^ separately from 
other items; it should record the names and address of the ^Bppurchasers and 

-t-he-naflies- of— the- purchasers- of-.Jiie-.affljiial_.checJcs. -Th£_C£C.oiid.. could_th6n.j!e_ 

reviewed montj^ and we would create some rules governing escalation such as 
we will ask^^Babout names that we see more than x times with values greater 
than y dollars where 'x' and 'y' may vary according to instrument type. 

we could incorporate this iton our risk based model by applying the same 
monitoring to any US bank that offers a remittance service and gives us cash 
letter. 


Alan T. ketley 

Senior Vice president, Anti Money Laundering 
Tel; 212 525 6147 / Fax: 212 382 7580 


George Tsugranes/HBUS/HSBC 
05/07^2007 02:28^P^ 


To 
a 1 an 


T Ketley/HBUS/HSBC@HSBC 


Alan p William50n/HBUS/HSBC@HSBC, Anne Liddy/HBUS/HSBCSHSBC, Denise A 
Rei 1 1 y/HBUS/HSBC@HSBC 
Subject 
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Re; Fw: visit to Brooklyn ops 


Alan - I have discussed the issues with the Delaware AML team and asked for 
some input on ways to improve our cash letter monitoring. Below are some 
recommendations which will allow for both operational benefits and a more risk 
based monitoring approach. 

immediately revise the daily process to exempt check reviews for group members 
receiving checks from l arge Fortu ne 100 names (provide Albert the listj. 

Apply this exemption tofllHBVBank checks deposited through 7 

example below. Appear trade related transactions and average 5-6 checks every 
Other day. 

[attachment ''H5BCHK_Wachovia.pdf" deleted by Alan P williamson/HBUS/HSBC] 


Revise the HSBC Group deposit limit for deposit reviews to $1,000,000 for Group 
members in non HRCs. , ^ 

Revise the dollar limit for review on SCC accounts to $100,000 


List of sees with 2006 activity below: 

sec clients with cash Letter Activity/ 2006 volume 



Total Hokuriku Bank (:apan) and ■■■^■■■kdeposits 

to subtotals on the daily ICS reports - eliminate the check by check comparison 
and only investigate if an apparent mif was not included. 

Have the tea m do a review of the prior months daily cash letter activity on^^l 
IHH This will allow us to trend deposits, possibly ask 

G^uest-4-on-s and I can -report- the-Teview .fitidings monthlx^- 

To summarize we would be focusing more on on some 

Group reviews in non HRCs and also tracking ^ 

activity each month. 


Please review and we can discuss at your convenience. 
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regards , 
George 


Alan T Ketley/HBUS/HSBC 
04/27/2007 02:17 PM 

To n ■ 

"Anne Liddy" <anne.liddy@us.hsbc.com>, Alan Wil namson 
<alan . p .will iamson@us .hsbc.com>, Denise A Rei11y/HBUS/HSBC@HSBC, George 
Tsug panes " <gGorge . tsugranes@us.hsbc.com> 
cc 

Subject 

Fw: visit to Brooklyn Ops 


Food for thought. 

George - please review and let me have your comments. i will read later and try 
to digest. 

We will look to have a meeting with Bob next week to discuss further. 


Alan T. Ketley ^ . 

senior vice President, Anti Money Laundering 

Tel: 212 525 6147 / Fax: 212 382 7580 ^ _ 

Forwarded by Alan T Ketley/HBUS/HSBC on 04/27/2007 02:11 PM 

— Robe r t X Gut hmtt41-ep/HBtlS / H SBC ■■ 

04/27/2007 12:52 PM 


To 

Alan T Ketley/HBUS/HSBC@HSBC 
cc 

Subject 

Re: visit to Brooklyn OpsLink 


-ins r f -i n ished a high l ev elreview of cash letter processing with Albert Halley, 
Donathan Dean and Mike McMann. We have identified” tile types of^tenrs processed 
and where the compliance monitoring takes place or doesn t take place, i ii 
give you a memorandum next week on the review but here is the Readers Digest 
version of what we agree on. Four opportunities to brainstorm. 

Procedures treat all clients the same. This department processes 
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cash letter items, including remote deposit capture items, as well as foreign 
mail teller items and PCM customer items from nigh risk clients, mediumrisk 
clients and low risk clients. We should be drilling down on 
customers (i.e.) middle east, Latvia etc and less time on the f||||||HH|||||||||||||||^^ 
IHliilllllthecks . we should take the high risk client list from PCS tor starters, 
m^cr^jp volume figures for each, identify those clients that in the past have 
sent a large number of sequentially numbered travellers checks or high volume 
of money orders or personal checks and monitor accordingly. 

2) Albert Halley and staff of three have "divided loyalty". Their main 
job is processing checks - 5:00PM deadline. But they are also asked to be the 
^'front line" for monitoring, refering items to Delaware for further^ 
investigation, one job focusses on pushing itemsthrough, another is to go 
slower, review items, ask themselves questions - is it suspicious? - contact 
Delaware - what for a response - hopefully before 5:00PM. 

one solution is to have a full time compliance person reviewing items 
FULLY, that means internet searches, OFAC, Wordcheck etc. Additionally, the 
compliance person could drill down on the high risk accounts. 

3) Must improve Trend analysis. Nothing done in Brooklyn. Very new 
process started in Delaware regarding money orders. (Lotus Notes database). We 
have reportedly had all travelers checks $20k and over_(from MIF) on Excel for 
4 years but haven't used/sorted items for trend analysis. Lets start looking 
at it. WHAT ABOUT SEQUENCIALLY NUMBERED TRAVELERS CHECKS AGGREGATING SAY $15k 
per day, same payee; WHAT ABOUT OFFICIAL CHECK TRENDS/PATTERNS????? 

4) Must improve EDD in Delawa re. - Based upon our conversation 

regardi ng we must improve EDD, more internet 

searches, calls on high risk clients asking questions, use of certifications, 
etc. 

operational problems: 

1) At least one client - in Turkey submits over 50 cash letters in a 

day (something about Embassy requirement that individuals must have $14k in us 
funds in order to buy a car???l ! ! ! ! ! . Time consuming 2) Volumeon 

Mondays 2 to 2 and a half times Tues through Fri . Just the way it is!!!l 


Reviewed above with Emilio Ruiz, site mgr. 


■ ■■■ — - Redacted by the Permanent 

Subcommittee on Investigations 


Alan T Ketley/HBUS/HSBC 
04/24/2007 04:32 PM 


Robert X Guthmuller/HBUS/HSBCOHSBC, Jonathan' Dean/HBUS/HSBC(5HSBC 
cc 

"George Tsugranes" <george.tsugranes@us.hsbc.com>, Denise A 
Reilly/HBUS/HSBC^HSBC, EmillO RU 12 /HBUS/HSBC@HSBC, Mark 
Balawender/HBUS/HSBC@HSBC 
Subject 

Visit to Brooklyn ops 
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Bob, Jonathan 

Can you make your arrangements to visit with the Brooklyn IPG Group on Friday 
April 27. 

The purpose of the visit is to gain a thorough understanding of what is 
processed through Albert Halley^s area with a specific focus on what items are 
reviewed and how as well as to get an understanding of whether anything that is 
not PCM ever flows through the department. 

I will try to set up a conference bridge either tomorrow or Thursday to give 
you both a more thorough briefing. 

Thank you both in advance for the time allocated to this 


Alan T. Ketley 

senior vice President, Anti Money Laundering 
Tel: 212 525 6147 / Fax: 212 382 7580 
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From; ALI S KAZMY/HBUS/HSBC 

sent: 8/9/2007 7: 18; 33 AM 

to; ALAN P WILLIAMSON/HBUS/HSBCSHSBC 

CC: ANNE LIDDY/HBUS/HSBC@HSBC 

Subject; Re; Fw; On Boarding Bearer Share Corporation policy Guidance 
a 1 an , 

In order to finalize the captioned policy, we need to agree on all provisions 
thereof. I have concurrence from all other business partners and now await 
PB's as well. AS such, your early response/feedback will be appreciated. 

At this juncture, your cognizance is drawn to the recently issued enforcement 
action against American Express entities, who were penalized up to S55 million 
for BSA/AML violations including those associated with PlCs/bearer share 
accounts. For ease of reference, copied below are the exact wording of the 
regulatory findings; 

FRB action; "AEBI did not maintain effective control measures for bearer share 
and other Pics". 

FinCEN action; "Measures to fully identify account relationships involving 
Private Investment Companies (PICs) and bearer share account, to assess and 
manage the potential risk for money laundering in these accounts were not 
effectively implemented". 

American Express also has a Deferred procession Agreement due to the referenced 
violations of the BSA. My email of 7th August refers in this respect, which I 
will be forwarding to PB Miami following this note for their review and 
necessary action. 

Thanks & regards. 


From: Alan P Williamson on 06 Aug 2007 13:29 

.TO-: Ali s Ka z my/HBOS/HS BceHSBC 

cc: Anne Liddy/HBUS/HSBC@KSBC 

Subject: Re: Fw: On Boarding Bearer Share corporation Policy Guidance 

Ali 

Thanks for the full disclosure, unfortunately I now question my prior 
inclination to make them be consistent. 

Let's talk later 

Al an 


From: Ali s Kazmy 

sent: 08/06/2007 11:07 AM EDT 

To: Alan P Williamson 


X£.:,..Anne..Li_ddy_ 
Subject: Re; Fw: 


On Boarding Bearer share Corporation PoTfcy^ Guidance 


I have forwarded 2 emails from Clara's prior to this one. She has concerns and 
do not think she can go back to "re-paper" all high risk bearer share corp. 
accounts . 
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Teresa’s has been in all meetings reviewing the various drafts of this policy 
and she is on board with it. 

Your involvement is now requested to finalize the issue. 

Thanks , 


From: Alan P Williamson on 06 Aug 2007 10:53 

To: Ali S Kazmy/HBU5/H5BC@HSBC 

cc; Anne Liddy/HBUS/H5BC@HSBC 

Subject: Re: Fw: On Boarding Bearer Share corporation Policy Guidance 

Ali 

The retro will cost some resource so has to be planned separately. 

In principle we should have consistency but its Clara who’s going to be most 
impacted, if she has not specifically commented I would like to send to her 
and Teresa before signing off. 

Al an 


Ali S Kazmy/HBUS/HSBC 
08/06/2007 08:47 AM 

To 

Alan P williamson/HBUS/HSBC@HSBC 
cc 

Anne Liddy/HBUS/HSBC 

subject . _ , . 

Re: Fw: On Boarding Bearer Share Corporation policy Guidance 


Alan , 

Many thanks for your feedback. The minor edits within the documents are 
accepted. As regards the major concerns noted below, please note that: 

we may have to do a retro review, however, over a period of reasonable time 
(one to two years possibly). A firm time frame has not been decided, as such, 
the Policy Guidance does not provide for an implementation date. Going forward 
it will apply on all Bearer share corp. customers. As soon as this draft is 
agreed to by all parties, we will issue it with immediate effect and advise 
with the Ops. circular the retro review time frame. 

I agree with your point regarding exception. No matter how much we try not to 

dev!ate-frQntJ:he_pQllcy^-..we cannai^stiJ.l..CQntroLall_s,llu_aj:lons. _Accomingly.,_ I 

am adding a line at the end of the Policy Guidance stating the following: 

Exceptions to this Policy must be sought from the AML Director or designee in 
writing giving full details of the matter warranting such exception. The 
written approval must be maintained in customer file and reported to Oversight 
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& Control Group upon receipt. 

At this stage, i would also like to confirm our discussion of last week, where 
you agreed that pb Miami should not be treated any separately. That being the 
case, we will have to ascertain as to how we will arrange practical 
implementation of this guidance on them with about 600 high-risk Bearer Share 
Corp. accounts. 

Regards , 


From: Alan P Williamson on 05 Aug 2007 11:46 


To: Ali s Kazmy/HBUS/HSBC(&HSBC 

Subject: Re: Fw: On Boarding Bearer Share Corporation Policy Guidance 

[attachment "On Boarding Bearer share corporation Policy Guidance 
(comments) . doc" deleted by Ali S Kazmy/HBUS/HSBC] 

Al i 

I made some fairly minor comments, mostly to emphasise the unique nature of 
bearer share companies. My major concerns are: 

I think the policy should state that it is prospective from the date of 
issuance; otherwise we may have to do a retrospective looking for bearer share 
corps. This may be a good idea but we should avoid locking ourselves in. 

There has to be an exception process, we know from experience that there is ^ 
always a special case somewhere. That should take care of the few instances in 
markets where this may come up, 

I apologise for my lateness and lack of prior attention to this, but can you 
confirm that Nerissa, Teresa, Clara, and Martin have reviewed? what is the 
next step? 

Thanks as always for your patience. 

Alan 


Ali S Kazmy/HBUS/HSBC 
08/03/2007 01:01 PM 

TO 

Alan P williamson/HBUS/HSBC@HSBC 
cc 


Fw: On Boarding Bearer Share corporation Policy Guidance 


Per our discussion of Monday the 30th of July, this is to request your feedback 
on the aforementioned document. 
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Thanks & regards, 


Occ-Psi -00316956 


Forwarded by All S Kazmy/HBUS/HSBC on 08/03/2007 01:00 

PM 

All S Kazmy on 25 3ul 2007 17:23 
Note 

25 2007 17:23 

From: Ali S Kazmy Tel: 212-525-5560 

Title: Vice President Location: 5TH-21 

WorkGroup: COMP/ANTI-MONEY LAUNDERING Mail Size: 36166 


To: Alan P Willi amson/HBUS/HSBC@HSBC 
Alan T Ketley/HBUS/HSBC@HSBC 
Alexine Von Keszycki/HBUS/HSBC@HSBC 
Anne Li ddy/HBUS/HSBC 
Bernie Mackara/HBUS/HSBC@HSBC 
Clara Hurtado/HBUS/HSBC@HSBC 
Daniel ]ack/HBUS/HSBC@HSBC 
Deborah R Pri ce/HBUS/HSBC@HSBC 
Denis E 0'brien/HBUS/HSBC@HSBC 
George Tsuqranes/HBUS/HSBC@HSBC 
Dudy P Stoldt/HBUS/HSBC@HSBC 
Kathleen L Gl adkowski/HBUS/HSBC@HSBC 
Mary A caski n/HBUS/HSBC@HSBC 
Nerissa P Hall/HBUS/HSBC@HSBC 
Richard Sal vatore/HBUS/HSBC@HSBC 
Robert Abreu/HBUS/HSBC®HSBC 
Salvatore Iocolano/HBUS/HSBC@HSBC 
Steven I Rockefeller/HBUS/HSBC@HSBC 
Susan Hoggarth/HBUS/HSBC@HSBC 
Teresa Garcia/HBUS/HSBC®HSBC 

Subject: On Boarding Bearer Share Corporation Policy Guidance 

Thanks to all the participants of today's meeting. I believe we are getting 
close to finalizing the guidance. In this regards, please provide your final 
-eefflfflen-t-s-/ f eedba e fc /sugg e 5 t-ieft7^uestfoFi-4 n wri ti tt g — to- -me— by-Tuesoay— tbe-Alst— of- 
luly. 

For ease of reference, the draft guidance is attached. 

[attachment "on Boarding Bearer Share Corporation Policy Guidance. doc. zip" 
deleted by Alan P williamson/HBUS/HSBC] 

The minor changes discussed today will be incorporated after receipt of all 
comments on Tuesday. 

Regards , 
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From: TERRY WESTREN/HBUS/HSBC 

Sent: 12/11/2007 11:36:28 AM 

to: PAUL : 0'SULLIVAN/HBUS/HSBC@HSBC02 

CC: ALAN P WILLIAMS0N/HBUS/HSBC@HSBC;ANT0NI0 SUAREZ-0BREG0N/HBUS/HSBC@HSBC ; CLARA 
HURTADO/HBUS/HSBC@HSBC; 

DENNIS 1 DUGGAN/HBUS/HSBC@HSBC; JEFF CLOUS/HBUS/HSBC@HSBC ; LOUIS 
MARINO/HBUS/HSBC@HSBC: 

MANUEL DIAZ/HBUS/HSBCQHSBCJMARLON Y0UNG/HBUS/HSBC@HSBC ; MASON C 
SALIT/HBUS/HSBC@HSBC02 ; 

PATRICK M CAMPION/HBUS/HSBC@HSBC; STEVEN J ROCKEFELLER/HBUS/HSBCOHSBC ; TERESA 

garcia/hbus/hsbc@hsbc02 ; 

STEFAN HARDY/HBUS/HSBC@HSBC 

Subject: Re: Fw: Bearer Share Corporation Policy 


F aU 1 , j- i_ ■ 

if I read this correctly, it is saying that one year from the issuance of this 
policy, we have to have all outstanding bearer shares (currently with clients), 
either registered or in the hands of an approved Custodian. Is this correct? 

I recall when the OCC was here, they asked for this. AML Compliance was able to 
negotiate for this requirement to be applicable only to High Risk accounts. We 
then complied with this. It looks like this is now expanded to all outstanding 
bearer shares? Of course, with the new BVI rules coming into play in 2009, 
they will have to do this anyway, but I think it should be noted this could be 
a considerable exercise. 

Thanks and regards, 

Terry westren 

SVP, Head of International Operations, HSBC Private Bank 
452 Fifth Ave. 6th Floor, New York, N.Y. 10018 


Phone. 212-525-5325 

Fax. 212-525-1680 

Email. terry.westren@hsbcpb.com 


Paul J o'Sullivan/HBUS/HSBC@HSBC02 
12/10/2007 06:36 PM 


Terry Westren/HBUS/HSBC@HSBC, Mason c Salit/HBUS/HSBC@HSBC02, Teresa 
Garcia/HBUS/HSBC@HSBC02, Antonio Suarez-Obregon/HBUS/HSBC@HSBC , Jeff 
Cl 0 us/HBUS/HSBC@HSBC, Manuel Di az/HBUS/HSBC@HSBC, Clara Hurtado/HBUS/HSBC@HSBC, 
Patrick M Campion/HBUS/HSBC@HSBC, Steven J Rockef el 1 er/HBUS/HSBC@HSBC , Dennis J 
Duggan/HBUS/HSBC@HSBC 

Marlon Young/HBUS/HSBC9HSBC, Louis Marino/HBUS/HSBC@HSBC, Alan P 
Willi amson/HBUS/HSBC@HSBC 

subject 

Fw: Bearer Share Corporation Policy 


All , 
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Attached is the final draft of proposed policy covering Bearer Share company 
clients. There is a little more flexibility than was originally planned and we 
will be able to maintain bearer share company accounts once the requirements of 
the policy are met. 

I will follow up with each group individually (DPB, IPB NY, and IPB Miami) to 
discuss implementation steps. 

regards , 

Paul 

Forwarded by Paul J o'Sullivan/HBUS/HSBC on 12/10/2007 06:21 PM 

Ali S Ka2my/HBU5/H5BC@HSBC 
12/10/2007 04:38 PM 

TO 

Paul 3 O'5ullivan/HBUS/HSBC@HSBC02 
cc 

Subject 

Bearer Share Corporation Policy 


Attached is the aforementioned document for implementation purposes. Please 
note that we will be announcing the policy by the end of the week. 

[attachment "Bearer share Corporation Account Policy Guidance (Final Draft 
082907) .doc. zip" deleted by Terry westren/HBUS/HSBC] 

In case of any questions, please let me know. 

Regards , 


Page 2 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 


Frm 01205 Fmt 6633 Sfmt 6633 


P:\DOCS\76646.TXT SAFFAIRS 


PsN: PAT 



2300 


OCC-PSI-00328384 


HSBC Group Private Banking North America 
Compliance Report 14 December 2007 


1 Issues Arising 

(a) New Issues 

(i) HSBC Private Bank Division of HSBC Bank USA (‘HBUS-PB”), 
New York and California - DPB 

Compliance is working closely with the DPB Retrospective Review 
Committee as a plan is prepared for Phase 2 of the Retrospective 
Review project. The earlier draft is being updated for comments 
received. Compliance is working to finalize the definition of ‘‘High 
Risk” client which is important in terms of prioritization of the 
remediation work in phase 2. 


(ii) HSBC Private Bank International Miami (PBUS) 


The Atlanta Fed concluded the on-site review of Miami PB on 29 
November 2007. An exit meeting was not held (it will be scheduled for 


January). 

Compliance Management and the Miami LCO had a meeting with the 
Examiners on November 20, 2007 to understand how the examination 
had gone. The following are the major themes: Norkom - we need to 
continue the work to make scenarios more granular, turn on the 
remaining scenarios where appropriate, address issues raised by GFA 
in the November audit. Bearer Share Companies - they will await the 


revise 

More NY oversight - visits, review of specific issues (evidence thereof) 
and review of operating companies. Offshore accounts ~ no comments 
for now' as they had not spoken with the examiner handling this area. 
High Risk Methodology - Fed agreed with our approach in this area. 
Staffing levels and experience - .still a concern. They are also looking 
at Compliance compensation levels. Audit coverage / CRU 
independence ~ they need to talk further with GFA and consider this. 
They mentioned some client activity which they had identified from the 


data mining they had performed. It is clear that they have performed 
more work than in the past - but they were not necessarily pointing to 
any new control weaknesses they had identified. 


-(iii) ^Bearer-Share Company — Policy Cbangcsr 


The HBUS Board of Directors has approved a revised Bearer Share 
Company policy. The changes are not as restrictive as expected and the 
changes permit the opening of and maintaining of accounts for bearer 
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share companies under strictly controlled conditions. Compliance 
management and PB Business management will be discussing next 
steps over the next week. 


(B) Matters Reported Previously 


(i) HSBC Private Bank Division of HSBC Bank USA (“HBUS-PB”), 
New York and California and HSBC Private Bank International, 
Miami (“PBUS”) 


Planning Meeting with PB Americas Management: A planning 
meeting was held to discuss and agree Priorities, Issues and 
Resources going forward. Several issues were discussed and agreed 
including: 

(i) Centralize the AML CMP functions for DPB and IPB in NY and 
Miami respectively, (ii) increase the Miami CMP resources from 5 to 
8, including a General CMP resource in Q1 08 to allow for a build up 
prior to migration, (iii) unlike DPB where stage 1 and 2 monitoring are 
performed in Buffalo, IPB monitoring will remain within the IPB 
AML CMP teams, (iv) Establish a KYC Committee chaired by CMP in 
NY by December 31, (v) Consider increasing the scope of the ORU 
function to cover business documentation and KYC matters. CRU 
scope would then be adjusted accordingly based on ability to rely on 
ORU work, and (vi) AML CMP Management are in the process of 
reviewing the definition and classification of high risk accounts with 
the GMLCO before the relevant audit issues can be addressed. Target 
dates for these items are therefore being delayed. Progress is being 
-madeem-several-of the-above-issttes: 

Bearer Share Company - Policy Changes: HBUS Compliance 
Management has undertaken a review and is likely to announce 
significant changes to the Bearer Share Company policy. These 
changes are likely to include a prohibition on the opening of new 
bearer share company relationships and a retrospective review of all 
current bearer share company relationships with a view to having such 
relationships transition to a non-bearer share structure within a defined 
period. The changes are likely to be announced over the next month 
and will apply to HBUS and subsidiaries including HSBC Bank 
International. HBUS will seek comments from the impacted business 
units including Private Banking regarding an implementation plan and 
dates. 


HBUS -PB California 
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Domestic Private Banking West Coast AML Program: GFA Audit 
completed an audit of the DPB California region and, as previously 
reported, identified a number of serious issues regarding timeliness of 
reviews, updating of client information, and filing of suspicious 
activity reports. An action plan to address these issues has been 
implemented and a status report was distributed to management on 
10/31/07. All issues should be resolved by year end with most due to 
be resolved by end November. Compliance Review Unit (CRU) visited 
California in early December 2007 and confirmed that alt actions due 
to have been completed had been. Compliance is planning to 
implement in the near future a revised structure under which AML 
Compliance support will be provided to California region from the 
AML team in New York. 


2. Compliance Priorities 

(i) HSBC Private Bank Division of HSBC Bank USA (“HBUS-PB”), New 
York and California and HSBC Private Bank International, Miami 
(“PBUS”) 


The Norkom transaction monitoring system was implemented in 
International Private Bank Division on 6 February 2007. PBUS continues 
to review the scenarios and workflows to ensure the most effective results 
are produced; 

A project has commenced to review compliance resource needs for the US 
PB operations. This project is part of the IIBUS 1509 initiative which 
includes an analysis of cost allocations. HBUS-PB and PBUS is in the 


As part of this restructuring, resource needs and allocations are being 
evaluated; 

Compliance is working with the Legal Department to evaluate the 
documentary requirements associated w'ith business referred to other 
Group Private Banking Units. As part of this review, referral agreements 
in place between HBUS/PBUS and other booking centres are being 
evaluated; 

Continue to work with legal, business and US and Group Compliance 
towards developing an approach to make HSBC CIBM research materials 
available for private banking clients; 

AML Compliance is participating in the weekly Retrospective Review 
Steering Committee. Compliance, Business Risk, and the Operational 
Review Unit have committed to jointly review the first 100 completed files 

first 100 files is now complete and the Steering Committee is now 
reviewing feedback received regarding the plan for phase 2 of the 


Retrospective Review project. 
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3. Regulatory Examinations 

(i) HSBC Private Bank Division of HSBC Bank USA (“HBUS-PB”) and 
HSBC Private Banking International, Miami (“PBUS”) 


• The OCC (Custody and Personal Trust & Pouch): The OCC had 
performed anti-money laundering examinations of the Custody and 
Delaware Personal Trust businesses and Pouch activity (which refers to 
any monetary instrument or document received or sent in the mail through 
any means such as regular mail, overnight delivery service, 
courier/messenger service) for all of Private Bank Americas. The major 
issues identified included the status of the retrospective review, which had 
been identified by Group Financial Audit in their October 2005 audit, and 
policies/procedures and monitoring/controls over the Pouch activity. The 
OCC was generally satisfied with the Retrospective Review plan but will 
review progress in their next examination. In the OCC’s “Report of 
Examination as of 31 March 2007” (“the Report”), the Pouch matter was 
elevated into a Matter Requiring Board Attention (“MRBA’ ) as a firm 
wide issue. This is being addressed by a cross-business, cross-disciplinary 
task force under the leadership of AML Compliance. Private Banking is 
actively participating and has implemented all the agreed actions/ 
procedures by the deadline of 10/31/07. 


The OCC (Consistency of Execution): It was stated in the Report that 
HSBC business units “lack consistent, vigilant adherence to BSA/AML 
policies. Bank policies are acceptable; however the execution of these 
policies in the various business lines requires strengthening.” This 
observation arose out of the OCC’s reviews over the last few years, and is 
not linked to any specific review. David Dew, the COO of the Bank, is 

and'the bi^^ss COO’s. “Best Practices” recommendations to address this 
point were issued to business COO’s on 18 September 2007. Of particular 
relevance to PB are the recommendations that there be a KYC quality 
control program within each business and that there be measured 
accountability for KYC issues within each business. PB will review its 
policies and procedures to meet these recommendations. 


4. Resourcing 

(i) HSBC Private Bank Division of HSBC Bank USA, N.A. (“HBUS-PB”) 
and HSBC Private Banking International, Miami (“PBUS”) 

* — AMU eompliance: -TAxandidate- has-been idetitiffedrand^am offer has- 
been made to join the AML Compliance team in Miami. Candidate has 
accepted and will start on 2/4/07. One New York based AML Compliance 
Officer is on medical leave. One New York based AML Compliance 
Officer position was eliminated in November 2007. PBUS is up to 
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planned staffing levels. Compliance management is reviewing the impact 
of IPB business consolidation plans. The senior compliance officer in 
California will not be replaced. 


A-5 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01210 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2305 


Occ-Psi -00331923 

From: PAUL 3 o’ SULLIVAN/HBUS/HSBC 
sent: 1/31/2008 5:31:52 PM 

To: ALAN P WILLIAMSON/HBUS/HSBC@HSBC;CAROLYN M WIND/HBUS/HSBC@HSBC 

cc: 

Subject: Fw: De- risking 


Forwarded by Paul 3 O’ Sullivan/HBUS/HSBC on 01/31/2008 05:30 PM 

Paul 3 o’sullivan/HBUS/HSBC 
01/31/2008 05:16 PM 

To 

Clara Hurtado/HBUS/HSBC 
cc 

subject 
De- risking 


Clara, 

De-Risking Strategy for Miami 

I was talking with Carolyn and Alan about the Fed and the comments about the 
high risk nature of our client base, we agreed some action steps: 

- Can we get / prepare and analysis of the Mr. V. related accounts, (inflows 
/outflows / where to / where from and why ?) 

Assess the reports from HSBC Bl and work out what we should do based on these 
? we will work out a strategy based on the results and then approach David. 

- Same process for the Mr. D. accounts 

- Identify the operating companies^where we do^not have the principals personal 
and work out a strategy to de-risk the bank by terminating some relationships. 

- same for some High Risk Bearer share companies. 

- Lets discuss any other accounts you think we should disengage from. 

- Lets discuss any other thoughts you may have that would reduce aml risk in 
the business. 

regards, 

Paul 
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From: DANIEL lACK/HBUS/HSBC 
Sent: 6/2/2008 7:13:33 PM 

To: ANNE LIDDY/HBUS/HSBC@HSBC02; DENISE A REILLY/HBUS/HSBC@HSBC02 ; GLORIA 

STRAZZA/HBUS/HSBC@HSBC02 

CC: ALAN P WILLIAMSON/HBUS/HSBC@HSBC02 

Subject: Banknotes with Al Rahji Banking in S.A. 

All - to provide more info in response to Alan's note: 

AS noted in the KYC customer profile, they are a long-standing Banknotes-London 
customer : 

"Initial date of activation was 1 January 2001, relationship exited and 
deactivated on 2 February 2005 due to TF issues (see Section VIII AML under 
Reputational Risk controls) as agreed with AML Compliance New York. However 
this bank had a long-standing 25+ years relationship with Banknotes, London 
until that time. Also this client still has relationships with HSBC in the UK, 
UAE, France, Hong Kong and Italy. Approved as a London Banknotes customer 4 
December 2006 after TF issues were cleared through AML compliance New York." 

Now they want to deal with us in Hong Kong - mainly buying Asian currencies 
from us, as noted in the KYC Banknote profile (for HK) now pending CO Approval: 

"Client is an existing customer of HBOS London office and would like to set up 
business relationship in Hong Kong. Al Rajhi is mainly interested in buying 
Asian currencies from us, they have regular demand for the major Asian 
currencies including THB, PHP, IDR, INR and HKD which Bahrain Finance is their 
main current supplier. They sell currencies though their nationwide retail 
network and those Asian overseas workers, tourists and business-men are the 
main buyers. They will utilize our services for their retail banknotes 
activities only. In the meantime, client will become one of the counterparts 
to liquidate our Middle East currencies surpluses that we purchase from other 
markets. The projected trading volume are in original currency and the monthly 
average of purchase and sale was about USDS, 000, 000 and USDS, 000, 000 
respectively. " 


0 

0 


Thanks and regards, 

Daniel Jack 

vice president - Compliance Officer 
HSBC. Bank USA, NA 

452 Fifth Avenue, 7th floor. New York, NY 10018 


Monthly Trade volume Estimates: 


currency: 

USD Currency: 


Sales 
0 


Other Ma]or currency: 
Other Major Currency: 


by HSBC: 
0 


Purchases by HSBC: 
40.000.000 


HONG KONG DOLLAR 2,000,000 
SAUDI RIYAL 30,000,000 


Phone 212-525-8686 

Email daniel.jack@us.hsbc.com 


ATah P Wil Ti amson/HBUS/HSBC " 
06/02/2008 06:45 PM 


Anne Liddy/HBUS/HSBC@HSBC02 , Denise A Rei 1 ly/HBUS/HSBC@HSBC02 , Gloria 
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Strazza/HBUS/HSBC@HSBC02 

cc 

Daniel Dack/HBUS/HSBC®HSBC02 

Subject 

al Rahji 


All 

I am being asked to approve a HK Banknotes profile 
dealing the same products from a different office, 
there is no expansion of risk, but I know from pri 
sensitivity around this name. Please let me know 

Thanks 

Alan 
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From: JUDY P STOLDT/HBUS/HSBC 

sent: 2/18/2010 4:30:21 PM 

To: DENIS E 0'BRIEN/HBUS/HSBC@HSBC 

CC: CAMILLUS P HUGHES/HBUS/HSBC(aHSBC02;WYNDHAM S CLARK/HBUS/HSBC@HS8C02 
subject: Re: June 2008 Audit - Payment Services 

Deni 5 , 

we need to discuss with cam before you go back to Pat but i responded to the 
questions below with the information i have now. 

Judy P Stoldt 

vice President, AML compliance j HSBC Bank USA, National Association 
One HSBC Center - 24th floor 
Buffalo, New York 14203 


Phone. (716) 841- 6425 
Fax (212) 382 - 7586 

Emai 1 . judy.p.stoldt@us . hsbc . com 


From: Denis E 0‘brien/HBUS/HSBC 

to: Judy p Stol dt/HBUS/HSBC@HSBC02 , Camillus P Hughes/HBUS/HSBC@HSBC02 

Cc: Wyndham S Cl ark/HBUS/HSBC@HSBC02 

Date: 02/16/2010 06:00 PM 

Subject: June 2008 Audit - Payment services 


Can we discuss first thing in the AM? 
Thanks and regards, 


Redacted • ;he Permanent 
Subcomii! ;:!ce on Investigations 


Denis E O'Brien 


Director, Head of Global Transaction Banking Compliance, [ HSBC Bank USA, 

-Na-t-ional ■■ 1 A s s o c i at i o n 

452 Fifth Avenue, New York, ny 10018 


Phone. (212) 525-1147 
Fax. . (917) 229-5257 

Emai 1 . deni s . e . o ' b ri en@us . hsbc . com 


Forwarded by Denis E O’brien/HBUS/HSBC on 02/16/2010 05:58 pm 

From: Patricia A Brunner/HBUS/HSBC 

To: Denis E O' brien/HBUS/HSBC@HSBC02 , Joseph boss/hbus/hsbc@hsbc 02 , Michael x 

Jarrell / hbus/HSBC@HSBC 02 
Date: 02/16/2010 05:52 PM 

Subject: June 2008 Audit - Payment Services 


Denis, 

Based on research of audit workpapers related to the June 2008 Payment services 
GAU GEN 080013 - examiners identified a memo titled "Wall Street journal 

Page 1 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 


Frm 01214 


Fmt6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




2309 


Occ-Psi -00378989 

Article Regarding Wachovia", which provides information regarding Sigue Corp. 
AS such, we have some foUow-up questions regarding the escalation process 
related to this Memo: 


1. Who else was aware of this memo besides Denise Rei11y, Judy Stoldt and 

Gloria Strazza? Was this Memo escalated further up? I nave no knowledge of the 

memo being passed to anyone. 

2. What was the rational and/or thought process to not add sigue to the wire 

filter? Please provide documentation noting the rational to not add sigue to 
the wire filter. The rational is documented in the attached memo (last bullet 
under Sigue). I have no other documentation regarding this decision. 

3. What documentation do Judy or Gloria have about what FIG did in response 

and/or regards to the information provided in the aforementioned Memo? I have 
no documentation on actions FIG took in response to the memo. 

4. Are there committee minutes reflecting any sort of discussions over the 
content of this Memo? It is my understanding that you checked the minutes and 
the content was not discussed at the committee. 

5. Was a review performed on HSBC Mexico's account for the other products and 
services that HBUS provides in light of the negative information regarding 
customers of HSBC Mexico - namely sigue? 

Two reviews were con ducted on HSBC Mexico 's account activity. The first looked 
at 1Q08 activity and No form^^wjHrr^ut^/a^done . 

The second reviewed looked at 4Q08 activity and They 

should have this on the database but the write-up^^^t^ched . 


Attached is the memo for your convenience: 


Per Joe Boss, please provide answers to these questions by COB 02/17/10. 
Thank you in advance for your help with this matter, 

Pat 


Attachment: HSBC Mexico Write Up 4th quarter 2008. doc. zip 
Attachment: Targetted Review_wachovia Summary lMAY08.doc. zip 


Redacted by the Permanent 
Subcommittee on Investigations 
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From: DENISE A REILLY/HBUS/HSBC 

Sent: 3/19/2002 3:53:04 PM 

To: JOE harpster/hbus/hsbc@hsbcamericas 

cc: ALBA KHOURY/HBUS/HSBC@HSBCAMERICAS;MICHAEL B GALLAGHER/HBUS/HSBC@HSBCAMERICAS 
subject: Re: a 1 Rajhi Trading establishment 

The questions I need answered are: 

What is the target date of transfer? 

Does transfer include establishing the accountCs) on WDA? 
who holds the client documentation today? 

what activity occurs over the account, e.q. products and services? 

what special handling is required, e.g. all activities that require manual 

intervention? 

Given Compliance concerns, is there any special monitoring or reporting 
requi red? 

what is the revenue from the account and billing specifics? I presume transfer 
to Delaware includes future revenue. 

Maintaining the account in Delaware means assignment of an account officer in 
addition to pure operational support from Funds Transfer and Investigations? 

If IPB retains relationship management responsibility, what interaction is 
required between Delaware and IPB? 


Perhaps Alba can assist, with replies. As we get in more deeply, there may be 
additional questions. 


loe Harpster on 19 Mar 2002 14:54 
Note 

19 Mar 2002 14:54 

From: joe Harpster Tel : 212-525-6347 

Title; Executive vice President Location: 452 5th Ave, Floor 5 

WorkGroup; 

RNB Inti ops Administration Mail Size; 18322 

To: Denise A Reilly/HBUS/HSBC@HSBCAMERICAS 


cc; Alba Khoury/HBUS/HSBCSHSBCAMERICAS 
subject: Re: Al Rajhi Trading establishment 

Sandy Flockhart has agreed to the recommendation to maintain the account in 
Delaware. Alba Khoury , the account officer, will be transferring this account 
to Delaware 


loe 


Denise A Reilly on 19 Mar 2002 12:32 
Note 

19 Mar 2002 12:32 

From: Denise A Reilly Tel: 302.636.2500 Del 


Title: Senior Vice president Location: Delaware 

WorkGroup : 

Payment “S^vic"es MalT^iTei 16903 


To: loe Harpster/HBUS/HSBC@HSBCAMERICAS 
Subject: Al Rajhi Trading establishment 
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Can you advise if any further discussion/correspondence has taken place on this 
topi c? 

Thanks . 


Forwarded by Denise A Reilly/HBUS/HSBC on 03/19/2002 

12:31 PM 

Carolyn M Wind on 11 Mar 2002 16:25 
Note 

11 Mar 2002 16:25 

From: Carolyn M Wind Tel: 212-525-5503 

Title: Executive vice President Location: 452 5th Ave, Floor 07 

WorkGroup: 

Corporate Compliance Mail Size; 15552 

To: Denise A Reilly/HBUS/HSBC(aHSBCAMERICAS 
Subject: Al Rajhi Trading establishment 


Forwarded by Carolyn M Wi nd/HBUS/HSBC on 03/11/2002 

04:25 PM 

Carolyn M Wind on 11 Mar 2002 14:32 
Note 

11 Mar 2002 14:32 

From: Carolyn M Wind Tel: 212-525-5503 

Title: Executive vice President Location: 452 5th Ave, Floor 07 

WorkGroup: 

Corporate Compliance Mail Size: 14197 

To: camillus p Hughes/HBUS/HSBC^HSBCAMERICAS 
Subject: Al Rajhi Trading establishment 

FYI 

Forwarded by Carolyn m wi nd/HBU5/H5BC on 03/11/2002 

02:32 PM 

Douglas Stolberg 
■ lL_Mai^2002 0 9:06 

To : Sandy Fl OCkhart/HBUS/HSBCSHSBCAMERICAS 

cc: Niall SK B00ker/HBU5/HSBC<aHSBCAMERICAS 

3oe Harpster/HBUS/HSBC@HSBCAMERICAS 
Carolyn M Wind/HBUS/HSBCt&HSBCAMERICAS 
Subject: Al Rajhi Trading establishment 

Sandy, 

As we discussed previously, Compliance has raised some concerns regarding the 
ongoing maintenance of operating/clearing accounts for Al Rajhi group. The 
account relationships are presently managed directly by IPB, yet the nature of 
the account activity suggests a more systemic approach to account monitoring is 
appropriate. Harpster has worked directly with Compliance and iPB's RM, and 
recommends that: 

1. The accounts be maintained until further due dilligence can be conducted on 

"ttie group "and 

2. Retain IPB as the relationship management domicile for continuity purposes, 
and as we understand there is interest in further developing private banking 
business with family members. 
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3. Domicile the actual accounts with Deleware where HBUS's most robust account 
screening capabilities reside. 

I concur with Harpster’s suggestions, but believe you may wish to discuss with 
Paul Lee and Niall Booker as this has become a fairly high profile situation, 
compliance's concerns relate to the possibility that a 1 Rajhi's account may 
have been used by terrorists. If true, this could potentially open HBUS up to 
public scrutiny and/or regulatory criticism. SABB are understandably keen to 
maintain the relationships. 

AS this matter concerns primarily reputational and compliance risks, we felt it 
appropriate for SMC members to be briefed on the proposed way forward so that 
they may opine on the acceptability of the plan. Please advise how you would 
prefer us to proceed. 

Regards , 

Doug 

Forwarded by Douglas Stol berg/HBUS/HSBC on 03/11/2002 

08:56 AM 

Joe Harpster on 06 Mar 2002 18:46 
Note 

06 Mar 2002 18:46 

From: Joe Harpster Tel : 212-525-6347 

Title: Executive Vice President Location: 452 5th Ave, Floor 5 

WorkGroup: 

RNB Inti Ops Administration Mail Size; 4934 

To: Douglas Stolberg/HBUS/HSBC@HSBCAMERICAS 

cc: Carolyn M Wi nd/HBUS/HSBC@HSBCAMERICAS 
Alba Khoury/HBUS/HSBC@HSBCAMERICAS 
Michael B Gallagher/HBUS/HSBC^JHSBCAMERICAS 
Subject: a 1 Rajhi Trading establishment 

AS you are aware , International private Banking Department (Ipb) has requested 
Institutional Banking to agree to the transfer of two accounts to our Delaware 
■facility. Al Rajhi Tradi n o is a wel l established Sa u di A rabi an money 

exchanger owned by Abdul rahman Saleh Al-Rajhi that has "had a reTatlonsni p wTt?i 

HSBC/Republic for over 20 years, compliance Dept, is concerned with the 
operating accounts being housed in ipb due to the nature of their activities 
and the inability for ipb to properly monitor. The most recent concern arose 
when three wire transfers for small amounts($50k, $3k and $l,5k) were 
transferred through the account for names that closely resembled names, not 
exact matches, of the terrorists involved in the 9/11 World Trade Center 
attack. 

Republic had a policy of not dealing with Money Exchangers but an exception was 
made in 1994 for Al Rajhi and seven other Saudi based exchange houses . 

Approval was given by the Chairman of the Board and the Vice Chairman - 
international Bankinq based on the long relationship with the bank , their 
knowledge of the stiff penalties(death) for drug trafficking and money 
laundering within the country and the general good reputation of exchange 
houses in Saudi Arabia. 


The profile of the main account reflects a doubling of wire transfer volume 
sTnce 97BT;“a laf ge'mrnb^eT-^ bur wttb — retati vely low-valw- 

and some check/cash deposits. According to the account officer, traffic 
increased because they have chos en to send us more business due to their 
relationship with added strength of HSBC versus 

Republic. The travellers checks represent less than 1% of the volume($132M in 
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1/02) but the average balance is a bit high at $1 , 750/check . The cash/check 
deposits need to be reviewed to better understand their profile. There is a 
second account with minimal activity that is used for FX transactions. 

I recommend we transfer both accounts to be serviced by our Delaware payment 
center . Delaware has installed the CAMP system to monitor payment patterns 
which is actively managed by experienced Compliance staff independent of the 
business and the account officer. Therefore , traffic will be well screened 
and controlled addressing Compliance’s concern. IPB supports this 
recommendation since they realize they can not adequately monitor the payment 
traffic and their high confidence in the integrity and operations of the 
customer. Maintaining our business with this name is strongly supported by 
David Hodghinson of SABB and Andre Dixon, Deputy Chairman of HBME . Niall 
Booker and Alba Khoury also support. 

There remain some " loose ends" that need to be done over the next few months 
in order to complete our due diligence 

1. Review the traveller checks and cash/check deposits when received from 
Saudi Arabia. I will arrange with Alba. 

2. Review the anti-money laundering plan and account opening procedures of Al- 
Rajhi and incorporate into our KYC file. Alba has requested and the customer 
is forwarding. 

3. Perform a background check through the Compliance Dept on the owner and his 
son , the Manager of the overall operation, compliance will arrange. 

4. Finally, detailed monitoring of the account once transferred to Delaware on 
an ongoing basis. 

In summary, this is a well established client in a sensitive business located 
in a country under close scrutiny. At this time, there is insufficient evidence 
to support closing the account but further due diligence and monitoring is 
necessary to ensure, to the best of our ability, that Al-Rajhi Trading remains 
a suitable customer. Our findings over the next two to three months should 
crystallize their status. 


Fo pwarded by,. Carolyjt m _Wjnd/HB US/HSB C on 03/1 1/ 2002 

02:32 PM — — 

Sandy Flockhart on 11 Mar 2002 14:05 
Note 

11 Mar 2002 14:05 

From: Sandy Flockhart Tel: 716.841.7937 

Title: Senior Exec vice president Location; CTR 24 

WorkGroup : 

Commercial Banking Admin Mail Size: 1492 

to: Douglas Stol berg/HBUS/HSBCOHSBCAMERICAS 

cc: Niall SK BOOker/HBUS/HSBC@HSBCAMERICAS 
Doe Harpster/HBUS/HSBC@HSBCAMERICAS 
Carolyn M wi nd/HBUS/HSBC@HSBCAMERICAS 
Subject: Re: Al Rajhi Trading establishment 

Doug , 

T support tfTe approach“T)ntTined"~i n'"yoLrr~ memD^ of 'llMAk and“aTso~' 

consider that the Saudi authorities will have improved their surveillance post 
9/11. 

Sandy 
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From: Jonathan dean/hbus/hsbc 

sent: 7/16/2008 12:11:39 PM 

To: MARY A CASKIN/HBUS/HSBC@HSBC02 

CC: ANNE LIDDY/HBUS/HSBC@HSBC02; DENISE A REILLY/HBUS/HSBC(aHSBC02 ; GEORGE 
TSUGRANES/HBUS/HSBC9HSBC02 ; 

JUDY P STOLDT/HBUS/HSBC@HSBC02 
Subject: Re: Hokuriku Bank 

Mary Ann, . , 

please see attached twelve month volume report. We are averaging 7,800 T/cs 
monthly , dollar value $ 7,428,000.00/ month. All deposits are Travellers 
Checks, no Money Orders found. 


Jonathan Dean 

AVP - AML Compliance Officer | HSBC Bank USA 
90 Christiana Road New Castle, Delaware 19720 


Phone. 302-327-2055 

Fax. 212-382-5573 

Email. jonathan.dean@us.hsbc.com 


Mary A caskin/HBUS/HSBC 
07/10/2008 01:47 PM 


Alan P williamson/HBUS/HSBC®HSBC02, Daniel jack/HBUS/HSBC®HSBC02, Judy P 
Stoldt/HBUS/HSBC@HSBC02, George Tsugranes/HBUS/HS8C@HSBC02, Jonathan 
Dean/HBUS/HSBC@HSBC02, Nerissa P Hall/HBUS/HSBC@HSBC02 

Denise A Reilly/HBUS/HSBC@HSBC02, Anne Liddy/HBUS/HSBC@HSBC02, Richard 
Anni Chari co/hbus/hsbc@hsbc02 


In light of the recent concerns expressed about the volume of traveler s checks 
passing through Hokuriku Bank, we need to delve a little bit deeper into their 
banking patterns. 


We need to do a transaction volume analysis for the following: 
incoming and outgoing wires Cto/from whom, frequency and value) 
volume of Traveler's Checks/ Money orders submitted on a monthly basis 
Banknotes activity Ccurrency, volume) 

FX activity Cvolume, currency) 


we are l ooking to see if they are relying upon cash to transact withL 

■■■land subsequently with HSBC. They seem to sell traveler s checks which 
a^^jsed td^W'ERaSe tarf i n "Tapanr-The-Trarchasers of- the-car s^^ften -pFowJe - 
Russian passports as ID. The BankNotes activity may shed some light on the 
issue. 


please let me know if/when you will be able to supply some feedback. 
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Mary Ann Caskin 
VP Compliance 
HSBC Bank USA na 
452 Fifth Ave Floor 7 
NY, NY 10018 
212-525-5530 


Attachment : Hoku ri ku_Average . xl s . zi p 
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MEMORANDUM 


Date: July 31, 2008 

To: David Dew, Chief Operating Officer 

Lesley Midzain, EVP Compliance/AML Director 
Cam Hughes, Sr. VP Specialized Compliance 
From: Debra Bonosconi 

Topic: GIB AML Matters 

David: 

Per your request, I am providing you with an update of our status regarding the following; 

• OCC review conclusions 

• Alert disposition progress, 

• Staffing, and 

• Libya 

OCC REVIEW 

The OCC Just concluded their review of the GIB AML Compliance function today. They stated 
that they were quite pleased with the new controls that had been implemented and that the only 
concerns they had were minor (apart from the systems issue). These were some of the issues 
that they asked us to focus on prior to the commencement of the 2009 exam in April: 

1. Alert Monitoring - When the OCC arrived on July 21st, they expressed some concerns 
about the alert levels and our existing alert backlog. Specifically, they expressed concern as 
to the sufficiency of existing staff levels to manage the number of alerts generated. 

In order to mitigate their concerns, we provided them with both our short term plan to 
address the existing alert backlog (target date 9/15) as well as our long term plan to manage 
ale rts .QQ.ailflnaQingj!asls_Bflth plans include th e followi ng components : — ! 

. Risk Based Alert Management : "Risk Buckets" of alerts to be assigned to specific 
staff based upon level of experience; 

• Staffing : The addition of 2 FTEs (Buffalo) fully dedicated to alert management; 

• Alert Management Forecasting : a proactive process that projects alert levels as a 
result of staff changes and alert levels and, 

. Measurable Performance Management : Target number of alerts to be completed by 
staff during a specific period. 

The OCC stated that this plan was a very positive step in managing alert levels on a risk- 
based basis (for both short and long term) and they advised us that they will be reviewing 
this area again when they return in April. 

2, Pouch/PUPID - They expressed concerns on the quajityjrnhe corinment^n the 

Pouch/PUPID log. Specffically, they noted that the comments should be more concise and 
yet adequately convey the primary issue. 
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Redacted by the Permanent 
Subcommittee on Investigations 


We agreed with this comment and advised them that we had also recognized concerns with 
not only the comments but the process for populating the Pouch/PUPID log. We further 
advised them that we had already planned to have a revised Pouch/PUPID log in place by 
year end 2008. 

3. RESA Relationship Summary - They made some minor suggestions on 4 provisions of 
the draft RS, including the possibility of a maximum cap on total cash withdrawals allowed 
over a given period. We explained that the RS includes maximums for petty cash 
throughout the document but a maximum allowable cash ceiling does not currently exist. 

We advised them that we will take this issue under consideration. 

4J[UIU[IUI|IP- The OCC asked that we continue to provide AML knowledge and training 
(internal and external) toB^Uasm adjusts to^B new role. They are in full agreement 
that Brisk management skills are an integral part of the GIB AML Compliance process but 
that^Jneeds to fully understand the laws, regulations, and expectations of a sustainable 
AML program. We agreed with this and have already implemented a process to ensure 
ongoing knowledge transfer as well as attendance at AML conferences and web seminars, 
as available. 

ALERT DISPOSITION 

As shown in the chart below (as of 7/31) we currently have a total of 1 ,486 open alerts. We are 
closing an average of 71 alerts daily and we anticipate, based upon our current progress, that 
we will be up to date with all alerts by September IS'". As noted previously, the OCC is aware 
of our progress and agrees with our approach to address existing and future alerts. 


GIB Open A lerts 



O verd u e 
Alerts 

Cu rrent 
Alerts 

Total Open 

A lerts 


(Feb-08 & 
Earlier) 

(March & 
April) 


6/13/2008 

1,129 

1,599 

2,728 

" c/'>n/->r\r\Q 

« 7 n ... 

1 

7 4 54 

' i7 ' 


' 


6/27/2008 

850 

1,584 

2,434 

7/11/2008 

380 

999 

1,379 

7/15/2008 

350 

829 

1,179 

7/16/2008 

289 

721 

1,010 

7/17/2008 

243 

660 

903 

7/18/2008 

202 

601 

803 

ADD M ay & 
June Alerts > > 

(Apr-08 a 
Earlier) 

(May & 
June) 


7/21/2008 

715 

1,046 

1,761 

7/28/2008 

484 

1,135 

1,619 

7/29/2008 

438 

1,112 

1,550 

7/30/2008 

392 

1,094 

1,486 


STAFFING 

GIB has identified two individuals for the two open alert management positions in Buffalo. One 
individual is an HBUS employee (located in Buffalo) and is currently working alerts in Kathy 
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Gladkowski’s group, which will allow us to immediately benefit from his experience. The other 
individual (an external candidate), will require some training but we feel that his previous 
education and experience wilt benefit our group. Offer letters will be sent to both candidates 
next week and we expect them to begin on 9/1/08, 


As of 7/31/08, the checking account (balance of $31,136.14) and the credit card (balance 
$46,920.53) are open. However, the balance in the checking account will be liquidated and 
applied toward the credit card and the checking account will be closed on 8/1/08. The credit 
card will be suspended and no transactions will be permitted. The Ambassador has been 
advised that the remaining balance on the card must be paid immediately. The money market 
account (balance $22,304,521.51) was closed on 7/10/08. 

Please advise if you have any questions. 
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From: ALI S KAZMY/HBUS/HSBC 

Sent: 2/3/2010 6:31:04 PM 

To: JON K JONES/HBUS/HSBC@HSBC02 

cc: PSRR{aHSBC02;CAMILLUS P HUGHES/HBUS/HSBC(&HSBC02; JUDY P STOLDT/HBUS/HSBC@HSBC02 
Subject: Re: islami Bank Bangladesh Ltd - poss see 

The information appearing below does merit see classification. 

Regards , 

Ali s Kazmy 

vice President/Senior Manager - Anti-Money Laundering Policy | HSBe bank USA, 
National Association 

452 Fifth Avenue, 7th Floor, New York, NY 10018 


phone . 
Fax. 
Mobile 
Email . 


212-525-5560 

212-525-6 


all .s.kazmy^us.hsbc.com 


° Redacted by {he Permanent 
Subcommittee on investigations 


From: Jon K Jones/HBUS/HSBe 

To: Ali S Kazmy/HBUS/HSBe@HSBe02 

ec: psRR{aHSBe 02 

Date: 02/03/2010 04:33 PM 

subject: Islami Bank Bangladesh Ltd - Poss see 


Ali , 

in my review and research of the above client, I'd like to point out the below 
items and ask for your opinion on see status with regard to the above client: 


-Rajhi , npnpra l Mana ger of 


Al-Raihi eompany for Industry & Trade, K.S.A. Earlier, he performed duties of 
Branch Manager and project Finance Manager of Al-Rajhi Banking and investment 
Corporation from 1987 to 1995. 


At least three Owners (ownership confirmation currently underway) for approx. 
30% are connected to the al-Rajni family / businesses. 


other Owners (listed as of now): 


Islamic Development Bank 

The Public institution for Social Security - Owned by Government of Kuwait 
Kuwait Finance House - 49% owned by Kuwait 

- listed as a pep 


Al-Rajhi Banking and investment corp., a client of CIB and Banknotes is SCC. 
Al-Rajhi Bank got it's start as a money chaining network and (Chairman, 
Suleiman al-Rajhi appeared on the "Golden Chain” of wealthy investors who 
s uppo rt ed O sama bi n Lade n.) 


Negative press: per prior EDD ROF - "a notice of cause was issued by the Bank 
of Bangladesh to the CEO of Islamic Bank in March 2006 to explain accounts 
owned by suspected Islamic Militants, client was subsequently fined by 
Bangladesh Bank and take measures against 20 officers for their involvement. 

Page 1 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 


Frm 01225 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 




2320 


Occ-Psi -00453499 

Sources suggest this was the third time islami Bank Bangladesh Ltd was fined 
for covering up militants transactions." 

Current internet searches found no additional items. 


Please review and advise, 

Jon K Jones 

Senior Analyst } HSBC Bank USA 
90 Christiana Road, New castle, DE 19720 
Phone 302-327-2017 
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From: ELIZABETH PROTOMASTRO/HBUS/HSBC 

Sent: 1/9/2007 1:08:39 PM 

To: TERESA PESCE/HBUS/HSBC@HSBC 

CC: ANNE LIDDY/HBUS/HSBC@HSBC;DONALD W MCPHERSON/HBUS/HSBC@HSBC ; GRACE C 
SANTIAGO-DARVISH/HBUS/HSBC@HSBC; 

JOHN ALLISON/HGHQ/HSBCSHSBC 

subject: Re: ofac - Wire payments blocked from HSBC offshore entities - USD 32,000 
(re SDGT) and USD 2,538,939.33 (re Sudan) 

I was speaking with Grace about this. It appears that the reason may be due to 
the fact that the filters offshore are on a different setting, i.e., they will 
only stop a name and address match. if the address does not match, or there 
is no address provided, the filter will not stop the item. The filters here 
in the u.s. are set to stop on a name match only. 

Neither one of these blocked entities had an address provided on the payment. 


Teresa pesce/HBUS/HSBC 
12/15/2006 09:59 AM 

TO 

Elizabeth protomast ro/HBUS/HSBC@HSBC 
cc 

Anne Liddy/HBUS/HSBCSHSBC, Donald w McPherson/HBUS/HSBC@HSBC, Grace C 
santiago-Darvish/HBUS/HSBC0HSBC, lohn allison/hghq/hsbc@hsbc 
subject 

Re: OFAC - wire payments blocked from HSBC offshore entities - USD 32,000 
(re 

SDGT) and USD 2,538,939.33 (re Sudan) 


HOW is it that these payments continue to be processed by our affiliates in 
light of the GCLs? 

Teresa A. pesce 

EVP/Managing Director 

Anti -Money Laundering Compliance 

HSBC North America Holdings 

452 Fifth Avenue 

New York, NY 10018 

ph - (212) 525-6099 

fax- (212) 525-5769 


Elizabeth protomastro/HBUS/HSBC 
12/14/2006 06:02 PM 


To 

lohn ALLISON/HGHQ/HSBCSHSBC 


- .Teresa-J3esc^/HBUS/HSBCr8.HSBC^.-Anne- Li ddy/HBOS/ HSecSHSBCT— Grace -G 

Santiago-Darvi sh/HBUS/HSBC@HSBC, Donald W McPherson/HBUS/HSBCSHSBC 
Subject 

OFAC - Wire payments blocked from HSBC offshore entities - usd 32,000 (re 

SDGT) 
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and USD 2,538,939.33 (re Sudan) 


■ RMtacted by the Permanent 

Subcommittee on Investigatioas 


This email is to inform you of the following two payments, initiated by HSBC 
offices, and blocked due to OFAC sanctions. The first was blocked under 
terrorist sanctions. The second was blocked due to involvement of a Sudanese 
SDN. 

Value da te 9-Nov-20 06 

Debit: ■■■■■i HBME Ramallah Br., Ramallah Palestine 

Credit: IP Morgan Chase, Tampa, FL 

3rd party: Arab Jordan Investment Bank S.A., Amman, Jordan 
ORG: HBME, Ramallah, Palestinian Territory, Occupied 

BBI: Acc/For further credit to Palestine investment Bank Head office Ramallah 
branch account®® further credit to Al Aqsa Islamic Bank 
USD 32,000.00 

Note that Al Aqsa Islamic Bank was designated by OFAC on 4-Dec-2001 as a 
"specially designated global terrorist". The press release from Treasury 
stated that it is a "direct arm of Hamas, established and used to do Hamas 
business." Below are links to the press releases. 

http://ustreas.gov/press/releases/po837.htm 

http: //ustreas .gov/of fi ces/enforcement/ofac/actions/20011204. shtml 
http://ustreas.gov/press/rel eases/po841.htm 

The payment was held at the direction of OFAC and additional information 
requested. On 20-Nov-2006, HBME sent a SWIFT message to cancel the payment as 
it was sent in error. On 7-Dec-2006, OFAC instructed HBUS to block the funds. 

Details are below on the payment blocked under the Sudan sanctions. 

value da te 6-Dec-2 006 . ^ ^ u 

Debit: HSBC Bank PLC (JOH) , Johannesburg branch 

"ctedit: "“BTJP'Ta'f^cis'New vork" 

3rd party: BNP Paribas (Suisse) Sa, Geneva 
4th party: Sudanese Petroleum Corporation 
ORG: Ethiopian Petroleum Enterprise 
0GB: commercial Bank of Ethiopia, Ethiopia 
OBI: inv/M/10/2006. Dated Nov 05/06 
USD 2,538,939.33 

"Sudances petroleum corporation" is listed by OFAC as an SDN under the Sudan 
program. 

Please let us know if you have any questions or need any further information. 
Thank you. 
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— Redacted by the Permanent 

Subcommittee on Investigations 


From: ELIZABETH PROTOMASTRO/HBUS/HSBC 
Sent: 1/11/2007 9:56:41 AM 
To; ARUP ROY/HCZA/HSBCQHIBM 

cc: ANNE LIDDY/HBUS/HSBC@HSBC;GIMHANI TALWATrE/HCZA/HSBC@HIBM;GRACE C 
santiago-darvish/hbus/hsbc@hsbc; 

HENK CROUSE/HCZA/HSBCQHIBM . . n r ^ i ^ 

subject: Re: Fw: Fu nds froz en in USA - payment on behalf of commercial Bank ot 
Ethiopia (HBUS ref : ||||||(B(§B-06DEC06) 


I just called the Licensing Division at (202)622-2480. 


Arup ROY/HCZA/HSBCQHIBM 
01/11/2007 01:04 AM 


TO 

Anne Li ddy/HBUS/HSBC^HSBC 


Elizabeth Protomastro/HBUS/HSBCGiHSBC, Gimhani talwatte/HCZA/HSBCQhibM, Grace 


C 

Santiago-Darvi sh/HBUS/HSBC@HSBC, 
Subject 

Re: Fw: Funds frozen in 


Ethiopia 
(HBUS ref : 


;-06DEC06) . 


Henk CROUSE/HCZA/HSBC@HIBM 

USA - payment on behalf of commercial 


Bank of 


Thanks Anne / Elizabeth, we shall now follow up from our side. Can you let us 
have the contact number of OFAC ? 

Regards 


. Amp— 


Anne Li ddy/HBUS/HSBC©HSBC 
10/01/2007 11:17 PM 

TO 

Arup ROY/HCZA/HSBC@HIBM 

Henk CR0U5E/HCZA/HSBC(aHiBM, Gimhani TALWATTE/HCZA/HSBC(aHlBM, Elizabeth 
Protomastro/HBUS/HSBC@HSBC, Grace C santi ago-oarvi sh/HBUS/H5BC(aHSBC 

Fw; Funds frozen in USA - payment on behalf of commercial Bank of Ethiopia 
(HBUS ref : ^[|||ii|H|06DEC06) . 


Arup, pis see the attached. 


Elizabeth Protomastro of our our OFAC compliance 
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III II III 11= Redacted by the Permanent 

Subcommittee on Investigations 


Occ-Psi -00610597 

team contacted OFAC today regarding your license application. 
Forwarded by Anne Liddy/HBUS/HSBC on 01/10/2007 04:11 PM 


Elizabeth Protomastro/HBUS/HSBC 
01/10/2007 03:30 PM 


To 

Anne Liddy/HBU5/HSBC@H5BC 

Donald w McPherson/HBUs/H5BC®HSBC, Grace c santiago-Darvi sh/HBUS/H5BC®H5BC 

Subject . , r -nr,! £ 

Re: Fw: Funds frozen in USA - payment on behalf of Commercial Bank of 


Ethiopia 
(HBUS ref ; 


-06DEC06) . 


I was able to get the following information from OFAC Licensing. 

1) The license application was received December 19, 2006. 

2) The status is 'pending". 

3) The case number is "su-2108". _ u u 

4) Further documentation pertaining to this application should be sent to the 
attention of "Elizabeth Farrow, Assistant Director for Licensing . 

The case number should be included on all correspondence sent to OFAC Licensing. 

I mentioned this to Grace when she called earlier this afternoon, she said, 
that they need to stress the validity of the underlying trade transaction and 
provide the supporting documentation. (The application, on page 3, does state 
that "copies of documents related to the underlyng transaction, T;e., 
bills of lading, original payment instructions, etc., should be included with 
the application.) 


Anne Liddy/HBUS/HSBC 
01/10/2007 11:45 AM 

TO 

El i zabeth protomastro/HBUS/HSBC@HSBC 

Grace C Santiago-Darvish/HBUS/HSBCOHSBC, Donald W McPherson/HBUS/HSBC©HSBC 

Fw;^ Funds frozen in USA - payment on behalf of commercial Bank of Ethiopia 
(HBUS ref : IH||ji|B-06OEC06) . 


El i zabeth^- at-tacbed— i-s- the- 1 i cense—appl-i-cati on— and -under 1 y-Uig. details- of _the 

Sudan Petroleum blocked transaction. as we discussed this morning, can you 
pis contact the licensing section of OFAC and obtain confirmation that the 
application was received, status (is anyone working on it), case number, and an 
OFAC contact name to whom HSBC South Africa can send further documentation re 
the transaction. Any information you can obtain would be greatly appreciated 
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= Redacted by the Permanent 
Subcommittee on Investigations 


Occ-Psi -00610597 

by all. Thanks . 

Forwarded by Anne Liddy/HBUS/HSBC on 01/10/2007 11:32 AM 

Arup ROY/HCZA/HSBC(&HIBM 
01/10/2007 11:15 AM 

TO 

Anne Liddy/HBUS/HSBC@HSBC 
cc 

Henk CROUSE/HCZA/HSBC@HIBM, Gimhani TALWATTE/HCZA/HSBC(&HIBM 
Subject 

Funds frozen 1n USA - payment on behalf of Commercial Bank of Ethiopia 

Chbus 

ref : ■■■■06DEC06) . 


Dear Anne, 

It was indeed a pleasure talking to you and Grace today and we wish to take 
this opportunity to thank you for your valuable advice. 

As discussed, I append below the following : 


a) A scanned copy of our application to the US Department of Treasury 


[attachment "SKMBT_50006122714340.pdf'’ deleted by Elizabeth 
Protomastro/HBUS/HSBC] [attachment "SKMBT_50006122714350.pdf deleted by 
El i zabeth Protomastro/HBUS/HSBC] 

b) A scanned copy of the instruction received from commercial Bank of Ethiopia, 
an IB customer of ours requesting us to make payment to the debit of their 
account. Based on this instruction, the subject remittance was effected. 


[attachment ■‘SKMBT_50006122714351.pdf’' deleted by Elizabeth 
Protomastro/HBUS/HSBC] 


Shall be grateful if you could take up the matter with your contact in OFAC 
and let us know whether the application has been received / being processed and 
the relevant reference number allotted if any. Based on your feedback and 
contact details, we shall take up the matter directly and will only involve you 
should we fail to make any progress. 

Please forward a copy of the mail to Grace as I do not have her address. 

We shall look forward to your support in addressing this particular case. 

Best regards 


Arup Roy 

Head of Transaction Banking 
HSBC Bank Pic 

2 Exchange Square, 85 Maude Street 
Sandown, sandton 2196 
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■ Red.'icted by the Permanent 

OCC-Psi -00610597 Subcommittee on Investigations 

south Africa • 

Telphone + 27 Cll) 6764534 
Email arup.roy@za.hsbc.com 


George Dal1y/HBUS/H5BC@HSBC 
22/12/2006 08:16 PM 


Krishna PATEL/HCZA/HSBC@HIBM, Sandy WYND/HIBM/HSBC@HIBM 

Rob MCCALL/HCZA/HSBC@HIBM, Glen R 0 BERTS/HCZA/HSBC@HIBM , Arup 
ROY/HCZA/HSBC@HIBM, Henk CR0USE/HCZA/HSBC@HIBM, Sangita DE5AI/HCZA/HSBC@HIBM, 

Louis J0RDAAN/HCZA/HSBC@HIBM, Carmel Kisten/HCZA/HSBC@HIBM, Sandra 
peter 5on/HBUS/HSBC@HSBC 

Re:^Fw: PCM operational error. ^Funds frozen in USA - payment on behalf of 
commercial Bank of Ethiopia (HBUS ref : BBB^B-06 dec06) . 


Here are the answers to the below questions: 

Question a: The time frame various geographically, however, once OFAC has 
received the proper form for a license we can reach out to our contact in _ 

Washington dc for a possible time frame for the release of the block payment in 
question. 

Question B: it is industry standard to place these funds in a Time Deposit at 
a compatible rate. 

Question c: Your question related to the documentation, a copy of the original 
payment instructions is sent to OFAc compliance Programs Division in Washington 
DC, Any additional documentation required would be requested from OFAC. 

if' yoXi'TTFed"'any f urthe r’^assTstancevp^l ease contact me di-pec-tly— 

Thanks . 


Sandra Peterson/HBUS/HSBC 
12/22/06 10:15 AM 


George Dally/HBUS/HSBC@HSBC 
cc 


Fw PCM operational error- Funds frozen in USA - payment on behalf of 
commercial Bank of Ethiopia Chbus ref : ■^■|-06 dec061 . 


can you investigate and get me the details. 
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Occ-Psi -00610597 


I - RedacCeG by the 

Subcommittee on Investigations 


Sandra Peterson 

SVP, Global Payments & Cash Management 
500 Stanton Christiana Road 3rd Fl . 

Newark, DE 19713 
302 636-2500 

Sandra. PetersonQus .hsbc.com 

Forwarded by Sandra Peterson/HBUS/HSBC on 12/22/06 10:14 AM 

Arup ROY/HCZA/HSBC@HIBM 
12/22/06 08:44 AM 


Sandra Peterson/HBUS/HSBC@HSBC, Sandra Peterson/HBUS/HSBC@HSBCAMERICAS 

Russell G GRAHAM/PCM ASP/HBAP/HSBC(aHSBC, Richard C Boyl e/HBUS/HSBC^HSBC , 
Gimhani talwatte/hcza/hsbc@hibm 

Subject , 1 . u Tji £ 

Fw: PCM operational error. Fu nds froz en in USA - payment on behalf of 
Commercial Bank of Ethiopia (HBUS ref : BHBHi“060EC06) . 


Dear Sandra, 

I refer to the appended mail and seek your guidance on the following : 

aj We have already forwarded our application seeking release order so that the 
funds can be sent back to the remitting bank/ remitter. Based on your 
experience, Can you please let us know the approximate time frame it could take 
to enable us to Keep the remitting bank posted. 

b) we understand that the funds are held at HBUS in a Fixed Deposit account 
pending receipt of a release order. Please let us know the rate of interest 
being paid on the same. 

cT 'Thblj^'ttie^appTIcat i OTrfor •eas^“orifer-dDBS-TTOt--spec1f i-ral ly-caf-l'-fer-afty-- 

underlying documents, should we obtain the same from the remitter / remitting 
bank Cie invoice / contract etc) in order to substantiate the fact that the 
transaction relates to a genuine trade payment ? 

If you are not the right person, please forward this request to the relevant 
person with a request to revert to us today. Needless to say that we are 
concerned on this matter and will look forward to your support in addressing 
the matter at the earliest. 

we take this opportunity to wish you a Merry Christmas and a very happy new 
year ! 

Richard - wanted to speak to you in this regard and left a message in your 
voice mail box. shall be grateful for any assistance you could extend in this 
regard . 


-M-arty-^t-h-ftfik-s- 


Arup Roy 

Head of Transaction Banking 
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HSBC Bank Pic 

2 Exchange Square, 85 Maude Street 
Sandown, Sandton 2196 
South Africa 

xelphone + 27 (11) 6764534 
Email arup.roySza.hsbc.com 

Forwarded by Gimhani TALWATTE/HCZA/HSBC on 2006/12/22 02:00 PM 

Gimhani TALWATTE/HCZA/HSBC 
HCZA 

2006/12/18 10:18 AM 
Mail Size: 13772 

To 

Sandra Peterson/HBUS/HSBCSHSBC 
cc 

Subject 

Fw: PCM operational error. Funds frozen in USA - payment on behalf of 
commercial Bank of Ethiopia 
Enti ty 

— Blank — 


Dear Sandra 

I refer to the email below which explains the transaction in question. . 

I would appreciate your assistance in finding out how long it usually takes for 
frozen funds to be released back to the originating party 

Please let me know when you come in to work so I may call you 

Many thanks 

Gimi 


Gimhani Talwatte 

Manager operations 

Global Transaction Banking 

HSBC Bank pic - lohannesburg Branch 

Tel; 27-11-676-4541 

gimhani . talwatteSza. hsbc. com 


Forwarded by Gimhani TALWATTE/HCZA/HSBC on 2006/12/18 10:15 AM 

Russell G GRAHAM/PCM ASP/HBAP/HSBCSHSBC 
2006/12/15 10:13 PR 
Mail Size: 10405 


Gimhani TALWATTE/HCZA/HSBC@HIBM, Allen L Y wong/pcm asp/hbap/hsbc@hsbc 
cc 

Subject 

Re: PCM operational error. Funds frozen in USA - payment on behalf of 
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Occ-Psi -00610597 

commercial Bank of Ethiopia 
Enti ty 

— Blank — 


Gi mi 

I would recommend contacting Sandra Peterson who runs HBUS's Payments 
Operations in Delaware regarding this. 

Russell 


From: Gimhani talwatte 

sent: 12/15/2006 05:33 PM ZE2 

to: Russell G GRAHAM; Allen L Y WONG 

Subject: Fw: PCM operational error. Funds frozen in USA - payment on 
behalf of commercial Bank of Ethiopia 

Dear Russell/Allen 

At the risk of providing you with too much information on a local issue and 
perhaps also addressing the problem to the wrong people I am forwarding an 
issue we had at PCM in JOH for your information. 

please let me know the appropriate person who I should deal with on issue such 
as these. 

AS you know I just took over responsibility for pcm and have just started 
looking at procedures and knowledge levels which need attention. 

Unfortunate^; already had a situation where a staff member released a 
payment to a country that has Sanctions. The payment has now been frozen in 
the USA and we are uncertain as to how long it will take for us to have the 
funds returned. we have applied to the office of Foreign Assets control and I 
a hopeful that they will respond soon. 


However, in the interim I am forwarding you a note I sent to our CEO and coo 
explaining the problem, we would greatly appreciate any guidance you can 
provide, specially in the way of when we could expect funds back. 

I am concerned with the reputational risk involved here in addition to the 
problems we may face having the funds released 

Best regards 

Gimi 

Gimhani Talwatte 

Manager operations 

Global Transaction Banking 

HSBC Bank pic - Johannesburg Branch 

Tel: 27-11-676-4541 

gimhani .talwatte@za.hsbc.com 


Forwarded by Gimhani talwatte/HCZA/HSBC on 2006/12/15 04:51 PM 

Gimhani talwatte/hcza/hsbc 
HCZA 
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2006/12/14 06; 07 PM 
Mail Size: 5516 

To 

Krishna patel/hcza/hsbc@hibm, Sandy wynd/hibm/hsbc@hibm 
cc 

Rob mccall/hcza/hsbc@hibm, Glen roberts/hcza/hsbc@hibm, Arup 
roy/hcza/hsbc@hibm, Henk crouse/hcza/hsbcShibm, sangita desai/hcza/hsbc@hibm, 
Louis 3ORDAAN/HCZA/HSBC0HIBM, Carmel Ki Sten/HCZA/HSBC®HIBM 
Subject 

PCM operational error. Funds frozen in USA - payment on behalf of 
Commerci al 
Bank of Ethiopia 
Entity 

— Blank — 


Krishna, Sandy 

PCM received an instruction from commercial Bank of Ethiopia CcBE) on the 06th 
of December 2006. The instruction was for USD2 , 538 ,939. 33 to be paid out to 
BNP Paribus in Switzerland for the account of Sudanese Petroleum 
corporation. The instruction came in the way of a SWIFT message from CBE . 

PCM staff turned the payment instruction around and released a telegraphic 
transfer to HBUS for further payment to BNP Paribus. The outgoing TT message 
was stopped by WOLF which flags all sanctioned countries/terrorist organisation 
etc. However, in this instance the staff member released the payment in 
error. ' 

The payment hit HBUS and the funds were immediately frozen as per the 
guidelines set out by the us department of treasury. The funds now remain 
with HBUS in a fixed deposit. HSBC lohannesburg has to independently apply 
for the release of these funds from the Office of Foreign Assets control in 
the us department of Treasury. 

we have completed the application for the release of funds and will courier it 
to the USA tomorrow morning. 

We understand that CBE was aware that this payment may not go through as they 
have attempted to make this payment via their other corespondent banks and 
failed. We need to decide what communication we make with CBE in this regard. 

At PCM, I have spoken to the staff concerned and realise that it was a genuine 
error in an attempt to push the days work through before the cut-off time. I 

believe the loss of three staff in the department leaving only two permanent 
staff remaining is causing then to work towards clearing their queues rather 
than slow down to read the warnings such as these. Staff are also used to 
seeing warnings often seeing that most of the business we conduct is with CON 
and RST countries. They assumed the warning here was for CBE (which also 
get's flagged by our systems for being constrained - high risk or sensitive 
country) Having said that I also feel it is a matter of training where 
seeing the word ’^sudan' alone should have been warning enough. 

At HTV we have discussions each time new sanctions come out so the entire 
department is aware of the sanctions and of HSBC's stand on these sanctions. 

We have clear guidelines on how to handle payments to certain countries with 
sanctions. We hope to start similar sessions with PCM and I will conduct the 
first such training next week. I see this as a transition phase where PCM 
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first needs to be staffed and then trained up 

We wi11 await the outcome of our application and I wiii keep you informed as 
and when we have some news 

Regards 

Gimi 
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From; ALI S KAZMY/HBUS/HSBC 
sent: 6/18/2007 8:11:48 AM 
to: ANNE liddy/hbus/hsbc 
CC: 

Subject: Fw: lob Aid - Bearer share 
FYI 

Forwarded by Aii S Kazmy/HBUS/HSBC on 06/18/2007 09:11 

AM 

From; Clara Hurtado on 18 lun 2007 08:25 


To: All S Kazmy/HBUS/HSBC@HSBC 

cc: Teresa Garci a/HBUS/HSBC@HSBC 

Subject: Fw: lob Aid - Bearer share 

Miami also has a large number of bearer share accounts. I too disagree with 
making these SCCs . 

We are also getting an updated BOL every 3 years, not 2 years. 

Before anything goes out to the units, we need to be careful that we do not 
change the agreed upon policies/procedures which have been put in place based 
on local regulator requirements. 

Thanks . 


Clara M. Hurtado 

Director of Anti-Money Laundering Compliance 

HSBC Private Bank - Miami 

Ph: 305 539 4998 Fax: 305 539 4850 

Forwarded by Clara Hurtado/HBUS/HSBC on 06/18/2007 08:23 AM 

Teresa Garci a/HBUs/HSBC 
06/15/2007 11:05 AM 

TO 

Ali S Kazmy/HBUS/HSBC@HSBC 
cc 

Alan P williamson/HBUS/HSBCOHSBC, Anne Liddy/HBUS/HSBC®HSBC, Steven l 
Rockefeller/HBUS/HSBC@HSBC, Susan Hoggarth/H8US/HSBC@HSBC, Clara 
Hurtado/HBUS/HSBC@HSBC 
Subject 

Re: fw; lob Aid - Bearer share 


Ali , 

IPB-NY has about 500 non-high risk bearer share accounts. There is no way we 
_ace_making^,all,.th.es£_.acc.QUnts.^sccs.,_ 


Teresa Garcia 

Senior Manager specialized Compliance 
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HSBC Private Bank New York 

452 Fifth Ave., T6, NY, NY 10018 

Cph)212-525-6014 (F) 212-525-8255 


All S Kazmy/HBUS/HSBC 
06/15/2007 11:01 AM 

TO 

Alan P wiiliamson/HBUS/HSBCSHSBC 
cc 

Anne Liddy/HBUS/HSBC@HSBC, Steven 1 Rockefeller/HBUS/HSBC@HSBC, Susan 
Hoggarth/HBUS/HSBC@HSBC, Teresa Garcia/HBUS/HSBC@HSBC 
Subject 

Re: Fw: lob Aid - Bearer share 


The intention is to apply to all HBOS business units, including PB. Perhaps we 
could have a discussion on the potential bearer share exposure in Markets. 

Thanks , 


From: Alan P Williamson on 15 lun 2007 10:54 


to: Ali 5 Kazmy/HBUS/HSBC@HSBC 

cc; Anne Liddy/HBUS/HSBC®HSBC 

Steven l Rockefel ler/HBUS/HSBC®HSBC 

Susan Hoggarth/HBUS/HSBC@HSBC 

Teresa Garcia/HBUS/HSBC@HSBC 

Subject: Re: Fw; lob Aid - Bearer share 


lust for clarity's sake then, the job aid applies to which business units? It 
appears not to apply to PB, and I am sure it doesn't apply to Markets. 

Al an 


Ali S Kazmy/HBUS/HSBC 
06/15/2007 10:29 AM 

TO 

Alan P wi 11 iamson/HBUS/HSBC@HSBC 
cc 

Teresa Garcia/HBUS/HSBC@HSBC, Steven 1 Rockefel 1 er/HBUS/HSBC@HSBC, Susan 
Hoggarth/HBUS/HSBC@HSBC, Anne Liddy/HBUS/HSBC@HSBC 
subject 

Re: Fw: lob Aid - Bearer Share 
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Alan , 


Occ-Psi -00617514 


Thanks for your note, fyi - Anne & I are discussing additions to the AML 
Policy with regards to this as well as other topics. 


Regards , 


From: Alan P Williamson on 15 3un 2007 09:52 


To: Teresa Garcia/HBUS/HSBC@HSBC 

cc: Ali s Kazmy/HBUS/HSBC@HSBC 

Steven 3 Rockefel ler/HBUS/HSBC@HSBC 

Susan Hoggarth/HBUS/HSBCSHSBC 

Anne Liddy/HBUS/HSBC@HSBC 

Subject: Re: Fw: lob Aid - Bearer share 

Al i 

I think this may represent a policy change. Probably a good one but not sure 
we are ready for it. 

Alan 


Teresa Garcia/HBUS/HSBC 
06/15/2007 09:48 AM 

To 

Ali S Kazmy/HBUS/HSBC3HSBC 
cc 

Susan Hoggarth/HBUS/HSBC3HSBC, Alan P wil1ianison/HBUS/HSBC3HSBC, Steven : 
Rockefel 1 er/HBUs/HSBC0HSBC 
subject 

Re: Fw: lob Aid - Bearer Share 


Al i , 

In IPB we do not classify Bearer shares accounts as SCCs, unless the nature of 
the beneficial owner warrants it. 

This Job Aid is somewhat similar to the IPB-NY Bearer Share Policy. However, we 
request that the shares held in custody should be with an approved non-US 
resident third party custodian, who is authorized to advise HSBC of any changes 
in ownership. 

Beneficial ownership Letter should be every three years. We do not see the need 
of doing it every two year, we hardly ever see changes in the ownership. 


Teresa Garcia 

Senior Manager specialized Compliance 
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HSBC Private Bank New York 

452 Fifth Ave., T6, NY, NY 10018 

(PH)212-525-6014 (F) 212-525-8255 


Ali S Kazmy/HBUS/HSBC 
06/14/2007 04:34 PM 

To 

Alan T Ketley/HBUS/HSBC@HSBC, Alexine von Keszycki/HBUS/HSBCdHSBC, Bernie 
Mackara/HBUS/HSBC®HSBC, Clara Hurtado/HBUS/HSBC@HSBC, Deborah R 
Price/HBUS/HSBC®HSBC, Denis E o'brien/HBUS/HSBC@HSBC, George 
Tsugranes/HBUS/HSBCSHSBC, lohn p Christiansen/HBUS/HSBC@HSBC, Nerissa P 
Hall/HBUS/HSBC@HSBC, Richard Salvatore/HBUs/HSBC@HSBC, Robert 
Abreu/HBUS/HSBC@HSBC, Salvatore locolano/HBUs/HSBC@HSBC, Steven 1 
Rockefeller/HBUS/HSBC®HSBC, Susan H0ggarth/HBUS/HSBC®HSBC, Teresa 
Garci a/HBUS/HSBC@HSBC 
cc 

Alan P williatnson/HBUS/HSBCSHSBC, Anne Liddy/HBUS/HSBC, Denise A 
Reilly/HBUS/HSBC@HSBC, Georgia Stavridis/HBCA/HSBC@HSBC02 
subject 

Fw: lob Aid - Bearer Share 


lust a memory jogger that feedback on this matter is due by 15th lune 2007. 
After addressing all concerns, the lob Aid will be submitted to the next line 
of senior management for approval by the 19th of lune 2007. 

Thanks, 


- Forwarded by Ali S Kazmy/HBUS/HSBC on 06/14/2007 04:29 

PM 

Ali S Kazmy on 05 lun 2007 11:59 
Note 

-05 -ltm-2D(>7^1:-59- 

From: Ali s Kazmy Tel; 212-525-5560 

Title: vice President Location; 5TH-21 

WorkGroup: COMP/anti-money laundering Mail size: 62458 


to; Alan T Ketley/HBUS/HSBC@HSBC 
Alexine von Keszycki/HBUS/HSBC®HSBC 
Bernie Mackara/HBUS/HSBC®HSBC 
Clara Hurtado/HBUS/HSBC®HSBC 
Deborah R pri ce/HBUS/HSBC@HSBC 
Denis E o'brien/HBUS/HSBC@HSBC 
George Tsugranes/HBUS/HSBC@HSBC 
lohn P Chn stiansen/HBUS/HSBC@HSBC 
ludy P Stoldt/HBUS/HSBC@HSBC 
Nerissa P Hall/HBUS/HSBC@HSBC 
Richard Salvatore/HBUS/HSBC@HSBC 

-RQlierJ:_Abxeu/HB,US/JlSBC®HS.BC 

Salvatore loco1ano/HBUS/HSBC®HSBC 
Steven 1 Rockefel 1 er/HBUS/HS8C@HSBC 
Susan Hoggarth/HBUS/HSBC@HSBC 
Teresa Garci a/HBUS/HSBC@HSBC 
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cc: Alan p wi 1 1 i amson/HBU5/H5BC@HSBC 
Anne Liddy/HBUS/HSBC 
Denise A Rei11y/HBU5/H5BC@H5BC 
Georgia Stavridi s/hbca/H 5BC@H5BC02 
Subject: 3ob Aid - Bearer share 

Attached is a 3ob Aid on Bearer Shares. It was previously circulated and 
comments received have already been incorporated. This opportunity is availed 
to seek comments/suggestion from a wider audience prior to presentation to the 
AML Director for final approval. 

[attachment "Bearer share 3ob Aid V3 052507.doc” deleted by Teresa 
Garcia/HBUS/HSBC] 

Please reply along with reasoning if you do not believe the 3ob Aid to apply to 
your business unit(s), in either case, please provide 
comments/suggestions/feedback by 3une 15, 2007. 

Thanks & regards, 
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From: PETER G MAY/HBEU/HSBC 
sent: 8/9/2007 7:13:10 AM 

to: ANNE LIDDY/HBUS/HSBC©HSBC 
CC: ALAN T KETLEY/HBUS/H5BC@HSBC 

Subject: Re: Arab Investment company Reportable Event Notification 

Hi Anne, 

I think it’s important we are all comfortable with the issues here and for me 
to comment, I need to understand the questions HBUS have posed to TAIC and be 
clear on their responses. 

if this cannot simply be forwarded, then let's have the call, but be aware that 
this alone is unlikely to bring this to a suitable conclusion. 

Thanks , 


PGM 


******** 


************** 


Redacted by the Permanent 
Subcommittee on Investigations 


HSBC Bank plc 

Registered Office: 8 Canada square, London El4 5HQ 
Registered in England - Number 14259 

Authorised and regulated by the Financial services Authority 


******** 


From: Anne Liddy 

sent: 09/08/2007 08:03 EOT 

to: Peter G MAY 

Cc: Alan T Ketley ^ ... 

Subject: Re: Arab Investment company Reportable Event ^^^■Notiti cation 

Peter, I thought we could discuss that over the phone however if you require 
the written correspondence prior to our call then unfortunately it will have to 
wait until Alan Ketley returns from vacation on Aug 13th, as l am not confident 

—that— I- h^e- each— pi%ce— of-corresponcteoce. — I vd-ll ...as.k.. a 1 a n -tQ_fQrwar.d— a.1.1 . — 

applicable correspondence upon his return then we can set up a call. Hope this 
is ok with you. Thanks. 


Peter G may/hbeu/hsbc 
08/07/2007 12:48 PM 

TO 

Anne Liddy/HBUS/HSBC©HSBC 
cc 

Alan T Ketley /HBUS/HSBC@HSBC 

Subject •£• 

Re: Arab investment company Reportable Event ^HBBNotifi cation 


Hi Anne, 

Thanks for the explanations but this does not really cover the issue of the 
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client not answering the questions from HBUS to a satisfactory level. 

I would like to see the correspondence between HBUS and TAIC which provides 
their explanation before we take any further action and before we have the call. 

Happy to join a call next week. 

Thanks , 


PGM 


Anne Liddy/HBUS/HSBC 
HBUS 

07/08/2007 14:45 
Mail Size: 28215 


-- Redacted by the Permanent 

Subcommittee on Investigations 


TO 

Peter G may/hbeu/hsbcOhsbc 
cc 

Alan T Ketley/HBUS/HSBCOHSBC 
Subject 

Re: Arab investment company Reportable Event fi catn on 

Entity 

HSBC Bank pic - HBEU 


Peter, below is the s ummary and detailed information that was input into RED on 
161UL07 for RE {■■■l Hopefully, this helps you to understand a little better 
the situation at HBUS. With regards to your request for details of the 
response from the client, rather than send you a flurry of emails I think it 
would make more sense for yourself, myself and my colleague, Alan Ketley (who 
has been dealing with the business re this matter) get on a call to walk you 
through the history. Alan is currently on holiday and returns the week of 

14th — pis- let -me know-^f/when-you w ou l d-be a v a i la b.le-to -spk-jao-th us 

during the course of that week. Thank you. 

Summary: 

Multiple Sudan-related payments have been directed over this account by Arab 
investment company. The majority were reported by other banks suggesting that 
HBUS has been processing cover payments for this client. The only payment where 
the Sudanese connection was apparent was stopped and blocked by HBUS. PCM is 
not satisfied with the explanations provided by the client and is aiming to 
have the account closed effective August 1, 2007. 

Please refer to the details below for a full description of this issue. 


Details: 

The Arab Investment Company SAA (“TAIC”), taic Building 2309, Road 2830 Al seef 
nisrrirt 48. Manama. Bahrain, maintains a USD correspondent banking account No. 
iHllillllifm t^ HSBC Bank USA , ■ N . aTT’HBUS^. we have recei ved intormati on 

indicating that seven wire payments requested to be processed for this account, 
by taic were prohibited due to u.S. sanctions against Sudan, although we had 
no knowledge of this information at the time the wire transfers were processed 
or requested to be so processed. The events upon which we obtained this 
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knowledge of the possible involvement of “Sudan” are summarized below. 

In May 2007, HBU5 responded to two ‘602’ letters received from the office of 
Foreign Assets Control (“OFAC”) informing HBUS that it had processed two wire 
payments for TAIC in which the underlying transactions were related to Sudan. 

It is noted that both wire payments, as processed by HBUS upon instrucn'on 
provided by TAIC, indicated no reference to “Sudan” or any other sanctioned 
interest. The two intermediary u.s. banks receiving thepayments from HBUS 
rejected and blocked the payments, as required, in compliance with U.S. 
sanctions against Sudan. The intermediary U.S. banks reported the rejected and 
blocked payments to OFAC as required by regulation (since they apparently 
received information from their respective customers that entities located in 
Sudan were involved). OFAC in turn contacted HBUS requesting an explanation 
as to how each payment was handled by the Bank (which was done). 


Below are details on the two wire payments referred to HBUSri)y"QFAC... 

1) value date 25‘Aug-2006 | 1 

Amount: USD 36,900 ^ l°ve«.ealion,, i 

Debit Bank: The Arab investment Company SAA 
intermediary Bank: Bank of America NY 
Originator: state Bank of India, Mumbai^ 

Beneficiary: state Bank of India, Mumbai, A/Cj|^^^Hipii 
Beneficiary Bank: state Bank of India Export Bills Receivable 


Note: OFAC letter COMPL 0700200 indicated that Bank of America rejected the 
payment because the underlying transaction involved an export bill drawn on 
Alhaitham chemical and Pharma Co. Ltd., of Khartoum, Sudan. 


2) value date 21-Dec-2006 
Amount: USD 20,300 

Debit Bank: The Arab investment Company SAA 
Intermediary Bank: Sumitomo Mitsui Banking Corp., NY 
originator: Sumitomo Banking Corp., Seoul 
Beneficiary: Sumitomo Mitsui Banking corp., Seoul 

Note: OFAC letter compl 0700245 indicated that the funds transfer was 
initiated on behalf of "Sudan Telecom company”. 

-KBt>S-res po n d e d t-e-OFAC— that— botl^ir-e-paywent^ as pr-o€essed-b y H aus^-xontainad-- 
no reference to "Sudan". 

After responding to these two ofac letters, two additional wire payments sent 
upon the instruction of TAIC were, subsequently, again returned by Bank of 
America due to ofac sanctions against Sudan. Again, neither payment as 
processed by HBUS contained any reference to "Sudan". Details on the payments 
are given below. 

3) Value date 15-Jun-2007 , 

Amount: USD 631,532.70 

Debit Bank: The Arab investment company SAA 
Intermediary Bank: Bank of America N.A. 

originator: State Bank of India, Indore, India _ . _ , 

Beneficiary Bank: State Bank of India, Export Bills Receivable A/C 
Beneficiary: State Bank of India, Indore, India 

4) Value date 15-Jun-2007 

.._Amo.un,tj;^,....U5a_154.,-7£,0..66._ 

Debit Bank: The Arab investment Company SAA 

credit: Bank of America N.A. 

originator: state Bank of India, Indore, India 

Beneficiary Bank: State Bank of India, Export Bills Receivable A/C 
Beneficiary: State Bank of India, Indore, India 
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Upon review, we identified three additional wire payment instructions (note 
where wire transfers were not processed) received from TAIC which may have 
involved a Sudanese interest. Details are given below. 


5) Value date 16-May-2006 
Amount: usd 485.22 

Debit Bank: The Arab investment Company SAA 
credit: Bank of New York, oriskany, NY 
originator: The Arab investment Company SAA 
Beneficiary: Farmers commercial Bank, Khartoum, Sudan 

Note: This payment was blocked and reported by hbus to OFAC on 16-May-2006, 
due to the involvement of the Sudanese bank. “Farmers commercial Bank, 
Khartoum, Sudan" is listed as a blocked entity by OFAC under the Sudan program. 

6) Value date lO-oct-2006 
Amount: USD 34,505.00 

Debit Bank: The Arab investment Company SAA 
credit: Wachovia Bank na - New York 

intermediary Bank: Wachovia Bank, N.A. - collections Clearance Account, ny, ny 
Beneficiary Bank: The Bank of Kyoto, Ltd., Kyoto, Japan 

Note: The payment was re turned by Wachovia to hbus on 17-oct-2006 with the 
notation “Return your SSN H|||||[[|||H|Bya 10/10/06 for our collection O/B (ordering 

bank) is Sudanese French Bank, Sudan, cannot process due to sanctions.' 

7) Value 21-Feb-2007 

Debit: The Arab investment company SAA 
Credit: Bank of America, N.A., NY, NY 

Beneficiary Bank: State Bank of India (Export Bill Receivable) 
originator: State Bank of India, Mumbai 
USD 287,158.75 

Note: The payment was returned by Bank of America to HBUS on 23-Feb-2007 with 
the notation ’^‘Drawee is a Sudanese entity and that comml pymts involving Sudan 
cannot be proc under sanction.” 

The relationship with TAIC is currently under review by hbus pcm and PCM in 

w hi c h has loc al c alli n g res- pen si- b i^4-ty -f or tai c and a- r e comm efniati-on-has — 

been made by HBUS compliance that the relationship be exited. The Group KYC on 
TAIC indicates that tnere is a treasury and trade relationship; it also 
indicates that TAIC has OFAC monitoring systems in place and that any _ 
transactions with OFAC names are rejected - our experience suggests this is no 
longer correct. 

In summary, it is noted that the above seven (7) wire transfer requests 
possibly involving entities located in Sudan were all rejected by the U.S. 
banks and were not, therefore, processed. 


Redacted by the Permanent 
Subcommittee on Investigations 


Peter G may/hbeu/hsbc 
08/07/2007 06:46 AM 

-TO - 

Anne Liddy/HBUS/HSBC@HSBC 
cc 

subject , ^ . r-. 

Re: Arab investment Company Reportable Event ^^HlNotiti cation 
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Anne , 

I received no responses in your absence and would appreciate your assistance in 
providing me with information requested. 

Many thanks, 

PGM 


Anne Liddy/HBUS/HSBC 
HBUS 

06/08/2007 14:27 
Mail Size: 13407 

To 

Peter G may/hbeu/hsbc@hsbc 
cc 

subject 

Re: Arab investment company Reportable Event Notin cation 

Entity 

HSBC Bank pic - HBEU 


Redacted by the Permanent 
Subcommittee on investigations 


Peter, I have just returned from my vacation and saw this email. Do you still 
need this information? 


Peter G may/hbeu/hsbc 
07/27/2007 10:58 AM 


TO 

Anne Liddy/HBUS/HSBCOHSBC 


Alan T Ketley/HBUS/HSBCOHSBC. Carolyn M wind/HBUS/HSBC@HSBC, Ian 
eden/hbme/hsbcOhsbc, Joe E brownlee/ibeu/hsbc@hsbc, Susan A 

WRIGHT/HGHQ/HSBC@HSBC 

Subject , _ _ 

Arab Investment Company Reportable Event } 


L Notification 


Dear Anne, 

Re the below, I have not been able to obtain all the relevant information on 
the event within HBUS and from our records, we don't have anything from hbeu 
with the client in question. 
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Please could you shed some further light on this, including providing us with 
details of the response from the client, so that we can review the situation 
with all the facts. Additionally, I believe we are only the Regional 
Relationship Manager for the customer, who will have a GRM within hbme who 
should be kept in the loop. 

Thanks , 

PGM 


peter May 

Global Relationship Manager Public sector & Reserve Managers 
HSBC Bank pic 

corporate, Investment Banking and Markets 
Level 17 

8 Canada square ' — — ■ 

London, El4 5HQ -■»—.= Redacted by the Permaneni 

Subcommittee on Investigations 

phone: + 44 (0)20 7992 3721 i . 

fax: + 44 (0)20 7992 4480 
mobile: +44 (0)7767 006186 


emai 1 : peter .g.may@hsbcib. com 

Forwarded by Peter G may/hbeu/HSBC on 27 

Giovanni fenocchi/HBEU/HSBC on 27 3ul 2007 07:54 


jul 2007 15:42 


Forwarded by Giovanni FENOCCHI/HBEU/HSBC on 27 Jul 2007 07:54 

joe E brownlee/ibeu/hsbc @ HIBM on 26 Jul 2007 18:14 

Memo 

26 Jul 2007 18:14 


From: Joe E brownlee/ibeu/hsbc @ hibm 

Mail size: 2252 AUT lloaiTYgHiIBM 

subjectT Reportable Event #3948 Notification 

Event DETAILS 

Event Title: Arab Investment company - Sudan OFAC issues 

Status: open 

Region: North America 

Business: HSBC securities services 

Location; united States ^ , u u j-- .- 4 . ^ 

Exec Summary: Multiple Sudan-related payments have been directed over 
this account by Arab investment company. The majority were reported by other 
banks suggesting that HBUS has been processing cover payments for this client. 

The only payment where the Sudanese connection was apparent was stopped and 

PcS'^^s'^not satisfied with the explanations provided by the client and is aiming 
to have the account closed effective August 1, 2007, , 

P l pac;p r pfpr to the detai 1 tab jQ_r_a fulj — de_5Cciption_of^ t 
Date occurred: 


Creation Date: 16 Jul 2007 12:53 
Event Number: |||||||||||||^^ 
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RED link: http: //i ntranet . uk . hibm.hsbc/lRiS/logon. do?eventld=30003077 


THIS PAGE IS 
INTENTIONALLY 
LEFT BLANK 
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Topic 

Payments: 


OFAC Compliance Team Monthly Update Date - January 2008 

Explanation 


Redacted by the 

Permanent Stibcommittee on Investigations 


Reportable 
Events (RED) 
placed in 
RED in 
January 08 


December 13, On 13DEC07 HBUS self-disclosed to OFAC the processing of five wire 

USD 26.269.74; 29JAN07 - USD 3,525.76; 2eNo'v07 -~USD 33,486.47) in 
possible violation of Sudan regulations. HBUS received information from 
another U.S. bank informing us that the beneficiary on the 6AUG07 was a 
Sudanese company. The payment was processed straight through, i.e., it did 
not stop in the filter as there was no benefiaary address and no mention of 
"Sudan”. HBUS researched the beneficiary and our customer, Credit Libanais, 
and identified four other payments processed for the same beneficiary, The _ 
beneficiary. "Medica I 

fl|||||||||||||||Hk Under ut-AU's stna iiapiiity policy, HbUb may race a 
]B!emia^%naK^TOSD 189,274 for processing the payments going to Sudan. 


Redacted by the i 

Permanent Subcommittee on investigations \ 


OCC-PSI-00631007 
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Redacted by the 

Permanent Subcommittee on Investigations 


Other: 


■ OFAC Audit completed. 

OFAC C ompli anc e Des k book dra fted a nd submitted to team for approval 
3 sessions of OFAC training completed for Private Banking for a total of 46 participants 


OCC-PSI-00631007 
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To: Lesley Midzain, EVP 

cc: Anne Liddy 

From; Elizabeth Protomastro, OFAC Compliance 

Date; 4/2/08 

Report: Management Report For 1 Q2008 for OFAC Compliance 


1. Issues Arising 

(a) New Issues 

Include in this section: 

• New Reportable Events 

On 30JAN08, HBUS disclosed to OFAC the facts surrounding the processing of a 
wire transfer transaction of USD 29,438.32 from HSBC Egypt on 7DECQ7 which was 
subsequently blocked /’tHHBIHH tinder sanctions against Sudan. The 
Pansaction did stop in the OFAC filler queue, but was released due to human error. 
HB US faces paying a potential penalty under the Sudanese sanctions for processing 
this payment. (RED #4710) 


Redacted by the 

Permanent Subcommittee on Investigations 


OCC-PSl-00633713 
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Redacted by the Permanent 
Subcommittee on Investigations 



wire transfer transaction of USD 44,2] 1.64 on 5NOV07 which was subsequently 
returned/rejected by IHiHHiH''’ compliance with sanctions against Sudan. The 
payment did stop in the OFAC queue, but released due to human error. HBUS faces 
a potential penalty under the Sudan sanctions for processing this payment. (RED 
#4797) 


Redacted by the | 

- Permtni cni ^ub c o ln m ittee on -tnvestigatioBs- 


OCC-PSI-00633713 
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Redacted by the 

l*ernu>!u nt Subcommittee on Investigations 


(b) Matters Reported Previously 
See Schedule A attached. 

2. Compliance Plan 

(a) Deviations from Compliance Plan 

Nil. 

(b) Aetivities Outside of Plan Requiring Significant Compliance Support 

Nil 

3. Significant Accomplishments for the Period 

Four OFAC Training 2007 make up sessions were presented to 59 staff members ofJPB 
and DPB (NY and Miami). Two OFAC Training sessions for 2008 were presented to 44 
AML R etaU-Gomp lianc e steffbased-in Viiagrdndia— 

4. Resources 

Nil 

5. Significant Legislative Action 

The OFAC SDN list was updated 1 5 times during 1 Q08, Updates/additions and changes 
were made under the following programs: Global Terrorism (5); Narcotics Trafficking 
and Drug Kingpin (3); Non-Proliferation (1); Iraq3 (1); NPWMD (1); Burma (3) and 
Lebanon/Syria (1). 

.OjU4FEBM^O,FAC_pubUshed ‘‘GujdaiiceJ2n_EmUitLS OwnedJSy Pmons 
Property And Interests In Property Are Blocked T 


OCC-PSI-00633713 
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On 6MAR08, OFAC published “Guidance ontlie Blocking of Property of Certain 
Persons Undermining the Democratic Processes or Institutions in Belarus by Executive 
Order 13405.” This specifically addressed the Guidance of 14FEB08 and its applicability 
to the Belarusian State Concern for Oil and Chemistry (“Belneftekim”), an entity' which 
was designated on 13NOV07, and any dealings, direct or indirect, with entities in which 
this blocked pttrty has a 50% or greater ownership interest. 


OCC-PSI-00633713 
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’ermanent Subcommittee on Investigations 


OCC-PSI-00633713 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01256 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2351 


Occ-Psi -00652829 

From; ALI s kazmy/hbus/hsbc 

sent; 6/24/2009 2:09;55 PM 

to: ANNE LIDDY/HBUS/HSBC@HSBC02(aHSBC 

cc: 

subject: Re: Fw: Group CRRT and us Country Risk Assessments 

The 2009 INCSR’s report on Mexico was worst than that of 2008. The report does 
not apply a risk rating on countries, however, the report itself provides 
details of findings, which assists in such a process. For example, the 2009 
reports provide the following new information: 

During 2008, various Mexican government officials have come under investigation 
for alleged corruption and money laundering activities; 

In November 2008, government agents of the Special Group for organized Crime 
Cpgr) apprehended the former Deputy Attorney General of the office of the 
Attorney General (SIEDO) ; 

Eight enforcement agents from Federal Preventive Police Cpfp) and PGR were 
apprehended and accused of leaking confidential information to drug cartels; 

The IMF's mutual evaluation report on Mexico conducted on behalf of fatf 
identified deficiencies, including a lack of criminal liability for legal 
persons and a lack of investigations for money laundering and cross-border cash 
smuggl i ng ; 

as of November 2008, bulk-cash seizures amount to $53 billion; 

For the past two years, u.S. authorities have observed a significant increase 
in the number of complex money laundering investigations by SIEDO, with support 
from the UIF and in coordination with u.S. officials. The number of 
investigations rose from 152 in 2004 to 198 as of October 2008 pn 2007, 85 of 
112 apprehension orders corresponded to money laundering operations, this 
information was previously not available.); 

There were a number of noteworthy cases during 2008, which were reported in the 
2009 INCSR: 

In the beginning of 2008, the u.S. Government froze funds belonging to the 
Mexican money exchange house Casa de Cambio Puebla as part of a money 
laundering case filed in u.S. District Court in Miami against Venezuelan 
national Pedro lose Benavides Natera, who participated in a complex money 
laundering scheme. Criminals used clean funds to purchase high-performance 
turbo-prop aircraft for drug smuggling operations. Drug proceeds from Venezuela 
were sent to Casa de Cambio Puebla where cooperating individuals sent the funds 
on to the U.S., into buffer accounts, operated by individuals who served as 
.. fx-onrs... foiT Ven ezue lan dru g t ra ffic kers. The buf fe r account holde r s then _ 

transferred funds to aircraft brokers for the purchase of ai rcraftT'The 
criminals then cancelled the aircraft registrations and had the aircraft 
shipped to front men in Venezuela. 

In October 2008, at a mansion in Desierto de los Leones near Mexico City, PGR 
and PFP apprehended 15 major drug dealers and money launderers, 11 of them 
Colombians, with links to the Beltran Leyva brothers. The leader of the group, 
Teodoro Mauricio aka “El Gaviota”, is under investigation for money laundering 
and narcotics trafficking. 

In November 2008, SIEDO arrested Jaime Gonzalez Duran, aka "The Hummer", one of 
the most wanted criminals in Mexico and allegedly one of the leaders and 
founders of the criminal group "Los zetas" (considered to be the armed branch 
of the Gulf Cartel). Gonzalez was apprehended in Reynosa, Tamaulipas where he 
had smuggled drugs into the U.S., on organized crime, drug smuggling, money 
laundering, and possession of weapons charges.. 

Please let me know if the above suffices. 

^gards , 


From: Anne Liddy©HSBC02 on 22 Jun 2009 17:37 
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To: All S Kazmy/HBUS/HSBC(aHSBC02@HSBC02@HSBC 

Subject: Re: Fw: Group CRRT and US Country Risk Assessments 

All, did any of the agencies you reference in your email downgrade Mexico 
recently as a result of the issues Mexico is currently experiencing? what does 
INCSR have Mexico labelled as and is it worse than the previous rpt. I’ d' like 
to give Susan some more concrete examples she could use with the other Group 
offices. Thanks. 


original Message 

From: Ali S Kazmy 

sent: 06/19/2009 12:37 PM CDT 

To: Anne Liddy 

Subject: Re: Fw: Group CRRT and us country Risk Assessments 
Anne, 

I am basically providing the same summary I did for our Catherine Bussery 
during May 2009, with a slight update. 

A number of sources are reviewed, a majority of which are government and 
international agencies, such as world Bank, IMF, fatf, CFATF, bis, Central 
Banks, Transparency international, etc. in order to determine risk levels 
inherent in each u.N. recognized country and affix a rating. With regards to 
U.S., we rely on reports issued by the Department of state, Department of 
Treasury and other similar governing agencies. The U.S. Department of State 
issues detailed annual assessment of each country via the International 
Narcotics Control strategy Report highlighting, inter alia, money laundering, 
terrorist financing, corruption, and regulatory regime/oversight. An excerpt 
of such a report on Mexico, which also include some of our independent research 
findings, is attached below. 


[attachment "country Report 2009.doc.zip" deleted by Anne Liddy/HBUS/HSBC] 

As a result of events occurring in Mexico during the past several months with 
respect to drug trafficking and money laundering, as vyell as the general unrest 
these developments have caused, we have downgrade Mexico to "high risk. The 
ript p r i 0 ra tprt <;it iiat inn i <; rpr n gnized bv the Go ver nment o f Mexico a s e videnced 
through the involvement of agencies tasked with the Anti-Money Laundering and 
counter Financing of Terrorism (aml/cft) efforts towards drafting an aml/cft 
N ational strategy. This strategy is expected to be issued sometime during 
2009. It is expected to outline Mexico's aml/CFT short and long range 
objectives and, amongst other, examine emerging money laundering trends and 
identify and propose legal and regulatory measures to mitigate gaps, our 
rating is in conformity with the view of the U.S. law enforcement. 

Regards , 


PS: sorry for the delay, i have been busy with CTP issues. 


From: Anne Liddy(&HSBC02 on 18 Jun 2009 16:52 

subject: Fw; Group CRRT and US Country Risk Assessments 

Ali, can you pis pull this info together for summarization to Susan. Thanks. 
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original Message 

From: Susan A WRIGHT 
Sent: 06/18/2009 02:29 PM GOT 
To: Anne Liddy/HBUS/HSBC®HSBCAMERICAS 
Subject: Group CRRT and US Country Risk Assessments 
Anne, 


It has been drawn to my attention that in the latest US Country Risk Assessment 
Mexico has gone from a lower risk to high. I have received a number of queries 
from around the Group as to the reason for what they see as quite a dramatic 
change. 


Whilst I appreciate the risks involved in doing business with Mexico I would be 
grateful for some further and more detailed clarification as to why the change 
has bean so dramatic. This will enable me to deal with a number of these 
queries. 


Many thanks and regards 


Susan Wright 
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From: CN=wyndham S c1 ark/OU=HBUS/0=HSBC 
sent: 5/9/2010 6:36:30 PM 

To: CN=Curt X Cunni ngham/OU=HBUS/O=HSBC@HSBC02 
subject: Re: AML Townha11 


UU I L , , . T T I - • 

Thanks for your note. It was exactly on point. Essentially AML decisions are 
now being made without AML SME. This will be very apparent to the regulators, 
wyn 

wyn Clark 

Anti -Money Laundering Director 

HSBC North America 

452 Fifth Avenue, 7th Floor 

New York, NY 10018 

(212) 525-8025 

wyndham.s. cl ark(aus. hsbc.com 


original Message 

From: curt X Cunningham 
sent: 05/09/2010 12:02 PM CDT 
To: Corbin Li rot; Anthony Gibbs 

cc: "gpeterson" <gpeterson@imagny. com> ; wyndham s Clark 
Subject: Re: AML Townhall 

Corbin, . , , , 

we need to start including wyn in these discussions. He is the na AML 
director. He is ultimately accountable for the AML program. 

In that vein, we have a standing meeting regarding AML with the regulators this 
Tuesday, we need to discuss who will cover what topics at that meeting as 
wel 1 . 

I suggest a meeting early tomorrow, that includes all on this note plus wyn to 
discuss both topics. 

Curt 


Original Message 

From: Corbin C Li rot 

sent: 05/09/2010 10:44 AM CDT 

to: Ant hony Gi^ Sf -C-u rt Cunn i n g hara - 

CC : gpeterson(&i magny.com 
subject: Re: AML Townhall 

Yes, you me, curt and Gary should meet to discuss the town hall ... .others 
(Karen Grom?)? I agree we need to draft speaking points/materials. 


The main objective is to try to summarize where we are with AML backlog with 
the regulators and in building the AML bau team to meet the current worklog (I 
would think this should include the impact of the CTP on AML). From there, we 
need to develop a clear view on the go-foward roles and responsibilities in AML 
BAU processing (under wyn) and roles related to the many projects and 
contractors. Off the top of my head, the short list is IMAG on Governance and 
Quality, Deloitte on Backlog, Mark Shaw on Backlog, Booz on AML Risk 
Assessment, Booz on Norkom (analyst and running the scoping session) and Pwc in 
compliance program Review (deeper dive on Fair Lending) and possible staffing 
of some of the BAU opens (batch clearing and filter tuning work). We should 
provide a HR Recruiting Update (Comp update?). We should consider getting a 
Communications person from Laura Geibb to help go-forward post Townhall keeping 
people o n the same pane in t he AML space. . .th ere a re alot of locatio ns to 
manage and communicate with. 


Irene wants to put it out there that this is what we know, what is going on and 
open for Q&A so that people believe we are being open an honest and working 
WITH them to address the issues and fix the problems. Irene is the one driving 
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this townhall and the sense of urgency to do by this Friday. 

Kind Regards, 

Corbin C Li rot 

Chief Financial Officer, HTSU I HSBC Technology & Services COS I HTS, North 
America 

26525 N. Riverwoods Drive, Three North East, Mettawa, IL 


Phone. 224 544 6639 

Fax. 224 522 6639 

Mobile. 224 622 6075 

Emai 1 . corbi n .c. 1 i rot@us.hsbc.com 


From: Anthony R Gibbs/HBUS/HSBC 

To; Corbin C Li rot/HBUS/HSBC@HSBC02 
Date: 05/09/2010 09:43 AM 

subject: Re: AML Townhall 


lust wanted to let you know all logistics have been completed and invitations 
sent to all. The only open item is content. Please let me know how I can help 
with that. As background, I usually work with the management team and others to 
accumulate info and draft speaking points for Janet's Townhalls, so I can share 
what I provide in the past or help as needed. Thank you. 

Anthony Gibbs 

EVP, Chief Operating Officer 

HSBC North America Legal & compliance 

Phone (224) 544-3547 


Executive Assistant 
Isabel Trayer (224) 544-4970 


Privileged/confidential information may be contained in this message. If you 
are not the addressee in d icated in this mess age (o r re s pons i ble for del i very of 
the message to such person), you may not copy or deliver this message to 
anyone, in such cases, you should delete this message and kindly notify the 
sender by reply email. Please advise immediately if you or your employer does 
not consent to Internet email for messages of this kind, opinions, conclusions 
and other information in this message that do not relate to the official 
business of HSBC shall not be understood as neither given or endorsed by it. 


From: Corbin C Li rot/HBUS/HSBC 

To: Anthony R Gi bbs/HBUS/HSBC@HSBC02 

Cc; Curt X Cunningham/HBUS/HSBC@HSBC02, Karen K Grom/HBUS/HSBC@HSBC02 
Date; 05/06/2010 09:31 AM 
subject: Re: AML Townhall 


-Yes I rene 'and' Gary PeT^son should be invited. 
Many thanks and warm regards, 

Corbin Li rot 

(sent via Blackberry) 
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original Message 

From: Anthony R Gibbs 

sent: 05/06/2010 09:17 AM CDT 

To: Corbin Li rot 

Cc; curt Cunningham; Karen Grom 

subject: Re: AML Townhall 

Absolutely Corbin. I will get right on scheduling, outside of AML CMP 
personnel, senior management team, and you, was there anyone else that should 
attend from your meeting? i.e., Irene Dorner? consultants? 

Thank you. 

Anthony Gibbs 

EVP, Chief operating officer 

HSBC North America Legal & compliance 

Phone (224) 544-3547 

Executive Assistant 
Isabel Trayer (224) 544-4970 

Privileged/confidential information may be contained in this message. If you 
are not the addressee indicated in this message (or responsible for delivery of 
the message to such person), you may not copy or deliver this message to 
anyone. In such cases, you should delete this message and kindly notify the 
sender by reply email, please advise immediately if you or your employer dpes 
not consent to Internet email for messages of this kind. Opinions, conclusions 
and other information in this message that do not relate to the official 
business of HSBC shall not be understood as neither given or endorsed by it. 


From: Corbin C Li rot/HBUS/HSBC 

To: curt X Cunningham/HBUS/HSBC@HSBC02, "Anthony Gibbs 

<anthony . r , gi bbs@us . hsbc . com> , "Karen Grom" <karen.k.grom(4us.hsbc. com> 

Date: 05/06/2010 09:10 ^AM^ 


Irene and lanet have requested that we conduct a townhall with the extented AML 
team. The venue is to be NYC 11th floor and VC connection to remote site. 
Anthony, Janet says you organize for a broader team quarterly and know how to 
contact to make this happen. Can you reach out to schedule logistics for Friday 
May 17th? 90 minutes with time for Q&A. 


Many thanks and warm regards, 

Corbin Li rot 

(sent via Blackberry) 
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From: CN=wyndhaiii S cl ark/0U=HBUS/0=HSBC 
sent: 5/10/2010 6:03:10 AM 
to: CN=Anne Li ciciy/oU=HBUS/O=HSBC@HSBC02 
Subject: Re: AML Townhall 

Thanks, with every passing day I become more concerned. . .if that's even 
possible. 

Wyn Clark 

Anti -Money Laundering Director 

HSBC North America 

452 Fifth Avenue, 7th Floor 

New York, NY 10018 

(212) 525-8025 

Wyndham. s .clark@us.hsbc.com 


original Message 

From: Anne Liddy 
Sent: 05/09/2010 08:03 PM CDT 
to: wyndham s Clark 
subject: Re: AML Townhall 

NO. 


original Message 

From: Wyndham S Clark 
Sent: 05/09/2010 01:30 PM CDT 
To; Anne Liddy 
Subject: Fw: AML Townhall 
Is this model working? 
wyn Clark 

Anti -Money Laundering Director 

HSBC North America 

452 Fifth Avenue, 7th Floor 

New York, NY 10018 

(212) 525-8025 

Wyndham . s . cl arkSus . hsbc . com 


— Of 4 gin al M e s sa ^- — . 

From: Curt X Cunningham 
Sent: 05/09/2010 12:02 PM CDT 
To: Corbin Li rot; Anthony Gibbs 

cc: "gpeterson" <gpeterson®imagny.com>; Wyndham 5 Clark 
Subject; Re: AML Townhall 
Corbi n , 

We need to start including wyn in these discussions. He is the na AML 
director. He is ultimately accountable for the AML program. 

In that vein, we have a standing meeting regarding AML with the regulators this 
Tuesday. We need to discuss who will cover what topics at that meeting as 
wel 1 . 

I suggest a meeting early tomorrow, that includes all on this note plus wyn to 
discuss both topics. 

Curt 


original M ess age — — ^ 

Froml^CorbTri c Li rot 
Sent: 05/09/2010 10:44 AM CDT 
to: Anthony Gibbs; Curt Cunningham 
cc: gpeterson@imagny.com 
Subject: Re: AML Townhall 
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Yes, you me, Curt and Gary should meet to discuss the town hal 1 .... others 
(Karen Grom?)? I agree we need to draft speaking points/materials. 

The main objective is to try to summarize where we are with AML backlog with 
the regulators and in building the AML BAU team to meet the current working (I 
would think this should include the impact of the CTP on AML). From there, we 
need to develop a clear view on the go-foward roles and responsibilities in AML 
BAU processing (under wyn) and roles related to the many projects and 
contractors. Off the top of my head, the short list is IMAG on Governance and 
Quality, Deloitte on Backlog, Mark Shaw on Backlog, Booz on AML Risk 
Assessment, Booz on Norkom (analyst and running the scoping session) and Pwc in 
Compliance Program Review (deeper dive on Fair Lending) and possible staffing 
of some of the BAU opens (batch clearing and filter tuning work), we should 
provide a hr Recruiting Update (Comp update?). We should consider getting a 
Communications person from Laura Geibb to help go-forward post Townhall keeping 
people on the same page in the AML space. . .there are alot of locations to 
manage and communicate with. 

Irene wants to put it out there that this is what we know, what is going on and 
open for Q&A so that people believe we are being open an honest and working 
WITH them to address the issues and fix the problems. Irene is the one driving 
this townhall and the sense of urgency to do by this Friday. 

Kind Regards, 

Corbin C Li rot 

Chief Financial Officer, HTSU | HSBC Technology & Services COS | HTS, North 
Ameri ca 

26525 N. Riverwoods Drive, Three North East, Mettawa, IL 


Phone. 224 544 6639 

Fax. 224 522 6639 

Mobile. 224 622 6075 

Email . corbin. c.li rot@us.hsbc.com 


to: Corbin C Li rot/HBUS/HSBC@HSBC02 

Date: 05/09/2010 09:43 AM 

Subject: Re: AML Townhall 


Just wanted to let you know all logistics have been completed and invitations 
sent to all. The only open item is content. Please let me know how i can help 
with that. As background, I usually work with the management team and others to 
accumulate info and draft speaking points for Janet’s Townhalls, so I can share 
what I provide in the past or help as needed. Thank you. 

Anthony Gibbs 

EVP, chief Operating Officer 

HSBC North America Legal & Compliance 

Phone (224) 544-3547 

Executive Assistant 
Isabel Trayer (224) 544-4970 

privileged/confidential information may be contained in this message. If you 
are not the addressee indicated in this message (or responsible for delivery of 
the message to such person), you may not copy or deliver this message to 
anyone. In such cases, you should delete this message and kindly notify the 
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advise immediately if you or your employer does 
for messages of this kind, opinions, conclusions 
message that do not relate to the official 
understood as neither given or endorsed by it. 


From; Corbin C Li rot/HBUS/HSBC 

To; Anthony R Gi bbs/HBUS/HSBC@HSBC02 

Cc: curt X Cunningham/HBUS/HSBC@HSBC02, Karen K Grom/HBUS/HSBC®HSBC02 

Date; 05/06/2010 09; 31 AM 
Subject: Re: AML Townhall 


Yes Irene and Gary Peterson should be invited. 
Many thanks and warm regards, 

Corbin Li rot 

(Sent via Blackberry) 


original Message 

From; Anthony R Gibbs 

sent; 05/06/2010 09:17 AM CDT 

To; Corbin Li rot 

Cc: Curt Cunningham; Karen Grom 

subject; Re: AML Townhall 

Absolutely Corbin. I will get right on scheduling, outside of AML CMP 
personnel, senior management team, and you, was there anyone else that should 
attend from your meeting? i.e., Irene corner? consultants? 

Thank you. 


Anthony Gibbs 

EVP, Chief operating Officer 

HSBC North America Legal & Compliance 


Executive Assistant 
Isabel Trayer C224) 544-4970 

Privileged/confidential information may be contained in this message. If you 
are not the addressee indicated in this message (or responsible for delivery of 
the message to such person), you may not copy or deliver this message to 
anyone. In such cases, you should delete this message and kindly notify the 
sender by reply email. Please advise immediately if you or your employer does 
not consent to Internet email for messages of this kind. Opinions, conclusions 
and other information in this message that do not relate to the official 
business of HSBC shall not be understood as neither given or endorsed by it. 


From; Corbin c Li rot/HBUS/HSBC 

-liK cux,tJC,cunnijagha[n/MausiHSBC@HSBCOi,.../lArLth_ony^bbs/ 

<anthony.r.gibbs@us.hsbc.com>, "Karen Grom" <karen.k.grom®us.hsbc.com> 
cate; 05/06/2010 09:10 AM 

Subject: AML Townhall 
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Irene and Janet have requested that we conduct a townhalT with the extented AML 
team. The venue is to be NYC 11th floor and VC connection to remote site. 
Anthony, Janet says you organize for a broader team quarterly and know how to 
contact to make this happen. Can you reach out to schedule logistics for Friday 
May 17th? 90 minutes with time for Q&A. 


Many thanks and warm regards, 

Corbin Li rot 

(Sent via Blackberry) 
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From: CN=Wyndham S Cl ark/OU=HBUS/0=HSBC 
sent: 7/14/2010 1:00:54 PM 
to; CN=David W 1 BAGLEY/0U=GM0/0=H5BCaH5BC 
Subject; Re: Follow-up to our discussion 

Davi d , 

Thank you for your note. I will not take any action until we have had the 
opportunity to discuss and determine how best to proceed. 

Thanks , 

Wyn 

Wyn Clark 

Anti -Money Laundering Director | HSBC - North America 
452 Fifth Avenue, 7tn Floor, New York, NY 10018 


Phone. 212-525-8025 

Fax. 212-642-1543 

Emai 1 . wyndham. s . cl ark@us . hsbc.com 


From: David W 1 BAGLEY/GMO/HSBC@HSBC 

To: Wyndham S Cl ark/HBUS/HSBC@HSBC02 

Date; 07/14/2010 01:27 PM 

Subject: Re: Follow-up to our discussion 


wyn 

My thanks and all very clear. As I said I am grateful for your honesty and 
candour. Although I do agree that as we move forward the reporting line needs 
to be looked at I do think that our challenges are more deep rooted. 

Having said this I recognise that the responsibilities of the role are such 
.titat-y ou pers onaJHy-uieeo -jeo-Jae-- comfor-tahle- 

I am grateful for you agreeing to stay on in the role while we recruit. I will 
commit to you that we will initiate the recruitment with all due speed. 

We also need to agree how we advise the OCC and FRB. Perhaps we could discuss 
this next week as it is clearly essential that we tell them as soon as we can 
but also in a managed and consistent manner. 

We should speak again when I am back. 

Regards 


i- ii * * * *•**•■** -A- ******** ************ * 


HSBC Holdings pic 

Registered Office: 8 Canada square, London E14 5HQ, United Kingdom 
Registered in England 'number 617987 




Original Message 
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From: Wyndham S Clark 
sent: 14/07/2010 11:25 EOT 
to: David w 3 bagley 
S ubject: Follow-up to our discussion 
Davi d , 

As discussed yesterday, I wish to relinguish my title as Anti-Money Laundering 
Director of HSBC North America and appointed BSA officer for HSBC’s U.s. legal 
entities. I understand that HSBC is required to have a Board appointed bsa 
O fficer, so I commit to remaining in this position until a duly qualified 
replacement is identified. 

My decision to step down from these designated roles was not taken lightly, but 
the bank has not provided me the proper authority or reporting structure that 
is necessary for the responsibility and liability that this position holds, 
thereby impairing my ability to direct and manage the AML Program effectively. 
This has resulted in most of the critical decisions in Compliance and AML being 
made by senior Management who have minimal expertise in compliance, AML or our 
regulatory environment, or for that matter, knowledge of the bank (HBUS) where 
most of our AML risk resides. Until we appoint senior compliance management 
that have the requisite knowledge and skills in these areas, reduce our current 
reliance on consultants to fill our knowledge gap, and provide the AML Director 
appropriate authority, we will continue to have limited credibility with the 
regulators. 

Going forward, i hope to serve in a role with HSBC where i can provide value, 
specifically in my areas of expertise in bsa/aml and regulatory compliance. 

Thank you for your understanding and I look forward to discussing this with you 
further. 

Regards, 

wyn 

Wyn Clark 

Anti-Money Laundering Director 1 HSBC - North America 
452 Fifth Avenue, 7tn Floor, New York, NY 10018 


Phone. 212-525-8025 

Fax. 212-642-1543 

Email . wyndham.s.clark@us.h5bc.com 
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From: MARLON young/hbus/hsbc 
sent: 8/23/2007 9:25:31 AM 

To: CAROLYN M WIND/HBUS/HSBC@HSBC; LOUIS MARIN0/HBUS/HSBC@HSBC ; MANUEL 
DIAZ/HBUS/HSBC(aHSBC; 

JEFF CLOUS/HBUS/HSBC©HSBC; CLARA HURTADO/HBUS/HSBC@HSBC ; JANET L BURAK/HBUS/HSBCOHSBC ; 
DAVID FORD/PBRS/HSBC@HSBC 

CC: ALAN P WILLIAMSON/HBUS/HSBC@HSBC;CAMILLUS P HUGHES/HBUS/HSBC@HSBC ; STEFAN 
HARDY/HBUS/HSBC(aHSBC; 

NANCY LUGO/HBUS/HSBC©HSBC; JOSEFINA CANILLAS/HBUS/HSBC@HSBC 

Subject: Re: File Note on Meeting with Federal Reserve Bank of Atlanta 

The reason for setting up a branch of the Edge in CA was to allow the sole 
banker in SF (Cassandra) to operate and be serviced by IPB-Miami. our 
apologies for not keeping you posted on this. 

Marlon 


From: Carolyn M wind 

sent: 08/23/2007 07:45 AM EDT 

To: Louis Marino; Marlon Young; Manuel Diaz; Jeff Clous; Clara Hurtado; 
Janet Burak; David Ford 

Cc: Alan p Williamson; Camillus Hughes; Stefan HARDY; Nancy Lugo; josefina 
Canillas 

Subject: Re: File Note on Meeting with Federal Reserve Bank of Atlanta 

One further note, they were aware of the application recently filed for the 
Edge to open a branch in CA. Alan and i were not aware at the time of the 
branch application so could not offer any particular comment other than we 
would follow up. 


From: Carolyn M wind 

Sent: 08/23/2007 07:39 am EDT 

To: Louis Marino; Marlon Young; Manuel Diaz; Jeff Clous; Clara Hurtado; 
Janet Burak; David Ford 

Cc: Alan P Williamson; camillus Hughes; Stefan hardy; Nancy Lugo; Josefina 
canillas 

Subject: Re: File Note on Meeting with Federal Reserve Bank of Atlanta 

we spoke briefly about the fact that the business was moving to a more 
consolidated/centralized approach and considering moving aspects of the 
business to Miami. The focus of the conversation was on how compliance was 
responding to the business changes, such as moving from regional to a more 
centralized functional approach and moving resources as warranted from one 
geographic location to another as the business finalizes its plan. 


From: Louis Marino 

Sent: 08/23/2007 06:59 AM EDT 

To: Marlon Young; Carolyn Wind; Manuel Diaz; Jeff clous; Clara Hurtado; 
Janet Burak; David Ford 

cc: Alan P Williamson; camillus Hughes; Stefan hardy; Nancy Lugo; Josefina 
canillas 

Subject; Re.: File Note on Meeting with. Federal Reserve Bank _of Atlanta 

_Gi-ven---theiji_i:oranientL-Jiegaaii ng_thiiigs__alway:s_changi.ng__a.t HSBC i was wo ndering 
whether the issue of transfering additional accounts from NY and California to 
the Edge was raised. This would obviously be a significant change. 

Regards 
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From: Marlon Young 

Sent: 08/22/2007 09:48 PM EOT 

To: Carolyn wind; Manuel Diaz; Jeff Clous; Clara Hurtado; Janet Burak; 
David Ford . . r- 

Cc; Alan P Williamson; Camillus Hughes; Louis Manno; Stefan HARDY; Nancy 
Lugo; Josef ina Canillas 

Subject: Re: File Note on Meeting with Federal Reserve Bank of Atlanta 


Carolyn, . , . u j u 

Thank you for the update on your meeting w the Fed. Given the comments made by 
the Fed, I suggest we have a conference call w all the relevant parties to 
discuss the implication of their comments to the way we currently conduct our 
business. 

Manuel - may I ask you to organize a call to discuss this matter. 

Regards , 

Marlon 


From: Carolyn M wind 

Sent: 08/22/2007 06:18 PM EDT 

To: Marlon Young; Manuel Diaz; Jeff Clous; Clara Hurtado; Janet Burak; 
David Ford 

Cc; Alan P Williamson; Camillus Hughes 

Subject: File Note on Meeting with Federal Reserve Bank of Atlanta 


on Friday, August 17, 2007, Alan Williamson and I met with several officials 
from the Federal Reserve Bank of Atlanta-Miami Branch: Mayte Diaz, Senior 
International Examiner; Jay Repine, Senior Examiner; and Steven Dandes, 

Directing Examiner. They have conducted the examinations of the HSBC MiamT 
Edge Bank over several years. Also attending were Anne Golden, our resident CPC 
from the Federal Reserve Bank of New Yorkand Jennifer Hicks, member of our 
resident frbny team responsible for oversight of compliance activines. This 
meeting had been requested by the Federal Reserve Bank of Atlanta CFRBA). 

Steve Dandes was the primary speaker and indicated that the frba is meeting 
with many of its larger clients to discuss the lessons of the recent action 
against American Express. They also wished to meet with Alan and I as the new 
senior Corporate AML compliance officers responsible for overseeing the HSBC 
Edge Bank aml pruyi am."' 

The meeting was friendly but several comments were pointed. They note that 
there is a general acceptance of "parallel market activities in the Latin 
American Markets by international Private Bankers across the industry, but that 
the American Express case shows that even accepted "normal" business practice 
can attract the attention of prosecutorial authorities. One of their concerns 
as regulators is that they do not necessarily know what the criminal 
authorities may be looking at for their next case. They were pleased to hear 
that HSBC was well aware of the American Express case and that management was 
proactiyely reviewing points within the case against our own business 
activities. 

specifically with respect to our office in Miami, they praised the current 
management team. They went further and said that HSBC was a notable and 
admirable example of a bank which has consistently avoided trouble. 

Nevertheless-, -they -said that-"i.f you-take the-facts from, the American Express _ 
case and lay them over our last report of HSBC, they are all there." They 

syQqgs.:ted tba-t the local — management — and— co m pl-iance — teams-, — while — competent— and — 

forward looking, should take another look at the risks in their market place, 
for example, bearer share companies. They believe that getting NY management 
more actively involved and aware of the Miami business risks would facilitate 
the second look initiative. This is the rationale for some of the corporate 
governance recommendations in the most recent report. They also expressed 
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continued concern about the scope of transactional monitoring relative to the 
risks within the portfolio and indicated that they would be reviewing our new 
Norkom system during the annual visit scheduled for late this year. 
Additionally, they expressed concern with the level of experience in the Miami 
compliance group. 

Alan and I explained our recent successful recruiting efforts relative to US 
private banking compliance and our plans for a more centralized and less 
regional compliance structure, which we believe will address their 
recommendation for more involvement by Corporate Compliance. They appreciated 
the concept, however they countered that in the history of examining HSBC, 
things are always changing - they would like the dust to settle, we assured the 
examiners that we were sensitive to the risks associated with change and were 
working to make appropriate adjustments to the compliance program in response 
to changes within the business and the environment. The meeting ended on a 
cordial note, with the examiners noting that they were going on to another NY 
bank to make similar points. 

Carolyn Wind 

EVP, General Compliance 

& AML Director 

452 5th Avenue, T7 

New York, New York 10018 

Phone: 212-525-5503 / Fax: 212-382-5963 

E-mai 1 : carol yn . m .wi nd@us . hsbc.com 
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From: JANET L BURAK/HBUS/HSBC 
Sent: 10/25/2007 6:37:06 PM 
to: DAVID W J BAGUEY/HGHQ/HSBC@HSBC 
CC: 

Subject: Fw: Carolyn wind 
Davi d , 

Further to my earlier email, I thought it would be useful to provide you with 
a "memo to file" which reflects a conversation which I felt compelled to have 
with Carolyn. I look forward to discussing this with you. 

Best regards 

Janet 


Janet L. Burak 

SEVP/General counsel and Secretary 
HSBC USA inc. 

HSBC Bank USA, N.A. 

452 Fifth Avenue, 7th Floor 
New York, NY 10018 
(T) 212-525-6533 
(F) 212-525-8447 

email : janet.l .burak@us.hsbc.com 
Forwarded by Janet L Burak/HBUS/HSBC 


on 10/25/2007 07:33 PM 


Janet L Burak/HBUS/HSBC 
10/25/2007 12:44 PM 


TO 

Janet L Burak/HBUS/HSBC 
cc 

Subject 
Carolyn wind 


Memo to file: 

I met today with Carolyn Wind from 11; 55am- 12:15pm. 

I indicated to her my strong concerns about her ability to do the job I need 
her to do, particularly in light of the comments made by her at yesterday's 
audit committee meeting, and the reaction of the audit committee as expressed 
by them in executive session with Mike Geoghegan and Paul Lawrence and in my 
conversation with Dick Jalkut this morning, I noted that her comments caused 
inappropriate concern with the committee around; our willingness to pay as 
necessary to staff critical compliance functions (specifically embassy banking 
AML support) ^ and the "position of the occ with respecrto the merger of AMt- 
and general compliance. i indicated that t h is^wa s the secon d Audit comm it tee 
meetin"g at whTcn conreTfTS^about the strength tjl^h^rumpl i^ince runciion.-^aTTd 
the ability of Carolyn to manage it, were raised, and that there clearly was a 
loss of confidence in Carolyn by the Audit committee. 

I made it clear to Carolyn that this, in addition to the issues raised by David 
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Dew, were causing me now to have concerns as to whether she was capable of 
managing a combined AML/General Compliance function, to say nothing of leading 
the Compliance organization and driving change in a very different and 
difficult environment. I also conveyed my concern that it may not be possible 
to restore in either the Board, or in David, any confidence in her. 

Because I had a scheduled call with the DC OCC at 12:15pm, I told her that we 
would have to continue our discussion later, and asked her to schedule some 
time. Other than apologizing to me twice for putting me in this position, she 
made no comments. 


Janet L. Burak 

SEVP/General Counsel and Secretary 
HSBC USA Inc. 

HSBC Bank USA, N.A. 

452 Fifth Avenue, 7th Floor 
New York, NY 10018 
(T) 212-525-6533 
(F) 212-525-8447 

email : janet.l .burak@us.hsbc.com 
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From: JANET L BURAK/HBUS/HSBC 
sent: 7/2/2008 8:53:52 PM 
to: bob MARTIN/HBUS/HSBC(9HSBC02 

Subject: Re: Federal Reserve Bank of Atlanta Review of HSBC Private Bank Miami 

February of this year. 

original Message 

From: Bob MARTIN 

Sent: 07/02/2008 02:39 PM CDT 

To: Janet Burak ... 

Subject: Re: Federal Reserve Bank of Atlanta Review of HSBC Private Bank 
Mi ami 

Since when Janet ? 

Original Message 

From: Janet L Burak 

Sent: 07/02/2008 03:29 PM EOT 

To: Bob MARTIN; David Dew 

Cc : Mark Martinelli; David w J BAGLEY/HGHQ/hsbC(9HSBC; Peter georgeou/SM GFA 
GHQ/HGHQ/HSBC(&HSBC . , . 

Subject: Re; Federal Reserve Bank of Atlanta Review of HSBC Private Bank 
Mi ami 

Bob, 

CRU reports in to the shared services organization headed by Anthony Gibbs. 

Best regards, 

Janet 


original Message 

From; Bob martin 

sent: 07/02/2008 10:14 AM CDT 

To: Dav id Dew 

Cc: Mark Martinelli; Janet Burak; David w"j BAGLEY/HGHQ/HSBC(aHSBt ; Peter 
GEORGEOU/SM GFA GHQ/HGHQ/HSBC@HSBC . ^ 

Subject; Fw: Federal Reserve Bank of Atlanta Review of HSBC Private Bank 
Mi ami 

Davi d 

please see below AUF’s earlier memo on this report. Peter G has advised me 
today that he intends to provide input (on the basis outlined below) to PB's 
reply shortly. Basically we will agree to FRB Atlanta's request on an 
exceptional basis to avoid prolonging discussions and in the meantime if the 
CRU reporting line changes to a hnah function then this should fully address 
their concers. 

We will continue to use CRU resources for other audits as other regulators are 
comfortable with our approach, subject to the recently issued internal guidance 
Cadequacy^of' sampl e~si zes , sub-testing- etc) --by- AUN on- this matter. 

-'Regards 


Forwarded by Bob MARTIN/HBUS/HSBC on 07/02/2008 07:54 AM 
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Mark Martinel1i/HBLIS/HSBC 
06/25/2008 12:32 PM 

TO 

Bob MARTIN/HBUS/HSBC 
CC 


Fw: Federal Reserve Bank of Atlanta Review of HSBC Private Bank Miami 


Bob: FYi 


mark . marti nel 1 i @us . hsbc . com 
office: 212 525 7459 
cell : 917 647 4276 

original Message 

From: Peter georgeou 

sent: 06/25/2008 03:26 PM GOT 

to: Matthew 3 w king 

Cc: Dean-Pierre HOLZER; Ian MCMILLAN; Prit BIRKE; Liz A TESTER; Mark 
Martinelli , ■ • 

Subject: Federal Reserve Bank of Atlanta Review of HSBC Private Bank Miami 

Matthew, 

I attach a copy of the frba's report on the Miami Edge Act Bank in Miami. 

The examiners' overall assessment is the bank is satisfactory. 

The FRB appear to use a different methodology from the OCC in respect of their 
findings. The OCC refer to their more significant issues as Matters Requiring 
Attention. The frb have two categories, Required Actions and Observations. 
Required Ac tions ar e d efined as 'mat te rs. ra ngi ng from c o ncerns o f ,.t h e highes t 
priority to issues of lesser priority that must be addressed by senior 
management. Management must respond to all Required Actions and specifya 
timeframe for implementation', observations ‘represent examiner suggestions for 
enhancements to policy or practice that are optional for the organisation to 
implement. Nevertheless, management should provide a response to observations 
outlining the decision as to the adoption of observations’. 

The FRB have raised a total of 13 iterms within the Required Actions category. 
The FRB require a response within 30 days in respect of both Required Actions 
and Observations. 

of the 13 Required Actions, i consider the following to be more material and 
wish to bring to your attention -; 

Account Activity Monitoring , , . . 

There are three issues in this area in respect of the Norkom account mgmtoring 
system'. Specifi cally, the aTerf parameters should be more account' speci fi c and 
the approval process for threshholds specified. There shoul^d also be more 
iTed~pT^< ■ ‘ ‘ ^ 


pmce'dure5"d€vel oped f oT^-tJocamerrtTng ' 


detail 
identified by Norkom 

client Risk Assessment 


-that-are- 
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There are 4 issues in this area, improved controls and risk mitigation are 
required in respect of bearer share accounts and accounts held in the name of 
PICS. In addition, policies and procedures should be enhanced for 
identification and the review of higher risk accounts. 

There is also a Required Action in respect of internal Audit. This is not 
considered material but I draw your attention to it as we are required to 
formally respond agreeing to the action. The FRB made reference to internal 
Audit under Independent Testing on page 12 of their report as follows '...was 
subject to an audit in October 2007. This was a comprehensive audit of all 
business functions, including a review and assessment of (PB Miami) 's BSA / AML 
program. The scope of the internal audit was adequate, and internal audit staff 
is considered knowledgeable. However, examiners noted the need to review the 
utilisation of Compliance Review unit (CRU) staff in internal audits and 
reassess the frequency of the BSA / AML portion of the audit'. 

The examiners are of the view that as the CRU and the Miami compliance function 
ultimately report to the same individual in the parent bank, Head of Legal and 
compliance HBUS (Janet Burak), there is the potential to compromise audit's 
independence. The FRB acknowledge that both ourselves and CRU believe the 
arrangement does not compromise our independence as CRU staff report and work 
for internal audit during their audit review and that we control the report 
comments and ratings. 

It should also be noted that the same arrangement is in place with regard to 
both our and AUN's use of CRU for audits of HBUS units and the Head of HBUS PB 
AML, Alan Williamson, advised this week that OCC are happy with the 
arrangement . 

with regard to the audit cycle, the FRB acknowl edge we have a risk based 
approach, are aware that the timing of the next audit factors in various 
criteria, but they are still of the view that the potential cycle of 18 to 24 
months between audits is not sufficiently frequent. 

Accordingly, the FRB have raised the following Required Action in respect of 
Internal Audit 

Audit management should adjust the frequency of the BSA / aml audit cycle to be 
in compliance with the guidance provided by the FFIEC bsa/aml Manual (which 
-inHnrafPg a ryrlp nnt to exceed 12 to 18 months) a nd reevaluate t he utilisation 
of CRU staff as audit resources. 

I propose that we respond to PB Miami management, who are responsible for 
collating the responses for the report, to confirm that we shall adopt the 12 
to 18 month cycle between audits and we shall not use CRU for reviews of BSA / 
AML for future audits but perform the work ourselves. 

The FRB have also made an observation that we do not risk grade eacharea. 
'Currently, internal audit reports only proyide an overall rating, with 
significant deficiencies noted as a 'high risk’ issue in the report' They have 
suggested that we consider individual ratings for areas reviewed, although we 
explained that if an area(s) was weaker than others we would make this clear in 
the summary and cover letter. Nevertheless, risk grading each key department 
such as front office, BSA / aml Compliance, payments, etc. is an approach we 
already use in New York for OCC regulated businesses and we shall agree to the 
same approach in Miami. 

Regards 

Peter 
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From: BRENDAN MCDONAGH/HBUS/HSBC 
sent; 7/22/2008 9:40:38 PM 
To: JANET L BURAK/HBUS/HSBC 
subject: Fw: 2nd Half Costs 


■ ** Redacted by the Pennanent 

Subcommittee on Investigations 


original Message 

From: Michael F GEOGHEGAN 

sent: 07/23/2008 03:17 AM GDT ^ . 

To: Sandy Flockhart; Stuart T GULLIVER; Emilson ALONSO; Brendan McDonagh; 
Dyfrig D J :OHN; Clive C R BANNISTER; Youssef Nasr 

Cc: Stephen GREEN; Z 1 CAMA; Chris MEARES; Ken HARVEY; Douglas FLINT 
subject: 2nd Half Costs 

Gentlemen 

As we discussed at GMB yesterday and today, the battle we have to fight for the 
remainder of the year is to bring our costs in flat, second half on first half 
in an inflationary environment. 

we all know that this will not be easy but it needs to be done. 

we have agreed that we will have a headcount freeze until the end of the year, 
focusing on the 80000 plus people who turnover each year within the Group. 

Also we are beginning to recognise that collectively we have to be more 
resolute in streamlining our management structures across the Group in a 
consistant way. 

Now you have the tool ( with PeopleSoft fully loaded) to really understand the 
make up of your labour costs and make lasting savings. 

Equally with our committment to pay market pay, we have the responsibility and 
the opportunity to give accurate assessment feedback and seek out under 
performers and less committed colleagues, in this half year appraisal season. 

Apart from staff costs we need to look at other discretionary expenditure and 
curtail or stop it for the next five months. 

one thing for me that sticks out is our annual $500+m worth of travel 
expenditure and within this is the amount of departmental and businesses 
conferences that we believe we must have. 

I suspect after the holidays there will be an urge in these areas to meet up 
etc for AOP purposes!!- Please resist approving this travel expenditure and_ 
focus people on using the investment we have made in global video conferencing, 
to achieve the same result. 

AS regards One HSBC, we are forging ahead in a number of areas, in regards to a 
global consistency of approach , but we need now to really push on to ensure a 
finality of a common global approach, which leads to clearly defined staff 
reductions. 

we have accepted a challenge of Sl.Ob cost cuts in 2009 from one HSBC and we 
need^ to spec- thi s out now • i n the- remaini ng months of the- year so-that -we can 
announce our future cost cuts with our results in 2009. 

As you are aware Zed has given you an aide, to challenge your team to look for 
the necessary savings, and I will certainly be quizzing you on this during our 
upcoming Business Reviews- so please come prepared! 
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In closing I want, on a positive note, to thank you for the first half's result 
because collectively it was very good result in a difficult environment- and 
because of that energy I know a team, as good of ours, can adapt quickly to 
this changing market. 

That determination to be ahead of the curve is what we need to display for the 
second half and I know I can count on you in this regard. 

I have briefed the Group Chairman tonight on what the above will do, in the 
short term, for some growth areas and he fully supports this tactical slowdown 
in expenditure (even in growth areas) for the rest of the year 

Best wishes 

Mi ke 


HSBC Holdings pic 

Registered office; 8 Canada square, London e 14 5HQ, United Kingdom 
Registered in England number 617987 
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COMPLIANCE CERTIFICATE 


Date: January 8, 20 1 0 

To: David Bagley, Head of Group Compliance 

Janet Burak, SEVP, RCO & General Counsel, HSBC North America Holdings Inc. 
William M Wong, Regional Compliance Officer - Americas 

From: Christopher O’Donnell, Managing Director/Chief Compliance Officer 

RE: Global Banking and Markets Half Yearly Compliance Certificate June 1, 2009 - 

December 31, 2009 


I certify that to the best of my knowledge and belief:- 

(a) save as disclosed to you below, no company, division or branch (as listed on the attached Compliance 
Chart) or any of its employees is or has at any time during the period 01 JUN09 to 3 1DEC09 been in 
material or significant breach of any applicable law, code, mle, regulation or standard of good market 
practice ; 

(b) there is no other law, code, rule, regulation or standard of good market practice carrying significant 
compliance risk which is applicable; 

(c) save as disclosed to you and detailed on the attached schedule, no company, division branch, nor any 
employee of such company, division or branch has been the subject of any disciplinary measures or 
investigation (not including a routine inspection visit) by a regulatory body; 

(d) save as disclosed to you below there have been no customer complaints evidencing bad faith, 
malpractice or impropriety by a Group employee or which individually or collectively indicate a 
significant systemic problem; 

(e) save as disclosed to you below there have been no internal frauds which taken alone or with other 
similar frauds may involve monetary loss of US$ 750,000 (or equivalent) or more and/or may involve a 
material or significant breach of any law, code, rule, regulation or standard of good market practice 
and/or may reflect adversely upon the control systems in place within the company or branch 
concerned; 

(f) save as disclosed to you below there has been no ineconcilable disagreement with line management 
over any significant compliance issue; 

(g) in respect of every breach which is not of a material or significant nature, remedial action has been 
taken or initiated and/or the relevant regulatory authority notified if appropriate. 

(h) there fire no other matters which Siould be drawnTb your attention: 


NB; For RCO/GCO certificates, Compliance Charts need not be attached. 


OCC-PSI-00783419 
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Disclosure Statement (if any) for matters arising during the reporting period, including brief 
particulars of remedial action taken and/or notillcation made to relevant regulatory authority: 


Redacted by the 

Permanent Subcommittee on Investigations 


OCC-PSl-00783419 
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Status reports on any items disclosed in previous Compliance Certificates and still outstanding at the 
beginning of the reporting period: 


Redacted by the 

Permanent Subcommittee on Investigations 


• Office of Foreign Assets Control (OFAC) Pre-PenaltyNotic^RE^#6779) On 04JUN09, HBUS 
responded to OF AC ''Prepenalty Notice", FAC 08MAY09, from 

the OF AC Penalties Division. 


• Redacted by the Permanent 
Subcommittee on Investigationi 


OCC-PSI-00783419 
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WM s Redacted by the Pennanent 

Subcommittee on Investigations 


The proposed penalty (USD125, 000) concerns the clearing of gold bullion by HBUS London for the 
benefit of an Iranian bank in MAY06. The HBUS London branch had acted as "c learer" for a trade in 
32,000 ounces gold bullion (value USD20, 560,000) between two fore ign banks, 

Paris (HBUS customer) and London. The transaction did 

not involve the physical movement of gold and was solely book entries. Although HSBC knew at the 
time that the ultimate beneficiary was Bank Markazi in Iran, it had believed that the transaction was 
permissible (as a U-Tum' transaction) under OF AC rules. This matter was logged as RED #2303 by 
Steve D. Smith (HBEU Compliance) on 05JUN06. 


The proposed penalty amount is calculated in accordance with OF AC tariffs and reflect OFAC's 
conclusion that the alleged violation was 'non-egregious'. We were given 30 days to respond to the 
Notice. HBUS Compliance consulted with counsel in preparing its response and presenting its 
position to OFAC on the appropriateness of the penalty. The response described facts and 
circumstances that may help to clarify the matters and mitigate OFAC's intention to levy penalties. On 
21JUL09, HBUS received verbal notification from the OFAC Penalties Division that it intends to add 
four other open cases to this pre-penalty settlement. The cases are RED #'s 4374 (Sudan), 
l^nd 5895 (Burma). There are no further updates to this matter. 


Redacted by the 

Permanent Subcommittee on Investigations 


OCC-PSI-00783419 
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-rom: JANET L BURAK/HBUS/HSBC 
5ent: 2/6/2010 7:48:20 PM 

To: "BRENDAN MCDONAGH" <BRENDAN . MCDONAGH@US. HSBC .COM> 

Subject: Expanded "Banknotes Exam" 

Brendan, 

This may be more than you need/want, but it provides a complete picture of the 
DCC banknotes review. 

The OCC commenced a regularly scheduled banknotes examination on 20JUL09. The 
Dec's field work was completed 28AUG09. On 3SEP09 we were informed verbally 
that the OCC was expanding their banknotes exam, but had not yet set the scope 
or line of inquiry. 

On 21SEP09 we received a request for an extensive amount of additional 
information, from 1JAN04 to the present, on 25 Latin America-based financial 
institutions, for all activities occurring in banknotes, correspondent banking 
and fx businesses, in addition, significant information regarding HBUS' 
policies, procedures and programs was requested. 

on 29OCT09, the occ raised concerns that cash letter(travelers’ checks) 
monitoring was lacking sufficient analysis of suspicious activity, based on one 
week samples from each of 2007, 2008, and 2009. we immediately undertook a 
detailed review of all cash letters from 2009 (280 items), and determined as a 
result to now file 2 additional SARs (although at the time of the transactions 
there was no negative information on the individuals at the time of the 
transactions) . 

on 9NOV09, the examiner team was increased from 2 to 9, and now includes frb 
examiners as well as OCC examiners, on 10NOV09, presentations were made to the 
OCC/FRB regarding the banknotes, pcm and fx businesses and their compliance 
programs. Based on the questions asked, the regulators appeared to be focused 
on resources, sufficiency of due diligence and monitoring with respect to HSBC 
affiliates, and linking information and processes across business lines. 

Between 12NOV09 and 2FEB10 we received 8 additional requests for information, 
including: subpoenas received for banknotes clients from 2004 to the present; 
all enhanced due diligence on banknotes clients in Mexico following the change 
in Mexico's country risk; a list of all affiliates conducting a banknotes ^ 
business; the monitoring program for affiliates; results of targeted Compliance 
reviews in PCM, including a review of HBMX; to conduct and provide 2008 and 
2009 wire searches for 32 entity names (money services businesses/casa de 
cambios); information on all banknotes and PCM clients, including HSBC 
affiliates, from 2005 to the present, in Paraguay, Uruguay, Ecuador, Panama, El 
Salvador and the cayman islands; kyc and activity information for specific 
financial institutions in Urug uay, Paraguay, Ecuador, El_ Salvador (including 
HSBC affiliates as as the 

Throughout this process, the OCC declined to identify what their objectives or 
underlying concerns were, indicating a number of times that they were not 
authorized to do so. These comments led us to conclude that the OCC was 
conducting this expanded examination at the request of some enforcement 
ag ency, we were also aware that at least one other financial institution 
■jjllliljllllll and probably others, were being subjected to a similarly rigorous 
re^^w in the same areas as ours. 

on 7JAN10, the examiners finally provided us with some general 
comments/concerns, but no specifics. These issues were: 

--adequacy of SAR process 

--policy/procedures for foreign correspondent business 
--weakness in due diligence and monitoring in banknotes program 
--backlogs in PCM monitoring and enhanced due diligence, and resources 
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We have a 2 hour meeting scheduled with the OCC on llJAN at which time they 
have indicated that they will provide more specifics around their concerns. 

Janet 
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From: HERSEL MEHANI/HBUS/HSBC 
sent: 11/14/2008 10:21:55 AM 
to: denis e o'brien/hbus/hsbc®hsbc02 
cc: 

Subject: Fw: social Investment Bank - IIRO 
Deni s 

I have a lot of other email from Dhaka and all related to this case I am sure 
some of the info event not in English will be a good document to keep in the 
f i 1 es 


Hersel Mehani 

Senior vice President 

Global Payments and cash Management 

1212 525 6239 Office 

1212 961 6614 Cell Phone 

Forwarded by Hersel Mehani / hbus/hsbc on 14/11/2008 10:16 AM 

Muhammad SHOHIDUZZAMAN/IB DAK/HBAP/HSBC9HSBC 
29/01/2007 05:38 AM 

TO 

Hersel Mehani / hbus/hsbc@hsbc 
cc 

Alan T Ketley/HBUS/HSBC@HSBC, Gillian E Bachstein/HBUS/HSBC@HSBC, Sharyn 
Malone/HBUS/HSBC@HSBC, Steve banner/ceo dak/hbap/hsbc@hsbc, Mahbub or 
rahman/cmb dak/hbap/hsbc@hsbc 
S ubject 

Re: Social investment Bank - IIRO 


Hersel 

Thanks for your attached note. We have paid a visit to Social investment Bank 
CSIBL) this morning and had a long discussion with Mr. Shamsuddoha, Head of 
International Division. The following were revealed during the discussion. 

In its AGM of 06NOV06, SIBL passed the following resolution re llRO issue; 

Quote 

Resolved that the shareholders present in the meeting approved the proposal to 
dispose of 0y way of sale/transfer) the whole shares held by International 
Islamic relief Organization (IIRO) to protect the interest of the bank after 
observing all regulatory formalities with Securities and Exchange Commission 
(SEC), Bangladesh Bank and in line with the law of the land as recommended by 
the Board, 
unquote 

In response to SIBL's letter asking for guidance the Central Bank issued a 
letter to SIBL directing it to suspend trading/transfer of all bonus/right 
shares and payment of all cash dividends to IIRO against their holding of 
50,885 number of shares with immediate effect unless otherwise instructed. A 
copy of the Central Bank letter (in Bengali ) is attached. 


In line with the resolution and Central Bank's directive SIBL asked for 
guidance (letter dated 07DEC06 in Bengali, attached) from SEC expressing their 
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intention to dispose off (sell/transfer) the shares held by IIRO. in its 
response SEC advised SIBL to follow the instructions provided by the Central 
Bank (sec's letter dated 14DEC06 attached). 


YOU would see SEC did not give any additional directive/guidance on this. So 
the reported disagreement by SEC to oust iIRO from siBL is not fully correct. 

Mr. Shamsuddoha advised us that as there was no scope of disposing off the 
shares of an existing shareholder(s) in the related laws of the land and in the 
absence of clear guidelines from the regulators they might not be able to 
dispose off the shares in near future. But they will continue to keep IIRO 
aside from the management and day to day affairs of the bank. 

In addition to the above, i would like to share a recent newspaper report (pis 
see below) with you. 


We will keep close contact with SIBL and advise you of the developments. 

Regards 

Shohi d 


Hersel Mehani/HBUS/HSBC 
HBUS 

01/26/2007 02:59 AM 
Mail size: 28303 

To 

Muhammad SHOHIDUZZAMAN/IB DAK/HBAP/HSBC(aHSBC 
CC 

Steve BANNER/CEO DAK/HBAP/HSBC(?HSBC, Alan T Ketley/HBUS/HSBC@HSBC, Sharyn 
Malone/HBUS/HSBC(aHSBC, Gillian E Bachstein/HBUS/HSBCQHSBC 
Subject 

Re: Social investment Bank - llRO 
Our Ref 

Your Ref 


Dear Shohid 

I need an update from your end as it seems that quite recently the security 
exchange in Dhaka has not agreed to outset the subject shareholder as 
requested by the Sr. Mgts of Social Investment Bank. If this is true i have to 
notify our compliance dept and ask them to guide us accordingly. 
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Regards 


Hersel Mehani 

Senior vice President 

Global Payments and Cash Management 


Alan T Ketley/HBUS/HSBC 
29/09/06 03:49 PM 

TO 

Hersel Mehani/HBUS/HSBC@HSBC, Sharyn Malone/HBUS/HSBC@HSBC, Gillian E 
Bachstei n/HBUS/HSBC 
cc 

"Andrew Rizkalla" <andrew. ri zkallaSus . hsbc . com> , "George Tsugranes" 
<george.tsugranes@us .hsbc. com>, Princely P Muro/HBUS/HSBC@HSBC 
Sub;]ect 

social Investment Bank - IIRO 


Hersel, Sharyn, Gillian 

I'm satisfied with the answers provided by Social Investment Bank to the 
questions posed by Hersel on his recent visit. The fact that IIRO has no 
involvement in the running of the bank, is not a client of the bank and will 
likely be outsed as a shareholder give considerable grounds for comfort. 

Please monitor the ownership of this bank closely - all things being equal, 
once IIRO ceases to be a shareholder we should be able to drop the see status. 


Alan T. Ketley 

Senior Vice President, Anti Money Laundering 
Tel: 212 525 6147 / Fax: 212 382 7580 

Forwarded by Alan t ketley/HBUS/HSBC on 09/29/2006 03:44 PM 

Hersel Mehani / hbus/hsbc 
09/27/2006 04:22 PM 

TO 

Alan T Ketley/HBUS/HSBC@HSBC 
cc 

"Andrew Rizkalla" <andrew. ri zkallaSus . hsbc . com> , Angela 
Cassell -Bush/HBUS/HSBC@HSBC, Gillian E Bachstei n/HBUS/HSBC@HSBC, Stephanie L 
Napi er/HBUS/HSBC@HSBC 
Subject 

Re: Compliance issues from Trip Dhaka 


Alan 

Note related to KYC 
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we asked all the question listed in your email 

Social Investment Bank - International Islamic Relief Organization which is on 
the OFAC list owns 8%. They are not on the board, do not receive dividends, do 
not have voting rights and do not exert any control. IIRO never responded to 
their request to provide a full address rather than a PO box and they will use 
this to oust them by November which is allowed according to their Articles of 
Association which I have a copy given by them to me. ( will send it to 
Stephanie for her files) 

1) Please describe what actions bank has taken with respect of the US Dept of 
Treasury’s announcement about IIRO on August 3, 2006? 

I was informed that the bank does not have any contact with the IIRO only a PO 
Box and therefore referred this matter to their Security exchange Agency 
indicating that they wish to remove them as a shareholder. 

2) How does the US Dept of Treasury announcement about IIRO affect the way 
Social Investment views this entity? 

They do not like having an association with a shareholder which is listed by 
OFAC and do not wish to be associated with the IIRO in any way 

3) IS the bank aware of any Nominee shareholder relationship or other ownership 
structure which would entitle IIRO to hold more than 8% of Social Investment 
Bank? 


No they are not 

4. IS the bank aware of any actions taken by IIRO in response to the US 
Department of Treasury announcement? 

No they are not as mentioned they do not have any contact with llRO 

5. Is IIRO a customer of the bank and does the bank conduct any cross border 
transactions for IIRO? 

IIRO has no relationship with the subject bank and do not maintain or operate 
any account with the bank 

6. Given that IIRO is the bank's largest shareholder, please reconfirm that 
IIRO is not involved in the management of the bank or represented on your Board 
of Di rectors . 


No representation of any sort 

7. when was the last time IIRO received a dividend in respect of its ownership 
in the bank? 


Presently they do not pay them any dividend 

8. Prior to the US department of Treasury's announcement, IlRO's name had been 
linked in the media to terrorist financing issues - how did Social Investment 
react to those news stories and what actions were taken? 

They ask for guidance for the Security exchange Agency in Bangladesh and they 
have the power to oust them in the next board of director meeting. 


Hersel Mehani 

Senior Vice President 

Global Payments and Cash Management 


Alan T Ketley/HBUS/HSBC 
Tel: 212-525-6147 
09/26/2006 01:52 PM 
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TO 

Hersel Mehani /HBUS/HSBC@HSBC 
cc 

Angela Cassel 1 -Bush/HBUS/HSBC@HSBC, Gillian E Bachstein/HBUS/HSBC(aHSBC, 
Stephanie l Napier/HBUS/HSBC@HSBC, "Andrew Rizkalla" 

<andrew. rizkal la@us . hsbc. com> 

Subject 

Re: Compliance issues from Trip Dhaka 


Hersel 

I’d like to see answers to each of the individual questions please. 
Thanks 


Al an T. Ketl ey 

senior vice President, Anti Money Laundering 
Tel: 212 525 6147 / Fax: 212 382 7580 


Hersel Mehani/HBUS/HSBC 
09/26/2006 08:47 AM 

To 

Stephanie L Napier/HBUS/HSBCOHSBC 

Angela cassel 1 -Bush/HBUS/HSBCtaHSBC, Alan T Ketl ey/HBUS/HSBC@HSBC, Gillian E 
Bachstei n/HBUS/HSBC@HSBC 
subject 

Compliance issues from Trip Dhaka 


I have a few documents with me on social invest Bank which i will 1 send as well 

Hersel Mehani 

senior vice President 

Global Payments and Cash Management 

Forwarded by Hersel Mehani / hbus/HSBC on 09/26/2006 08:40 AM 

i al am@hsbc . com . bd 
Tel : 

09/26/2006 03:19 AM 
TO 

hersel .mehani@us.hsbc.com, richard.c.boyle@us.hsbc.com, 
mshohiduzzaman@hsbc. com.bd 
cc 

Subject 

>Ca1l Report: social Investment Bank - KYC 
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Client: Social Investment Bank 


HSBC attendees: mehani, Hersel; alam, Iftekhar; BOYLE, Richard C; 

SHOHIDUZZAMAN, Muhammad 

client attendees: ISLAM, Md.; SOHEL, Abu sadek; asaduzzaman, k; shamsuddoha, a 
A ttendees from other Clients: 

Detailed description: 

Hersel discussed few issues related to IIRO, who is one of their sponsor 
shareholders. HBUS raised some concern in the past & also in recent past, it's 
worth mentioning here that, on July 2006 US Treasury put IIRO in OFAC sanction 
list. The meeting was initiated to have the opinion of SIBl's management in 
this regard. The management informed us that, IIRO doesn’t have any 
representation in their board (not even in the past) and neither they are 
involved in their management. Management is also with the opinion that, if 
required, they will arrange to forfeit ilRO's share through agm/EGM. Their 
memorandum of articles (copy provided to Hersel) also supports such action. 

Click on this link to see this item in Clientvision: 

http : //cl i entvi si on . systems . uk . hsbc/rs/autoLogi n . do?obj ectid=%7BACE6056B-ACl9-49 
44-9780-2122 a78606F9%7D 

fattachment "Cal 1 Report . pdf" deleted by Hersel Mehani/HBUS/HSBC] 


Redacted by the 

Permanent Subcommittee on Investigations 
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TO 

Albert Haney/HBUS/HSBC@HSBC02 
cc 

Emilio Ruiz/HBUS/HSBCSHSBC02, ]udy P Stolclt/HBUS/HSBC@HSBC02 
subject 

Fw: Hokuriku Bank 


Albert 

Please confirm that instructions are now clear, and Ops can comply with 
requirements. 

Thanks and best regards 


Anthony Julian 
First Vice President 
HSBC Bank USA, N.A. 

Global Transaction Banking 
Office: 

Mobile 


fl02 1 327-2665 
(BB): 


■ = Redacted by the Permanent 

Subcommittee on Investigations 


Forwarded by Anthony Jul ian/HBUS/HSBC on 10/31/2008 01:28 PM 


Jonathan Dean/HBUS/HSBC 
10/20/2008 03:46 PM, 


TO 

Albert Halley/HBUS/HSBC@HSBC02 

Emilio Ruiz/HBUS/HSBC3HSBC02, Judy P Stoldt/HBUS/HSBC0HSBCO2 , Anthony 
Julian/HBUS/HSBC®HSBC02 
Subject 

Fw: Hokuriku Bank 


Albert, 

Thanks for forwarding me this note, please see attached from Mary Ann. We 
will not be accepting T/C's from Hokuriku Bank after October 31st. . If you 
could please refer the types of checks we are seeing after this date to me as I 
am fairly certain the volume is extremely low. I will notify collections to do 
the same. 

Many Thanks, 

Jonathan Dean 

AVP - AML Compliance officer | HSBC Bank USA 
90 Christiana Road New Castle, Delaware 19720 


Phone. 302-327-2055 

Fax. 212-382-5573 

Email. jonathan.dean3us.hsbc.com 
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Forwarded by Jonathan Dean/HBUS/HSBC on 10/20/2008 12:26 PM 

Mary A Caskin/HBUS/HSEC 

10/20/2008 10:58 AM 

TO 

Jonathan Dean/HBUS/HSBC@HSBC02 
cc 

Judy p Stoldt/HBUS/HSBC@HSBC02, Anne Liddy/HBUS/HSBC®HSBC02 
subject 

Re: Fw: Hokuriku Bank 


I just checked with Anne Liddy. We will not be accepting T/Cs. Other items can 
be accepted, but they must be commercial, not personal. 


Mary Ann Caskin 
VP Compliance 
HSBC Bank USA NA 
452 Fifth Ave Floor 7 
NY, NY 10018 
212-525-5530 


Jonathan Dean/HBUS/HSBC 
10/20/2008 10:02 AM 

TO 

Mary A Caskin/HBUS/HSBC®HSBC02 

cc 

Judy P Stol dt/HBUS/HSBC@HSBC02 
Subject 

Fw: Hokuriku Bank 


Mary Ann, 

Sorry, I didn't clarify, we are not accepting T/c's ? 
Thanks . 

Jonathan Dean 

AVP - AML Compliance Officer | HSBC Bank USA 
90 Christiana Road New Castle, Delaware 19720 


Phone. 302-327-2055 

Fax. 212-382-5573 

Email. jonathan.dean@us.hsbc.com 


Forwarded by Jonathan Dean/HBUS/HSBC on 10/20/2008 09:53 AM 
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Albert Halley/HBUS/HSBC 
10/20/2008 09:53 AM 

To 

Anthony Tul i an/HBUS/HSBC@HSBC02 
cc 

Emilio Ruiz/HBUS/HSBC@HSBC02, lonathan Dean/HBUS/HSBC@HSBC02 
subject 

Re: Hokuriku Bank 


Anthony, 

Nice hearing from you...it's been awhile. Hope all is well. 

About Hokuriku Bank, on October 9th. we were notified by Jonathan Dean that 
after October 31st. we will no longer be receiving work from Hokuriku bank and 
are to return any deposits received after that date. So, my question is, is 
Compliance Clonathan Dean) aware of this new scenario. I would very much like 
for him to confirm/clarify this new request. 

Thanks . . 

Regards, 


Albert Halley 
HSBC Bank USA, N.A. 

DSIP -cash Letter Dept. 

2 Hanson Pic 
Brooklyn, NY 11217 

Ofc; C718)-488-4701 
Fax: C718)-488-4717 
e-mail : al bert .halley .(Jus .hsbc.com 


Anthony Julian/HBUS/HSBC 
10/17/2008 08:23 AM 

To 

Albert Halley/HBUS/HSBC(aHSBc02 
cc 

Emilio Ruiz/HBUS/HSBC9HSBC02 

Subject 

Hokuriku Bank 


Al bert 

AS requested by Compliance, we have advised Hokuriku Bank, Japan that we will 
no longer accept bulk deposits of T/C's Csequenti al ly numbered, or 
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non-sequentialTy numbered items payable to the same beneficiary) in excess of 
$5,000.00 with effect from October 31, 2008. The RM in Tokyo has had verbal 
discussion regarding this matter with Hokuriku, and we sent the attached letter 
to formalize our decision. 

Although we expect Hokuriku to comply with our request to stop sending these 
items to HBUS via Cash Letter, we also request that you reject any bulk TC 
deposits you may receive from Hokuriku after October 31, 2008. other items in 
the Cash Letter (commercial checks and retail TCs) may be processed as 
"business as usual", but any bulk TCs should be returned to Hokuriku via DHL 
Courier without entry. 

Please advise me if you have any questions or issues in complying with this 
request. 

Thanks and best regards 


[attachment "Hokuriku Bank CL 092908.doc.zip" deleted by Albert 
Halley/HBUS/HSBC] 

Anthony Julian 
First vice President 
HSBC Bank USA, n.a. 

Global Transaction Banking 
Office; (302) 327-2665 
Mobile (BB): (610) 570-1357 

Forwarded by Anthony Julian/HBUS/HSBC on 10/17/2008 08:15 AM 

Alan P williamson/HBUS/HSBC 
09/04/2008 11:05 AM 

To 

Anthony Julian/HBUS/HSBC@HSBC02, Fred shyur/pcm ASP/HBAP/HSBC9HSBC 
cc 

Thomas W Halpin/HBUS/HSBC@HSBC02, Michael B Gallagher/HBUS/HSBC8HSBC02 

subject 

Hokuriku Bank 


Anthony, Fred 

AS you may know, compliance meets monthly with senior management in the 
Payments and Cash Management AML Management Review Committee. Recently we 
discussed the fact that Hokuriku has been sending a large number of sequential 
traveller's checks from a number of similar businesses through cash letter here 
in the us. This use of cash letter is inappropriate and the committee has 
concluded that PCM should no longer allow Hokuriku to send traveler's checks 
through cash letter. Hokuriku should therefore cease the activity and make 
alternative arrangements, such as to make the deposits by wire, by September 
30. Can I ask you to contact the appropriate RM's to convey this message to 
Hokuriku and confirm back that they nave done so? 

Thanks for your help. Please let me know if you have any questions. 

Alan Williamson 
PCM Compliance 
212 525 8043 
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From: DANIEL iack/hbus/hsbc 

sent: 5/12/2009 3:52:39 PM 

to: denis E 0'BRIEN/HBUS/HSBC@HSBC02 

cc: DENISE A REILLY/HBUS/HSBC@HSBC02; RICHARD ANNICHARICO/HBUS/HSBC@HSBC02 
Subject: BN with Al Rajhi Banking & investment corp in Saudi Arabia 

Deni s , 

AS requested, I have reviewed activity with this Banknote client, particularly 
over the past 12 months. Following is a summary of all trades with this HBUS 
London client over the past year. In Ian-09 they became a bn client of Hong 
Kong also. 

Attached are the details of all transactions (4 noted above) over the past 
year, along with the tables above & below. 


na^^^RngCst^di ng relationship (25+ years) with Banknotes-London until we 
closed the account in Feb-05 due to TF & reputational risk, with approval from 
AML CA.Ketley), London re-opened the BN account in Dec-06 with see 
classification due to pep. This client still has relationships with HSBC in the 
UK, UAE, France, Hong Kong and Italy. Refer to KYC profile — > 

Following is a listing of all traders' explanations provided for alerts over 
the past 7+ years. 


Thanks and regards, 

Daniel lack 

Vice president - Compliance officer, GTB 
HSBC Bank USA, NA 

452 Fifth Avenue, 7th floor, New York, NY 10018 


' RHiacttdbythePcmianeti. 
Subcommillec on Invntigations 


iCflt 

ig»tions 


Phone. 212-525-8686 

Email . daniel .jack^us. hsbc.com 


Denis E O'brien/HBUS/HSBC 
05/12/2009 02:37 PM 

To 

Daniel Jack/HBUS/HSBC0HSBC02 
cc 

Denise A Reilly/HBUS/HSBC@HSBC02, Richard Anni chari co/HBUS/HSBC@HSBC02 
Subject 

Al-Rajhi Banking And investment Corporation, Saudi Arabia 


Dan , 

Kindly review the Banknotes activity for the last 12 months for Al-Raihi 
Banking And investment Corporation, Saudi Arabia and let me know if there are 
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any vari ances . 

Thanks and regards, 

Denis E O'Brien 


Director, Head of Global Transaction Banking Compliance, | HSBC Bank USA, 

National Association 

452 Fifth Avenue, New York, NY 10018 


Phone. 212 525 1147 

Fax. 917-229-5257 

Mobile. 646-250-2425 

Emai 1 . deni s . e . o ' b ri en@u5 . hsbc . com 


Forwarded by Denis E O' bri en/HBUS/HSBC on 05/12/2009 02:33 PM 

Andrei X Novi kov/HBUS/HSBC 
05/12/2009 11:14 AM 


Denis E O' brien/HBUS/HSBC@HSBC02, Nerissa P Hall/HBUS/HSBC0HSBC02 
cc 

Anastasiya Shron/HBUS/HSBC@HSBC02 
Subject 

Al-Rajhi Banking And Investment Corporation, Saudi Arabia 


FYI 



We have only banknotes account. 


Best Regards, 

Andrei Novikov 
COBAM - KYC 

HSBC Securities • CUSA) inc. 

Tel C212) 525-8379 Fax (212) 525-6856 


Attachment: Al Rajhi Bank in SA (May-08 to Apr-09). xls. zip 


MMM ■ lUdacted by the Permanent 

Subcommittee on InvestigatioM 
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CONFIDENTIAL 

FOR INFORMATIONAL PURPOSES ONLY / FOR INTERNAL USE ONLY*’^* 

INVESTIGATIVE CONTROL & REPORTING OFFICE (ICRO) 

FINANCIAL INTELLIGENCE UNIT 
REPORT OF FINDINGS 


RESEARCH AS OF: May 5, 2009 


INVESTIGATOR: Brian Milosda 


SUBJECT: 

I?NTITIES: 


REQUESTOR: 

DEPARTMENT: 


Social Investment Bank Limited 

Social Investment Bank Limited; International Islamic Relief 
Organization (IIRO) 

Daniel Jack 

AML Compliance 


An Update to a previous report of findings in support of enhanced due diligence was 
conducted for the following entities: 

• Social Investment Bank Limited 

• International Islamic Relief Organization (IIRO) 

According to the EDD request, Social Investment Bank is an existing PCM client based 
in Bangladesh, an HSBC-designated High Risk country. The hank is classified as an 
see due to the fact that its largest shareholder is the International Islamic Relief 
Organization (IIRO), an OFAC sanctioned entity which is allegedly connected to Al 
Qaeda and the financing or terrorism. Previously, it was determined that the 
International Islamic Relief Organization (IIRO) is a minority shareholder (8.62%) and 
E. Protomastro cleared ownership with OFAC for a second time in June 2007. This 
report is part of a regular review process. 

Please note that previous reports for Social Investment Bank Ltd were completed in 
November 2003, March 2005 and August 2006. These reports have been attached below 
for your convenience. This report will only include items impacting adversely on money 
laundering, terrorist financing or other substantive criminal activity concerns made 
available to our sources subsequent to the previous reports. 

Please note that there is limited information available in our resources on entities and 
individuals based outside of the United States. The information which we could find and 
confirm as involving your customer has been included in this report. However, we 
cannot confirm that all legal filings, etc. that involve your customer have been uncovered 
and reported in this ROF’. 
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As is shown below, our sources such as Banker’s Almanac, the International Islamic 
Relief Organization (IIRO) is still listed as an 8.623% owner of Social Investment 
Bank Ltd. Our sources indicate that the IIRO maintains branches that are 
classified as “Specially Designated Global Terrorist Organizations” by OFAC and 
in May 2008, the IIRO was designated by the Israeli government as an illegal 
organization for the second time. 

In addition, a search of World Check for the names of shareholders, senior 
executives and board members “Islamic Charitable Society,” “Kamal Uddin 
Ahmed,” “Shah Alam,” “Mohammad Azam,” “Sayedur Rahman” and 
“Mohammad Shamsuzzamanan” returned profiles for individuals with Bangladesh 
address affiliations that were reportedly involved in crimes ranging from terrorism, 
money laundering and securities violations. 

Searches of World Check for board members “Ahmed Akbar Sobhan” and “Sadat 
Soban” returned profiles for a father and son from Bangladesh who were reportedly 
charged, arrested, fined over US S1.2 million and sentenced to prison for crimes 
including: tax evasion, amassing US $14.5 million worth of illegal wealth, 
corruption, participation in a graft scheme worth US $18.5 million and a US $3 
million bribery case in connection to obstruction of a murder investigation by 
Bangladesh authorities. 

Due to the lack of identifying information available for the individuals in question, 
we could not conclusively confirm or rule out whether the profiles listed on World 
Check pertain to the individuals identified by our sources as shareholders, senior 
executives and/or board members of Social Investment Bank Ltd. 

In addition to the above red flags uncovered by our sources, there is a large volume 
of publicly available press coverage published subsequent to the previous Reports of 
Findings for Social Investment Bank Ltd that contain allegations of connections 
between the IIRO to terrorism, terror financing, money laundering and other 
criminal activities. 

We recommend that any existing relationships with Social Investment Bank Ltd, as 
well as any entity which is directly affiliated with or where any of the above-named 
individuals acts as an officer be maintained only upon reeoneiliation of these issues 
with the customer. If the information provided by the eustomer is insufficient to 
reconcile these issues, these accounts should be closed. We also reeommend that you 
have Social Investment Bank checked by HSBC OFAC Compliance through 
Elizabeth Protomastro. We further recommend that due to the reputational risks 
posed if this account relationship is maintained, that monitoring is increased for all 
affiliated entities and individuals. 
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Social Investment Bank Limited 
Banker’s Almanac 

The head office of Social Investment Bank Ltd was established in November 1995 and 
is located at 15 Dilkusha Commercial Area, Dhaka 1000, Bangladesh, It is listed as a 
Private Bank with a World Ranking of 2591 and a national ranking of 28. The bank has 
nine domestic branches in Bangladesh including its headquarters in Dhaka. As of 
December 31, 2008, the bank has net profits of approximately US $2,9 million. 

Social Investment Bank Ltd is regulated by the Bangladesh Bank, They are audited by 
Kazi Zahir Khan & Co {Banker's Almanac, date accessed: 5/5/2009). 

Ownership Breakdown: 

International Islamic Relief Organization IIRO, Jeddah, 8.6231% 

Islamic Solidarity Fund and its Waqf OIC, Jeddah, 3.8415% 

H.E Ahmed M. Salah Jamjoom, 2.92% 

Islamic Charitable Society Lajnat A-Birr A1 Islam, Jeddah, l.S364%o 

The following individuals were listed as having less than 1% ownership of the bank: 

H.E Dr. Hamid Al-Galib, 0.7680%; H.E Dr. Abdullah Omar Nasseef, 0.2303%; Dr.Bedri 
Cemel Rodopul, 0.0019%; Adbel Fattah M.Farah, 0.0003%; Dr, Adalet Djabiev, 
0.0961%; Dr, Youssef Shaheed Youseef, 0.0010%; Shahir A.R. Batterjee, 0.4607% 
(Banker’s Almanac, date accessed: 5/5/2009), 

We note that the ownership interest of the IIRO does not appear to have changed since 
the previous report of findings completed in August 2006. 

We also note that our sources were unable to determine the beneficial ownership of over 
75% of the bank's shares. Based upon the fact that the entity in question is based in a 
high risk nation, and that the IIRO is widely reported to be affiliated with Al Qaeda and 
terrorist financing, you may wish to obtain information and documentation to 
ascertain the identities of the remaining shareholders of Social Investment Bank 
Ltd. In the absence of such information, you may wish to consider the increased risk 
involved in maintaining this relationship. 

Top Senior Executives: 

• Abdul Awal Patwary, Chairman 

• Md Sayedur Rahman, Vice Chairman 

• KM Ashaduzzaman, Managing Director 

• Abu Sadek Md Sohel, Deputy Managing Director 

• Walid Mahmud Sobhani, CFO 

• Md Akhtar Hussain, Compliance and Control 
(Banker's Almanac, date accessed: 5/5/2009) 
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Data Monitor Report 

Data Monitor has a listing for Social Investment Bank Ltd that was last updated in 
August 2008. 

Top Senior Executives: 

• M Rezaul Haqu, Chairman 

• Alhaj M Alzal Hossain, Vice Chairman 

• Humayun Kabir Khan, Vice Chairman 

• Alhaj Nasiruddin, Vice Chairman 

• K. M. Ashaduzzaman, Managing Director 

• Abu Sadek Sohel, Deputy Managing Director 

Board Members: 

• M. Rezaul Haque 

• Kamal Uddin Ahmed 

• Taslima Akhtar 

• Munshi Akhtaruzzaman 

• M. Shah Alam 

• Zohra Alam 

• Alhaj Ali 

• Mohammad Azam 

• Fatema Begum 

• Mahmood Chowdhury 

• Noor A-Alam Chowdhury 

• Anisul Haque 

• Alhaj M. Alzal Hossain 

Social Investment Bank Website 

According to the Social Investment Bank website, www.siblbd.com . the following 
additional parties are listed as Top Executives and/or Board Members: 

• Mr. A Jabbar Mollah, Director & Board Member 

• Hamdard Laboritories, Director (represented by Anisul Hoque) 

( vr'H'W. sihlbd. com, date accessed: 5/5/2009) 

Lesal 

A search of our sources returned no evidence of civil, criminal, judgment, lien, 
bankruptcy filings, government sanctions or regulatory actions for Social Investment 
Bank Ltd subsequent to the previous report of findings. Please note that our sources do 
not include access to lawsuits and other public records filed in Bangladesh. 

Notable Information Regarding the Financial Institution, its Ownership or its Top 
Executives: 

World Check 

We note that due to name commonality and the limited identifying information available, 
our searches were limited to include only those individuals who were as board members 


A.K.M. Imran Khan 
Humayun Kabir Khan 
Umme Kulsum 
Nargis Mannan 
Alhaj Nasiruddin 
Abdul Awal Patwary 
Sayedur Rahman 
A. R. Rashidi 

Mohammed Sharasuzzaman 
Ahmed Akbar Sobhan 
Sadat Sobhan 
Abu Sadek Sohel 
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and top senior management. You may however, wish to obtain information and 
documentation from your eustomer to ascertain the levels of control over bank 
operations held by positions other than board members and managing directors. 

A World Check search returned no results for Social Investment Bank 

World Cheek maintains a profile for an “Islamic Charitable Society A1 Birch” based in 
the West Bank region of Palestine. The entity is classified as a terrorist organization 
with reported tied to Hamas. In September 2008, the Israeli government reportedly 
declared it an illegal entity. 

World Check maintains multiple profiles for the name string “Kamal Uddin Ahmen”: 

• A “Kamal Uddin Ahmed” of Bangladesh is listed as an officer for the Officer 
with the National Credit and Commerce Bank Limited as of July 2004. In 
February 2003, a cased was filed for alleged illegal banking transactions and in 
July 2004, formal charges were submitted, and he was released on bail. He 
reportedly sanctioned loans illegally to individuals involved in money 
laundering. 

• A “Md Kamal Uddin Ahmed” of Bangladesh is classified as a PEP. He is listed 
as the Executive Chairman of the Board of Investment (Nov 2007 - ) and 
Secretary of the Bangladesh Civil Service Administration Association and Deputy 
Commissioner of Dhaka as of October 2007. 

World Check maintains multiple profiles for the name string “M Shah Alam”: 

• A “Mohammad Shah Alam,” of Bangladesh is classified as a PEP. He is listed as 
a member of the Awami League Socialist party and a member of Parliament for 
the District of Pirojpur. 

• A “Shah Alam” of Dhaka, Bangladesh is classified as a suspected terrorist who 
allegedly In the Awami League Rally attacks in August 2004. He was reportedly 
detained by authorities in November 2005. 

• A “Shah Alam,” 40 years old as of 4/16/2007 of Dhaka, Bangladesh is classified 
as a terrorist member of Alleged Jammat-ul Mujahideen Bangladesh. He was 
reportedly detained by authorities in April 2007. 

• A “Shah Alam” of Rajshai, Bangladesh is classified as a terrorist. He was 
reportedly detained and subsequently released in May 2007. 

World Check maintains multiple profiles for the name string “Mohammad Azam”: 

• A “Mohammad Azam” of India is classified as a terrorist and member of the 
Students Islamic Movement of India. 

• A “Mohammad Shafiqul Azam” of Dhaka, Bangladesh is classified as a PEP. He 
is listed as Managing Director of Sadharan Bima Corporation, Member of the 
Dhaka Electrieity Supply Authority and Former Member of the Bangladesh 
Power Development Board (PDB). 

World Cheek maintains a profile for a “Fatema Begum” of Dhaka, Bangladesh, who is 
elassified as a PEP. This individual is listed as tlie Deputy Inspeetor General of Speeial j 
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Branch, Dhaka as of December 2007 and is listed as the Former Deputy Inspector 
General of the police headquarters in Dhaka. 

World Check maintains multiple profiles for the name string “Sayedur Rahman”: 

• A “Sayedur Rahman” of Dinjapur, Bangladesh arrested and sent to jail for alleged 
involvement in a money laundering scheme along with individuals Malek 
Ansari and Abdul Kalem Azad of Bangladesh. At the time of arrest cash worth 
US $65,000 was seized from the individuals. 

• A “Saidur Rahman”, also known as “Sayedur Rahman,” 24, of Bangladesh, is 
classified as a terrorist and an alleged member Jammat-ul Mujahideen 
Bangladesh He was reportedly detained in October 2007. 

World Check maintains a profile for a “Mohammed Shamsuzzaman” of Dhaka, 
Bangladesh. He is listed as the Director of Sajib Knitwear and Garments Limited as of 
January 2009. In June 2008 he was reportedly issued a “show cause notice” by Securities 
and Exchange Commission (SEC) in Bangladesh for violation of securities regulations. 

In January 2009, he was reportedly fined by the SEC Tk 100,000 (approximately US 
$1,500). 

World Check maintains profiles for an “Ahmed Akbar Sobhan”, and “Sadat Sobhan”, 
who are listed as father and son, Ahmed Akbar Sobhan of Bangladesh is classified as a 
PEP. He is listed as the Chairman of Chairman of Bashundhara Group as of 2007 and the 
Plonorary Counsel of Ukraine to Bangladesh. 

• In January 2007, they pair was investigated for reportedly committing bribery. 

• In February 2007, Ahmed Akbar Sohan was reportedly listed as a corruption 
suspect and ordered to submit a wealth statement to the federal authorities, which 
he failed to submit. 

• In April 2007, the pair reportedly fled to the United Kingdom as fugitives 
from justice, when their premises were raided by the authorities. 

• In July 2007, an arrest warrant issued and in August 2007 they were ordered 
to surrender within 3 days for tax evasion. 

• In September 2007, they were charged along with others by Anti-Corruption 
Commission (ACC) in a graft case worth Tk 1.27 billion (approximately 
$18.5 million). They were sentenced to 8 years imprisonment and fined Tk 83 
million (approximately US S1.2 million) for tax evasion. 

• In October of 2007, they were accused in a case filed by ACC for paying Tk 
210m (approximately US S3 million) bribe to Lutfozzaman Babar to cover up 
a murder investigation . 

• In February 2008, Ahmed Akbar Sobhan was formally charged for causing a 
substantial loss to the national exchequer (treasury) by seizing 80 acres of public 
property. 

• In May 2008, he was formally charged for the bribery case detailed above and 
was sued by the Criminal Investigation Department for bribery. 

• In July 2008, the pair was sentenced to 2 years rigorous imprisonment for 
illegal possession of foreign currency worth Tk 2.3 million (approximately 

US $33,000). In August 2008, they were formally charged for accumulation of 5 
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Tk 1 billion in illegal wealth (and aiding and abetting the aeeumulation of 
illegal wealth) and eoneealing information of wealth in the amount of Tk 140 
million, (approximately US S14.5 million and Slmillion, respectively). 

Do to name commonality and the lack of identifying information available for the 
board members and top senior executives of Social Investment Bank Ltd, you may 
wish to obtain information and documentation from your customer to determine 
whether the individuals listed in World Check are the same as the individuals 
identified as board members and top senior executives of Social Investment Bank 
Ltd. You may accordingly wish to consider the increased level of risks including 
reputational risks in maintaining this account relationship and may consider 
recommending Social Investment Bank Ltd for SCC status. 

Press 

A search of press archives for Social Investment Bank and the term “A1 Qaeda” returned 
an October 10, 2008 news article from www.Bangladeshnews.com.bd reporting: 
“Bangladesh Bank (BB) has sought directions from the foreign ministry in regard to the 
suspended bank accounts of the International Islamic Relief Organization (lIRO), which 
has an alleged link with the al-Qaeda.” 

The article states that the “BB apprised the foreign ministry last month of the requests 
made by two private commercial banks to resume the bank accounts of IlRO.” 

The article further states that, “US Embassy in 2006 requested Bangladesh to provide 
information about some alleged terrorist organizations and the IIRO. Following the 
allegation of the IIRO’s link with the al-Qaeda, the Bangladesh Bank suspended its bank 
accounts in Bangladesh.” 

Earlier, Bangladesh Bank following the reports of alleged link of the lIRO with the al- 
Qaeda halted two bank accounts of the llRO at Islami Bank and Social Investment Bank 
Ltd (SIBL) with whom IIRO had 50,445 shares worth Tk 1,000 each,” 
approximately US S733,000. 

According to the article, “The BB suspended distribution of dividend against the 
shares of the IIRO with the SIBL while the Islami Bank voluntarily froze bank 
accounts of IIRO. A high official of the Bangladesh Bank said the US Embassy had 
sought account information of IIRO under an UN resolution. But as the government 
currently is undertaking a project funded by the IIRO, the BB is seeking information 
from the foreign ministry regarding the status of the IIRO bank accounts.” 

Based upon the above news article, it appears that the IIRO has a large amount of 
money invested in accounts with Social Investment Bank. You may therefore wish 
to obtain information from your customer to ascertain the status of the accounts 
held by the IIRO in the Social Investment Bank Ltd. You may also wish to consider 
the risks, including reputational risk involved in maintaining this account 
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relationship. In addition, you may wish to review this relationship with OFAC 
Compliance to determine what, if any, additional steps need to be taken. 

A search of press archives uncovered a news brief from a BBC News Monitor Report of 
Southeast Asian News dated February 4, 2007 which stated “Information has been 
received about the private Social Investment Bank taking investments from an Al- 
Qa'idah organization {BBC Monitoring of South East Asia Report, date 2/4/2007). No 
further information was listed, nor was the original source of the information provided. 

A search of press archives and other third party sources were unable to obtain more 
information concerning the above report. However, you may wish to obtain 
information from your customer concerning any on-going investigations or 
litigation involving potential ties to terrorist financing and/or A1 Qaeda. 

We note that although there doe.t not appear to be a high volume of adverse press 
pertaining to Social Investment Bank, Ltd subsequent to the previous reports, there is 
some press coverage pertaining to Social Investment Bank’s ties to the IIRO, and a 
possible connection to Al-Qaeda. Therefore you may wish to consider the risks, 
including reputational risks involved in maintaining this account relationship. 

2) International Islamic Relief Organization 

Word Check 

The International Islamic Relief Organization (IIRO) appears to be a non-profit 
humanitarian relief organization based in Jeddah, Saudi Arabia. It is listed as a member 
of tlie World Muslim League. 

World Check reports that the IIRO has purported links to “Osama bin Laden, al-Qaeda, 
Hamas and the Palestine Islamic .lihad”. 

The organization was “connected to plots to assassinate Bill Clinton, the Pope and 
attacks on the Lincoln Tunnel and the Brooklyn Bridge.” 

World Check states that the organization is considered a major sponsor of Afghan 
terrorist training camps.” The organization is “reportedly involved in providing 
financial support to al-Qaeda, Hamas, PIJ and Islamic fundamentalist groups in 
Mindanao, Philippines.” 

World Check states that the organization is purportedly involved in money laundering 
activities for al-Qaeda and other terrorist organizations and in December 2002, it was 
one of ten non-govemmental organization indicted in a class action civil lawsuit filed by 
the families of the 9/1 1 World Trade Center terrorist attacks. 

In May 2008, the IIRO was declared to be an illegal organization by the government 
of Israel for second time {World Check, date accessed: 5/5/2009). 
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Banker ’s Almanac 

The International Islamic Relief Organization, with an address of PO Box 33567, Jeddah 
21458, Saudi Arabia is listed as 8.6231% Owner of Social Investment Bank Ltd. No 
further information pertaining to the IIRO, such as management or ownership 
information was provided {Banker’s Almanac, date accessed: 5/5/2009). 

US Office of Foreign Assets Control (OFAC) 

The Philippines branches of the International Islamic Relief Organization located in 
Zamboanga City, Tawi Tawi, Marawi City, Basilan, Cotabato City and Manila are 
classified by OFAC as a “Specially Designated Global Terrorist Organization”. 

The Indonesian branches of the International Islamic Relief Organization located in 
Jakarta and East Jakarta are classified by OFAC as a “Specially Designated Global 
Terrorist Organization” (Lexis-Nexis OFAC database search, accessed: 5/5/2009). 

Press 

We note that searches of press archives and other third party sources were limited to 
include only those items made available through our sources subsequent to the previous 
reports. 

There is a large volume of press coverage pertaining to the International Islamic Relief 
Organization. 

Searches of press archives and other third party sources for International Islamic Relief 
Organization along with adverse terms pertaining to terrorism, terror financing and other 
criminal activities returned more than 100 news articles and web listings published 
subsequent to the previous reports. 

An Associated Press article dated December 22, 2007 reports that “defendants in lawsuits 
resulting from the Sept. 1 1 terrorist attacks must turn over materials from as far back as 
1992, when it appears that Osama bin Laden called for a holy war against the United 
States” 

The article reports that the ruling by U.S. District Judge George B. Daniels affects 
defendants in lawsuits “seeking billions of dollars in damages from numerous banks, 
charities and individuals worldwide who are alleged to have supported al-Qaida 
before the 2001 terrorist attacks.” 

The article states that Judge Daniels said it was “reasonable to require organizations 
such as the Muslim World League, the International Islamic Relief Organization 
and Wa'el Jelaidan to turn over evidence necessary to decide the merits of lawsuits 
brought by representatives, survivors and insurance carriers of the victims of the 2001 
attacks in New York, Washington and Pennsylvania. 

The article states that “lawyers for defendants in the lawsuits have said it was unfair to 
require them to turn over the earlier documents because the defendants were not 
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adequately put on notice about al-Qaida's terrorist activities toward the United States 
until the 1996, and that the materials were overly burdensome and outweighed any 
potential value to plaintiffs.” 

Tire article states that in the judge’s ruling, “Daniels noted that 1992 was the year when 
bin Laden is alleged to have joined other senior al-Qaida leaders to issue a formal fatwah 
calling for violence against the United States and other Western allies.” The article states 
that “a message left with a lawy'er for defendants was not immediately returned” 
{Associated Press, load date: December 22, 2007). 

Due to the large volume of publicly available press coverage published subsequent 
to the previous reports containing allegations of possible links between the 
International Islamic Relief Organization and terrorism, Al-Qaeda, terror 
finaneing, money laundering and other criminal activities, you may wish to consider 
the increased risk, ineluding reputational risks involved in maintaining this aeeount 
relationship. 

Should you have further questions regarding this report, please contact me, 

Brian Miloscia 

Financial Investigator (Financial Intelligence Unit) 

452 Fifth Avenue, Tower 7 
New York, NY 10018 
Tel: (212) 525-4214 


This report is confidential and is intended solely for the use of the HSBC business to 
which it is addressed and those who need to know the information pursuant to that 
business' internal procedures. This report is not to be disseminated to any other person 
or entity. Our investigative findings are, in part, based upon information available to us 
through a variety of third-party providers at the time our search is performed. While 
every attempt is made to find all substantive information, we make no representation that 
the information provided to, or gathered by, us is complete. This is not a credit or lien 
report and should not be used as such. The information contained herein is intended as a 
supplement to the Know Your Customer information gathered by the HSBC business unit 
and may not be considered when determining the creditworthiness of a customer (see 
Regulation B, 12 CFR 202,7) or to determine the lien status of property. 
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This Space Reserved for Compliance Officer and/or Business Unit: 


Comments of the Compliance Officer and/or Business Unit Approver: 

Comments are required if the Report of Findings contains information to suggest that any subject 
may be a PEP or other type of SCC, or may present reputational risk to HSBC. Comments must 
detail whether or not the CO or business-level approver is comfortable with the relationship, as well 
as the reasons supporting that determination. If comments are entered below, return a copy to 
ICRO (via email to ‘‘FIG HBUSO for its records. 


□ I have reviewed this Report of Findings and none of the information in the Report requires 

comment. Signed on . 

(Name of Reviewer) (date) 

□ I have reviewed this Report of Findings and comments were required and have been 

summarized above. Signed on . 

(Name of Reviewer) (date) 
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PREVIOUS REPORT OF FINDINGS: AUGUST 2006 

CONFIDENTIAL 

***FOR INFORMATIONAL PURPOSES ONLY / FOR INTERNAL USE ONLY*** 

Please find below an updated Report of Findings for Social Investment Bank Limited of 
Bangladesh, prepared by one of our FIG Investigators, Kathleen Dischner. As you will 
read in this updated Report of Findings and the two prior ones attached below, there are 
several concerns pertaining to terrorist financing in regards to Social Investment Bank 
Limited's largest single shareholder, the International Islamic Relief Organization (IIRO), 
We especially recommend that you consider the following information in evaluating the 
reputational risk posed by a continued account relationship with Social Investment Bank 
Limited: 

On August 3, 2006, the U.S. Treasury Department designated the Philippine and 
Indonesian branch offices of the Saudi-based lIRO as Specially Designated Global 
Terrorists (SDGT). The Treasury Department also designated Abd A1 Hamid Sulaiman 
Al-Mujil, the Executive Director of IIRO's Eastern Province Branch in Saudi Arabia, as a 
SDGT. 

According to Bankers' Almanac and Social Investment Bank's KYC profile, the Saudi- 
based IIRO owns an 8.62% stake in the bank, and is its largest single shareholder. 

As documented in the Reports of Findings below, prior to the SDGT designation of 
IIRO's Philippine and Indonesian branches, there have been numerous allegations of the 
organization's involvement in terrorist financing over the years. In fact, it appears that 
the IIRO is rarely mentioned in the press without it also being alleged that the group is a 
source of terrorist financing. 


INVESTIGATIVE CONTROL AND REPORTING OFFICE (ICRO) 
FINANCIAL INTELLIGENCE UNIT 
REPORT OF FINDINGS (UPDATE) 


(Research as of 08/04/06) 

INVESTIGATOR: Kathleen Dischner 

FINANCIAL INTELLIGENCE GROUP (FIG) 
REPORT OF FINDINGS 


SUBJECT: Social Investment Bank Limited 


ENTITIES: Social Investment Bank Limited 
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REQUESTOR: Rhonda Lee, Nanayo Ryan, George Tsugranes, Alan Ketley, Daniel Jack 
DEPARTMENT: PCM/Banknotes 

A Report of Findings in support of Enhanced Due Diligence was conducted for the Social 
Investment Bank Limited located in the HSBC-designated high-risk country of 
Bangladesh. This is an update to a previous report prepared for this bank on 3/2005, 
which is provided below for your reference. Only items impacting adversely on money 
laundering, terrorist financing or other substantive criminal activity concerns will be 
detailed in this updated report, 

UPDATE: 

Social Investment Bank Limited 

Most Current Ownership Breakdown Found (5% or higher): 

Banker^ s Almanac indicates tliat the International Islamic Relief Organization owns 
8.62% of the Social Investment Bank Limited. 

Most Current List of Top Executives Found: 

Dr Md Afzal Haque, Chairman 
Alhaj Mohd Afzal Hossain, Vice-Chairman 
K M Ashaduzzaman, Managing Director 
Abu Shadek Sohel, Deputy Managing Director 
Shafiqul Islam, Senior Vice-President 

Notable Information Regarding the Financial Institution, its Ownership or its Top 
Executives: 

An article in "The Los Angeles Times" on January 1 5, 2006 reports that US officials have 
cited such organizations as the International Islamic Relief Organization, the majority 
shareholder of the Social Investment Bank, as "engaging in highly suspect activities 
overseas." A ^National Revierv^ article from December 14, 2005 reports that the 
Egyptian magazine Rose al-Youssef,- describes the IIRO as firmly entrenched with 
Osama bin Laden-^ s Al-Qaeda organization.-^ 

World-Check identifies the International Islamic Relief Organization (Indonesia) under 
Category 2: Terrorism. It is listed on the USA OFAC list - SDGT (Specially Designated 
Global Terrorist). It was identified as providing assistance to Jemaa Islamiyah in terms 
of recruitment, transportation, logistics, and safe-havens. (Jemaah Islamiyah is a militant 
Islamic terrorist organization dedicated to the establishment of a fundamentalist Islamic 
theocracy in Southeast Asia. Financial links between Jemaah Islamiyah and other terrorist 
groups, such as Abu Sayyaf and al-Qaeda, have reportedly been found to exist. 
http://en.wikipedia.org). The IIRO also allegedly financed training facilities for Al-Qaida 
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associates. (World-Check entry dated 8/3/06, citing U.S. Treasury Department press 
release at http://www.treas.gov/press/releases/hp45.htm). 

World-Check identifies the International Islamic Relief Organization (Philippines) under 
Category 2: Terrorism. It is listed on USA OFAC under SDGT (Specially Designated 
Global Terrorist). It was reportedly founded in the late 1980's or early 1990's, by a senior 
Al-Qaida member and brother in law of Osama Bin Laden. The Director, Abd al-Hadi 
Daguit, is allegedly a close associate of the founder. (World-Check entry dated 8/3/06). 
The organization is allegedly used as a source of funding for Abu Sayyaf Group. (The 
ASG is reportedly primarily a small, violent Muslim terrorist group operating in the 
southern Philippines. Some ASG leaders allegedly fought in Afghanistan during the 
Soviet war and are students and proponents of radical Islamic teachings. Terrorist Group 
Profiles - http://library.nps.navy.mil/home/tgp/asc.htm). 

A separate World-Check entry also identifies the International Islamic Relief 
Organization, with locations listed as Virginia, Saudi Arabia, and the Philippines, under 
Category 2: Terrorism. The description indicates the following: 

^ Headed by Mohammed Khalifa, Osama bin Laden’s brother-in-law. Member of the 
Board and the Executive Committee - Sheikh Hani Ahmad Zaki Yamani. Suspected of 
giving financial support to Islamic fundamentalist groups in Mindanao, Philippines (on 
behalf of) and could be linked to Osama bin Laden. Reportedly funded organizations that 
aid and abet terrorism including Al-Qaida, Hamas and Islamic Jihad. Allegedly linked to 
the 1993 World Trade Centre Bombings, involved in plots to assassinate Bill Clinton and 
the Pope and the planned destruction of the Lincoln Tunnel and Brooklyn Bridge. Sister 
organization Sana-Bell, Inc allegedly gives financial support to Islamic groups - 
suspected of laundering money for Al-Qaida and other terrorist organizations - linked to 
SAAR Network, The Golden Chain, the Saudi evangelical charity the Muslim World 
League - offices world-wide. Dec 2002 - reported to be 1 of 10 charities being sued by 
the families of the 11 Sep 2001 World Trade Centre victims. Allegedly active in 
Afghanistan during the Taliban regime and considered a major sponsor of terrorist 
training camps there.^ 

World-Check identifies a Shafiqul Islam under the Category 2 of Terrorism. He is 
reportedly a suspected Jama-* atul Mujahidden Bangladesh (JMB) suicide squad member. 
However, we could not confirm that he is the same individual who is also a Senior Vice- 
President at the Social Investment Bank Limited. It appears that he may not be tlie 
individual listed on World-Check, as he was reportedly arrested in February 2006. 
(World-Check entry dated: 2/13/06, citing "The Independent" of Bangladesh). 

Information Found Regarding this Financial Institution, its Ownership or its Top 
Executives that Warrants SCC Consideration: 

The International Islamic Relief Organization is the majority shareholder of the Social 
Investment Bank Limited. The IIRO allegedly has connections to terrorist organizations 
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such as A1 Qaeda, and its Indonesian and Philippine branches have been designated by 
OFAC as SDGTs. 

*** Should you find any discrepancies between the ownership and/or executives named 
in this report and those named in your current, up-to-date KYC information, please let us 
know so that we may check any differing names for items impacting adversely on money 
laundering, terrorist financing or other substantive criminal activity concerns. 

This report is confidential and is intended solely for the use of the HSBC business to 
which it is addressed and those who need to know the information pursuant to that 
business' internal procedures. This report is not to be disseminated to any other person or 
entity. Our investigative findings are, in part, based upon information available to us 
through a variety of third-party providers at the time our search is performed. While 
every attempt is made to find all substantive information, we make no representation that 
the infonnation provided to, or gathered by, us is complete. This is not a credit report 
and should not be used as a credit report. The information contained herein is intended as 
a supplement to the Know Your Customer information gathered by the HSBC business 
unit and may not be considered when determining the creditworthiness of the customer 
(see Regulation B, 12 CFR 202.7). 

PREVIOUS REPORT OF FINDINGS: MARCH 2005 

CONFIDENTIAL 

*** FOR INFORMATIONAL PURPOSES ONLY 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS (UPDATE) 

SUBJECT: Social Investment Bank Ltd 


ENTITIES: Social Investment Bank Ltd 


REQUESTOR: Rlionda Lee-Thomas, Nanayo Ryan 


DEPARTMENT: Banknotes 


ACCOUNTS: Social Investment Bank Ltd Acet# 



A report of findings in support of enhanced due diligence for Social Investment Bank Ltd 
was conducted in November of 2003. The text of that report has been pasted below. As 
of today, March 10, 2005, we have conducted an update review for this bank to determine 
if there have been any reports of criminal activity surrounding this corporation, or any 
notable news or changes, since November of 2003. Our findings are as follows: 


Recommendation 
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In consideration of the below-mentioned allegations of terrorist financing against Social 
Investment Bank's largest shareholder, the International Islamic Relief Organization, we 
strongly recommend that a relationship with Social Investment Bank not be approved 
until the matter is discussed with Senior Compliance Management. 

International Islamic Relief Organization (IIRO) 

Of primary concern in the November, 2003 report was the issue of Social Investment 
Bank's majority shareholder, the International Islamic Relief Organization (IIRO), and 
the IIRO's alleged connections to terrorist organizations such as A1 Qaeda. 

According to the Bankers Almanac profile published on Lexis-Nexis on February 14, 
2005, the IIRO remains tire largest shareholder of the Social Investment Bank, with an 
8.62% stake in tire bank. The Bankers Almanac profile provides a very specific 
breakdown of the shareholders, naming dozens of individual shareholders who hold a 
smaller than 1% stake in the bank. Of all the shareholders named, the IIRO is the only 
shareholder that claims a 5%-or-larger stake in Social Investment Bank Ltd. 

As the November, 2003 report made clear, the International Islamic Relief Organization 
is alleged to have provided funding to terrorist groups such as A1 Qaeda in the past. The 
group endorses Wahhabism, a striet interpretation of Sunni Islam that values martyrdom. 
Wahhabi.sm is the school of Islam that Osama Bin Laden is reported to have practiced. 
While the group has avoided any offieial sanetions from a governing body, they are still 
widely reported as being suspeeted of terrorist financing. Based on the frequency with 
which the group is connected to terrorist financing in the press, it is likely that their 
activities will always be under scrutiny, and future government sanctions against the 
group are highly probable. 

As recently as February, 2005, the Associated Press reported that the US expressed 
concern when the IIRO took part in Tsunami relief efforts in Indonesia. The assistant 
secretary for terrorist financing at the US Treasury Department was quoted in the article 
as saying that the IIRO's presence could lead to extremist ideologies gaining a foothold in 
the region and establishing a foundation for terrorist activity. 

Reporting on the IIRO's Tsunami relief efforts on February 25, 2005, the "Associated 
Press" stated that tire IIRO is alleged to have acted as a cover for Al-Qaeda operations in 
the Philippines. "The Manila Standard" reported on January 22, 2005 that Filipino law 
enforcement has adopted measures to cut off funding to an alleged new Islamic 
fundamentalist group that trains its members in terrorism and has already plotted a 
bombing in Manila, which was foiled by police. Filipino officials believe funding for the 
group, and other fundamentalist groups in the region, comes from Al-Qaeda linked 
organizations. The only such organization named specifically in the article was the 
International Islamic Relief Organization, which is alleged to provide funding for Islamic 
Fundamentalist groups in the Philippines by channeling the funds to local Islamic non- 
governmental organizations. 
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The World-Check profile on the IIRO classifies the group as a terrorist entity, based on 
reports that the IIRO has funded groups that are aeknowledged by the federal government 
and the United Nations as having aided and abetted terrorism. 

On January 10, 2005, it was reported that the IIRO had merged with the Muslim World 
League. World-Check's profile on the Muslim World League elassifies the group as a 
terrorist entity. World-Check claims that the group was initially funded by Osama Bin 
Laden and, like the IIRO, is alleged to have funded groups that aid and abet terrorism. 
Additionally, partial funding to the groups responsible for the 1993 World Trade Center 
bombing has reportedly been traced back to both the IIRO and the Muslim World 
League. 

In conclusion, the IIRO is rarely mentioned in the press without it also being alleged that 
the group is a source of terrorist financing. Even the frequent reports on the group's 
charity activities and relief efforts make mention of the group's link to terrorism. These 
allegations have yet to lead to government sanctions against the group, and none of the 
reports found have made mention of Social Investment Bank Ltd in any manner. 

Social Investment Bank Ltd 

Social Investment Bank Ltd maintains headquarters at 15 Dilkusha Commercial Area, 
Dhaka 1000, Bangladesh. According to the Bankers Almanac profile published on 
February 14, 2005, the bank is ranked 12th in its country and 2,257 in the world. In 
2003, the bank reported $359.9 million in total assets. 

Kamaluddin Ahmed is the current Chairman of the bank, with Kazi Anwarul Mahbub 
listed as the bank's Managing Director. The bank's correspondent banking relationships 
do not extend far beyond its relationships with the global branches of Standard Chartered 
Bank and American Express Bank Ltd. Its relationships with these two corporations does 
extend the bank's presence into most of the global banking regions, but it should be noted 
that Social Investment Bank Ltd does not appear to have correspondent relationships with 
many of the other major global banking corporations. 

Our review found no evidence of criminal activity directly related to Social Investment 
Bank Ltd or its management. Social Investment Bank Ltd does not appear on World- 
Check. 

The Bankers Almanac profile of Social Investment Bank Ltd published on February 14, 
2005 on Lexis-Nexis reports that the International Islamic Relief Organization (IIRO) is 
the bank's largest shareholder with an 8.62% stake in the bank. As detailed above, the 
IIRO is alleged to have provided funding for numerous terrorist organizations, including 
A1 Qaeda. 
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Prior Report of Findings: November 2003: 

FINANCIAL INTELLIGENCE GROUP (FIG) 

REPORT OF FINDINGS 

SUBJECT: Social Investment Bank Ltd. 

REMARKS / RECOMMENDATIONS 

Although the allegations presented in this report, primarily against the International 
Islamic Relief Organization (IIRO) and the Lajnat al-Birr A1 Islamiah, are highly adverse, 
no U.S, or foreign government law enforcement or regulatory body has stated, 
unconditionally, that these organization are under sanction. The reputational risk is 
significant, however, and the possibility that further investigations by U.S. authorities 
may ultimately uncover substantiating proof of a connection to terrorism. The risk of 
future sanctions and the reputational risk based on the allegations noted in this report 
should be measured against the current risks involved in our relationship when ultimately 
deciding a course of action. 

SUMMARY OF FINDINGS 

INVESTIGATOR: Laura Spadanuta 

ENTITIES: International Islamic Relief Organization, Islamic Charitable Society Lajnat 
al-Birr A1 Islam, Dr. M.A. Marman, Mohammad Azam, Late Abdul Majid, Abdul Matin 
Khan, Rukhsana Flabibullah, Late Munshi Fazlur Rahman, Mohammad Ismail 

REQUESTOR: Rhonda Lee-fhomas 

An ALE search was requested for the shareholders of Social Investment Bank Ltd. 
Enhanced due diligence was performed on the shareholders whose names appeared on the 
FIG databases and on the World-Check database. 

International Islamic Relief Organization (IIRO) 

IIRO is a Saudi-Arabian charity. The Muslim World League, which is an organization 
dedicated to spreading Wahhabism that is funded by the Saudi government, is the parent 
organization of the IIRO. It has been reported that the IIRO claims on its website to have 
a relationship with the United Nations Fligh Commissioner for Refugees. 

The IIRO was named in the 2002 lawsuit brought forward on behalf of family members 
of victims of the September 11, 2001 terrorist attacks. The IIRO was accused of having 
splayed key roles in laundering of funds to terrorist for the 1998 African embassy 
bombings^ and having been involved in the -♦ financing and aiding and abetting of 
terrorists in the 1993 World Trade Center bombing.-* The IIRO has also reportedly 
funded al-Qaeda directly, as well as several of its satellite groups. Osama bin Laden-* s 
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brother-in-law, Mohammed Jamal Khalifa, headed the Philippine branch of the IIRO in 
the 1990^ s. The Philippine government has charged that the group contributed to 
terrorist causes there. IIRO opened its U.S. branch (under the name International Relief 
Organization) in 1991 at the 555 Grove St, complex in Herndon, Virginia that was raided 
in March 2002 by the F.B.I, in a counter-terrorism investigation. Several other Islamic 
charities were also raided in the same complex. Money received by the International 
Relief Organization by the Saudi government was used to set up Sana Bell Inc., which 
was responsible for investing the money. Sana Bell Inc. was accused of giving $3.7 
million to BMI Inc, from 1992-1998. BMl Inc. was a New Jersey investment company 
that adhered to Islamic principles. One of BMI^ s chief investors, Yasin Qadi, was 
designated by the U.S. and the U.N. as a -> specially designated terrorist for his support 
of al-Qaeda and Hamas. Another of BMU s major investors was Hamas leader Mousa 
Abu Marzook. BMU s founder, Soliman S. Biheiri, was indicted in 2003 by the U.S. 
government for immigration violations. 

Furthermore, Israeli forces reportedly found a large collection of documents in the West 
Bank with the IIRO logo and a list of aid recipients including the highlighted names of 
families of suicide bombers. Additionally, it has been reported that the IIRO has sent at 
least $280,000 to the Tulkarm Zakat Committee, a Hamas-affiliated organization in the 
West Bank. IIRO has also been linked to several other organizations that have been 
accused of terrorist financing, including Al-Shamal Islamic Bank (which was supported 
by Osama bin Laden), and the SAAR Foundation, which is related to the al-Rajhi family 
(who have also been named in the September 1 1 families lawsuit). 

It has been further reported that the Success Foundation is the successor to the U.S. office 
of the IIRO. The Success Foundation was directed by Abdur Rahman Alamoudi, a 
Muslim-American activist who was indicted on October 23, 2003 on money laundering, 
tax, immigration and customs-fraud charges. Mr. Alamoudi is also being investigated for 
his connections to the bin Mahfouz family and Yaqub Mirza, which have been accused of 
supporting terrorists. 

Islamic Charitable Society Lajnat A-Birr Al Islam 

Lajnat al-Birr Al Islamiah was established in 1987. It has been stated that Lajnat al-Birr 
Al Islamiah was the original name of the Benevolence International foundation, and that 
it originally had offices in Saudi Arabia and Pakistan. According the U.S. government, 
among the purposes of Lajnat was to -► raise funds in Saudi Arabia to provide support to 
the Mujahadeen then fighting in Afghanistan,^ as well as to provide ^ cover for fighters 
to travel in and out of Pakistan and obtain immigration status.^ Benevolence 
International has been tied to terrorism and its director, Enaam Amaout, was indicted in 
2002 with conspiring to defraud his group-' s donors by secretly providing financial and 
logistical help to al-Qaeda for a decade. The indictment alleged that the group was 
originally Lajnat al-Birr Al Islam, although the defense lawyers claimed that the groups 
are separate. Additionally it has been alleged that Lajnat al-Birr took over a -► health 
projecU for Makhtab al-Khidemat, the precursor to al-Qaeda, which was active in the 
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M/S Rabbaiii Trading Co. 

Rabbani Trading Co. appears to be a trading company headquartered in Dubai, UAE. No 
adverse information was found regarding the company. There is a Mohammad Rabbani 
of Afghanistan who has been designated as a terrorist by the U.N. and the U.K., but there 
is no evidence that he is linked to the company. 

Dr. M.A. Mannan, Ph. D. 

Dr. M.A. Mannan was the chairman and founder of Social Investment Bank Ltd. He was 
fired in 2000 after fault was found with his banking procedure. It was alleged that he 
created an obstacle to the team of Bangladesh Bank during their visit to Social 
Investment Bank Ltd. Additionally, he was accused of interfering with bank 
administrative work and with harassing a bank employee. Additionally, an individual 
named M.A. Mannan was also the Bangladeshi minister of Labor and Employment. He 
was charged in a 2002 government white paper with illegal spending of government 
money. Because M.A. Mannan appears to be a common name in Bangladesh, it is 
unclear whether the two individuals are one and the same. The Social Investment Bank 
Ltd. has not been mentioned in any articles about the Mannan who was Labor Minister, 
which might imply that they are separate individuals. 

Mohammad Azam 

There is a Mohammad Azam of Kashmir who is reportedly a leader of the terrorist 
organization Lashkar-e-Toiba. It is important to note that Mohammad Azam is a fairly 
common name and there is no evidence linking the terrorist to Social Investment Bank 
Ltd. 


Late Abdul Majid 

There has been an Abdul Majid from Singapore that is reported to have been arrested by 
the Singapore government for terrorism- related activities. No adverse information was 
found regarding a “* Late Abdul Majid.-* 

Rukhsana Habibullah 

Nothing adverse was found regarding any individual named Rukhsana Habibullah. An 
individual by the name -> Habibullah-* from Singapore is believed to have been arrested 
by the Singapore government on terrorism-related charges. There is no evidence that this 
individual is related to Rukhsana Habibullah. 

Late Munshi Fazlur Rahman 


20 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01316 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2411 


Occ-Psi-00823818 


An individual named Fazlur Rahman from Pakistan was reportedly a pro-Taliban cleric. 
He was placed under house arrest from 2001 through 2002. There is no evidence that his 
name was actually Late Munshi Fazlur Rahman."^ 

Mohammed Ismail 

A Mohammed Ismail of Connectieut was indicted by the U.S. Attorney-- s Office for 
dealing in firearms. This individual does not appear connected to the Social Investment 
Bank Ltd. 

In conelusion, it is of signifieant concern that the leading shareholder of Soeial 
Investment Bank Ltd. (at 8.62%), International Islamic Relief Organization, has been 
aeeused in both the Philippines and in America of funding terrorist groups. The group is 
currently under investigation by the F.B.I. Another of the bank"- s shareholders, Lajnat 
al-Birr A1 Islam (at 1.54%) has also been connected to terrorist groups. Additionally, the 
bank-- s founder and ehairman was let go on allegations of interference and harassment. 
Other adverse connections to individuals with the names of the bank shareholders could 
not be eonfirmed and were quite possibly merely cases of two individuals having the 
same name. Finally, it is important to note that Social Investment Bank Ltd. is located in 
Bangladesh, which was ranked as the world- s most corrupt nation by Transparency 
International. 


21 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 


Frm 01317 Fmt 6633 


Sfmt 6633 


P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2412 


OCC-PSl-00835851 


HBUS London Banknotes 


MINUTES OF KYC REVIEW MEETING 
26 JANUARY 2006 
(Covering 4™ Quarter 2005) 


Attendees: 

Stephen J Allen 
Gordon Brown* 

Lynda Cassell 
Kevin Dicken 
David llling 

Dan Jack * (via phone link) 

Chris Jenkins* 

Jonathan MacMull* 

Chris Mosley 
Clara O’Connell 
Andrew Rizkalla 
Susan Salas 

Ronald Schmick (via phone link) 
Tina Tipping 

* copy of minutes 

Issues Covered: 

1. Compliance 

2. KYC 

3. High Risk Country Reviews 

4. SSCs 

5. Shipping Issues 

6. Other Business 


1, Compliance 


Head of Banknotes, London (Chair) 
Banknotes KYC Manager London (GB) 
Director - General compliance 
Senior Banknotes Trader (KD) 
Manager Banknotes Trading (Dl) 
Compliance Officer New York (DJ) 
Compliance Manager 
Compliance Manager HBEU (JM) 
Shipping Manager London (CM) 

PA to Stephen Allen 

AML Risk Analyst for BN & PCM 

PA to Stephen Allen 

Compliance Officer New York (RS) 

Compliance Manager 


DJ briefly discussed the recent enforcement action against ABN AMRO Bank, requiring them 
to pay an $80 million civil penalty for AML violations. 

DJ advised the recent internal audit was very detailed, there were a few main issues with the 
approval of profiles and re-approvals, for example when a country became high risk, the 
identification of a PEP and SCC status. DJ requested for the LCO to send outcome of 
reviews, consequently CJ advised she completed her reviews and would send her outcome in 
the near future. 

There will be a quick summary of the internal audit findings which will help prepare for the 
OCC. Steve Gruskin will report on his global reviews, Dan will send a questionnaire to try to 
clarify and document with HK and London to ensure compliance with the ECl Agreement and 
specifically the manual procedures related to OFAC. SA advised we did an attestation with 
KPMG already. 

LC advised waivers need to be documented, when LC sends a email granting a waiver the 
email should be in the file. Furthermore US-Compliance advised attention to Banknotes 
Profiles review dates should be noted, although revision history shows files are being 
maintained, traders must also change the date of the most recent review. US-Compliance 
requested Banknotes-London checks volume estimates for sales and purchases per 
currency, the OCC might be looking at that information in terms of our monitoring our work, 1 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01318 Fmt 6633 


Sfmt 6633 


P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2413 


OCC-PSI-00835851 


volumes estimates must be accurate. Dl advised there was a similar exercise about March 
2005 (before the last audit), and he was fairly confident all figures were up to date, but he will 
carry another check and will go through each customer individually to make sure review dates 
and volume figures are up to date. Lastly Dl advised last year there was a probiem changing 
the banknotes page because the master document had not been approved. 

LC advised the KYC profile might have changes soon due to regulatory new requirements 
(back in 2002), specially the Patriot Act section 3.12 which deals with client correspondent 
banks and the impact on client correspondent banks will most definite be impacted. Extra 
information such as who is your customer base will most probably be needed to obtain from 
the customer. LC will update us on this issue in due course. 

The OFAC compliance Officers - Elizabeth and Grace plan to make a visit to London in 
March 2006, to do some training, US-Compliance advised Elizabeth in particular couid help 
with the requirement for the ECl agreement, perhaps she could contact the appropriate 
people over here, this couid help audit. 

AML Training - CJ to inform to DJ outcome of Banknotes-London AML training. 

Patriot Certification Process - process still not clear, Banknotes-London still holding position 
of patriots until there is a forma! handover date. DJ wit! speak to DSD (Matt) regarding 
confirmation of process and will advise Banknotes- London in due course. SA advised he 
was happy to handover to DSU and wanted confirmation that they would be doing it all. LC - 
agreed with SA for the DSU to take over the patriots process but she wanted to make sure 
before this transition happens the patriots process must work efficiently, specially in 
preparation for the OCC. 

US-Compliance advised there would be a n announcem ent in the near future to add some 
countries such as HHHMHHBHBHHHHHBto the High Risk category. Equally 
some countries such as H^BHIHiHHwould be taken off the high risk category now, but 
should still be noted as "cautionary”. 

Vendor list: US-Compliance advised Hong Kong will now be in charge of maintaining the 
global vendor list for all banknotes offices, so future lists should be sent to Dan and Hong 
Kong, Hong Kong will do OFAC checks. 

JM: introduced Tina Tipping who will be assisting JM. he advised we could now contact her 
too for assistance. JM also mentioned HBUS compliance introduced a monthly certificate over 
the last few months, we in London have to complete this document and return via contact 
Steve Smith, CJ and JM to contribute towards this task. 

CJ advised for our information only, at the end of January 2006 in the UK we are having 
reissued our Joint Money Laundering Steering Group Guidance Notes, these cover all the 
financial sector which sets full details on AML. Furthermore there will be a risk assessment 
project In due course, the risk assessment wiil be very broadly and down to firms to 
implement their policies. 


= Redacted by the Permanent 
Subcommittee on Investigations 
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2. KYC 

GB advised following the audit back in August 2005, there were various findings which we 
responded accordingly, one of their main findings were client visitations, where there was no 
evidence for visits to Kazakhstan and Kyrgyzstan in 2004/2005, however we did find that 
someone other than banknotes did actually visit Kazakhstan and evidential documentation is 
now in the file, for Kyrgyzstan we did not make a visit since 2003, but schedule 2 visits in 
2005, however we were told yet again that it was not advisable to visit, another visit has been 
scheduled for 2006, LC advised for situation like this we should document telephone 
conversations, and email communications with the client at least every 6 months and put 
these in the KYC file, GB advised that in the KYC profile “general comments” that type of 
information is now noted. Another finding from the auditors were the EIDDs, these were 
being overwritten according to them, but we pointed out that in the “purpose section a full 
history of EIDDs are noted. 

Some p rofiles which wer e approved with conditions: 

Russia; we were asked to verify the ownership and attach this to the 
Patriot, this has now been done. 

Profiles CO denied: to visitation issue - this 

is a prospect client, Banknotes-London plans to visit in the spring of 2006, 

mUfllllimipairo Branch - we chased the compliance officer in Cairo for confirmation of 
management/ownership, currently waiting for them to come back to us. LC advised we 
should obtain confirmation from client in situations where we find conflicting information, the 
information must be documented and kept in file accordingly. 

KYCs in process: we worked on 16 customers in the last quarter. Reviews: 22 in total. 

A more descriptive list will be provided by GB end will be distributed with this Minutes. 

Patriot Certificates - we write to the clients for certifications and re-certifications that are due, 
and we copy the DSU in this process. 

GB mentioned we had Banknotes due diligence facility and this was very helpful almost 60% 
of the Patriots were found in there. The service costs £500 per licence (which lasts a year). 
Lastly CJ advised HSBC was also putting their due diligence in the Bankers Almanac. 

DJ mentioned if they could assist with any other further reports which could be helpful for 
KYC-London, GB mentioned a report for waivers could be helpful, LC might be able to assist 
with this. 

Banknotes-London would like to resume business with Al Rajhi, although we have ceased 
trading (due to rumours in terrorist financing, the US Government has now dropped those 
charges...) the rest of the HSBC group still deal with them. LC advised a conference call with 
Terry is needed but before this takes place LC would like to see a memo from SA about the 
history of this matter, subsequently Lynda will take this memo to Terry to arrange the 
conference call. 


3. High Risk Country Reviews 


Bahrain; 


mmiBBBLong relationship with HSBC, fourth quarterly figures compared to 2004 
slightly down 4% we loss some business on the selling side to them, one of the our 
competitors have been selling them USD direct from New York which we have not been able 
to compete on the price. We have a credit line now. 
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Channel islands: 

milBHHHi they have small offices all over the Island, figures down as they are 
recycling more currencies themselves within the Island. 

Ivory Coast: 

We picked up some new busines s, we have two main customers there | 

||^j|||[|||||||||jjj||^^ dealing with us during the second half of the year that 

is the reason we have seen an increase in business in comparison to last year. There has 
been some recent unrest in the country due to some elections, and due to this we have seen 
a demand for cash, 

Egypt: 

lllllllll^llll^^ figures are down year on year 2004 fourth quarter we did 382 

million and just 140 million this quarter this year. Having said that was an increase on the first 
quarter which was only 60 million. The reason we am ended our pricin g because we felt the 
profit was not substantial enough so we lost business tof^^||||||||||||||[B 

India: 

limUHHiThere is an increase year on year, the tourism season is very strong in the 
fourth quarter in India so we see more business. Although they teji t to share the business 
between ourselves and HHI^HBIHliHllliH now see ^ competitor in the 

Indian market, and we have been picking more business as a result of that. 


Jordan: 

Year on Year figures are down dra stically from the f ourth quarter of last year that’s mainly due 
to we exiting the relationshipwith^HHH|^BBIHi2005, one of our biggest customers. Our 
only customer there is l^l^HIllll^^Hiour^umes figures with them were slightly down 
towards the end of the year, because they started sending shipments direct to Dubai to 
■■^^■our fellow counterparty. 


Kenya: 

We p icked up a new customer in September last year, AW went to see | 

^M[and managed to persuade them to trade again, in the fourth quarter of last ye^^^^did 
l^^illion USD with them, Furthermore we gained one other new customer ||[||mi 
miHjH All these really accounts for the major increase in the volume figures towards the 
end of the year, 

Kuwait^^^ 

^^^^m|The volume figures for the fourth quarter are negligible, we only did one trade 
with them 352, 000 USD with them. They are not ^t^IayeMrMh^anjmote market. The 
relative stability there is less demand for USD. cur biggest 

customer, main source of importing USD on behalf of the Government. 


Uz bekist an: 

I down and down. More co mpetitive pressure from 

~| we probably share 50% of their business with \ 


Georgia: 

llllllllll^ been with us 3/4j 

some competition from the Viennese. 


years, pretty level business, although we are getting 
I is our new client. We have had to improve our 
prices to maintain our business in Georgia. The advantages we have in our favour our flights 
we offer via Moscow go every day, where as from Vienna once or twice a week. We have to 
pay up front, when is over a million USD and we have the funds they speak to me. 


Latvia: 

We get most of the market in the Baltics, ail these banks have quite large branch networks 
which are active in banknotes due to tourism. The top four banks all seem to have the main 
core of the banknote business in Latvia, this is a relatively small country and the number of 
banks has decreased considerably since the split from the Soviet Union, KD is due to visit 
next week. 
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1 we have seen no particular movement but overall we have seen a slight 
increase in business. 

We shipped some Euros to them although they do not want to trade anymore. KD 
is due to visit this client next week to try to get business back, although he does not feel too 
positive about the success of this visit aim. 

iMBBLost competition to RBS and they have increased their market share by about 
20%, again KD will visit this client next week in order to get business back. 


Azerbaijan: 

We have gained 
back this year. 


custo mer back, we lost them last year but managed to get their business 
responsible for most of the commercial 
business in Azerbaijan foreign banks have correspondent bank accounts. There were 


government election in September this year, this created cash demand. The local currency 
was replaced from thetst of January this created demand for hard cash. 

Kazakhstan: 

Big increases this quarter compared to last quarter, banks tent to treat cash as a commodity, 
often cash is used for salary payments. The infrastructure is still quite primitive making cash 
more attractive. Although the country is becoming wealthier due to the oil production, RB 
noted some figures which he obtained from the speech of the Ministry of Foreign Affairs back 
in August “the economy has expanded 50% in the last 5 years" and is due to double by 2008 
and triple in size by 2015", RB advised he expected to have at least 2 more customers this 
year, we should certainly be able to see an increase of turnover as a reflection of the 
economy in Kazakhstan. 

Kyrgyzstan: 

The volume has n ot increased much, altho ugh the increase looks good in the report. We 
have dealt with subsidiary, we started working with them In the 

fourth quarter of 2004. 2005 is a full year's figures there, as supposed to the small amount in 
2004. Also 2004 figures seem to be incorrect. 


Lebanon: 


I an increase of 31%, RB visited Lebanon last February 2005, gained a 


couple of customers. 


Libya: 


[ is our only customer there, we achiev^on^^^^Aiith them in the fourth quarter 
in November. We have increasing pressure from l^^BBI^Kin terms of pricing, although 
we initially took the business f rom them about 18 months ago. When the client wants to trade 
they call us, fHHHHHsnd jlHHII^Hat the same time and who ever quotes the 
lowest price gets the trade, we quoted for 4/5 trades but only got one, 

Nigeria; 

We have not traded with them in the last quarter. We have a problem getting money into the 
country as we need an imports license, to sort this problem we are trying to work with a 
However since we lost our presence in the country .it is increasingly 
We have a customer already approved and ready to start 


security company, 
difficult to do business there, 
business: | 


Russia: 

Slight increase of 8% on the volume figures, the difference this year there was an increase of 
sales against the purchase we did last year. The weakness of the Rubble towards the end of 
the year caused a bigger demand for USD. We always see an 
of the year there is always a demand for cash. We have 3 SCCs: 

neither have done particular large transaction in the 
last quarter. We saw a slight increase with||||j||Hi^“^ getting a credit line. 
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Saudi Arabia: ____ 

Jlllllllllllllllllllllll^^ the other we with 

Volume figures are down year on year, because we lost A1 Rajhi, as a 


concentrated our efforts with | 


consequence we 

we offered them a better price to still maintain our share in 

the country. We only lost 4% so we are quite pleased we maintain a large market share in 
the country. 


Tanzania: 

No trades in the last quarter. 


very well established money service in country for over 25 years, 
quarter of 2004/2005 up 7%. 

Uganda: 

Another country AW visited in September 2005, we picked up some business with the help of 
this visit. Although there was a problem recently with some money missing (£80,000) from 
one of our shipments in London, the money was actually taken from one of the employees of 
the Security company. 

In 2004 business was mainly attributed toth^HH^B^^Bbuying large amounts of USD. 
We also picked up some business from ^ Dl advised there is a plan visit to the 
country, 


UAE: 


slight increase in the fourth 


4. SCCs 


Major wholesale competitor of ours, volume figures are not that large, they are self sufficient. 
Total figures were down 46%. 


EachSI^^^Hl branch gets accounted Individually, we have implants in all HSBC 
branches, however we have seen a decrease in businessdu^^some of the HSBC branches 
were being closed down, and some others were making visible within the 
branch. Unfortunately HSBC Pic is in charge of this change and we cannot do much about 
this. 


15% increase year on year. We picked up a bit of business USD. 
so we do not see much business from them. 


|our competitor 


Our bigges t UK customer in terms of volume, previously they dealt withj^ 

meet regularly 4/5 times a year to disc uss busine ss strategy to gether, we have 
been able to organise deliveries to their branches at ® daily basis, 

which their competitors are not doing. 


Figures almost exactly the same, steady business, they buy 1 million USD a month from us. 
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Money missing in Uganda - we managed to get a refund from Security company. 


6. Other Business 

GBS: live date now 12 March 2006. 

Visits to clients; Last quarter we visited Azerbaijan, Germany and Poland. This quarter we 
have the following proposed visits: Lithuania, Latvia, Estonia, Nigeria, India, Turkey, The 
Netherlands and the Middle East. 


Client Vision: Only 3 cli ents need to be added to CV: 
mUmillllfmij^raltar), Gibraltar 
Gibraltar 


JM and GB to arranged to send letters to the listed clients. 


Although we have a backlog of call reports, approximately 16, which will be added to CV in 
due course, we have these call reports noted in the KYC profiles also we have kept these in 
the KYC files accordingly. The overall process of the call reports is as follows: all call reports 
are noted in the KYC profiles, CV, and filed in the KYC files and traders files, lastly copies of 
call reports are sent to various individuals such as Chris Lok, Mark Heaton, David llling, Chris. 
Mosley the relevant GRM, and sometimes a copy is sent to PCM, 
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HBUS London Banknotes 


MINUTES OF KYC REVIEW MEETING 
12 JULY 2005 

(Covering 2"° Quarter 2005) 


Attendees: 

Stephen J Allen 
Richard Burdett 
Kevin Dicken 
Lee Foster 
David iliing 
Dan Jack * 

Christine Jenkins 

Ronald Schmick (via phone link) 

Saily Lomas* 

Jonathan MacMull* 

Chris Mosley 
David Perkins 
Dave Robinson 
Susan Saias 
Andrew Winterbum 

* copy of minutes 

Issues Covered: 

1. Compliance/ KYC 

2. High Risk Country Reviews 

3. Shipping Issues 

4. Other Business issues 


Head of Banknotes, London (Chair) 
Senior Banknotes Trader (RB) 

Senior Banknotes Trader (KD) 

Vauit Manager 

Manager Banknotes Trading (Dl) 
Compliance Officer New York (DJ) 
Compliance Officer HBEU (CJ) 
Compiiance Officer New York (RS) 
Banknotes KYC Manager London (SL) 
Compiiance Manager HBEU (JM) 
Shipping Manager London (CM) 
Senior Banknotes Trader (DP) 
Compliance Manager HBEU (DR) 

PA to Stephen Alien 
Senior Banknotes trader (AW) 


Compliance / KYC 


SL: To prepare letters to be sent to clients for Client Vision HSBC Group share of information. 


JM: European Directives, outcome will be in 2 months but unlikely to affect banknotes. 


CJ: The KYC Guidance Notes, which will set the KYC standards for the UK will not affect 
Banknotes that much but there might be some minimal changes. The consultation to revise 
them was due at the end of June. CJ to advise in due course. 


DJ: We gave the OCC 108 client files. The primary focus of their finding boiled down to 18 
flies concentrating on the money service business and high risk clients. We obtained a 
satisfactory rating from the OCC although their examiners identified 5 issues considered 
“Matters Requiring Attention" with urgency. These included supervision of the KYC and EDD 
process, complete KYC profile information, customer file analysis, monitoring of accounts with 
conditional approval, and identification and handling of customers with politically exposed 
persons (PEPs) with ownership interests or management roles. Compliance will do 
everything they can to ensure that KYC process is followed, we are monitoring the activity 
appropriately. David Bagley added an important statement: to restate ultimately that the 
business is responsible for managing their customers and they are not Compliance' 
customers. Teresa Pesce worked with David to draft a response letter. 


DJ: Advised Christine and Saily of some of the findings from the OCC on Our clients. One 
issue was the periodic review and update of KYC and EDD information to ensure the 
accuracy and completeness of customer profiles, including changes in ownership and/or 
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management. Going forward, the CO approver (In AML Compliance NY) must be provided 
with and review the complete customer file for all Money Service Businesses (who are also 
classified as SCCs) prior to KYC approval for new MSBs or re-approval of existing MSBs.". 

Another issue was the identification of PEPs, people are potentially political exposed because 
of their position and government level jobs. There needs a test of reasonableness, DJ 
advised an individual should be in his role within the last 2 years to qualify him as a possible 
PEP. 

DJ and Alan did a search exercise in the KYC database for words such as Minister, Ministry, 
President, King, Prince, Ambassador to Identify PEPs. As a result there has been some 
clients changed to SCC status. Very few Central Banks make any sense to be SCCs, many 
of these are PCM and we depend on Delaware to make thorough due diligence to closely 
review and evaluate the finding from EDD reports. 

Also we need to look at the 30 days approval with conditions and follow this up accordingly, 
we told the OCC we do this already, but they will probably want some proof, DJ is working on 
some reports to provide to the OCC. We need to set up procedures to ensure very timely 
follow up and any comments approval or denial should be dealt within the 30 days period. 

The OCC want to make sure that we are effectively assessing the risk, that we are assessing 
proper documentation and following this up on the approval or denial comments. SL advised 
we should aim to solve all problems before it is placed in the approval process. 

Another problem mentioned by the OCC was the systems of collaboration between PCM and 
banknotes. We need an individual who can help from here, a risk analyst to work alongside 
Dan, Banknotes and George Tsugranes, the AML LCO for PCM. But overall the findings 
were on minor issues, and we followed up every single issue. 

DJ: Advised overall banknotes clients generally did a better job than PCM, although there 
were many exceptions on the PCM side, many of their clients had to be reclassified. 

DJ: New joiner Andrew Rizkalla comes from the OCC where he has been involved in some 
recent interesting cases such as 9°°'^ experience. Andrew will be working 

closely with Dan and George where he will be in charge of looking at KYC profiles and 
supporting documents such as making sure we have copies the clients AML policies. He will 
be reviewing the documents before the profile goes on for approval to Lynda or Terry, for high 
risk clients only. 

The OCC is not going to consider lifting our written agreement with the Fed until they do the 
Correspondent Banking exam In Delaware. 

CJ - to review files on a monthly basis. Will review low risk files which do not get the same 
level of sign off. 

UK Compliance advised the UK Regulators for CIB KYC are different to the OCC. They rely 
on the Compliance Departments. Compliance must advise them of their reviews, fines still 
apply. 

DJ: advised the OCC requires us to have our local compliance officer involved with our KYC 
review processes. 

DJ: has been training Richard Schriberfor the more general compliance issues and he will 
take these over (he will not be too involved in the AML issues). He plans to attend the 
quarterly BN risk management meetings in NY." 


KYC 


This quarter we signed off 5 new clients including 
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Two prospects: 


, Ron to ask Lynda for her level of oomfort with this 


oustomer. 


I profiles are CO pending because we cannot visit for awhile as the bank does 
not permit visits to this country. SL has requested waiver. 



some problem with L vnda and | 

(still trying to complete),^ 


In Process 

[ moving onto the Yemen soon 

CO Approval Lynda to oome back to us on the status. 

Deactivated 3 clients 

we don't deal with them in London. 

Lynda said we could not trade with them 
We no longer deal with them. 

Other KYC issues: 



Write the letters for CV 

Patriots certs to go to a Central Library 


Banknotes should duplicate a file for PCM clients. CJ advised under the general group 
requirement PCM files should be copied. SL - suggested scanning documentation Is a good 
answer to this file duplication and makes things easier for the long term. In the meantime UK- 
Compliance agreed to replicate only the High Risk files. 


ISCCs 


Georgia; 

Second quarter 47% increase on the previou^eaMn the last quarter we have a new 
customertherewh^tarted trading with us, We picked up further business with 

theHHHHIHi^uhfQ part of last year they didn't buy anything from us because 

we had a problem with some documentation “CertificateofOrigiiY^We have solved this 
problem now. We have another customer potentially: BHBHHPCIM name), currently 
CO denied. Call report should be in CV. 


Azerbaijan: 

Seasonal - Nothing on the purchase side for either bank - flat figure. On the sales side for 
this year we have done reasonably well - demand has gone up slightly beoause they've 
allowed the local currency to float. 

Kazakhstan: 

Weak Euro in the last few months leading to demand for harder currencies which explains the 
rise in sales, flat in te rms of volume. There are two banks where the volume figures stick out 
one is the sales si de for 2005 quite considerable rise from 17 to $26m. The 

other on^sS ^elMBBBB They both hav e had th ese changes for different reasons: 

has gained corporate customerSjand|H| retained business for supplying 
corporates with dollar cash at low margin|[[|||||||f also works with the smaller banks, they are 
picking up a lot of business. Throughout the quarter we've been monitoring the purchase side 
for^^Kin one transaction sold lOmilliom Euro . 


Kyrgystan; 

New customer - Volumes are modest. 

Lebanon: ________ 
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For the quarter comparison, the 2 quarters are quite separate because of the assassination of 
a political figure. That’s why there was a big drop of 10 million. On the sales side a drop in 
the second quarter because of summer tourism from the Middle East, often they their 
currency with them and there is a currency surplus. Substantial competition from^^ and the 
local market. There is a large well known exchange house that controls 70 % of the cash 
market whilst we only have 10% service On the local level. Difficult to compete for example we 
cannot deliver on the same day or collect small amounts from banks on a door to door basis 
is not cost-effective for us. 

Turkmenistan: 

We stopped trading pending a visit. RB was due to go but couldn't get a visa. 


Latvia: 

Increase in business in this quarter of 57% which is an improvement on the first quarter where 
we actually saw a drop in volumes. We made a visit, because we realised that we were 
losing to an Au strian and a S wiss Bank, But we've managed to pick up some business in 
particular from ■|||||||||||||m|B there is a big increase. Majority is Euro sale as 

Latvia has Joine^n^uropean Union and will be adopting the Euro. Their currency is fixed 
against the Euro so no foreign exchange risk. 


i^gg^ gg increase in both purchase and sales figures 
due to seasonal factors, good relationship and best prices. 


Libya: 

The quarterly trade is the same as the previous quarter at 200million. When we quote for this 
business we usually quote with two other banks so it is hit and miss as to whether we get the 
business - although we have got 50% of the trades this year. The margins are coming down 
because the other banks are keen to attract other business so therefore the next time they 
quote they lower their rates, but so far we've managed to hold on to the business. The only 
bank allowed to trade internationally. There is no history of credit cards and Libya is purely a 
cash society. 

Russia: 

Our biggest market in terms of volume 05/04 comparison for the quarter. Small change - 6% 
decrease. Purchase up 90% sales were down 23%, reflected in early part of this quarter the 
fact that Russians were more attracted to the Rouble than the USD because of the exchange 
rate. They were actually selling USD. That situation started to change in June when the 
sales figures went up to 687million from 396million in the previous month and this has actually 
continued in July as well. 


Saudi: 

We lost Al Rajhi this year - we discussed this in various compliance meeting already. SA - a 
resumption decision was put off because of the OCC audit. CL to speak to SA after the OCC. 
SA to speak to Terry before his holidays. Al Rajhi threatened to pull any new business with 
HSBC, unless we give them a satisfactory reason why we won't trade banknotes with them. 

One customer: the ^ similar situation to Libya. 3ll of 

the banknote transactions on behaj^^lHh^ommerciai banks, all commercial banks are 
obliged to buy or sell from the ^H|H|||||BThey call 2 or 3 counterparts and whoever gets 
the best prices gets the busines^W^av^o quote against USD for all of the currencies, it 
often depends on who is willing to take a gamble on the foreign exchange rates at the 
particular time they are quoting. Volume figures are fairly modest we just did 17million worth 
of trades in a quarter with nothing in June, which probably means we missed a couple of 
deals there. Always purchases although we did a couple of deals this time last year towards 
the end of November and December, we sold them Saudi Banknotes but other than that we 
just buy surplus banknotes. 


Serbia & Montenegro; 
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This is a comb inati on of deals from the| 
jflUll^mBoth ||||||[||||||[||[||[||gop in a similar basis to Tunisia and Libya in that they 
call 2 or 3 counterparts at the same time to do their business. traded 

in the last quarter 109miilion USD worth of business. We didn’t do anything in comparative 
quarter last year. This customer is extremely price sensitive and we are distancing ourselves 
because the prices they want us to pay we don't consider to be pr ofitable. So we tend to le t 
probably 8 out of 10 d eals go by, they often get better quotes from HHHIHHBBIIi 
|m|[||||||P|||||||im we have a very good relationship with them we supply them with Euro 
in small denomination and we buy Euro back from them. In Montenegro the national currency 
is the Euro and they have a lot of demand for small denom banknotes and equally they sell 
-this back.- We, also buyisell coins with them. 


Belarus: 

Increase due to the fact we gotfUBIback from^^ which has been the biggest gain for 
us, also we have improved our pricing and understand ing th er e with a couple of visits over the 
past year. We've mana ged to get business back from for mUmi^ll and 

there in March and we can see the benefit of that visit 
for the first quarter figures compared to the second quarter where we actuallysa^^rop in 
the first quarter and now we’ve seen a 60% increase in the second quarter. HIBis the 
most important client at the moment and the most active one and we deal on a regular basis. 


Ukraine: 

Generally there has been a small increase in this market. is a new client who 

we've been dealing with for almost a year now, so we can get some comparison. We've 
visited on a regular basis and this has enabl ed us to ac hieve a good gain in business. Some 
of the other banks such asHHIHfend HjlHH-w^re seeing a bigger share of their 
business. The one we still want is m Thef|B||||Bi selling USD to the local 
banks. One of the reasons th^ales figures were high is because there were a lot of 
European holidays in May. IH^traditionally deals every day with the Austriah and German 
Banks and on the days that those countries were closed, particularly in May, we tended to 
pick up extra business from them. Due to the security in Vienna we are unable to use the 
Viennese flights and we prefer not overnight in Vienna. 


scc-| 

Not much change in terms of volumes compared to the previous year, just 15% increase. 
We’ve seen less demand on the sales side this year - down 23% due to lower deman d in the 
region particularly in Kuwait. Hhas its own subsidiary In Kuwait, they 

ship USD into Kuwait on their behalf and we’ve seen a low demand for USD. An increase in 
the purchase sid e pur ely because our relationship has improved, as the relationship with our 
main competitor^Bhas decreased (they fell out with|| over a payment being stopped). 
There is a large amount of USD due to surplus amounts over the last year. 


Egypt: 

Seasonal - comparing January to June is always going to throw out different figures. For 
example tourist don't tend to go there on holiday as m uch as they would in January to March. 
We have not done any business with for over 2 months now purely as a 

result of us reviewin^ur rates we give to them, they’re seen to have disappeared from the 
market and H^MBis picking everything up. 

India: 

Seasonal - because of flows of currencies in the first 3 months as opposed to the second 3 
months. There are not so many people travelling out of India as there are 
March. Difference from last year because of the Bo xing Day tragic event, 
has been taken over by ^ offices there, so there Is a fair 

amount of competition. ^^|have been offering to pay silly prices to everybody even down to 
the little exchange houses. 

Jordan; 

was dropped for kyc reasons - a client known to us for many years. SA 
issue with Alan Kerr the GRM, and he advised that perhaps Compliance were 


discussed this 


in January to 
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relying on very old information and there was no direct link^Besides^/e worked hard to build 
this relationship. We got a lot of other information through about the market. 

to offer to this client, but the Bank won’t trust us again. The 
ash demand for USD, they recently wanted Sterling rather than 
ly as long as we keep the prices steady, they also deal with 
ryone happy - approximately one deal a week. 


Allan Ker r has other pro ducts 
phases 
| is stead 
, a matter of keeping eve 


Kenya: ■ 

IHlHHHftook overThe jllll^^ in Kenya. 

parts of Africa under the name. Very small - purely for UN funds and^ount held by the UN 
at this addresSjVemnfrequent no more than $3 — 400k at a time.|||||||Bi- we don’t deaf 
anymore. |||||||^^ usually one way business we tend to sell USD rather than buy, 

occasionall^ne^^^shipments coming out where they can't use the notes - usually a million 
USD at a time, again it is for UN/ charity sources. Business coming out is used notes that 
they cannot re-cycle and is very in frequent. As and when_they_b uild enough volume they give 
us a call and ask us to clear it ouy|Hl|^^^H|m||V their volumes have gone up 
this year because they bouc|hy|||||||H|^H^H^^mmwho had USD volume and now 
we are seeing that throughjdpne/v^ncrea^d their bought limits from 14 USD to 3 USD. 
They’ve been more active with an increase of 56% in the secon d quarter compared t o the 
first. Again theysel^^n^^en they have surplus currencies, ■■■■■■■is now 
approved. ■■^^ shows a drop becauseibeiLC hopped all the small 

moneychangers that operate in Nairobi. i■■■l■HHI^v^as taken a view that they don’t 
want that reputation risk. Again our sales are mainly for the UN/ charity base as and when 
they require it. 


Uganda: 

Seasonal business based on the coffee crop. As and when the coffee price is high all the 
coffee growers rush into the market to sell the goods and rush into the banks to bank their 
takings. The money surpluses coming out of Uganda tend to be infrequent because it 
depends on the coffee price. If the coffee price goes up you know yo u are goin g to get a deal 
from one of the Uganda’s banks in the ne)rt few weeks. We deal with ■BH^t the moment 
and they tend to clear from the local indigenous banks. Any small surplus less than a million 
USD is not worth sending internationally for insurance purposes so they clear up loca ily and 
then stock pile it into one shipment and send it out to us. Example ||■■■■■B^s 
not done anything because their volumes tend to be 200 thousand a month and that’s not 
worth sending internationally soBBB^clear it out locally and send it back to us as and 
when is big enough, ^l■i■i<^oes exactly the same - if it gets a million USD from these 
coffee growers it will ship out if not it will sell it locally. That’s why we got a deal last month - in 
April to June there was a huge increase of 83% whereas in the first 3 months we did nothing. 

sees -■■■■■■■ 

Good customer, volumes not too big, $2,5 million business in the last quarter. They have a 
network of post offices in the island. They are looking to develop their business a lot more 
this year and we are their favourite provider. There is a slightly decrease in the business 
down to low tourist volumes in the early parts of the year. 


scc- 


Not a huge deal of change in the volumes, 4% down comparative period for last year, purely 
because they tell us there is less people trading currency around at the moment, and the 
■■■■■■■I have gone into the market, they are buying foreign exchange h ouses 
and are quoting favourable rates, this is affecting companies like \ 


scc- 

Large exchange operation inth^jC small increase in business on the quarter (13%). They 
opened 6 or 7 br anches a tBMBBl Airport last year and we are supplying them directly 
there as well as ■||||||^irport where they have 7 or 8 operations down there as well. Wei! 
known to HSBC tne^^ lot of foreign exchange business they banked with HBEU for over 
25 years which was the reason we are able to take them on as an SCC in the first place. We 


■ = Redacted by the Permaneni 
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OCC-PSI-00835857 


meet with them 2 and 3 times a year we visit each other, they are looking to expand business, 
looking to open up further operations at more airports over the coming years. They also offer 
foreign exchange services for foreign property purchases e.g. in Florida, Spain. This client is 
getting more well known. 


see - 

Their business is mainly operating huge cargo planes. They use our services as and when 
they need us, mainly cash for fuel. SL and CM made a recent visit. 


3. Shipping Issues 

CM - we are looking at the possibility to work with Volga as a charter agent as the KYC has 
been done. They can act as an agent for using the smaller aircraft which could potentially 
save us money rather than going through Brinks. We can work on a contract together, they 
might get us reasonable prices. 

CM - We did a shipment to Nigeria using Securicor on the door to door basis, our own 
insurance was too expensive so was cheaper to use Securicor and we have done that. 

CM - Insurance; we took our underwriter to Heathrow and showed him how we monitor 
aircraft movement and that went well, he was impressed with our security arrangements, 

CM - The "known consignor declaration” that has to be sent to the Department for Trade is 
currently being done by Brinks but, very soon we will have DFT approval and we will be able 
to send our own. 


4. Other Business Issues 

Lee - New counting machine now arrived. Faster than old machine. Training and 
maintenance required. 

SA ^^ve asked us to give them some quotes on their 

chartered costs that we would have charged them historically, to become their transportation 
agent for the distribution of Euro, 


■ = Redacted by the Permanent 

Subcommittee on Investigations 
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AML Oversight Committee Meeting 
Minutes hrom May 6, 2010 


Committee: Wyn Clark (Chair) 

Anne Liddy 
Deb Bonosconi 
Jim Holderman 
John Hong 
Paul O’SullivM 
Cam Hughes (Regrets) 

Valerie Pease (Secretary') 

Invited Guests: Gregory Regan/Fraud Management 
New and Existing Initiatives 

Gregory Regan ~ Introduction 

Wyn introduced Greg Regan to ^-eryone. Greg slated that he came over to HSBC about 10 weeks ago 
to “head up Fraud for North America”. Prior to HSBC he spent a short time at a small consulting firm. 

Greg worked for GE Money for seven years as Ihs Global Head of Fraud. He lias worked 25 years in 
federal law enforcement. For the last couple of years, Greg has been in charge of financial crimes in the 
Secret Serv’ice, Deb Bonosconi and Greg work ed logeUier at GE Money. 

Greg said tliat the Fraud Dept, files about SAR's per year. He further slated that he 

believes that a large part of the ANIL SAR’s arc related to fraud widiin the businesses. Greg noted lliat 
they are going live with Scion version 6 in North America. Tliey will soon be starting to file Lite fraud 
SAR’s electronically and live to FINCEN. Scion is the group case mana^ment system for both Fraud and 
Compliance. The acronym stands for Security Compliance Investigations on Network. Tltey have decided 
to go with both Norkom and Scion Version 6 which is the most updated version. 

Greg noted tliat they use EWS (Early Warning System) on a couple of the portfolios for application 
fraud reviews. Th^ have developed a consortitim data sharing on bad accounts to help identify credit line 
bust outs and first party fraud. Tlie fraud numbers arc right on target which is the way they should be but 
unfortunately the first party fraud appears to be on the rise. 

New and Emerging Risks 

• Backlogs 

Wyn noted that the backlog numbers are very elusive. It is veiy difficult to come up wiflv numbers 
because you can do several inquiries on the system as to when an alert is decisioned and when the SAR 
gets filed. It is a little difiicult to put some definitive reporting and parameters to come up with some 
meaningfiil numbers. Wc arc struggling with metrics, Anne noted that Ray and Maria are working 80% on 
metrics/reporting. Wyn noted tliat the backlog issue is being monitored by consultants, prpiecl managers 
and central services. The backlog issue has gone to the highest levels in the organisation and has 
everyone’s attention, 

Regional and Business Updates 

• Private Banking 

Paul O'Sullivan advised that the Private Banking business was providing information on closed 
bearer share accoimts as a result of an information request received as part of the invesligation of ex-eJient 
Mauricio Cohen, The number of bearer share accounts closed in the past year was higher than a normal 
year as the British Virgin Islands jurisdiction no longer permitted bearer share companies on its register ex 
12/3 1/09. T^vo SARS have been filed to date as a result of the bearer share closure process. 


« RcdKted by the Permanent 
SnbcoanNtcc on InvotigatioBS 
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• Canada 

John Hong advised that ihey have been tiying fo exit a coire^ndent banking relationship that 
involves an Angola institution. John moitioned that they are getting overloaded with backlogs but have 
close to 900 outstanding second tier CAMP alerts. There is a backlog of over 200 active ongoing 
investigations. The backlog should be cleared up within Ihe nejtt 5 months. This is something we arc 
trying to actively reduce for the 3”* quarter. 

John noted that the lltere was an intonal audit on the AML team. The audit was deemed satisfactory. 

• GBM 

Jim noted that there was regulatory guidance that came out in March regarding beneficial ownership. 
Tliere is some belief that this comes as a result of a variety of different factors including information that 
was gatlieredTfom the broker dwlcr community. TTie broker dealer community lias been activity 
discussing tlie guidance and raising concerns with the rcgul^ry bodies. The regulatory of bodies were 
surprised by this level of reaction. But did state thCT encouraged and e^q)ect feedback. 

Jim also noted that Senator Levin was trying to insot some language diat would impact die beneficial 
ownership issues in die financial services reform bill that is in front of fee Senate. 
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From: Boss, Joseph 

To: De La Garza, Elsa: 

Subject: RE: SKTrading Co update 

Date: Wednesday, September 03, 2008 1:22:28 PM 


Just for your information, It is MaryAnn Caskin. 


From: De La Garza, Bsa 

Sent: Tu^ay, September 02, 2008 2:47 PM 

To: Boss, Joseph 

Subject: SKTrading Co update 


I Rcdwted by the Permanent 
Sabcommlttce on Investigatioiu 


Tony- 

Joe and I met with Anne LIddy and Mary Ann Caskill regarding SK Trading this 
afternoon. Beiow is a recap of what was discussed: 

1 . They went back and looked at all transaction over the past 2 months 
and identified a total of 20 entities (including SK Trading) which were using Cash 
Letter services to clear T ravelers Cheques. All 20 entities are used car 
dealerships. 

2. Four additional companies with significant dollar amounts have been 
identified. (Marie Trading - $3.5 Million; Jamsou Traders - $1 Million; I K Auto - 
$929 Thousand and Dean Corp - $587 Thousand - totals for two months) 

3. The Business Unit has gone back to the Relationship Manager and 
Hokuriku Bank to obtain additional information on Marie Trading and Jamsou 
Traders. They will also be inquiring on the other companies identified. 

4. The bank will be exiting the Hokuriku relationship within the next 30 

days. 

5. We will be looking at images when we go down to Delaware to 
determine if the same individuals involved in SK Trading are involved in the other 
accounts. 

6. They have done a 31 4B inquiry oo response 

to-date. 
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£ha y..de£a Qama, CjCLMS 

Large Bank East - HSBC 
New York, NY 
Tel: 212-525-7512 
Fax: 301-433-9321 


This message is inteniled for deslgnatetfredpients only. If you havereceived 
this message in error, please delete the original and all copies and notify the 
sender immediately. Federal law prohibits the disclosure or other use of this 
information 
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Attorney Client Privilege Work Product 


From: 

Sent: 

To: 

Cc: 

Subject: 


Boss. Joseph 

Monday, May 10, 2010 7:27 PM 

Straus, Lee; Vivenzio, James; Freas, Monica; Belshaw, Salty 

Tabor. Teresa; Boss, Joseph; Pniszkowshi, Raymond; Watts, Rita; Hebb, Kimberly 

Bearer Share Accounts 


In the bank’s response letter for BAt and BNA it is noted that the bank had some bearer share accounts. Teresa looked 
into the data base that holds the details to the bank's response tetter. The data base shows that there are 79 bearer 
shFre'accWnt¥ oh tTie They IhcTiiJe accounts field in Panama, Uruguay; BaRamas, CaymafiTBeiize, 

and Netherlands Antilles. Fifty-six are in Panama and 12 are in Uoiguay, with the rest disbursed in the other countries. A 
lot of these accounts date back to as early as 1 984. This is contrary to what ( was told when Teresa Pesce was BSA/AML 
officer. At the time that the bearer share issue came up, Ms. Pesce had informed me that all but one bearer share 
account at HSBC had been dosed. 

Joe 
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From: 

Boss, Joseph 

Sent: 

Friday, September 03. 2010 2:29 PM 

To: 

Belshaw, Sally 

Cc: 

Morse, Kerry; Tabor, Teresa; Boss, Joseph 

Subject: 

RE: RDC Conclusions 

Sally- 



Sorry, I may have used the wrong terminology when I said dose out meeting. During the course of our review in Buffalo, 
we continually kept Denis and RDC operations apprised of the matters that we had issues/concems wKh. Literally, a half 
hour before we were leaving Buffalo, Denis requested if we could meet {Denis and two low level operations managers of 
RDC) real quick so that he (Denis) could reiterate what we had told him during the course of the review was potential 
issues/concerns. Denis ran down the issues and we just confirmed that they were the matters we had concerns for. We 
had told people in the meeting that they were our initial observations and that we had to still review information to confirm. 
However, i checked my written notes and the items we had concerns with during the review period and had discussed 
briefly with them during the review were; 


1. Lack of adequate polices and procedures for both the Buffalo and India RDC operations. 

2. The lack of information relative to a customer's reasonable and expected activity for services RDC was providing, on 
behalf of customers from other business units within the Bank. 

3. Lack of documentation to show/support what constituted a QC review. QC review documentation appeared to be 
nothing more than an operational "checklist." 

4. Lack of any analysis as to why a customer was on the RDC exempt list. 

5. Concerns related to the monitoring process as it relates to resources. Process is manual and time consuming. We 
informed them that we were obtaining additional information to pul this concern into better context. 

6. Concern related to pouch activity being conducted by HSBC for Hokuriku. 


7. Corrcern related to the RDC activities for I 


Thanks for the information on who might attend. 
Hope this helps. 

Joe 


- Redacted by the Peraiaoent 
Sabcomnittee on InvcstigitioRS 


Prom: Belshaw, Saily 

Sent: Friday, September 03, 2010 8:55 AM 

To: Boss, Joseph 

Cc: Morse, Kerry; Tabor, Teresa; Selshaw, Sally 

Subject; RE: RDC Conclusions 

Do you have a summary of what you shared with Denis in Buffalo? That would be helpful to know. 

Not sure who ail will be attending from the bank, but it wll indude Gary Peterson, the acting BSA/AML officer. Might 
also expect David Bagiey and Curt Cunningham Teresa, you are also welcome to attend the meeting on the 13th. 

Thanks. Sally 


From: 

Sent: 

To: 

Cc: 

Subject; 


Boss, Joseph 

Friday, September 03, 2010 8;32 AM 
Belshaw, Sally 

Morse, Kerry; Boss, Joseph; Tabor, Teresa 
RE: RDC Conclusions 
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Hi SaiJy- 

The 13th is fine, fit come by your office around 11:30 if that Is okay with you and then we can go to the update meeting. 
Who would be attending the update meeting from the Bank side? i can have a document to you next week, perhaps as 
early as Wednesday or Thursday. Please keep in mind that it vnlt be a draft and might need some additional fill in. but will 
most likely have the majority of the information. Just so you know, when we were in Buffalo, we did have a verbal close 
out with Denis O'Brien and some of the senior operational staff of RDC in which some of the issues, we were sure of at 
that time, were discussed. However, again, that was with ioweriev^ management. 

See you on the 13th. 

Joe 

From: Belshaw, ^!ly 

Sent: Friday, September 03, 2010 8:00 AM 

To: Boss, Joseph 

Cc: Bel^aw, Sally; Morse, Kerry 

Subject: RDC Conclusions 


Joe: In tight of the desire to include RDC in the C&D, would you please provide a conclusion memo (even if there are a 
few loose ends to tie up) by next Friday. September 10th. We should also try to set discussions with management for 
the following week since it is my hope to provide the C&D to Irene Domer and this will be something they've not heard 
from us on up to this point. We have an AML update with the bank at 12pm on Monday (9/13); perhaps we can go over 
the RDC exam conclusions (preliminary) with them ^so at that time. Can you be available? 

Thanks. Sally 


2 
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Utomey Client Privilege Work Product 


From: 

Sent: 

To: 

Cc: 

Subject: 


Vivenzio, James 

Wednesday, September 08. 2010 8:25 PM 
Tabor, Teresa 
Boss, Joseph 

RE: Bearer Share Accounts 


Thanks. ! recall that Joe was told that there were no bearer share accounts. /JimV. 


From: Tabor, Teresa 

Sent: Wednesday, September 08, 2010 9:10 AM 

To: Vivenzio, James 

Cc: Boss, Joseph 

Subject; Bearer Share Accounts 

During a previous discussion, you and Joe discussed whether or riot the bank has any bearer share accounts, i was 
reviewing a copy of the TRAC report, dated May 17, 2010, for IPB New York and it states on page 4 (6.8); 

Bearer Share Accounts - There are 21 cases, from a total of 610 bearer share accounts, where the beneficial ownership declarations 
are overdue by more tlian one year. There arc 31 overdue in all as at September 2008. Further, we note that no beneficial OTAiiership 
declarations have been obtained from clients with bearer share companies based in the BVI and the location of these bearer shares is 
not known in all instances. We understand that under BVI regulations all shares will be registered during 2009. 

Status: Clo.scd 7/15/09 - Tliere is a total of 14 outaandingBOL's. Ail BOL's are outstanding less than 6 montlis. 

This does not include LAIC which is IPB Miami. We wit be looking at IPB Miami in Nov/Dec and we will let you know what 
we find out, 

Teresa 


« File: TRAC Final Report - IPB NY,doc» 


Teresa Tabor, CRCM, CAMS. Ab4LP 

Dank Examiner 

Large Bank Supervision 

10 ^st 40th St, 14tli Floor 

New York, NY 10016 

(212) 525-7512 (Direct) 

(301) 433-8794 (Direct Fax) 


Tliis mcs.sage is intended for designated recipients only. If you have received this message in error, please delete the original and all 
copies and notify tlic sender immediately, F^eral law prohibits the disclosure or other use of this Mormation. The content of this 
message is mine personally and does not reflect tlte position of the Office of the Comptroller of the Currency, the Department of 
Treasury, or the U.S. Government. 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Vivenzio. James 

Wednesday, October 06, 2010 2:57 PM 

Straus, Lee; Roeder, Doug; Dailey, Grace; BeJshaw, Saiiy; Morse, Kerry; Mukri, Kevin 
Stipano, Dan; Steams, Richard; Freas, Monica; Onsager, Erica; Wagner, John; Jaedicke, 
Ann 

HSBC FAQs 


Attached are the FAQs pertaining to the HSBC Order. Regards/JimV. 



HSBC FAQs 
FINALdOC 
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FAOs - HSBC Money Laundering Enforcement Action 
I. Enforcement Action; 


What were the problems that were identified at HSBC? 

A number pf is_s.ues werej’dentified,.butthe_nio_st_stgnificant issues that resulted in the 
failure to file SARs and violations of the Bank Secrecy Act were the following; 

o The Bank has been unable to disposition its suspicious activity alerts 

appropriately or to comply fully with its obligation to report suspicious activity 
in a timely manner; 

o During mid-2006 through mid-2009, the Bank did not perform BSA/AML 
monitoring for bulk cash transactions with its Group Entities (foreign affiliates); 

o The Bank excluded from its automated monitoring processes wire transfers 
initiated by customers domiciled in countries rated as “standard” or “medium” 
risk, representing two-thirds of total dollar volume for its Payments and Cash 
Management Division; 

o The Bank has not collected or maintained customer due diligence (know your 
customer) information for Group entities and has transacted extensive wire 
transfers and purchases of U.S. bulk cash with Group Entities (foreign 
affiliates); 

o The Bank has not appropriately designated customers as “high risk” for 

purposes of BSA/Ah^ monitoring, even where a customer’s association with 
politically-exposed persons could harm the Bank’s reputation. 

What are the requirements of the OCC Consent Order? 

The Consent Order requires the Bank to submit a comprehensive BSA/AML action plan 
to achieve full compliance and ensure that the Bank has sufficient processes, personnel, 
and control systems to implement and adhere to the Order. It requires the Bank to hire a 
qualified permanent Regional Compliance Officer and a qualified, permanent BSA 
Officer, It requires the Bank to improve its BSA/AML monitoring systems, including its 
funds transfer monitoring, and to develop and maintain an MIS program that compiles 
CDD and EDD (know your customer) information. The Order also contains restrictions 
on growth, new products and high-risk lines of business and it requires OCC approval to 
reenter the bulk cash repatriation business. 

Why did the OCC not impose a penalty against the Bank? 

The Cease and Desist Order is a remedial document that is designed to obtain correction 
of violations of law and unsafe or unsound practices at the Bank. The issuance of the 
Order does not preclude the OCC from assessing a civil money penalty at a later time. 
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How does the OCC Order di(Ter from the Federal Reserve Order? 

The OCC Order applies to the Bank. The Federal Reserve Order applies to the holding 
company, HSBC North America Holdings, Inc., New York, N. Y. (HNAH). HNAH owns 
and controls the following instituUons: (1) the Bank, (2) HSBC Trust Company, N.A., 
Wilmington, DE, (3) HSBC Bank Nevada, N.A,, Las Vegas, NV, (4) HSBC Private Bank 
International, Miami, FL (an Edge Act corpa^on). HNAH is required to adopt a 
firmwide compliance risk management'program'destgned'to identify and manage 
compliance risks across the consolidated organization, including HNAH and all its 
subsidiaries, related to compliance with all applicable laws, rules and regulation. The 
OCC and the Federal Reserve coordinated closely in drafting the respective orders. 

A February 2010 report by the Permanent Subcommittee on Investigations (PSI) 
concerning foreign corruption identified problems with HSBC in this area, how 
does the OCC’s action relate to the PSI Report? 

The OCC has worked cooperatively with PSI staff and the Order addresses issues and 
concerns that were raised by the Subcommittee. 

Recent press reports suggest that this is like the Wachovia case and HSBC’s 
violations involve correspondent relationships in Mexico and other high-risk 
countries. Did the OCC identify money laundering or terrorist financing during its 
examination? 

The OCC’s role is to assess the adequacy of the bank’s BSA compliance program, as 
opposed to identifying instances of money laundering or terrorist financing, which is the 
role of law enforcement. However, the Meidcan banknote or bulk cash repatriation 
business has been identified by the U.S. government as having an increas^ risk of 
money laundering. 

II. OCC Supervision: 

The Bank was previously under a written agreement to address BSA/AML 
weaknesses with the Federal Reserve Bank of New York (FRBNY) and the New 
York State Banking Department (NYSBD) that was terminated by the OCC in 2006. 
Did the OCC make a mistake in terminating (he written agreement in 2006? 

On April 30, 2003, the then HSBC Bank USA entered into a written agreement with the 
FRBNY and NYSBD to enhance its compliance with AML requirements. HSBC Bank 
USA implemented certain improvements to its compliance, reporting, and review systems 
and procedures to comply with this agreement. When HSBC Bank USA merged with 
HSBC Bank & Trust (Delaware) N.A on July 1, 2004, the OCC made the merger 
conditional on HSBC Bank USA’s continuing compliance with the requirements of the 
written agreement. On June 6, 2006, the OCC determined that HSBC Bank USA had 
satisfied the requirements of the written agreement and it terminated the agreement. 

Since that time the Bank has had problems with staffing and BSA officer turnover that 
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contributed significantly to the deterioration of its BSA compliance program and to the 
actions now being taken by the OCC. 

Why didn’t the OCC detect the BSA vioiations at HSBC sooner? Wasn’t HSBC 
examined by the OCC multiple times during this time period? 

While we cannot comment on the supervisory hiSory of HSBC in the BSA/ AML area, 
we note that the OCC imposed a numbeiiofrequiremente fot..theBank_tQ.take corrective, 
action in the BSA/ AML area, which it did. The curroit enforcement action is a result of 
OCC findings from the 2009-2010 examination of the Bank’s foreign correspondent area 
that revealed a number of significant deficiencies serious enough to warrant a cease and 
desist order The Bank’s prior supervisory history in the BSA/ AML area was a factor, 
among many, in making the determination to take formal enforcement action against the 
Bank. 

Why did it take so long for the OCC to take any action against HSBC when the 
problems identified have been going on for years? 

The OCC takes both public enforcement actions and non-public supervisory/enforcement 
actions, and we cannot comment on whether or not any non-public actions might have 
preceded this public enforcement action. 

The problems identified in the orders were significant and took place over a number 
of years. Was this a failure in bank supervision similar to what happened at Riggs 
Bank in 2004? 

Unlike Riggs, this is not a situation where significant BSA deficiencies were repeatedly 
cited but the agency failed to act, or a situation where problems identified by the OCC 
were not corrected in a timely manner. Here, when problems were identified by the 
OCC, the problems were promptly corrected by the Bank. 

Over the years there have been significant BSA/AML problems with Union Bank, 
Wachovia and now HSBC - three Large Banks. What gives? 

The OCC has significantly improved its supervision in the BSA/AML area, there is still 
progress to be made and new challenges that must be addressed. Some of the key 
changes in our BSA/AML supervision include the development and implementation of 
enhanced risk identification and analysis tools, such as the BSA/AML Risk Assessment 
information collection, to identify potentially high-risk banks and activities that warrant 
increased scrutiny; with the other ITIEC agencies and FinCEN, the development and 
issuance of a BSA/AML Examination Manual that establishes comprehensive and 
uniform examination procedures for BSA/AML; with the other Federal banking agencies, 
the development and issuance of a uniform policy on citing BSA compliance program 
violations and taking enforcement actions; and the creation and filling of a new Director 
for BSA and AML Compliance, along with an augmented staff reporting to the Director, 


3 


Confidential & Non-public OCC information 


OCC-PSi-00898848 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01343 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2438 


The banking industry as a whole has also significantly upgraded its BSA compliance 
programs in order to keep up with the new technologies and the rapid development of 
new payment systems (i.e. remote deposit capture prepaid cards, ACH, etc,). Many 
banks that we supervise have programs that are considered state-of-the-art. Without 
question, both the agency and the industry are in a much better place with respect to BSA 
compliance than they were before. 

Notwithstanding this, it is^ways~ptissiblB'fbrraoneyiannrferiiig to-occur and new-money- 
laundering techniques and technologies pose new challenges that require constant 
vigilance and updating of agency policies and procedures. Because of the sophistication 
of money launderers and the diffuse responsibikies for money laundering enforcement 
within the U. S. Government, it takes the combined effort of law enforcement and 
regulators to detect and prevent money laundering from occurring. Wlule we believe that 
our overall supervisory approach to BSA/AML compliance has been rigorous and is 
working well, we are committed to ongoing evaluation of our approach to BSA/AML 
compliance and to appropriate revisions to our approach in light of technological 
developments and the increasing sophistication of money launderers and terrorist 
fmancers. 

What process does the OCC use to examine a large bank like HSBC for BSA 
compliance? 

The OCC monitors compliance with the BSA and money laundering laws through the 
procedures set forth in FFIEC Interagency BSA/AML Examination Manual. These 
interagency procedures were developed by the OCC, in conjunction with the other 
Federal banking agencies, based on our extensive experience in supervising and 
examining national banks in the area of BSA/AML compliance. The procedures are risk- 
based, focusing our examination resources on high-risk banks and high-risk areas within 
banks. During an examination, examiners use the procedures to review the bank’s 
policies, systems, and controls. Examiners test the bank’s systems and compliance by 
reviewing certain individual transactions and conducting transaction testing: 


Was this case related to the Wachovia Bank and Union Bank enforcement action 
and did the casa de cambio activity at Wachovia Bank and Union Bank migrate to 
HSBC? 

The OCC cannot comment on specific accounts or customers. 

Were the findings of the Permanent Subcommittee on Investigations Report relating 
to HSBC and Angola used during the examination? 

The OCC carefully reviewed the March 31** Report of the PSI, has worked cooperatively 
with PSI staff. The Order addresses concerns that were raised by the PSI staff. 
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How does the OCC’s and the Federal Reserve’s roles relate in practice? 

The OCC’s mission is to charter, regulate and supervise all national banks. To 
accomplish our supervisory responsibilities, the OCC conducts regular examinations to 
ensure that institutions under our supervision operate safely and soundly and in 
compliance with laws and regulations, including the BSA. 

TheZeieialJleseirye has^upervisoryjespomihiht^Qyerataterdiart^eimemberJmnks 
and holding companies. In its supervisory capacity, the Federal Reserve is responsible 
for ensuring the safety and soundness of the firms it regulates, as well as compliance with 
law and regulations, including the BSA. For commercial banks, the Federal Reserve is 
the supervisor of their holding company. As a result, the Federa.1 Reserve shares 
supervisory and regulatory responsibilities with the OCC and with state banking 
supervisors. Because the largest commercial banks owned by bank holding companies 
are national banks, the Federal Reserve and the OCC must work closely together to 
supervise these organizations. 

The OCC, the Federal Reserve and the other Federal banking agencies, have issued a 
regulation designed to ensure compliance with the BSA (e.g.,. I2C,F.R. 21,21). This 
regulation requires every depository institution to have a written BSA compliance 
program that is reasonably designed to assure and monitor compliance with the BSA. 

The Federal banking agencies administer this regulation and monitors compliance 
through the examination process. 

Here, the OCC and the Federal Reserve worked closely and cooperatively due to the 
overlap and reliance that exists with the holding company’s and the Bank’s BSA 
compliance programs. 

How do the OCC’s and FinCEN’s roles relate in practice? 

The OCC’s mission is to charter, regulate and supervise all national banks. Ta 
accomplish our supervisory responsibilities, the OCC conducts regular examinations to 
ensure that institutions under our supervision operate safely and soundly and in 
compliance with laws and regulations, including the BSA. The OCC, along with the 
other Federal banking agencies, has issued a regulation designed to ensure compliance 
with the BSA (12 C.F.R. 21.21). This regulation requires every national bank to have a 
written BSA compliance program that is reasonably designed to assure and monitor 
compliance with the BSA, The OCC administers this regulation and monitors 
compliance through our examination process. 

FinCEN’s role is to serve as the administrator of the BSA. Our agencies work closely on 
legal and policy issues affecting national banks, as well as on civil money penalty actions 
based on BSA violations. In addition, the Memorandum of Understanding signed by the 
Federal banking agencies and FinCEN in 2004 has strengthened BSA compliance and 
enhanced information sharing between the agencies. 


5 


Confidential & Non-public OCC Information 


OCC'PSI-00898850 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01345 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2440 


Do you expect to see an increase in BSA-related enforcement actions? 

It is impossible to predict whether BSA-related enforcement actions will increase as it 
depends on the results of examinations. However, due to the economic conditions we 
have been seeing some banks cutting back on thdr BSA compliance programs resulting 
in an increase in the number of matters requiring attention concerning BSA issues. 

Banks need to ensure that their systems are updated, maintained and vigilant especially 
with regard~tD~tiigh~rTsk areas'and~new~ pro du cts- and- payment systemsr 

What assurance can the OCC give the public that there are no similar issues in 
other large banks? 

It would be incorrect to infer from the Wachovia and HSBC situations that BSA 
problems are widespread in the banking industry, However, the OCC will continue to 
examine for such problems and to the extent that the same or similar problems exist in 
other national banks, the OCC will take appropriate action. Overall, banks have an 
outstanding record of compliance, have made tremendous strides in upgrading their 
programs in recent years, and are clearly the leaders in this area within the financial 
services industry, Many of the requirements that the USA PATRIOT Act imposed on 
nonbanking institutions, e.g., the compliance program and SAR requirements, are 
requirements that banks have been under for years. Banks are also among the most 
heavily regulated of all financial institutions. 

Money laundering, like fraud and many other crimes, will continue to occur and the OCC 
will continue to examine, to educate the industry and the public about this type of crime, 
and ensure the banks that we supervise have systems that are commensurate with the 
risks being undertaken. 

Will the OCC be taking action against individuals at the Bank? 

The OCC cannot comment on any additional actions we might take.- 

Why shouldn't the responsibility for BSA compliance be shifted to another agency, 
e,g. OFAC or FinCEN? 

The OCC has a longstanding conunltment to combating money laundering. We strongly 
believe that the current system of BSA/ AML oversight for banks not only works well, but 
is the best in the financial services industry. The current system of regulatory oversight 
would not be improved by shifting responsibility to another agency. 

The OCC has approximately 1700 highly trained examiners to assess compliance in 
national banks. Neither OFAC nor FinCEN have the resources or expertise to take this 
on. 

Banks are heavily regulated. Adding yet another regulator will increase their burden, 
without any demonstrable improvement in compliance. 
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III. Industry-wide BSA Issues: 

Many of the recent cases being taken by the OCC involve problems in the area of 
international correspondent banking and for failing to effectively monitor foreign 
correspondent customers. By taking this action, was there an intent to enunciate a 
new standard for banks in this area? 

No, the eiifef=eement action taken against HSBC does not signal a change in our policy or 
the BSA/AML requirements placed upon national banks. In taking this enforcement 
action, the OCC determined that the Bank failed to implement an adequate money- 
laundering program as required by the BSA and AML regulations. Under applicable law 
all 'institutions must have a BSA compliance program that sufficiently addresses the risk 
within their institution associated with their produd:s, services, customers and geographic 
locations. Institutions that offer higher risk products or savices, or are involved in higher 
risk areas are expected to have controls commensurate wth the nature of their higher risk 
activities. Here, HSBC was providing high risk services to high risk foreign 
correspondent customers, and failed to have commensurate controls in place or adequate 
systems to provide meaningful review or monitoring for many of its high risk foreign 
correspondent transactions as required by the BSA and OCC regulations. 

Does this case and the accompanying orders represent a raising of the bar in terms 
of BSA/ AML compliance expectations? 

No. This is not a raising of the bar, it is simply ensuring that new products, services and 
payment systems are planned and integrated into the bank’s existing BSA/AML program 
and risk assessment; and, that high risk areas have BSA/AML controls and, if necessary, 
automated systems, commensurate with the volumes generated and the risk presented. 

OCC orders are bank specific to address concerns that were identified at the institution in 
order to bring about corrective actions. The orders should not be interpreted beyond the 
institution being addressed by the order and are not intended to be used as a means for 
developing BSA/AML policy. 

The problems involving HSBC in the areas of bulk cash and remote deposit capture 
(RDC) should have been identified in the bank’s risk assessment and should have been 
adequately covered by the bank’s program. They were not. 

In addition, RDC is a relatively recent product development and banks need to ensure 
that new products and some of the rapid technological developments in payment systems 
are being identified and monitored by the Bank’s program. 

What guidance is being provided to banks concerning some of the problems 
identified at HSBC. Has this guidance been sufllcient? 

The Federal Banking Agencies and FinCEN have responded to the industry’s request for 
clear and consistent messages and expectations. The OCC is sensitive to the issues of 
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regulatory burden, but is also strongly committed to ensuring effective BSA/AML 
supervision. 

On June 21, 2010, FinCEN issued guidance on the newly released Mexican regulations 
imposing restrictions on Mexican banks for transactions in U,S. currency. 

On February 18, 2010 FinCEN issued guidance on trade based money laundering that 
includes a discussion of bulk cash repatriation {FIN-20 1 fr- AOO 1 ). 

The April 2010 revision to the FFIEC BSA/AML Examination Manual contains a new 
section on bulk cash repatriation that provides additional guidance and examination 
procedures relating to this high risk product The OCC took the lead in drafting this 
section of the Manual and the examination procedures. The section of the Manual 
covering remote deposit capture was also revised and updated. 

In January 2009, The FFIEC issued Interagency Guidance on remote deposit capture that 
covers BSA/AML risks and issues (OCC 2009-4). 

In 2006, FinCEN issued guidance that describes the currency smuggling relating to bulk 
cash repatriation that also references the problems identified with negotiating sequentially 
numbered travelers checks (FIN-2006-A003). 

Are banks too big to regulate in BSA/AML area? 

The size of the bank has little to do with BSA compliance. Any size bank can have its 
compliance program compromised and be victimized by sophisticated money laundering 
rings. However, larger banks tend to process more international transactions and larger 
volumes making it even more critical for them to maintain effective processes and be 
vigilant in this area. 

The OCC consistently tak« steps to CTsure our BSA/AML supervision is consistent, 
timely and thorough. The OCC continues to examine all of the banks that we supervise 
for BSA compliance and the OCC, along with the other Federal banking agencies and 
FinCEN continue to provide guidance to the industry in this complex and challenging 
area. We believe that in the vast majority of cases, the OCC quickly and appropriately 
responds to BSA deficiencies identified in national banks. 

To help ensure follow-up of deficiencies between examinations, OCC examiners perform 
periodic monitoring in all national banks, with some activity ongoing every quarter. 

Also, examiners monitor, until resolution, corrective action taken by bank management to 
address significant issues identified during the examination. 

According to the interagency BSA/AML enforcement policy, if bank management has 
failed to address previously identified weaknesses, the agency will issue a cease and 
desist order against the bank. 
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What is being done to ensure that banks have adequate due process when 
enforcement actions are taken or contemplated? 

Under existing processes, banks have various opportunities to present their views, and no 
BSA compliance program violation cm be dted or enforcement actions taken without 
review at the highest levels of Bank Supervision at the agency, In addition, the OCC 
improved its process for taking BSA enforcement actions in 2005 through the issuance of 
a formal process document (OCC-2005-45),'which provides ample opportunities for the 
bank to respond to BSA/ AML criticisms. In 2007, the OCC and the other Federal 
banking agencies issued an interagency BSA enforcement policy that provides greater 
transparency and sets forth the agencies’ policy on the circumstances in which an agency 
will issue a C&D to address noncompliance with the BSA compliance program rule. 

How do you coordinate with other agencies with regard to BSA and SAR related 
issues? 


• We coordinate with the other banking agencies, law enforcement and FinCEN on 
a regular basis through our monthly Bank Fraud Working Group and FFIEC 
BSA/ AML Working Group meetings. 

• We also participate on a semi-annual basis with these agencies and 

■ representatives from the industry in meetings of the BSA Advisory Group and on 
an ongoing basis through its many subgroups. 

• We issue periodic guidance through seminars and on-going guidance as to 
interpretations of BSA rules and regulations. 

• We provide input into FinCEN’s semi-annual SAR Activity Reviews which 
provide the industry with information on current and emerging money laundering 
schemes, 

• As reflected by the recent action against Wachovia, we also closely coordinate 
administrative actions that are appropriate to take in the area of BSA. 

• We provide law enforcement agencies with requested information and assistance 
in this and many other areas, 

A recent press report indicated that this case was like the Wachovia matter and 
involved correspondent relationships in Mexico and other high-risk countries In 
Latin America. Does this case involve Mexican casa de cambios and, if so, will this 
case involving foreign MSBs exacerbate domestic MSB discontinuance by banks 
and what is the OCC doing about this problem? 

The OCC’s cannot comment on specific accounts or customers. 

The OCC remains concerned about the difficulties MSBs are having obtaining bank 
accounts. MSBs provide valuable financial services to segments of our society that, for 
various reasons, choose not to do business with banks, and the MSBs’ loss of banking 
services can cause significant harm to those individuals and to the MSBs themselves. 
That said, it should be pointed out that there still are significant numbers of banks that 
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provide accounts to MSBs. In fact, our records indicate that roughly half of the banks we 
supervise currently are providing banking services to MSBs. 

The OCC views the threat of money laundering or terrorist financing through the national 
banking system as a serious matter. Consequently, our examiners conduct rigorous 
examinations in this area, and we expect banks to assess their risks and have systems and 
controls in place that are commensurate with those risks. However, the OCC has not 
targeted MSBs as a focus of our BSA/AML examinations and, in fact, relatively few of 
our supervisory and enforcement actions over the past few years have been based on 
problems banks are having managing their MSB accounts. 

MSB discontinuance is a complex problem and there are no easy solutions. We believe 
that a lasting solution must be premised on 1) reducing the reputation and other forms of 
risk that banks currently associate with MSBs; and 2) finding economic incentives to 
providing banking services to MSBs. One key to reducing the risk associated with 
MSBs, whether perceived or actual, is to ensure that they are effectively regulated, and 
the BSA/AML Examination Manual for MSBs that was issued in December 2008 is an 
important tool that provides consistency and progress towards this goal. Banks must then 
price their services in accordance with the actual risks presented and the due diligence 
needed to manage those risks. The OCC stands ready to work wth Congress, FinCEN 
and the other financial institutions regulatory agencies, and the banking industry to help 
achieve a solution to this difficult piroblem. 

V. Correspondent Banking Issues: 

This is the third enforcement action brought by the OCC against a Large Bank for 
correspondent banking deficiencies. Do you anticipate that this action will result in 
discontinuance of foreign correspondent activities by U.S. banks? 

The OCC is very concerned about tbe difficulties any type of customers may experience 
in obtaining bank accounts. There are a number of large arid mid-sized national banks 
that provide foreign correspondent accounts and services. 

The OCC views the threat of money laundering or terrorist financing through the national 
banking system as a serious matter. Consequently, our examiners conduct rigorous 
examinations in this area. For any high risk customer, including certain foreign 
correspondent relationships, we expect Banks to assess the risk posed by each customer 
relationship and to put in place controls commensurate with such risks. We expect that 
each of our Banks will m^e a careful assessment as to whether its current policies, 
procedures, systems, and controls are robust enough to manage the risks identified among 
its foreign correspondent relationships. This Is consistent with the statutory requirements 
under the Bank Secrecy Act, 31 U.S.C. 5311 et. seq., as amended by Section 312 of the 
USA PATRIOT Act, 
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Should niy bank continue to provide banknote or bulk cash services to foreign 
correspondent customers? 

The OCC does not direct banks or encourage banks to open or close accounts for specific 
types of customers or lines of business. Instead, the OCC, the other Federal banking 
agencies, and FinCEN issue guidance to banks to help them recognize the varying degree 
of risks in certain customers and product lines and design BSA compliance programs that 
will effectively manage that risk. 

Banking organizations that provide bulk cash services to foreign correspondent customers 
should apply the risk-focused requirements of the Bank Secrecy Act, as they do for all 
customers. This activity is a foreign correspondent service that is subject to the 
requirements of the Bank Secrecy Act as amended by section 312 of the USA PATRIOT 
Act. Banks should take into account all the individual circumstances, including the type 
of customer, additional products and services being provided and the geographic 
locations involved. 

The decision to continue to offer a particular product is ultimately the decision of bank 
management and the board of directors and should be based on the institution’s 
assessment of the risks associated with the particular service, the particular account 
customer and the bank’ s ability to control the risks. 

What are the expectations concerning the BSAyAML responsibilities concerning 
foreign correspondent relationships? 

The Bank Secrecy Act, as amended by Section 3 12 of the USA PATRIOT Act, requires 
that Banks conduct due diligence and enhanced due diligence on all foreign 
correspondent relationships. The USA PATRIOT Act also requires banks to maintain 
records identifying the owners of foreign bank customers whose shares are not publicly 
traded and take steps to ensure that all foreign correspondent bank customers are not 
providing banking services to foreign shell banks. 

As discussed in detail in the FFIEC BSA/ AML Examination Manual, to effectively 
control the money laundering risks associated with foreign correspondent banking 
relationships, banks should have policies, procedures and processes to manage 
BSA/ AML risks inherent with these relationships and closely monitor transactions related 
to these accounts to detect and report suspicious activities. The bank must take 
reasonable steps to ensure that the account is not being used to indirectly provide banking 
services to foreign shell banks and the bank must identify the owners of foreign banks 
whose shares are not publicly traded. The bank should understand the intended use of the 
accounts, expected account activity, and the foreign correspondent’s financial 
institutions’ other correspondent relationships. Also, each relationship that a U.S. bank 
has with a foreign correspondent financial institution should be governed by an 
agreement or a contract describing each party’s responsibilities and other relationship 
details and should consider the foreign correspondent’s AML responsibilities, 
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In addition, U.S, banks that establish accounts with foreign MSBs should establish a risk- 
based customer identification program and customer due diligence policies, procedures, 
and controls, reasonably designed to detect and report money laundering through these 
accounts for these entities. The FFIEC BSA/AML Examination Manual provides 
guidance on CIP, BSA recordkeeping and due diligOTce and enhanced due diligence 
requirements of these foreign financial institutions based on the level of risk posed by 
these accounts. 
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#2010-199 

UNITED STATES OF AMERICA 
DEPARTMENT OF THE TREASURY 
COMPTROLLER OF THE CURRENCY 

) 

) 

) AA-EC-10-98 

) 

) 

) 

) 

CONSENT ORDER 

The Comptroller of the Currency of the United States of America ("Comptroller"), 
through his national bank examiners and other staff of the Office of the Comptroller of the 
Currency ("OCC"), has conducted an deamination and investigation of the Payments and Cash 
Management ("PCM"), Global Banknotes, and foreign correspondent operations of HSBC Bank 
USA, N.A., McLean, Virginia ("Bank"). The OCC has identified deficiencies in the Bank’s 
internal controls for these areas as well as in its overall program for Bank Secrecy Act/anti- 
money laundering ("BSA/AML") compliance and has informed the Bank of the findings 
fesulting'from the exafhihatioh and investigation: 

The Bank, by and through its duly elected and acting Board of Directors ("Board"), has 
executed a "Stipulation and Consent to the Issuance of a Consent Order," dated October ^ 

2010, that is accepted by the Comptroller. By this Stipulation and Consent, which is 
incorporated by reference, the Bank has consented to the issuance of this Consent Cease and 
Desist Order ("Order") by the Comptroller. The Bank has committed to taking all necessary and 
appropriate steps to remedy the deficiencies identified by the OCC, and to enhance the Bank’s 
BSA/AML compliance program. 
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ARTICLE I 

COMPTROLLER’S FINDINGS 

The Comptroller finds, and the Bank ndther admits nor denies, the following; 

(1) The OCC’s examination findings ^tablish that the Bank has deficiencies in its 
BSA/AML compliance program, These deficiencies have resulted in a BSA/AML compliance 
program violation under 12 U.S.C. § 1818(s) and its implementing regulation, 12 C.F.R. § 21,21 
(BSA Compliance Program), Inaddition, the Bank has violated 12C,F.R. §21.11 (Suspicious 
Activity Report Filings); and 31 U.S.C. §5318(i) and its implementing regulation, 31 C.F.R, 

§ 103.176 (Correspondent Banking). 

The Bank has failed to adopt and implemem a compliance program that adequately 
covers the required BSA/AML program elements, including, in particular, internal controls for 
customer due diligence, procedures for monitoring suspicious activity, and independent testing. 
The Bank's compliance program and its implementation are ineffective, and accompanied by 
aggravating factors, such as highly suspicious activity creating a significant potential for 
unreported money laundering or terrorist financing; 

Some of the critical deficiencies in the elements of the Bank’s BSA/AML compliance 
program include the following; 

(A) The Bank has excluded from automated BSA/AML monitoring wire 
transfers initiated by customers domiciled in countries risk rated as "standard" or 
"medium," representing two-thirds of total dollar volume for PCM. While the Bank 
has employed other methods for monitoring wire transactions for customers located 
in countries risk rated standard or medium, these alternatives have provided limited 
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coverage, have not been effective, and have not mitigated the BSA/AML risks 
posed; 

(B) During mid-2006 through mid-2009, the Bank did not perform BSA/AML 
monitoring for banknote (or "bulk cash") transactions with Group Entities (defined 
as the Bank’s foreign affiliates in which the Bank’s parent, HSBC Holdings pic, 
London, England ("HSBC Group"), holds a majority interest); 

(C) The Bank has not collected or mainlined customer due diligence ("CDD") 
or enhanced due diligence ("EDD") information for Group Entities. The Bank has 
transacted extensive wire transfers and purchases of United States bulk cash with 
Group Entities. The lack of due dili^nce information has inhibited the Bank's 
assessment of customer risk and the identification of suspicious activity in Group 
Entity accounts; 

(D) The Bank has been unable to disposition its alerts appropriately or to 
comply fully with its obligation to report suspicious activity on time. As part of the 
2009-10 examination, the OCC cited the Bank for its backlog of unprocessed alerts, 
TbeBank's subsequent review of the backlogged alerts led it to file a substantial 
number of late Suspicious Activity Reports ("SARs") with law enforcement 
authorities; and 

(E) The Bank has not appropriately designated customers as "high-risk" for 
purposes of BSA/AML monitoring, even where a customer’s association with 
politically-exposed persons ("PEPs") could harm the Bank’s reputation. 
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(2) The above violations and failures were the result of a number of factors, 
including, among others, (i) inadequate staffing and procedures in the alert investigations unit 
that resulted in a significant backlog of alols; (ii)the closure of alerts based on ineffective 
review; (iii) inadequate monitoring of Group Entities’ correspondent accounts for purpose and 
anticipated activity, anti-money laundering record, or consistency between actual and anticipated 
account activity; (iv) unwarranted reliance on Group Entities’ following HSBC Group 
BSA/AML policies; (v) inadequate monitoring of funds transfers; (vi) inadequate procedures to 
ensure the timely reporting of suspicious activity; (vii) failure to adequately monitor Group 
Entities’ banknote activity, (viii) inadequate monitoring of correspondent funds transfer activity; 
and (ix) inadequate collection and analysis of CDD information, including inadequate 
monitoring of PEPs, 

Pursuant to the authority vested in him by the Federal Deposit Insurance Act, as 
amended, 12U.S.C. § 1818(b), the Comptroller hereby ORDERS that: 

ARTICLE II 

COMPLIANCE COMMITTEE 

(T) TheBoard shall maintain a Compliance Committee of at least-three (3) directorSi 
of which at least two (2) may not be employees or officers of the Bank or any of its subsidiaries 
or affiliates. In the event of a change of the membership, the name of any new member shall be 
submitted in writing to the Examiner-in-Charge of Large Bank Supervision at the Bank 
("Examiner-in-Charge"), The Compliance Committee shall be responsible for monitoring and 
coordinating the Bank's adherence to the provisions of this Order, The Compliance Committee 
shall meet atleast monthly and maintain minutes of its meetings. 


-4- 
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(2) Within ninety (90) days of this Order, and quarterly thereafter, the Compliance 
Committee shall submit a written progress rqjort to the Board setting forth in detail the actions 
taken to comply with each Article of this Order, and the results and status of those actions, 

(3) The Board shall forward a copy of the Compliance Committee's report, with any 
additional comments by the Board, to the Deputy Comptroller for Large Bank Supervision 
("Deputy Comptroller") and the Examiner-in-Charge within ten (10) days of receiving such 
report. 

ARTICLE nr 

COMPREHENSIVE BSA/AML ACTION PLAN 

(1) Within sixty (60) days of this Order, the Bank shall submit to the Deputy 
Comptroller and the Examiner-in-Charge a plan containing a complete description of the actions 
that are necessary and appropriate to achieve full compliance with Articles IV through XV of 
this Order ("Action Plan"), The Bank shall implement the Action Plan upon the Deputy 
Comptroller’s issuance of a written determination of no supervisory objection. In the event the 
Deputy Comptroller asks the Bank to revise the plan, the Bank shall immediately make the 
requestedTevisions and resubmit the plan to the Deputy Comptroller and Examiner-in-Charge. 
Following implementation, the Bank shall not take any action that will cause a significant 
deviation from, or material change to the Action Plan unless and until the Bank has received a 
prior written determination of no supervisory objection from the Deputy Comptroller, 

(2) The Board shall ensure that the Bank achieves and thereafter maintains 
compliance with this Order, including, without limitation, successful implementation of the 
Action Plan. The Board shall further ensure that, upon implementation of the Action Plan, the 
Bank achieves and maintains an effective BSA/AML compliance program, in accordance with 
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the BSA and its implementing regulations. In order to comply with these requirements, the 
Board shall; 

(A) require the timely reporting by Bank management of such actions directed by the 

Board to be taken under this Order; 

(B) follow-up on any non-compliance with such actions in atimely and appropriate 

manner; and 

(C) require corrective action be taken in a timely manner for any non-compliance with 

such actions. 

(3) The Action Plan must specify timelines for completion of each of the 
requirements of Articles IV through XV of this Order. The timelines In the Action Plan shall be 
consistent with any deadlines set forth in Articles IV through XV. 

(4) Upon request by the Deputy Comptroller, the Bank shall modify the Action Plan 
to comply with any Matters Requiring Attention concerning BSA/ AML matters, or citations of 
violations of law concerning these matters, which the OCC may issue to the Bank following the 
effective date of this Order, 

f;5) The Bank-shall -ensure that it has sufficient pn>cesse9, personnelvand control 
systems to implement and adhere to this Order, The Action Plan must specify in detail budget 
outlays and staffing, including staff compensation, that are necessary to achieve and maintain 
full compliance with Articles IV through XV of this Order. 

(6) Any independent consultant or auditor engaged by the Bank or the Board to assist 
in the assessment of the Action Plan or other compliance with this Order must have 
demonstrated and specialized experience with the BSA/AML matters that are the subject of the 
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engagement, and must not be subject to any conflict of interest affecting the consultant’s or 
auditor’s independence. 

(7) Within ten (10) days of this Order, the Bank shdl designate an officer to be 
responsible for coordinating and submitting to the OCC the written plans, reports, and other 
documents required to be submitted under the terms and conditions of this Order. 

ARTICLE rV 
MANAGEMENT 

(1) Within fifteen (15) days of this Order, the Board shall submit to the Deputy 
Comptroller and tiie Examiner-in-Charge a plan to recruit, hire, appoint, and retain a qualified, 
permanent Regional Compliance Officer ("RCO”) and a qualified, permanent BS A Officer. The plan 
shall include Job descriptions, proposed salary ranges, and tiie qualifications sought by the Board. 

(2) Prior to the appointment of any individual as the RCO and theBSA Officer, the 
Board shall submit the name and qualifications of the candidate, to the Deputy Comptroller and 
Examiner-in-Charge. 

(3) The Deputy Comptroller shall have the power to disapprove the appointment of 
the proposed RGO-candidate and the proposed BSA Officer candidate:- Howeverv-the kelnDf- 
disapproval of any such candidate shall not constitute an approval or endorsement of the 
proposed officer. 

(4) The requirement to submit information and the prior disapproval provisions of 
this Article are based on the authority of 12U.S.C. § 1818(b) and do not require the Comptroller 
or the Deputy Comptroller to complete his or her review and act on any such information or 
authority within ninety (90) days. 
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ARTICLE V 

REVIEW OF BSA COMPLIANCE PROGRAM 
(1) Within ten (10) days of this Order, the Bank shall retain an independent 

consultant, or continue an existing or newly revised relationship with an existing independent 
consultant, to conduct an independent review of the Bank's BSA/ AML compliance program (the 
"BSA/ AML Review") and prepare a written report of findings and recommendations (the 
"BSA/AML Report") within forty-five (45) days of this Order. The purpose of the BSA/AML 
Review shall be to conduct a comprehensive review of the following (including, as appropriate, 
systems and controls to ensure the effectiveness of policies and procedures); 

(A) the BSA Officer’s level of authority and independence; 

(B) the numbers and the qualifications of staff that support the BSA Officer in 
performing his or her assigned responsibilities in maintaining effective compliance with 
the BSA and its implementing regulations; 

(C) the adequacy of the budget for maintaining effective compliance with the BSA and 
its implementing regulations; 

(D) the govemance’StractureTjfthe'BSA-program; 

(E) channels for informing the Board, or a committee thereof, and senior management, 
of compliance initiatives, identified compliance deficiencies, and corrective action taken; 

(F) succession plans for ensuring the program's continuity despite changes in 
management, staffing, or structure; 

(G) policies and procedures in all lines of business for identifying individuals who are 
PEPs and for monitoring the accounts associated with these individuals (As used in this 
Order, the term PEP shall include current or former senior foreign political figures, their 
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families, and their close associates, consistent with regulatory guidance including the 
Interagency Guidance issued in January 2001. The term PEP is not limited to the 
population ofPEPs referenced in31 C.F.R. § 103.175(r)); 

(H) policies and procedures in all lines of business for identifying customers who are 
high risk and for monitoring the accounts associated with these customers; 

(I) policies and procedures for gathering ODD and EDD information when opening new 
accounts or when renewing or modifying existing accounts; 

(J) policies and procedures for investigating and dispositioning transactions that are 
identified as unusual or suspicious; 

(K) policies and procedures for completing and filing SARs on a timely basis; and 

(L) the level of knowledge of the Bank’s operational and supervisory personnel of the 
Bank’s policies and procedures for identifying transactions that pose greater than normal 
risk for compliance with the BSA in order to determine the types of additional or 
enhanced training that should be conducted. 

(2) The Bank shall submit to the Deputy Comptroller and Examiner-in-Charge a copy 
of tKe’engagement letter or agreement establishing the terms of the engagement forihe 
independent consultant. If the Deputy Comptroller recommends changes to the engagement 
letter or agreement, the Bank shall modify the engagement letter or agreement to incorporate 
those changes, or suggest alternative changes that are acceptable to the Deputy Comptroller, 

(3) The supporting materials associated with the BSA/AML Review shall be made 
available to the OCC upon request, 

(4) The Board shall address the findings from the BSA/AML Review in the Action 
Plan described in Article III of this Order. 

-9- 
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ARTICLE VI 

BSA COMPLTANCEPROGRAM 

(1) Within ninety (90) days of this Order, the Board and executive management shall 
ensure that a BSA/AML program is in place which meets the following criteria: 

(A) has a BSA Officer with sufficient funding, authority, independence, and supporting 
staff to perform his or her assigned responsibilities and maintain effective compliance 
with the BSA and its implementing regulations; 

(B) has an effective governance structure to allow the BSA Officer to administer the 
program, with clear lines of responsibility beginning with senior management and including 
each line of business ("LOB") that is required to comply with the BSA; 

(C) has clearly defined channels for informing the Board, or a committee thereof, and 
senior management, of compliance initiatives, identified compliance deficiencies, and 
corrective action taken; 

(D) has well-defined succession plans for ensuring the program's continuity despite 
changes in management, staffing, or structure; and 

(E) -identLfies higher-risk banking operaUons (ptoducts,.services, .custQmers^entities,-and 
geographic locations) and provides for periodic updates to the Bank’s risk profile. 

ARTICLE VII 

MANAGEMENT INFORMATION 

(I) Within ninety (90) days of this Order, the Board shall ensure that Bank 
management conducts a management information system ("MIS") assessment, and develops a 
plan that will enable management to more effectively identify, monitor, and manage the Bank's 
BSA risks on a timely basis. This plan should address any system limitations, provide for 
appropriate reporting, and consider the following: 

- 10 - 
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(A) any trends in unusual or suspicious acti^ty that have been identified and reported by 
the Bank, as well as the product lines, departments and branches in which suspicious 
activity has occurred; 

(B) high risk accounts by line of business rmdtype ofbusiness, countries of origin, 
location of the customers’ businesses and residences, average dollar, and transaction 
volume of activity; 

(C) information regarding any type of subpoena received by the Bank, any other law 
enforcement inquiry directed to the Bank, and any action taken by the Bank on the 
affected account; 

(D) information regarding PEPs and foreign correspondent accounts; 

(E) information regarding compliance with this Order; and 

(F) any additional information deemed necessary or appropriate by the BSA Officer or 
the Bank. 

(2) Upon completion, a copy of the MIS plan shall be submitted to the Deputy 
Comptroller and Examiner-in-Charge. If the Deputy Comptroller recommends changes to the 
p!an,"the Board shall incorporate ihose' changes’ioto the plan or suggest alternative changes thar 
are acceptable to the Deputy Comptroller 

(3) Within one hundred twenty ( 120) days ofthis Order, the Board shall ensure that 
Bank management implements the MIS plan. 
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ARTICLE Vni 

CDD AND HDD INFORMATION 

(1) The Bank shall develop and implement appropriate policies and procedures for 
gathering customer due diligence ("CDD") and enhanced due diligence ("EDD") information 
when opening new accounts or when renewing or modifying existing accounts for customers, 
regardless of whether they are affiliates of the Bank. At a minimum, these policies and 
procedures must include; 

(A) a methodology for assigning risk levds to the Bank’s customer base that assesses 
appropriate factors such as type of customer, type of product or service, and geographic 
location, and specification of the CDD and EDD information the Bank must obtain, 
commensurate with these risk levels; 

(B) identification of "offshore" correspondent accounts, as defined in 31 U.S.C, § 5318 
and its implementing regulations, and appropriate EDD for these accounts; 

(C) identification ofPEPs, and appropriate EDD for PEPs; and 

(D) periodic assessments by the BSA Officer or his/her designee of the effectiveness of 
-the-Bank^sGDD.-EDDrand-monitoring activities, -and- timely cOTrective-action o£- 
weaknesses identified in the assessments. These assessments and corrective actions shall, 
as appropriate, be incorporated into the Bank's BSA/AML risk assessment, 

(2) The BSA Officer or his/her designee(s) shall periodically review account 
documentation for high-risk customers and their related accounts to determine whether the 
account activity is consistent with the customer’s business and the stated purpose of the account. 
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(3) The Bank shall develop and maintmn an MIS program that compiles CDD and 
EDD information. The program shall be commensurate wth the Bank’s BSA/AML risk, and 
shall provide appropriate business, compliance, and investigations staff throughout the Bank 
with automated ready access to CDD and EDD information. 

(4) The Bank shall develop a risk-based plan to apply the requirements in its CDD 
and EDD policies and procedures to its existing customers, including Group Entities. 

ARTICLE IX 
MONITORING 

(1) The Bank shall not limit suspicious activity derts for wire transfers or other 
transactions based on lack of staff capacity or funding. 

(2) The parameters implemented in the Bank's wire monitoring systems shall be 
determined by the BSA Officer or his or her designee. The parameters shall be based upon the 
risks presented by the originators, beneficiaries, and any counterparties to the transactions, rather 
than being limited to just the originators or just certain geographies. The Bank shall conduct and 
document validation (gap) testing to verify that the parameters it establishes for its wire 
mbhif^hg systemrafe effective, compfeheMiver^dcommenswanj with TheBank’sBSAMML' 
risk. 

(3) Within sixty (60) days of this Order, the Bank shall submit revised policies and 
procedures for wire monitoring using its current wire monitoring system to the Deputy 
Comptroller and the Examiner-in-Charge. The policies and procedures shall include, without 
limitation, validation testing of parameters for automated wire monitoring. If the Deputy 
Comptroller recommends changes to the policies and procedures, the Bank shall incorporate 
those changes or suggest alternatives that are acceptable to the Deputy Comptroller. 

-13- 
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(4) Within one hundred eighty (180) days of this Order, the Bank shall fully install, 
test, and activate a new wire transaction monitoring system. In implementing the new system, the 
Bank shall use a satisfactory approach to validating that the system is commensurate with the Bank’s 
BSA/AML risk. No fewer than fourteen (14) days prior to the implementation of the new wire 
monitoring system, the Bank shall submit revised policies and procedures for wire monitoring 
using the new system to the Deputy Comptroller and the Examiner-in-Charge. The policies and 
procedures shall include, without limitation, validation testing of parameters for wire monitoring 
using the new system. If the Deputy Comptroller recommends changes to the policies and 
procedures, the Bank shall incorporate those changes or suggest alternatives that are acceptable 
to the Deputy Comptroller. 

(5) For funds transfer systems other than wire transfers, the Bank shall ensure that 
these transfer systems are appropriately monitored and subject to AML controls commensurate 
with the Bank’s BSA/AML risk. These funds transfers systems include, without limitation, 

ACH, international ACH, proprietary systems including transfers between the Bank and its 
affiirates;-card systems; and mobile telephone -applications. - 

ARTICLE X 

SUSPICIOUS ACTIVITY REPORTING 

(1) The Bank shall develop and maintain a written program of policies and 
procedures to ensure, pursuant to 12 C.F.R. § 21.11, the timely and appropriate review and 
dispositioning of suspicious activity alerts, and the timely filing of SARs. 

(2) In reviewing alerts for purposes of determining whether to file a SAR, the Bank 

shall: 

-14- 
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(A) assess and document relevant CDD and EDD information; 

(B) not close an alert based on "positive intern^ information" unless this information 
establishes a bona fide business reason forthetransaction(s) subject to the alert, and the 
Bank dcwuments this information; 

(C) assess and dcwument that the Bank considered related transactions by the customer 
who is subject to the alert (including bodi related accounts and related products and 
services); and 

(D) assess and document whether the Bank has previously filed or considered filing a 
SAR for the customer who is subject to the alert 

(3) The Bank shall complete its final disposition of each alert within a reasonable 
period after the generation of the alert. For each final disposition not completed within ninety 
(90) days after the generation of an alert, the Bank shall document its reason(s) for not 
completing the final disposition within this period and shall have a policy of increasing 
escalation and reporting of these aged alerts to ensure that they are being reviewed and 
dispositioned on a timely basis based upon the facts associated with the alert; 

(4) The'BMk sKallTefiiirSi ind^end'OTlaudifor fo repdrt"6hThe'BanirFc6mpliance 
with this Article, including, without limitation, the timely and appropriate review and 
dispositioning of suspicious activity alerts, and the timely filing of S ARs. Within ninety (90) 
days of this Order, and quarterly thereafter, the Bank shall submit to the Compliance Committee 
a written progress report from the independent auditor, and forward copies to the Deputy 
Comptroller and to the Examiner-in-Charge. The progress report shall set forth in detail the 
extent of the Bank’s compliance with this Anicle, 
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ARTICLE XI 

ACCOUNTARANSACTION ACTIVITY REVIEW r”LOOK-BACK”) 

(1) The Bank shall retain one or more independent consultants to conduct an 
independent review of account and transaction activity ("look-back") covering areas to be 
specified in writing by the Examiner-in-Charge. 

(2) The purpose of the look-backs is to determine whether suspicious activity was 
timely identified by the Bank, and, if appropriate to do so, was then timely reported by the Bank 
in accordance with 12 C.F.R, § 21.11. 

(3) The look-backs must be conducted by independent consultant(s) with expertise in 
the review of foreign correspondent account activity. The look-backs shall be risk-based, 
including the risks identified in the Bank's current risk assessment, and shall identify the 
sampling, software screening or analytical techniques the consultant(s) will use to identify 
transactions that are subject to review for suspicious activity. 

(4) Upon completion of the look-back, the written findings shall be reported to the 
Board, with a copy to the Examiner-in-Charge. The Bank shall file SARs, in accordance with 12 
C.FR. §'2 ni,' for any previously unreported suspicious activtiy identified during this review. 

(5) Based upon the results of the look-back, the OCC, at its sole discretion, may 
expand the scope of the independent review or require a longer look-back period. If an 
additional look -back is deemed appropriate by the OCC, the Bank shall complete the look-back 
in accordance with this Article. 
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ARTICLE Xn 

RESTRICTIONS ON GROWTH. NEW PRODUCTS 
AND HIGH-RISK LINES OF BUSINESS 

(1) The Bank has represented to the OCC that it is exiting the Global Banknotes line 
of business for non-domestic customers (''Internationa! bulk cash"). If, in the future, tiie Bank 
intends to re-enter the international bulk cash line of business, the Bank shall notify the 
Examiner-in-Charge of its plan in writing and obtain written supervisory non-objection prior to 
commencing re-entry, 

(2) The written notification required pursuant to paragraph (1) of this Article must 
include the Bank’s plan to ensure ongoing compliance with the BSA for the international bulk 
cash line of business, and the controls to be implemented for monitoring activity, which shall 
include; 

(A) policies and procedures for identifying, investigating, and resolving transactions that 
are identified as unusual; 

(B) policies and procedures for reporting suspicious activity; 

(C^-peoodie-evaluattorts-ofTtne-ofbttsiness-and'Compliancepersonnel knowledge of and 
adherence to Bank policies and procedures for identifying transactions that pose greater 
than normal risk for compliance with the BSA in order to determine whether additional or 
enhanced training should be conducted; 

(D) periodic evaluations of the sufficiency of staffing resources that support the line of ' 
business for the purpose of identifying and investigating unusual and/or suspicious 
activity; 
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(E) consideration and application of any regulatory guidance on bulk cash remediation, 
including any guidance provided in die casxeatFFIEC Bank Secrecy Act/Anti-Money 
iMuruiering Examination Manual, and 

(F) monitoring of bulk cash transactions with Group Entities to the extent the Bank 
monitors these transactions with customers who are not Group Entities. 

(3) The Bank shall develop and maintain a procedure for introducing new products 
and services that ensures that these new activities are consistent with the Bank’s BSA/AML 
compliance program. This procedure shall include an assessment of the BSA/AML risk posed 
by the new activities, and whether the compliance program has sufficient staffing and funding to 
effectively monitor the new activities. 

ARTICLE Xin 

REMOTE DEPOSIT CAPTURE 

(1) The Bank shall establish controls, commensurate with its BSA/AML risk, over 
the usage of RDC by foreign correspondent customers, and the Bank’s monitoring of RDC 
transactions. These controls shall include: 

l[A}poUcierahd pfbc^uf^ cohsPstOTtw thTJanuaiyT4;'2009 Tnteraph’cy^ 

"Risk Management of Remote Deposit Capture" published by the FFEEC (OCC 2009-4); 

(B) policies and procedures for identifying, investigating, and resolving transactions that 
are identified as unusual; 

(C) policies and procedures for reporting suspicious activity; 

(D) periodic evaluations of line of business and compliance personnel knowledge of and 
adherence to Bank policies and procedures for identifying transactions that pose greater 
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than normal risk for compiiance with the BSA and its implementing regulations, in order 
to determine whether additional or chanced training should be conducted; and 
(E) periodic evaluations of the sufficiency of faffing resources that support the line of 
business for the purpose of identifying and investigating unusual and/or suspicious 
activities. 

(2) The Bank shall conduct automated monitoring of RDC transactions for suspicious 
acrivity, to the extent practicable. 

(3) The Bank shall submit its policies and procedures for management of the 
BS A/AML risk of RDC to the Deputy Comptroller and Examiner-in-Charge. If the Deputy 
Comptroller recommends changes to the policies or procedures, the Bank shall incorporate those 
changes or suggest alternatives that are acceptable to the Deputy Comptroller, 

ARTICLE XIV 
BSA TRAINING 

(1) Within ninety (90) days of this Order, the Bank shall develop, implement, and 
thereafter adhere to a comprehensive training program for all appropriate operational and 
su^^'sbry pefs’dnridTo‘'ensure their awtfeness oflheirresponsthitiiyfof C(5iTnJli4ffceivittrtire 
reqtiirements of the Office of Foreign Assets Control ("OF AC") and the BSA, including the 
reporting requirements associated with SARs, pursuant to 12 C.F.R. Part 21, subpart B, 
regardless of the size of the relationship or type of customer involved. 

(2) This comprehensive training program should include strategies for mandatory 
attendance, the frequency of training, procedures and timing for updating training programs and 
materials, and the method for delivering training. 

(3) The Bank shall submit the training program to the Deputy Comptroller and 
Examiner-in-Charge. If the Deputy Comptroller recommends changes to the training program, 
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the Bank shall incorporate those changes or suggest alternatives that are acceptable to the Deputy 
Comptroller. 

ARTICLE XV 

BSA INDEPENDENT TESTING AND AUDIT 

(1) The Bank shall develop and maintwo an effective program to audit the Bank’s 
BSA/ AML compliance program ("Audit Program"). The Audit Program shall include, at a 
minimum; 

(A) a formal process to track and reprat upon Bank management’s remediation efforts to 
strengthen the Bank’s BSAyAML compliance program; 

(B) testing of the adequacy of internal controls designed to ensure compliance with the 
BSA and its implementing regulations; 

(C) a risk-based approach that focuses transactional testing on higher-risk accounts or 
geographic areas of concern; and 

(D) a requirement for prompt management response and follow-up to audit exceptions or 
other recommendations of the Bank’s auditor. 

(2) The Bank shaH submit the' Audit Pfo^nm to the UeputyXomptrbirer”and’ 
Examiner-in-Charge. If the Deputy Comptroller recommends changes to the Audit Program, the 
Bank shall incorporate those changes or suggest alternatives that are acceptable to the Deputy 
Comptroller. 
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ARTICLE XVI 
CLOSING 

(1) Although this Order requires tfie Bank to submit cert^n proposed actions and 
programs for the review or prior written determination of no supervisory objection by the Deputy 
Comptroller or the Examiner-in-Charge, the Board has the ultimate responsibility for proper and 
sound management of the Bank, 

(2) If, at any time, the Comptroller deems it appropriate in fulfilling the 
responsibilities placed upon him by the several laws of the United States to undertake any action 
affecting the Bank, nothing in this Order shall in any way inhibit, estop, bar or otherwise prevent 
the Comptroller from so doing. 

(3) This Order constitutes a settlement of the cease and desist proceeding against the 
Bank contemplated by the Comptroller, based on the violations described in the Comptroller's 
Findings set forth in Article I of this Order. Provided, however, that nothing in this Order shall 
prevent the Comptroller from instituting other enforcement actions against the Bank or any of its 
institution-affiliated parties, including, without limitation, assessments of civil money penalties, 
frased-tan-thefindings^t forth in -this Order,- or any other -findings, 

(4) This Order is and shall become effective upon its execution by the Comptroller, 
through his authorized representative whose hand appears below. The Order shall remain 
effective and enforceable, except to the extent that, and until such time as, any provisions of this 
Order shall have been amended, suspended, waived, or terminated in writing by the Comptroller. 

(5) Any time limitations imposed by this Order shall begin to run from the effective 
date of this Order, as shown below, unless the Order specifies otherwise. The time limitations 
may be extended in writing by the Deputy Comptroller for good cause upon written application 

- 21 - 

Confidentia! & Non-public OCC information OCC-PSi-00904718 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01373 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2468 


by the Board. Any request to extend any time limitation shall include a statement setting forth in 
detail the special circumstances that prevent the Bank from complying with the time limitation, 
and shall be accompanied by relevant supporting documentation. The Deputy Comptroller’s 
decision regarding the request is final and not subject to further review, 

(6) This Order is intended to be, and shall be constnred to be, a final order issued 
pursuant to 12 U.S.C. § 1818(b), and expressly does not form, and may not be construed to form, 
a contract binding the Comptroller or the United States. Without limiting the foregoing, nothing 
in this Order shall prevent any action against the Bank or its institution-affiliated parties by a 
bank regulatory agency, the United States Department of Justice, or any other law enforcement 
agency. 

(7) The terms of this Order, including this paragraph, are not subject to amendment or 
modification by any extraneous expression, prior agreements, or prior arrangements between the 
parties, whether oral or written. 

IT IS SO ORDERED, this ^ day of October, 2010. 

: 

Grace E. Dailey 

Deputy Comptroller for Large Bank Supervision 
Office of the Comptroller of the Currency 
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UNITED STATES OF AMERICA 
DEPARTMENT OF THE TREASURY 
COMPTROLLER OF THE CURRENCY 


) 

In the Matter of: ) 

) AA-EC-10-98 

HSBC Bank USA, N. A. ) 

McLean, Virginia ) 

) 

) 


STIPULATION AND CONSENT TO THE ISSUANCE 
OF A CONSENT ORDER 

The Comptroller of the Currency of the United States of America (“Comptroller”) intends 
to impose a cease and desist order on HSBC Bank USA, N.A., McLean, Virginia (“Bank”) 
pursuant to 12 U.S.C. § 1818(b), for violations of 12 U.S.C. § 18l8(s); the Bank Secrecy Act, 31 
U-S.C. §§ 5311 etseq., including 31 U.S.C. § 5318(i); and Bank Secrecy Act regulations 12 
C.F.R. §§21.11 and 21.21, and 31 C.F.R. § 103.176. 

The Bank, in the interest of compliance and cooperation, enters into this Stipulation and 
Consent to the Issuance of a Consent Order (“Stipulation”) and consents to the issuance of a 
Consent Order, dated October^, 2010 (“Consent Order”); 

In consideration of the above premises, the Comptroller, through his authorized 
representative, and the Bank, through its duly elected and acting Board of Directors, stipulate 
and agree to the following: 
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ARTICLE I 
JURISDICTION 

(1) The Bank is a national banidng association cheered and examined by the 
Comptroller pursuant to the National Bank Act of 1864, as amended, 12 U.S.C. § 1 et seq. 

(2) The Comptroller is “the appropriate Federal banking agency” regarding the Bank 
pursuant to 12U.S.C. §§ 18J3(q)and 1818(b). 

(3) The Bank is an “insured depository institution” within the meaning of 12 U.S.C, 

§ 1818(b)(1). 

(4) As a result of this Consent Order; 

(a) the Bank is an “digible banld’ pursuant to 12 C.F.R. § 5,3(gX4) for 
the purposes of 12 C.F.R. Part 5 regarding rules, policies and procedures 
for corporate activities, unless otherwise informed in writing by the OCC. 

(b) the Bank is not subject to the limitation of 12 C .F.R, 

§ 5.5 l(c)(6)(ii) for the purposes of 12 C.F.R. § 5.51 requiring OCC 

approval of a change in directors and senior executive officers, unless 

otherwise informed Th'wrrtihgby the OCC. 

(c) the Bank is not subject to the limitation on golden parachute and 
indemnification payments provided by 12C.F.R, § 359,l(f)(l)(ii)(C) and 
12 C.F.R. § 5.51(c)(6)(ii), unless otherwise informed in writing by the 
OCC, 

(d) the Bank’s status as an “eligible bank” remains unchanged 
pursuant to 12 C.F.R. § 24.2(eX4) for the purposes of 12 C.F.R Part 24 

- 2 - 
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regarding community and economic development, unless otherwise 
informed in writing by the OCC. 

(5) The Consent Order shall not be construed to be a “written agreement, order, or 
capital directive” within the meaning of 12 C.F.R. § 6.4, unless the OCC informs the Bank 
otherwise in writing, 

ARTICLE II 
AGREEMENT 

(1) The Bank, without admitting or denying any wrongdoing, consents and agrees to 
issuance of the Consent Order by the Comptroller. 

(2) The Bank consents and agrees that the Consent Order shall (a) be deemed an 
“order issued with the consent of the depository institution” pursuant to 12U.S,C, § 1818(hX2), 
(b) become effective upon its execution by the Comptroller through his authorized 
representative, and (c) be fully enforceable by the Comptroller pursuant to 1 2 U. S.C. § 1 8 1 8(i). 

(3) Notwithstanding the absence of mutuality of obligation, or of consideration, or of 
a contract, the Comptroller may enforce any of the commitments or obligations herein 

undertaken b3rthc-Bank under his supervisory-powers, tneludmg 12 U. S.CT^l:§18{t)rajid not as - 

a matter of contract law. The Bank expressly acknowledges that neither the Bank nor the 
Comptroller has any intention to enter into a contract. 

(4) The Bank declares that no separate promise or inducement of any kind has been 
made by the Comptroller, or by his agents or employees, to cause or induce the Bank to consent 
to the issuance of the Consent Order and/or execute the Consent Order. 

(5) The Bank expressly acknowledges that no officer or employee of the Comptroller 
has statutory or other authority to bind the United States, the United States Treasury Department, 


-3- 
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the Comptroller, or any other federal bank reguItUoiy agency or entity, or any officer or 
employee of any of those entities to a contract affecting the Comptroller’s exercise of his 
supervisory responsibilities. 

(6) The OCC releases and discharges the Bank from a!! potential liability for a cease 
and desist order that has been or might have been asserted by the OCC based on the violations 
described in the Comptroller’s Findings set forth in Article 1 of the Consent Order, to the extent 
known to the OCC as of the effective date of the Consent Order, However, the violations alleged 
in Article I of the Consent Order may be utilized by ihe OCC in other future enforcement actions 
against the Bank or its institution-affiliated parties, including, without limitation, to assess civil 
money penalties or establish a pattern or practice of violations or the continuation of a pattern or 
practice of violations. This release shall not preclude or affect any right of the OCC to determine 
and ensure compliance with the terms and provisions of this Stipulation or the Consent Order. 

(7) The terms and provisions of the Stipulation and the Consent Order shall be 

binding upon, and inure to the benefit of, the parties hereto and their successors in interest. 
Nothing in this Stipulation or the Consent Order, express or implied, shall give to any person or 
"entify; other thatTlhe parties hereto, anittfieir successors hereonderr aTiy benefit oT’aJiyiBgal’ or 

equitable right, remedy or claim under this Stipulation or the Consent Order, 

ARTICLE m 
WAIVERS 

(1) The Bank, by consenting to this Stipulation, waives: 

(a) the issuance of a Notice of Charges pursuant to 12 U.S.C. 

§ 1818(b); 


-4- 
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(b) any and al! procedural rights available in connection with the 
issuance of the Consent Order; 

(c) all rights to a hearing and a final agency decision pursuant to 1 2 
U.S.C. §§ 1 81 8(b) and (h), 12C.F.R. Part 19; 

(d) ail rights to seek any type of administrative or judicial review of 
the Consent Order; 

(e) any and all claims for fees, costs or expenses against the 
Comptroller, or any of his agents or employees, related in any way to this 
enforcement matter or this Consent Order, whether arising under common 
law or under the terms of any statute, including, but not limited to, toe 
Equal Access to Justice Act, 5 U.S.C. § 504 and 28 U.S.C. § 2412; and 

(f) any and all rights to challenge or contest the validity of the 
Consent Order. 

ARTICLE IV 
CLOSING 


~ (T) The pTovlstons oftMrSflpultfUehThallhbThiWhicesiopTt^rbrothgrwi'se 

prevent the Comptroller from taking any other action affecting the Bank if, at any time, it deems 
it appropriate to do so to fulfill the responsibilities placed upon it by the several laws of the 
United States of America. 

(2) Nothing in this Stipulation shall preclude any proceedings brought by the 
Comptroller to enforce the terms of this Consent Order, and nothing in this Stipulation 
con.stitutes, nor shall the Bank contend that it constitutes, a waiver of any right, power, or 


-5- 
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authority of any other representative of the United States or an agency thereof, including, without 
limitation, the United States Department of Justice, to bring other actions deemed appropriate. 

(3) The terms of the Stipulation and tiie Consent Order are not subject to amendment 
or modification by any extraneous repression, prior agreements or prior arrangements between 
the parties, whether oral or written. 

IN TESTIMONY WHEREOF, the undersigned, authorized by the Comptroller as his 
representative, has hereunto set her hand on behalf of the Comptroller. 

/s/ October 4 ^OIQ 

Grace E. Dailey Date 

Deputy Comptroller for Large Bank Supervision 
Office of the Comptroller of the Currency 
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IN TESTIMONY WHEREOF, the underagned, as the duly elected and acting Board of 
Directors of the Bank, have hereunto set their hands on behalf of the Bank, 


]£ 

Niall S. K. Booker 


9/24/IQ 

Date 


_/s/ 9/24/1 Q 

William R, P. Dalton Date 


/s/ 

Anthea Disney 


9/24/10 

Date 




Irene M. Dorner 


9/24/1 Q 
Date 


_/s/ 9/24/10 

Robert K, Herdman Date 


7s7~ 97247nr 

Louis Hernandez, J r. Date 


M. 9/24/10 

Richard A. lalkut Date 
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UNITED STATES OF AMERICA 
BEFORE THE 

BOARD OF governors OF THE FEDERAL RESERVE SYSTEM 
Washington, d.c. 


Wrinen Agreemem by and among 

HSBC BANK USA 
Buffalo, New York 

FEDERAL RESERVE BANK OF NEW YORK 
New York, New York 

and 

NEW YORK STATE BANKING DEPARTMENT 
NewYoik, New York 


DockeiNo. 03-012 -Wa/RB-SM 


whereas, HSBC Bank USA, Buffalo, New York (the “Bank”), a state chanercd bank 
diat is a member of the Federal Reserve System, is taking Steps to enhance its compliance with 
all applicable federal and state laws, rules, and regulations relating to anti'money laundering 
policies and procedures, including (1) the Currency and Foreign Transactions Reporting Act, 31 
U.S.C. 5311 etseq. (the Bank Secrecy A« (the “BSa”)) and the rules and regulations issued 
thereunder by the U.S. Department of the Treasury (31 C.F.R. Pan 1 03); (2) the suspicious 

-activity rqKMTing and BSA compliance requircmcniaofJlegalflUoaH of ihtBoard of Govenjors 

of the Federal Reserve System (the “Board of Governors”) (12 C.FJt 208.62 and 208.63); and 
(3) Part 300 of the Official Compilation of Codes, Ruks and Regulations of the State of New 
York,3N.Y.C.R.R.Pait300; 

WHEREAS, it is the common goal of dte Bank, the Federal Reserve Bank of New York 
(the "Reserve Bank”), and the New York State Banking Depanmem (the ‘•DepartmeDt”) to 
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ensure ihatihe Bank fully addresses all deficiencies in ^ Bank’s anci-money laundering policies 
and procedures, customer due diligence practices, and iotemal control envirooment; and 

WHEREaS, on April 24, 2003, the board of directors of the Bank, ai a duly constituted 
meeting, adopted a resolution authorizing and direcung Youssef Nasr, President and Chief 
Executive Officer, to enter into this Written Agreement (the “Agreemeni”) on behalf of the Bank 
and consendug to compliance by the Bank audits institution-affiliated parties, as defined in 
section 3(u) of the Federal Deposit Insurance Act> as amended, (12 U.S.C. I813(u)) widteach 
and every provision of this Written Agrecmcat. 

NOW, THEREFORE, tne Bank, the Reserve Bank, and ffie Department hereby agree as 
follows: 

Anti-Money Laundering Compliance 

I . Within 60 dt^ of this Agreement, the Bank shall submit ro the Reserve Bank and 

die Department an acceptable written program designed to upgrade and improve the Bank’s 
system of ituemal controls to ensure compliance with all applicable pirovislons of the BSa and 


die rules and regulations issued thereunder, as required by sectitm 208.63 of Regulation H of the 


Board of Governors (12 CJ.R 203.63) and 3 N.Y.C.R.R. Part 300. The program shall include 

prpyisiona.fbr updates on an ongoing basis M.nwessa^ to inctaporate a mend ments to the BSA 

and the rules and regulations thereunder. ; 

! 

(a) The program shall, at a mioimuin, iipgiade and improve the Bank’s system i 

of internal controls to ensure compHance widi the BSa and the rules and regulations thereunder, j 


1 


including but not limited to: 


2 
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(i) elective mooltoring of mcoming and oaigotng funds uansfers by 
both accounr holders and non-account holders for suspicious or 
unusual actimes; 

(ii) elfecDve monitoring of purchases of monetary instruments by both 
account holders and non>accounc holders for suspicious or unusual 
acti'drics; 

(iii) an effective system that is designed to ensure compliance vdda die 
recordkequng and repordng reqtiiremencs for currency Transactions 
overS10,000(3I C.F.R. 103.22) and riut is capable of aggregating 
multiple cash traosacuons for any one business day, or other 
appropriate business period, from all branches by account Dumber, 
by name(s) of the account hfOl<^r(sX and by iransactorCs), and 
identifying any cash transactions that may have been structured to 
'avoid currency transaction reporting rcquiicmcois; and 

(iv) ideniilicatioR and verification of identity of accoum holders and 
transactors as required for recordkeeping and rqiorting of currency 
iransacrionsoverSl0,000(31 C.F.R- 103.28). 

(b) The program shall provide for an independent review of compliance wiib 
the ESA and the rules and regularions thereunder, the anti-money laundering provisions of 
RegularionH ofihe Board of Governors, and 3 N.Y.C.R.IL Pan 300. The review of compliance 
shall cover all substantive requirements and compliance processes, including, but not limited to, 
repordng lines for following up on compliance findings and procedures to ensure that 
compliance issues are addressed. 
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Sospicioui Activity Reporting and Customer Pue diligence 

2. Within 60 days of this Agreensent* the Bank djall submit to *e Reserve Bank aad 
the Department aa accepubk written customer doe diligence program designed to reasonably 
ensure the identification and timely, accurate, and conqileie reporting of all known or suspected 
violations of law against or involving the Bank to law enforcement and sr^ervisory authorities as 
required by die suspicious activity reporting provirions of Regulation H of the Board of 
Governors (12 C.F.R. 208.62) and 5 N.Y.CJR.R Pan 300, At a minimuro, die program shall 
include: 

(a) An effective system to ensure diu all known or suspected violations of 
law are properly identified arid reported; 

O) a risk focused assessment of the BaiJc’s customer base to; 

(0 identify the categories of cusmmeis whose transactions and 
banidng activities are routine and usual; and 

(ii) 'determine the appropriate level of enhanced due diligence 
necessary for those categories of customers dial ibe Bank has reason to believe pose a heightened 
risk of illicit activities ai or through the Bank; and 

' (c) fordiosc customers vdtese trmsacuons require enhanced due diligence, 

additional procedures to; 

(0 deteimine the appropriate docutneniarion necessary to confirm the 
identity and business activities of the customer; 

(ii) understand the ooimat and expected transactions of the customer; 


and 
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(iii) report suspicious scovitics ia cconpliaace with the reponing 
requirements s« forth in Regulation H of the Board of Governors (12 C.F.R. 208.62) and 
3N.Y.C,R.R.Pan 300. 

3- The program required by paragraph 2 hereof dial] be subject to comprehensive 
independent testing (a) three monihs after the approval «rf the program and Its adoption by the 
Baolc pursuant to the provisions of this Agreement (the “hiiiial Testing"); and (b) 15 months 
after the Ini ti a l Testing. Prior to the implemcnunion of Ae independent iesiine» Bank shall 

submit to the Reserve Bank and the Dcpartmeni its audit scope and methodology for review and 
approval. The Bank shall matre all workpapers, workpiodart, drafts and interim reports 
available as requested by the Reserve Bank and the Itepanment. 

Transaction Review 

4. The Bank shall conduct a multi-stage review (the ‘'Review") of cash transaction^ 

sales ofmouetaiy instruments, and funds transfer aciiviQf in the retail operations of 6* Bank. 

The Review shall be designed to detennine wheAcr suspicious activity involving accounts or 
Transactions at, by, or through Ac Bank was properly identified and reponed by Ae Bank in 
accordance wiA applicable suspicious activity reporting regulations, and to evaluate compliance 

_ -With the currency transaction reporting requiretneins of the BSA and the rules and regulations. 

Aereunder. 

(a) Within 10 days of this Agreemem, the Bank shall submit to Ae Reserve 
Bank and Ae Deparmvem an acceptable written plan for the first stage of Ae Review, which Aall 
cover all transactions during Ae period May 1, 2002 through the date of this Agreement The 
plan shall set fonh Ae proposed meAodology for Ae first suge of ihe Review; the types of 
accounts, transactions, and baalaag activities to be reviewed; Ae proposed resources to be 


5 


Confidential & Non-public OCC Information 


OCC-PSI-009^7807 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01386 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2481 


dedicattd lo the firsi stage of the Review; the scope of ihc wrincn repon covering the first stage 
of the Review; and the expected date of completioo of the first stage of the Review, not to 
exceed 120 days from the date of this Agreement. 

(b) Within 30 days after completion of each stage of the Review, the SanJe 
shall submit to the Reserve Bank and the Depanment: 

(i) a written report setting fordi the findings, conclusions, and 
recommendarions of that stage of the Review; 

(ii) an acceptable written plan setting forth the actions ihc Bant will 
lake to respond to the findings, conclusions, and recommendations,' and 

(iii) an acceptable wrincn plan fijr Ae next stage of Ae Review, setting 
forth the time period to be covered (to include rime periods since May 2000), Ae meAodology 
and the types of accmmis, transactions, and banking activiiicr to be reviewed; the proposed 
resources to be dedicated ; .Ae scopcof the written report; and Ae expected date of completion. 

(c) Upon completion of each stage of flie Review, Ae Bank shall ensure that 
all transactions previously required to be reported have been reported m accordance wiA 
applicable regulations and guidelioes. 

— (d) - The Bank shall roak* all work p^wrs, work produce-drafts and interim 

reports relating to the Review available to Ac Reserve Bank and Ae Department upon request. 
Approval and Progress Reports 

5. The programs, plans, and audit scope and meAodology required by paragraphs I, 
2, 3, and 4 of Ais Agreement shall be submiited to the Reserve Bank and Ae Depamneni for 
review and approval. .Acceptable programs, plans, and an acceptable audit scope and 
methodology shall be submitted to Ae Reserve Bank and Ac Depanmem wiAin Ae time periods 

6 
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set forth in this Agreement. The Bank shall adopt die qjproved programs, plans, and audit scope 
and methodology within 1 0 days of approval hy the Reserve Bai^ and the Depanment and then 
shall fully comply vvith them. During the term of this Agreement, the approved programs, plans, 
and audit scope andmeihodology shall not be amended or rescinded without the prior wrinen 
approval of the Reserve Bank and the Department 

6. Widiin lOdaysaflerdiecndofeachmcaithfioliowingihedateofthisAgrcemcnt, 
the Bank shall submit to the Reserve Bank and the Department wn'nen progress reports dexailiog 
the form and manner of all actions lakeu to secure compliance with the provisions of this 
Agteemeni, and cheresulrs thereof. Management's responses to rite audit reports on BSA 
prepared by internal and exienial auditors shall be included ivith the progress report. The 
Reserve Bank and the Department may, in writing, discontiiiue the requircmeni for progress 
reports or modify the reporting schedule. 

Notices 


7. All communications regarding ibis Agreement shall be sent to: 

(a) Ms. Sarah Dahlgroi 
Senior Vice President 

Federal Reserve Bank of New York 

33 Uberry Street 

New York, NY 10045’ ’ 

(b) Mr. P. Vincent Cooloa 
Deputy Superintendent of Banks 
New York State Banking Depanment 
One Slate Street 

New York, NY 10004 

(c) Nir. Philip S.Toohey 

Senior Executive Vice President and General Counsel 

HSBC Bank USA 

One HSBC Center 

27* Floor 

Buffalo. NY 14203 
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MisceUaiieoas 

S. The provisions of this A^eemem shall be bindisg on the Bank, and each of its 

insutahon-affirtated parties In their capacities as such, and dicir successors and assigns. 

9 . Each provision of this Agreement shall remain elective and enforceable cmhl 
stayed, modified, tenninawd or suspended in writii^ by the Reserve Bank and the Department, 

10. Norwidistanding any prcA^on of this Agreement, the Reserve Bank and the 
Department may, in their sole discretion, grant written extensions of time to the Bank to cwnply 
with any provision of this Agreemeni. 

1 1 . The provisions of this Agreement shall not bar, estop or otherwse prevent die 
Board of Governors, the Reserve Bank, the Department or any federal or state agency from 
taking any funher or other action afTecting the Bank, or any of its current or former institution- 
affrliaied parties or their successors or assigns. 
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12. This Agreement is a “wrinen agreemem” for the purposes of, aod is etiforceable 
by the Board of Governors as order issued under, section 8 of tic Federal Deposit Insurance Act 
and pursuant 10 Section 39 oflheNew York State BarddngLaw. 

IN WITNESS WHEREOF, tile pardes hereto have caused liis Agreemcni to be 
executed as of this 30^ 5av of April, 2003. 


HSBC BANK USA FEDERAL RESERVE BANK OF NEW YORK 



NEW YORK STATE BANKING DEPARTMENT 


By: 



Acting Supeiintendent of Banks 


9 


Confidential & Non-public OCC information 


OCC-PSI-00967811 


VerDate Nov 24 2008 


09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01390 


Fmt6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS 


PsN: PAT 



2485 


From: Boss, Joseph 

Sent: Wednesday, October 27, 2010 7:00 PM 

To: Freas, Monica 

Cc; Straus, Lee; Boss, Joseph 


Here is an E-mail I found that seems to be from a relationship manage (RM) requesting an opinion of Ali 

Kazmy (HBUS Policy-Group) about-the ranking of-an-exiting-client. As you-can see, the.RM advised Ali-that a 

Chairman is supposedly a wealthy investor who supports Osama bin Laden and that supposedly the client Islami 
Bank Bangladesh, Ltd,, has been fined three times for covering up militant transactions. Also, as you can see, 

Ali stated that this client merits an SCC designation. I have reviewed other E-mails, both later and earlier, to 
see if there was any indication that the account be reviewed due to the extreme circumstances pointed out by the 
RM and have found no other E-mails to show that anything other than designating the client an SCC was done. 

I know that the parameters for a look back have already been decided, but thought you might want to consider 
adding in this client. This E-mail is under Cam Hughes E-mails and is document number 


Joe 


= Redacted by the Permanent 
Subcommittee on investigations 


From; ALI S KAZMY/HBUS/HSBC Sent: 2/3/2010 6:31:04 PM To: JON K JONES/HBUS/HSBC@HSBC02 
CC: PSRR@HSBC02;CAMILLUS P HUGHES/HBUS/HSBC@HSBC02;JUDY P 
STOLDT/HBUS/HSBC@HSBC02 Subjea: Re; Islami Bank Bangladesh Ltd - Poss SCC The information 
appearing below does merit SCC classification. Regards, Ali S Kazmy Vice President/Senior Manager - Anti- 
Money Laundering Policy | HSBC BANK USA, National Association 452 Fifth Avenue, 7th Floor, New York, 

NY 10018 — 

Phone, 212-525-5560 Fax. 212-525-6994 Mobile. Email. ali.s.ka 2 my@us.hsbc,com 

From; 

Jon K Jones/HBUS/HSBC To: Ali S Kazmy/HBUS/HSBC@HSBC02 Cc: PSRR@HSBC02 Date: 02/03/2010 
04:33 P M Subj ect: Islami Bank Bangladesh Ltd - Poss SCC Ali, In my review and research of the above client, 
I'd like to point out the below items and ask for your opinion on SCC staius'with'fegard TblFFabove clieinr 
Vice Chairman and 10% owner is Yousif Abdullah al-Rajhi, General Manager of AJ-Rajhi Company for 
Industry & Trade, K.S.A. Earlier, he performed duties of Branch Manager and Project Finance Manager of Al- 
Rajhi Banking and Investment Corporation from 1987 to 1995. At least three Owners (ownership confirmation 
currently underway) for approx, 30% are connected to the al-Rajhi family / businesses. Other Owners (listed as 
of now): Islamic Development Bank The Public Institution for Social Security - Owned by Government of 
Kuwait Kuwait Finance House - 49% owned by Kuwait - listed as a PEP Al-Rajhi Banking and Investment 
Corp., a client of CIB and Banknotes is SCC. Al-Rajhi Bank got it's start as a money chaining network and 
(Chairman, Suleiman al-Rajhi appeared on the "Golden Chain" of wealthy investors who supported Osama bin 
Laden.) Negative press: Per prior EDD ROF - "a notice of cause was issued by the Bank of Bangladesh to the 
CEO of Islamic Bank in March 2006 to explain accounts owned by suspected Islamic Militants. Client was 
subsequently fined by Bangladesh Bank and take measures against 20 officers for their involvement. Sources 
suggest this was the third time Islami Bank Bangladesh Ltd was fined for covering up militants transactions." 
Current internet searches found no additional items. Please review and advise, Jon K Jones Senior Analyst } 
HSBC Bank USA 90 Christiana Road, New Castle, DE 1 9720 Phone 302-327-20 1 7 
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From: 

Sent: 

To: 

Subject: 

Tabor, Teresa 

Wednesday, September 08, 2010 3:42 PM 
Boss, Joseph 

RE; IPB Miami (Edge) 

! wilt forward the report to him. 

From: 

Seitl: 

To: 

Cc: 

Subject: 

Boss, Joseph 

Wednesday, September 08, 2010 11:41 AM 

Tabor, Teresa 

Boss, Joseph 

RE; IPB Miami (Edge) 

1 guess you will 

let him know. Right? 

Ser»t: 

To: 

Subject: 

Tabor, Teresa 

Wednesday, September 08, 2010 11:40 AM 

Boss, Joseph 

RE; IPS Miami (Edge) 

Duh 


It wouldn't hurl. 



From: 

Boss, Joseph 

Sent; 

Wednesday, September OB, 2010 11:40 AM 

To: 

Tabor, Teresa 

Cc; 

Boss, Joseph 

Subject: 

RE: IPB Miami (Edge) 

Mike Jarrell. 



From: Tabor, Teresa 

Sent: Wednesbay, September 08, 2010 11:36 AM 

To: Boss, Joseph 


-_Subj«ct: R£i IP.B.Mlatni.{EilOe). 

Who? 


From; 

Boss, Joseph 

Sent: 

Wednesday, September 06, 2010 11:37 AM 

To: 

Tabor, Teresa 

Cc: 

Boss, Joseph 

Subject: 

R£: IPB Miami (Edge) 

t agree. 

Do we have to notify MJ? 

Fram: 

Tabor, Teresa 

Sent: 

Wednesday, September 08, 2010 11:36 AM 

To: 

Boss, Joseph 

Subject: 

RE: IPB Miami (Edge) 

That's what 1 would say. 1 do not think they would combine the two. 

From: 

Boss, Joseph 

Sent; 

Wednesday, September 08, 2010 11:36 AM 

To: 

Tabor, Teresa 
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Cc: Boss, Joseph 

Subject: R£: IPB Miami (Edge) 

Since it is the Edge, I would assume that these are in addition to the 610 mentioned in the NY iPB report. Do you believe 
so as well? 

Me 


From: Tabor, Teresa 

Sent: Wednesday, September OS, 2010 11:29 AM 

To: Doss, Joseph 

Subject; !PB Miami (Edge) 

1 have attached an audit of IPB Miami (edge). Referto page 25 where it talks about 925 bearer share accounts. 

« File: 10307 AUF- IPB Miami Final Report.doc » 

Teresa Tabor. CRCM, CAMS. AMLP 

Bank Examiner 

Large Bank Supervision 

10 East 40lh St, 14lh Floor 

New York. NY 10016 

(212) 525-7512 (Direct) 

(301) 433-8794 (Direct Fa.x) 


This message is intended for designated recipients only. If you have recerv'ed this message in error, please delete the original and all 
copies and notify the sender immediately. Federal law prohibits the disclosure or other use of tins information. The content of this 
message is mine personally and does not reflect the position ofthe Office of the Comptroller of the Currency, the Departinenl of 
Treasury, or the U.S. Governntenl. 
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From: 

Sent: 

To: 

Cc: 

Subject: 


Boss, Joseph 

Tuesday, June 15, 2010 3:01 PM 
De La Garza, Elsa 
Boss, Joseph 
FW: 


Here is the Bearer Share information. 
Me 


From; Tabor, Teresa 

Sent: Tuesday, June 15, 2010 10 t'}9 AM 

To: Boss, Joseph 

Subject: 



Ay_Bearer_Snare5_ 

AccountsJn_... 


Teresa Tabor. CRCM, CAMS,AMLP 

Dank Exaniiner 

Large Bank Supervision 

to East 40th Si, 14th Floor 

NcwYork, NY 10016 

(212) 525-7512 (Direct) 

(301) 4.33-8794 (Direct Fax) 


This message is intended for designated recipients only. If you have received this message in error, please delete llie original and all 
copies and notify the sender inunediately. Federal law prohilrits the disclosure or other use of this information. The content of this 
message is mine personally and does not reflect the position of the Office of the Comptroller of the Cunency, the Department of 
Treasury, or the U. S. Government, 


I 
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Account No 

Short Name 

Customer 
Ooen Date 

Country of Residence Desc 

i 

9/20/2002 

British Virgin Islands 


9/8/2005 

British Virgin Islands 




6/17/2005 

Biitish Virgin Islands 









12/22/1999 

Virgin islands 


s 

H 

a 


12/22/1999 

British Virgin Islands 


a 


9/8/1999 

British Virgin Islands 


f 1 


2/7/1997 

British Virgin islands 


U 


5/29/1998 

British Virgin Islands 


S ^ 

e 


12/27/1999 

British Virgin Islands 


» ? 
a 


11/23/2005 

British Virgin Islands 


$ 


10/16/2003 

British Virgin Islands 


o' 


10/16/2003 

British Virgin Islands 





British Virgin Islands 




3/27/2003 

British Virgin Islands 


7/11/1988 

British Virgin Islands 


9/29/1992 

British Virgin Islands 


2/6/1998 

British Virgin Islands 


6/11/1999 

British Virgin Islands 


2/1/2000 

British Virgin Islands 


4/14/2000 

British Virgin Islands 


7/30/2007 

British Virgin Islands 


4/7/1994 

British Virgin Islands 


11/19/2001 

British Virgin islands 
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Total count » 39 



12/18/1998 

British Virgin Islands 


10/20/2000 

Biltish Virgin Islands 


2/5/2003 

Britl^ Virgin Islands 


2/5/2003 

Biitish Viipin Islands 


9/15/2008 

Bntish Virgin islands 


3/22/2007 

British Virgin Islands 


3/22/2007 

British Virgin Islands 


2/28/1991 

Biitish Virgin islands 


9/17/1990 

British Virgin islands 


7/1/1991 

Bntish Virgin Islands 


1/22/1992 

British Virgin islands 


7/15/1991 

British Virgin Islands 


7/1/1996 

British Virgin Islands 


11/6/1996 

British Virgin Islands 


4/22/1998 

British Virgin Islands 


11/7/1997 

British Virgin Islands 
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HSBC<» 

Iferesa A. Pesce 
Executive Vice President 
Anti-Money Laundering Director 


March. 3,^200.6.^ 

Mr. Anthony J. DiLorenzo 
Examiner in Charge 
Large Bank Supervision 
Comptroller of the Currency 
10 East 40“* Street - 14^^ Floor 
New York, NY 10016 


Subject; International Private Banking BSA/AML Examination 


I 

{ 


Dear Mr. DiLorenzo; 

HSBC Bank USA, N.A. (“HBUS”) respectfully submits this response to your letter dated 
January 31, 2006 summarizing the findings of the International Private Banking BSA/AML 
examination conducted by the Office of the Comptroller of the Currency (“OCC”). In addition 
to our responses to die specific “Matters Requiring Attention” set forth below, we wish to 
reaffirm HBUS’ commitment to ensuring the maintenance and enforcement of robust AML/BSA 
controls within this business area. 


MATTERS REQUIRING ATTENTION: 


P9licjnm(tPrucedjireTft7r Bearer Shares 


Required Action - Management should evaluate the risks associated with bearer share accounts. 
BSA/AML policy and procedures need to be revised to ensure that either the bank or an 
acceptable third party controls the bearer shares. The bank must monitor legal requirements in 
countries that allow for the organization of International Business Companies (IBCs) and Private 
Investment Companies (PIC). Policies and procedures need to define “acceptable third parties” 
and any applicable due diligence, and specify documentation required by the bank to ensure that 
the shares have been properly received by the third party custodian. 


Management Commitment - Management agreed to implement revised policies and 
procedures for bearer shares in accordance with our recommendation by March 31, 2006. In 
addition, management stated it would provide the bank’s plan for taking control of bearer shares 
associated with existing accounts. 


HSBC North America Holdings Inc. 

452 Fifth Avenue, New York, NY 10018 
Tei: (212) 525-6099 Fax:(212)525-5769 
E-Mail: teresa.pesce@us.hsbc.cx)iii 


bnfidential & Non-pubilc OCC Information 


OCC-PSI-01358804 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01399 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2494 


Response 

Compliance management is working with the business to revise the policies and procedures 
for Bearer Share corporations. We aretakinga risk-based approach. The bank will 
require share certificates for Bearer Share corporations classified as high risk to be held in 
custody ( either with H SBC or an approved third party). For all other Bearer Share 
corporations, the Beneficial Ownership letter be completed andT^Si^ed every two^ea^ 
(instead of the current three years). Factors that will be considered to determine high-risk 
classification include: 

• Risk classification of ultimate beneficial owner 

• Involvement of HSBC in the creation of the Bearer Share corporation (if HSBC 
created the corporation, we have significant knowledge of the client) 

• Number of accounts the Bearer Share client maintains (if the only account with 
HSBC is the PIC (Bearer Share corporation), then the client would probably be 
considered high risk) 

• Length of time Bearer Share corporation has been a client 

• Level and nature of activity in the Bearer Share corporate account(s) 

The bank’s plan for implementing the policy will be developed by March 31, 2006. 
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Redacted 

by 

Permanent Subcommittee 
on Investigations 


Please feel free to contact me if you have any questions about the responses provided above. 



5 
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cc: M. Glynn 

G. Aquilina 
D. Bagley 
J. Boss 

J, Bu rak 

i). Dew 
J, Kauffman 
A. Liddy 
P. Musacchio 
D. Reilly 
I. Stem 
C. Wind 
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0 




CD 




"D 




CL 



0 

3 



03 

CD 

U) 

(D 



“D 

_J 



C 

■D 



13 

O 

(T 

C 

CD 

>> 

O 



0 

o 

Q_ 

>» 

g 


o 

<4^ 

o 

a. 


M— 

o 

0 



< 

a 

c 


o 

>> 

ro 

■q. 

-J 

< 

o 

0 

E 

o 

O 

1 

(f) 

o 

— j 

CO 

m 

CQ 

0 

CO 

1 w 

a)CQ 

0) 
o E 

N O 

C ti 


c 

0 

CD 

c 'J 
1-^ 

(D < 

> i- 

> .2 

E S 



° Q 

^ CO 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01404 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 


2499 


Orr-PS!-01 768523 


o 

CM 

« C/5 

IT O 
O c 

o ^ 

0 I— 

> 

’o ^ 

0 ^ 

g- ^ 

O 

0 o 
Q- E 

^ E 
^ o 
< O 


I 0 
^ O (fi 

0 ’ 4 = 0 

>00 

M < 

O s S 

0 o 0 

§ o q: 


0 > 
O CD 

I- o 

° 9 . 

X o 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01405 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2500 


OCC-PSI-01768523 


o ^ 
CH lO 


o 

o 

E 

D) o 
c CM 

E ^ 

. 5 = ^ 

CD O 


o ^ 

E 00 

(0 S 
CD ^ < 

x: 2 S 

3 E CD 

,9 < o 


E CD 

< < 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01406 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 


Interagency Enforcement Guidance (2006) 
DOJ Act'ons (Prosecution fx Forfeitures) 2007 



2501 


OCC-PSI-01768523 


V cc 
_ c 

^ £ 

a? 1 

X ^ 

UJ 

CO rn 
o 

■i::: c 
CD o 
£ c 
< 3 
❖ ❖ 


0> o 

O V- 
O CD 
CM CM 

•r. -I—*' 

.ti "0 
.CD t 


‘t S 
^ U I 
i r 

^ o a. 
^ -o ^ 


Q. S 

E ^ 


3 c ^ 
N CD c 

CQ CD 


0 

cn CO 


w •:: 


CO CD 
CO CD 


< 

o 

CM 

CO 

CM 

a? 

CL 

£ 



o 

•*-> 

o 

o 

o 

CD 



L_ 



o 

CO 

CO 

0. 

CO 



CO 


Am 

o 

CO 


O S 

T- CD 
O CD 


S I 

O CD 

z 

O V) 
CD c 
CO g 
X N 
❖ ❖ 


S 5 

^ o 

co^ < 

UL 

CQ o 

^ I 

cH o 

o ^ 

CD Q_ 

CL -D 

❖ ❖ 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01407 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 


2502 


OCC-PSI-01768523 



VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01408 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2503 


OCC-PSI-01768523 



'i 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01409 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2504 


OCC-PSI-01768523 




■*-< 



CO 

_J 

c 

o 


O 

E 

o 

'•1— » 
o 


0 

CO 

< 



■> 

0 


C 

L- 

0 

> 


o 

Q. 

o 


‘co 

3 

3 

CO 

0 

s_ 


o 

c 

o 


c 


O 


o 

T3 



o 

0 

>> 

E 


o 

0 

0 


-I— ■ 

> 


0 


C 

o 

c 

o 

U- 

> 

• — 

o 

D_ 

O 

CO 

u. 

0 

ts 

0 

0 

D) 

0 

W 

0 

0 

■o 

0 

-*-■ 

0 

•+-> 

CO 

E 

0 

■*-> 

0 

_J 


>» 

L. 

o 

CO 

■> 

w 

< 

01 

CO 

TJ 

C 

c 

0 


0 

L- 

0 

Q. 

3 

0 

C 

o 

D) 

C 

'•4-' 

0 

< 

CH 

CO 

h- 

b 


n 

P®! 






VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01410 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 


J Compliance Department Staffing 
II Annual Reviews or Roll-ups 



2505 


OCC-PSI-01768523 


O 

W S-. 
(/) 0 
0 > 
o o 

O 0 

Jr ^ 


E 3 


o 

-O £ 
3 0 

TO d:: 


D) 

.E o) 


o 

0 


q: 

o 

"D 

3 

1 — 

< 

C 


0 

0 

0 

3 

0 

3 

CO 

_o 

0 

o 

Q. 

>* 

JC 

c 

L_ 


0 

0 

0 

O 

O 

C 

o 

0 

o 


• 


• 

• 


0 

H— » 

O c 

E .2 

0 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01411 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2506 


OCC-PSl-01768523 



VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01412 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2507 


OCC-PSI-OI768S23 


CO 

i— C 

(/) -Q 


_g» 

< "I 

CO £ 
DQ 

o I 
o ^ 


Ljjoa 

o 

CO 

1 □_ 


Q. 

Q. W 

< 0 

i, ■■ (0 

C/) 


LJJ w 


E E 
ro ro 

X X 
LJJ LJJ 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01413 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2508 


OCC-PSI-01768523 



VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01414 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



2509 


OCC-PSI-01768523 


0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0^ 

0 

0 

0 

0 

0 

0 

0 

0^ 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0" 

0 

0 

0 

0 

0 

0" 

0 

0 

0^ 

0 

0 

0 

0 

to 

G 

0 

0 

o' 

0 

0 

0 

0 

0 

o' 

0 

10 

0'' 

€0 

<0 

CO 

lA 

0 

tfi 

CO 

0 

If) 

CM 

Vi 

to 

4^ 

o' 

00 

4/)^ 

«f> 

CM 

4^ 




4^ 

S- 





0 

0 

0 

o> 

00 

1^ 

h- 

U) 


T“ 


0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

0 

CM 

CM 

CM 

CM 

CM 

CM 

CM 

CM 

CM 


O g O 

^ “ I 

CD ~ O 

ID > O 

- O o 

*s 7? ^ 

>■ o 

O 5 X 

d; 5 S. 


0 

1 = 

S o 

O = c 

Q q o 


JZ o ™ 

.a a 2 

u. 3 

3 .t: 

N c £ 
C3 t 

o m p 

Ifl CD ~ 

■5 w o 

W ^ 

^ in ^ 

S xi ^ 

£ ig 

fi I p 


VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01415 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



VerDate Nov 24 2008 09:24 Nov 27, 2012 Jkt 076646 PO 00000 Frm 01 41 6 Fmt 6633 Sfmt 6633 P:\DOCS\76646.TXT SAFFAIRS PsN: PAT 



1. Smuggling: U.S. cash 
is smuggled into 
Mexico. 



7. More Layering: Wires from 
casa correspondent account 
may be forwarded to launderer 
accounts in Europe or Asia 



Bank-Europe/Asia 



paid out on the wire. 
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1. Malwa re coder writes malic ous 
software to exploit a computej' 
vulnerability and Instails a trojan 


Mai ter 


Hacker 


2, Victim infected 
with credentiai- 
steaiing malware 


f 

Targeted 

vrctim 


3. Banking 
credentials 
siphoned 



How the Fraiid Works 


Compromised 
collecHon server 


4. Hacker 
retrieves 
banking 
credentials 




Hacker 


Miap 

Compromised 

5. Renlote P™*'' 
accesi to 
compromised 
computer 



6. Hacker logs into victim’s oniine bank account 


^ 7-;^ 


— ^ Cf 


7: Money X 


traiisferred jTt 

rt/afn-. Kan 

to 11 

nulp ft > 


Money mules 


B. Money 
transferred from 

mule to organizers prauciutent 
comiiany 


1W 


Victims are both 
financial ■ 
institutions and 
owners of infected 
machines. 



Money mules 
transfer stolen 
money for criminais, 
shaving a small 
percentage for 
themselves. ' 


It 


i Criminals come in 
I many forms: 

_«j Malware coder 
«i Malware exploiters 
Mule organization 
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Comf^roMer of the Currency 

^tor of National Banks 



Large Bank EIC Meetii^g 
BSA/AML Panel 


‘ii|M 

iiili HiliH 


John iWagner, Director, Com|jliance 
Policy (202-874-6073) 

! ' ' 

i 

Jim Vivenzio, Senior Counsel, Chief 
Counsel’s Office (202-874-5200) 
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pomR_troll|rofthe Currency 
r ^dn'iini of National Ba 



Laifge Bank EIC Meetiil 
BSA/AML Panel 


Wachovia Lessons Learned 

- Overview of Money Laundering Seheme 

- Background CDD System & London 
Exam 

- Culture Problems 

- New Technologies and Volume 

- Staffing Issues - Alert Capping 

- OCC Supervisory History 

- Other Federal Agency Involvement 
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, the Currency 

"’ll 


I of National Banks 


Laitge Bank EIC Meeting 
BSA/AML Panel 


Large Bank Review Team Observations 

- Supe^isory Letters tied to Conclusion Memos 

- Tone and Message conveyed in Supervisory Ltr 

- Citin I MRAs 

I 

- MRAs and Systemic View 

- Autojnated Systems for Large Banks 

- Keeping Up with New Technologies ajnd Growth 

- Compliance Department Staffing 

- Annual Reviews or Roll-ups 
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§rof the Currency 
itor of National Banks 


Large Bank EIC Meetiilg 
BSA/AML Panel 


Larg^ Bank Analytics 

- Quality of Risk Management 

i 

- High Risk Areas 
-MRAs 

j 

-Violations 
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